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ta9&ca39aR daoaadys3aseaR 3ab¥medR (Comp
I ntelligence) >2gaedIiw €3aGaev) 32 &BFfF I3RS
3sRemn, yes €e€3aYaertaei st b o9ag8ar1 ¥meag 39
dmoe3i dog 3myaasi, demfaqya®@d3xte 339 0P-23G6 M
bReame Yoddryea b Ymedsoeog enasad | d
frmdi ym3ai mb t+dog w oaRefrjeaYRoXdBRJa Re
bYRa092 aYasdaeaodoo. P X-N| yRzga td 3¢
3a2b¥Ymedo YDOYRIGH caddmMame B aEF &Y Boc ¥ o
dooyR dRdeoyosaa €323YtyaaR e3afdamRedG6m

edo, Rda b 2ev92095 mM368a683029 afro95anpakat o:
ecmn, o92aafrgmeam edt e3aYoarassat 3ah¥mey) Y
308090 @8R evea3g)cadaBdasdsa¥YgdqeasabRg. 6 mdi

baRyaR yR3mpodxw63)} 5a968R3mMI, e3ay3Rooaya b
afr3afrdaoaooat madas3oasRemn GRden Ymdioas evao
des@&cas3oam sa3abpm. O RoaydasaYomes dmeasR
edo €30c9tea 89RDBbOYRGEDO 3ab¥Y¥Ymedeoer: bR ¥Ym
(Open Sources INTelligence, OSINT) 1, ys 86Rden 9eapnpaR YY-
30929 moas coiadME3RM o966 R e3aff¥aRdqRBmMe bHR
Yy 206809, ys+ Y DbR3)fmbnoame dmeas3Re)3mM YDOY
9m3al >f50paaa bR36 a3} YRaoatos | eOAa3DRY:
edt agoeaadayme OSINT 3e8Ya3a8a oaRefmdi

gagamd m gagsadeayme.
¢aob¥Yme)] YRdi aR mada3sRemt 9apnpa f} e @&

epasad, ma¥2g Ymeds3o2eog epnpasad, bR3af 1
ayadoavaai, 3adgdRs o, Yajeamyait admasa¥Yog
Yog bYmemy, frRb evRodgdt ¥Fae wgrjcORBaY (
3Rat), RoaRdmby Rfa 3cacemRdi aapnp & 3afr g
e3RYeR, €30 Gi &9} >fr 3ty 3mboaasmeaosg Ym
€a0303af 969, yaf 263295Re02 (d3jeoem baRai,

909m dooad)3aa9e8aR 3ab¥YmedR saas03dmeR fa

! Hwang, Y.W., Lee, |.Y., Kim, H., Lee, H. and Kim, D., 2022. Current
status and security trend of osint. Wireless Communications and Mobile
Computing, 2022(1), p.1290129. DOI: https://doi.org/
10.1155/2022/1290129

2 Zanasi, A., 1998. Competitive intelligence through data mining public
sources. Competitive Intelligence Review: Published in Cooperation with
the Society of Competitive Intelligence Professionals, 9(1), pp.44 -54.
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RdmbaYHRpodgadaoaRemMeaog gageaadeayms, } -e3R(
YRoeaat 3)JyR3oaen deacaeemn Yadodog BRaOC

R e} 95d} dadovyait aya ®©vOo3adea3R R?asa:
di oaaya Je3RYdmoeoat tUHO (2 &0 % .3 odRpchyieq o
di aan madeas3osRemnp 268329} wei 3t02Ho k8ROpPJ
aRdo, ofgiadesymyam aydteos, deesay3sRdmp, d
yam b¥Ymeo, yRBRasBevmeead®sareRymé

YyR mavyo9o2 acemadRegme pab¥Ymececnm Yme 3
}emwp madeassRemp ear ) YRwet 3t b Ymedsoae

Ome &9 &, ys e-geé 3 rgmbhasadk®50FHFwon madess
aReRw deoadys3asasgaR 3ab¥YmedR, 4,1 % mad

283029 RBDO b ea3pRYaog 3683)daey) 3. OabYac
€e3aYareaasst zambdyge o aR 308dRyg 9aD) G
daseRamn, €3aa60 sandoYe3xaenm deead) 3asa6

e3sRBPyasad 3¥azmo

yoaRY} ymsai 3ab¥Y¥Ymedo bHBR ¥Ymeds3o80250 e
ya e€3aboeaas tHO j meeas Opesszas (Lync
30 yas3¥Yot 1966 3., dado Yoyadar) YRY
3ddReaosat €303ty eo230dea3a9 ?2¢s ¢ m)
(Richard McGarrah Helms ). ¢gpReYoym eveasztyoaosositR-aa u
G &9 €268 Rse cas3sadRbRaan G Rws aan ma da3 9
ga3edt yayeo, yasyaevoososaya YOoYyaedoat e3) de

yR }J} 3eRdasal ceo90ddaYoel ®v)odaIiR- Y3t
di aR madaszosRemt eof ) YRwei 3+ b 3049308659
Rfra 2e03RBOY208oRse¢tgRYem ca aa 8R(J.
baRoaat Reom3RdRO byRRRgeR 3empR3dR a Ry Rdi a o dR
Ome 3i gooeBasi dog 3o0d t£8B0 |} 3ado O3dyaen
3e3a368aY) W GaOa. TRd, bR eceoya aemadarl,
Ot yaseRdRO do gr meendmss adh, a4 mBmeoaog, m da
0b desadmeasacemeaog enO3Od. yR3ReoR3e3R’
Yy o069, ye yR3e8a 3Rsa Gcaes ae2d Ymeszaasad
adasaagas, tdoe eeb¥Yodtw 33ddR3e2 e6emdn
sabRnNdo Y3mg 3ab YomeseRR]ano g3 ¢ nY Yingeys aer-a @ a

3] Roea O. 0. cOznMv®d¥Mdesd) 3asaedeyonmRemeda
e 3R¥a22020. 0 t 2(339 1t . -681 DOI: 10.37750/2616 -
6798.2020.2(33).208089
4 Johnson, L.K. ed., 2007.  Handbook of intelligence studies (Vol. 2).
London: Routledge.
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doYa e©dt Ymeszi daYapn 3ab¥Ymedo, e6ai 829 ¥
909 ©dt desad)s3asscaan 3xmBBVMmEYdy s3edt fmba

OseoaayR3> RaRdmb 3ab3zadsayasaya bYma
¢Enterprise -Level Computing in Soviet Economy & ( £ 87004 3w ®©R
JtYdasaoat €38 6a, tdoe dadeszRdi a2g af 3t
ar3afrdteos RaRddmeodRo. Od+ ddReRaat b 3
3ad} 3dRo) YRda3zt 347 Ymeds3o2e02g wnaszad
eadaat af 3t yas Y avao\ 38 a3mad] y&eaoasa o
GmMeaode 95R3IYe drrdybms. 3t merd o

VRyRdi aa¥Ymeasa, ys a39aYaR Ymem-mooms:
Ymedo Yme ¢€3a903daY@wsa Waoyyn 0396 YHRS G i m
s5Roaat aeoysfrgrly9d@3saxsa ecadanaoasat evaYaraass
Yoqdiysa Y3m ena3adR madeszsRemnpn R G6i &9
dayRdi a090.

8acgaszaamBYmedR, 3abYmedRodRa dMRad e q 3 atade
YdR3aa, m Y3t dead)3aeeaR 3ab¥medR, +tY
moa da39 ReRpeRRdMBE oYy 8 an 3af 680, ys evabvYadt
Fmy a9} Frebpamzszs R mi1 frab bR3B a3} YRoot (3]
s0gaemME&r3RBedI-¥aby) daaYan emtdi saa3zacm, t dm
€303ayReoYarl e3RYaagoa32089090(0 23y RamyY.

¢Rbas mb 809 svS0carI WmedOFImeIOomMaeagas ac
agaadaymn nnpn e3aYaevaoaat ey opa fdobidm
183t Y 83Revoemeoame 3ab¥Yme) YRAIF Bms. emt

yR38a3) YRoaoat smdb&Fmeagdosc ¥ doasas3zecmeams
Yoe3sRYeaY) wei 31 9a dorvya o9m3d) YRoam+ 992 n
do, Rda w YRpdoYomRarp te dbtR Y3eemdri saaaens
sR3daeoay]y, a3dmdi do bRrabeay) w:

1T 3¢ea38a03apa0assat bR 3a0a¢e)} edRGmUI dafleapue Ra
MY, deadj3aaem¥Y, va3bRYaog a3yRom

T RdeoYay ] YR3@g J da39) YRaoam 3amome o
sRemeoaaya cadt aRYdeds deseRampn;

T Ymeseapaaat ceot YO o8oaYoyo doaod) 30
qgRaRdy} brfryjaey;

T YotYdaosat 9ando¥Yog bdoeem¥Y m eaydo

° https://mww.cia.gov/readingroom/docs/DOC _0000500558.pdf
¢ Antonina Mytko & Tetiana Mishchuk. Characteristics of Compet i-
tive Intelligence and Espionage in Enterprises. International relations,
public communications and regional studies, 2017. 0t 2. DOI :
https://doi.org/10.29038/2524 -2679-2017 -02-90-103
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T &=emoad) ¢€a6aabconfempo gemge Yy R3 maYas3eDIc

i Yoeasaenaaat d3edm¥Y deooady) 3asasmy |
yaYo2g dRoeRamsg;

1 Yoeceas3aepnpaossat deoeady3asem¥ } @6aaea 3l
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16 Sanjay Ghemawat, Howard Gobioff, Shun -Tak Leung, c¢The Google

File Systeme da&tf 3i 2003 ¥y. , http://1 abs. googl e
o Jeffrey Dean, Sanjay Ghemawat, ¢MapReduce: Simplified Data
Processing on Large Clusters & eadR¥f 314 2004

http://labs.google.com/papers/mapreduce.html.
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18 Konstantin Shvachko, Hairong Kuang, Sanja y Radia, Robert
Chansler. The Hadoop Distributed File System. Proceedings of
MSST2010, May 2010.
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19 ¢Scaling Hadoop to 4000 nodes at Yahoo! ¢
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000_nodes_a.html.
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YmeddReasa yR3, R YWeRvmRoamxmm HA3edsRe
OsaRdmeodqR ¥ Elasticsearch e32bVoRyaaol

aan dqR36282 eRaog. 3o eor)d) eaeéeRdi oo
dR bReo3zmY, RaRdmeodR b ®evabYoadt w

coydi
bys3} e} YReo ng amBe2950 3¢a3
¢aRdmbRemt RysayRemnpn } bBReodeRg
OysayRemt Y El asticsearch, t dR Yob
aggregati ons, eabYadt w 268329 YREBOR3 bRy R
dor eRoam. Osm DPReo262 oR RysayRemIl 9sRIgs

GET /<index_name>/<type_name>/_search
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{

"query":  { . .. 6o0¢e bReog} T
"aggregations ": {

. 6o RysayRemn

}

}1
"size": 0
}
6dasaae aggregati ons €aY29098 95mM3BIEG!
sayRemn. Fmde bReo2g} bRdapbpoagi Ynme- ¢ RD
afr a2Y' tbdeaYos adasaaa qgue Ry s&dgROéEMM, (e
tdys @2a0a2frgmesaes &fo50D262 dedesad3sRRys3a:
60 adasaaage query. Oys3ayRecmt fjea Y3R
eRoaaya> moeads) m @82¢g} , tdya 8aa YodRbBRo
pasa YYRDR@eO gcaye 3mMYoaod2s bReoseasamatc

vyoy®Reogy) ) . pRe3odqdRe, Gaoes eR3Rswwe3 ¥
af gmea o, yesfr Rys3ayRemt €3RI YRAIR oa2a b
€ €0Y90292 evad)}osaaegRoo, tdm YmesavYmef
YRo.

yReoe dmdies3) w evead) saaeso, tdm ¥} ey} aei
aggregations.zedddRbew,sizdmdi do Ymeea
ead)l sa8e8mMY eaYoososo f)JBO e£aYas3a)gea | Y
bRsaYy} YRoaoats 368RoaYOGi 10. gdya DbaRy
Ymeea¥Ymei +je0 95mM36826869 a2a fmdi vyas-eas3t
emY. yRbYoyRe, t dyes o a a&lfigdnpe acea 3a¥aB OB RSB
3ab)ydi R Rys3sayRemp, d0afrgmeaa R3I3YE

yasat 0, ya+¥ o920 26329} YRGO marvog 3abyd
Od+ >8309Raat eo2aRoamdo dmdi de3em €} i
El asti csearch, d90argmeaa beme3zases Ry:
YmeRIgaReeem, YobaRyooeme €a3Yoaa029 bRe
Ymeea¥YmeRw boaRyaaarl eReo m yRz3J. L a9
Rys3ayRemi BHBR ©eReR90 Ya3mg evad)osasemyY m
eRIGH bReoa| Samsung, bR eadas 3yR3y ,

sRaem JSON:

curl -XGET 'http/localhost:9200/hb/_search?pretty=trueH 'Conternt
Type: application/jsond"
{
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"query":

{"multi_match":
{"query':"Samsung
"fields":

["title","textBody]

}
2
"aggregation%
{ "dates_with_holes
{ "date_histogram:

{ "field":"pubDaté,
"interval':"day",
"min_doc_counit: 0

}

}

2

"sizé: 0
y

S 3a0ab)di aRem cYioayoee RboPeto e} &68309) wosa Y
edt ecafr)jea¥Yo o¥FmByaRyBI GRdJdoaya Yoydt ey :
{

"took": 2,
"timed_out': false,
" shards$: {
"total": 1,
"successful: 1,
"skipped : 0,
"failed": 0
3
"hits": {
"total": {
"value': 10000,
"relation": "gte"

b

"max_scoré: null,
102



"hits": []
}

aggregations: {
"dates_with_holes: {
"buckets':

{
"key_as_string:"2019-07-27T00:00:00.000Z
"key': 1564185600000,
"doc_count: 1
|3
{
"key_as_string: "2019-07-28T00:00:00.000Z
"key': 1564272000000,
"doc_count: 2

12

"key_as_string:"2021-03-04T0000:00.000Z,
"key": 1614816000000,
"doc_count: 35

b

{
"key_as_stringy: "2021:03-05T00:00:00.000Z

"key": 1614902400000,
"doc_count: 40

2m eRam 98anaR a&a68325RG6DO mb ma 3683} 9
Kibana (3.

Od+ ceaeRdi vYon >fr320fdo0 evoa3zeRBoait & bHbR3
Ymeea¥YmeRIgi ecadto key as_string m d
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Od+ bR3@ga3)6/sRwaRlae o @ 3aby) di eaReamY } :
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8Ya3282 ng ea doa3s9Rae CSV bR eacagoy
Python.

s 3ab)ydi eRem YodoaoaRoot €3ay3R90 9 aDc¢
da3osRem CSV 8Rdeya Yoydte):

2019 -07-27;1
2019 -07-28;2
2019 -07-29;0

2021 -03-03;32
2021 -03-04;35
2021 -03-05;40
Od+ eaeRdi van af 3af d09 eRaog Y deas3o

28329 R8I6dREHV 303aeaYoya Excel m € o
eo2oaRosmdo ecoaYmealdbdasi (¢£03.
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) YRoaot Yoamszag} aaYoo, frdoymd 3 BRMYs ¥Y
383)dey) 3aYRay des3oy, t d} dayda 9ap8R
RYeaoReobaYRoaya> a2632Roat oooa¥Ydaoaoi

dbR302 YO ead) 9086 my, t dm aReR1Iegi &t
a3Yasmy¥Y } de3oRaem RSSS] mpaRfr B e afRDyd. Fe
dyar} YRa O, cea38RYRBD) , dReaRdo madeszsasRe
bReR1gi a3t } +t+Y¥Yaas)] Yoydtem aR 3e@3madR

aa coba RYOW)e,t Rye 298 R bHaResgI | Yogme
HTML 3e6a3maad, aRes3odqdRe, td d3aRyo
YaosaRee) Cyber Security Hub (https:// ww

]

p

<li class= "list -inline -item ">
<aaria -label= "RSS'
href= " https:/AMww.cshub.com/rss -feeds " >

% Ben Hammersley. Content Syndication with RSS. O' Reilly & Associates,
Inc., 2003- 208 p. ISBN:9780-596-003838
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<iclass= "fa fa-rss-squarefa -2xtext -white ">
RSS Feed</i></a>
<Ni>

[ d&zv Qo lstsdizOls dydzese =Y 'LHAe Q dala @ydiude2y  dfi
tdMisso o Olsd MlsOdz Otels dz Iz I dscialslyj ctzls k2

wedna " Mmdaz’ HEYJ BOGOIsts, dz0ff ted € dzO+
OBts wget (https://www.gnu.org/ sof

CURLT yj Elsndd* Is®©tcc Odz L Oy ‘o j-BOPds” 8§ d
dZzOH O° ‘dItply‘dzd 5 j tclzo Olsd L -MY @D E@GBF L d20
Bt fOttOd3j Iste’ o, hts sy kzls+ Blzlsd
Hsf sdisets® c URL di3tsy-teB sslsdYdiziz o @js d o ¢
8 yd Hd&wv Yy tsets B wO@Y glc'Ga, scel R HYT THPI
P, Tel nedgh,” FiFjiPels @z ftotsls s€ tsdzd .
L fsdvcO’ Z ftweshissdsz dz0B sStc’ |
L, LO w(Crss “HJ URL HdwW L O9 Odzs C
sSBiOY O 9do " H BGlted®BzOdatsets bk Mmisc
sBlsts o dC dzd ¢ tettJRE O RO NCISHY Mis'tstc’ dz

Z3ay3R9R cURL 9aDaq bReoaRa@D R>rYme
YeRoom ¢coe& cmn

curl -o example.html www.example.com

FTRdoe ¥Yodqdod bRrabeay) w braoasapaaat
amado www.example.com } dRedm exampl e.

Wget 6ca ag3adi aR J eodmeR edt bHbRYRagRI
e3agadadRoao HTTP, HTTPS @R FTP. Wg et
bRYRa@8RD} YRGD sa3apnpa¥Ym dRedo, deemI YR«
e Rd m eanRdeng oYarasaYas3e) YReo eca3xodRaat
cea386aYRoaR ¢ DbReg) aqRRU@igadIBERr BRY 30360
Mi crosoft Wi ndows, Mae ®8 Kosayg&RdeowWiyeR
¥y 3R9 R, B &f B &, emadt B &y &, td pnp RBRey y

590, Yoo R Yodesa) w Y3m oaaafrgmeam emn m
Ye3) yRoaat | 3Ya1l 3af o6} . Wgde te o3 @@ Y o 8-
3af &6, Gaf B> 26309} YReO 3403} 330, aR to
HT ML 3*@a3mado, 6 30d)3302Yees3c¥as) YRJ

Y>m s2aafrgmeam dRedos 8aa fjejei bBRYRagRI

Zz3aGcaey 32 3dRYy )} YReanty RIRa RdmMY mad
sR1@8t Yoydte:
curl 1o habr https://habr.com/ru/rss/all/all/
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https://habr.com/ru/rss/all/all/

OB s
wget 1 O habr https://habr.com/ru/rss/all/all/

poopya o9aRYaoarvase gmeamF] RIJIM 9opnaR- Yode
YReo wedt do3soaR¥R¥pt eRoaog edt ceaoygRdi vo

2909 3afme b era3a57deoyea~n rabeado

Graham Cluley RSS Feed: grahamcluley.com/feed

Krebs on Security RSS Feed: krebsonsecurity.com/feed
Dark Reading RSS Feed: darkreading.com/rss/all.xml

CSO Online RSS Feed: csoonline.com/feed

Naked Security RSS Feed: nakedsecurity.sophos.com/feed
JISA Softech RSS Feed: jisasoftech.com/feed

Venture in Security RSS Feed: ventureinsecurity.netfeed
Z3oddRe dmey

<?xmlversion="1.0 " encoding= " UTF8"?>

<rssversion= "2.0" xmins: content=

" http://purl.org/rss/1.0/modules/content/ "

xmins:wfw="" http://wellformedweb.org/CommentAP|/

xmins:dc= " http://purl.org/dc/elements/1.1/ "

xmins:atom= " http:/Aww.w3.0rg/2005/Atom

xmins:sy= " http://purl.org/rss/1.0/modules/syndication/ "
x mns:slash=http://purl.org/rss/1.0/modules/slash/

>

<channel>

<tite>Krebs on Security</itle>

<atom:link href= " https://krebsonsecurity.com/feed/ " rel= "self "
type= " application/rss+xml R
<link>https://krebsonsecurity.com</link>

<description>In - depth security news and investigation </description>
<lastBuildDate>Thu, 29 Feb 2024 22:24:46 +0000</lastBuildDate>
<language>en - US</language>

<sy:updatePeriod> hourly </sy:updatePeriod>

<sy:updateFrequency> 1  </sy:updateFrequency>
<generator>https:/Aordpress.org/?v=6.2.2</generator>

<item>

<tite>Fulton County, Security Experts Call LockBit&#8217;s

Blu fi</tile>

<link>https://krebsonsecurity.com/2024/02/fulton -county -security -
experts - call -lockbits - bluff/</link>
<dc:creator><![CDATA[BrianKrebs]|></dc:creator>

<pubDate>Thu, 29 Feb 2024 22:18:54 +0000</pubDate>
<category><![CDATA[Ransomware]]></category>
<category><![CDATA[Brett Callow]]></category>
<category><![CDATA[Emsisoft]]></category>

Shttps :// rss.feedspot.com/ cyber_security rss_feeds/
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https://habr.com/ru/rss/all/all/
https://www.csoonline.com/feed/
https://ventureinsecurity.net/feed

<guid isPermaLink= "false " >https://krebsonsecurity.com/?p=66580

</guid>
<description><|[CDATA[The ransomware group LockBit told officials
with Fulton County, Ga. they co uld expect to see their internal

documents published online this morning unless the county paid a
ransom demand. Instead, LockBitremoved Fulton County's listing from
its victim shaming website this morning, claiming county officials

had paid. But county o fficials said they did not pay, nor did anyone
make payment on their behalf. Security experts say LockBit was

| i kely bluffing and probably lost most of the data when the gang's
servers were seized this month by U.S. and U.K. law

enforcement.][></descripti on>
<slash:comments>22</slash:comments>
<fitem>
é
</channel>
ZRedos DbBR e6asReoder, ys YobaRyRweti 3
epas3adRoo, bRYRaeRpnaam Y daszsRem RSS,
2ro9omaadg, deos)oamdRemeaoss doa3osRea9.

O0RyRea 3)JyYyRza0g 3Ry basmyY, EDIWMBY O (
950688 WYaya ofr9md}l ceaYmeasdaosaatsos »Hvenya
383mMydRso, 3030 ©99092g Safari, Maxt hon,
(e Firefox 63), Mozi lla Thunder bird,
I nternet Expl or er -ane &yoosashypny)o, BVi Al di
t3ms @6 ay e, ms3a} I gt 3¢ 0 6 MR d nfbyasYoRyaR®B o3 R 3
tdm br o3RI GH R of3eardti-dRoRdBgB39 R mMI

S deasadasaem OSI NT dasm dmrfrasfa
RSS-d memY o9abpa ¥} 82 da302390909 b @e6eaydo I
RaRdmby madeasosRecmmat dpgRYRz2om @6 0 Yodes
RSS-dmemY } 3daasam dmfas3rabeado:

Atdmeq;‘YRae’r bR 9aYo2aR920 m ¢} fdmdRaen
920g 6R adzea3em¥Y } 3adas3am dmras3frabea
ea3>dmenaaat, RoRdmMb esR-dma¥oo Onyg a3
eRoaat Go9g dmemY ev&R¥adiRWYcae RBW)y oam
daoosoat €32 oaYm bRy3abo, YaRbdoYa3zgem

Adoaemeasoay rdeymY @R das3)oamY jb-1doc
eado e)Jrdmdy)1ei 3Yan e©195do2 B8Ra¥3RDI
3} 9Rg. Ooda303efRpeantY RSoh Yodt w admec
GO09 (oo GcooBBIDP,, I YOI 3FcadYmyasat €30 9e

A tgapnasat bR frabeada¥Yos902 f1daoagu-at oo
€} 3dR1I G} Yos3ara90do ¢e€3ay3RgogsoayoambRfa
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bRe mp, ys bReo9R1ei 3t dmrfrasrabeadar.
madas3oasRemI €32 Y3RbdoYazem 6R -gRaeym
dmeeog fr1daeaam¥Y eabYadt w a263Hs) YRe
€ea303aeaia Y 3aRdisaas} yYyRzm.

AyR eocaosoydMeRSES soenoa R 263029} YRae O n <
€382 caemn, daadasaacmn, Yo3eRYJdo @8R
3dasam dmfasrabegado 9opnpaR 3dmede-YRe O
3smn. 20 vghhhedw ugy) 33m a368Raamgodsecaaead
edy yRdy bm.

A Oode3036RoaRyYy3RYRea3mMY evobYodt w of' w

b 3mbaog enasad, 38Yeo3II1YOd WEOIBI6 €
ceaoday ¥yl w Ymeasdmeda¥Y) YRooat m RaRdmb
G m.

Oodes3ozeRaat RSS gBRechagvR moyRYc®S I
ceadayr) w brm3 @R RaRddmb Ymeds3oeog ®evRao
madasoasRemn adadeoYamyosos @R YYoewv3o, e
dRs ¥YYoeda 26329} YReo Rdej} Rdi a} R YF
pRYaoeassa dorvya wevatdm e€3a6ca032, Y +t3gog Y3
em ex3aRYdaos o MBRES.

A Odt br a3} modosgmRemyl HaoRSPB Yoda323629
gagamdo 3d3aecemay) Rfro RYeca9Raoaba¥YR
383} 9508802 9aD) G 3ay)dtsees ea3ayvymst
aaY¥Ym bRe232 68R brasmyRed2 npng edt ¢caeR

ARSS-g’meo 9 ReR1dd ) 3306Y3R 9} ma da39 RARMI , G
yadaYoad, €03, ea30dRoaat Bayao. Zme
br a3y, eR3300Y¥y] R @&af3afrdod GGOoO@®-vRaO
BaY) YR ©dt adaoadeoYaeeaya Yodyyaaat o

AzmdiesRGm’r R } 3Rg) YRooat ddriya¥og 3
8t ems GR maGcGoeveaoaaemyY. Tagamyaa 9aD:
dmdi 302 wevdt Ymes>mi YRo ot 90 ¢€aBa3amMF oo
s oy &l ddryaYog 3dmY, tdm o9ep}) 6i YdR

6092 Rfa B82eg0 toaeME. OYeasResobaYRomM
de30238aY) YRaeO 3abembaRYRoot ysovme 1
Yot Ydaosaoat meecoeraaaemY Rfo saYoa, coY
dear1 .

A RSsS sana ¥f}] 80 oeoamwi b epnpas3zad3mados:
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gasm OSI NT. 8asgays3sRemt b mar¥xo99 er
oemRdi am o9a3apm, -3gRe3@ »,0 eyaeb YeR# w o
869 fmdivy e€aYoaoe ampFsaYoe (Jdaoa

AyR3~ea~3~;Y‘Rea+ agaadayme afr 3af do €3
eab¥Yadtw RaRdmb) YREOD @8ad3eaYoes Yom
yef YobaRyo2832 YRpDdOYmM3ei madaszsRemn

3.3 taecmRdtam sa3anm

toeecmRdi eam o9sa3apnm ¥3RIGH YRodO &3 3o
d3as R, g &my®Rmrasrabeado. 239 6iRoy Y
G 0, ys bfrmsa @8R ¥Yodes3d23e8Roat moa da39o RGT
ceaYooaoam Ymer )] YReOS3H Y o2apnpRg aeoyaosg @
PRYoeassa vatdm oaRes3tsdo YodeaesozxreRaat
ena3adR madasosRemn gadgdusam dmfra3fab

ASag’a:&sRem’r, t d} da30368) YRYm YodqdRe
sasanRg, saDaq 9M3B8I268I2 YmeasasxBRM €3
3683} da6y 3}, Yodas3o3aeRam ¢e3oy3Ro9®-M ¢ 3

pdo¥Ym Y3RbdoYaszam. OoRdmMeodo osepy Gi
cmwn madasoasRemn edt ¥adzbygdmwaybgde ¥R
Yo36a0dc6.

AtaGdeiam sa3apm 9aD) B 3d} ¥y W-RaeDo
daoot bRy3ab @8R ReR(d. t mras3sbdeydac
madasosRemI €33 3Yan e€dRa2 Rfra 950683E
edRedas3osRg. baramea320y HRJeoIYooewam 3
ceo9aye82 bDRDbDERMYIyepeisando¥Ym bRy3abo.

A Zmroay 6R 3aemRdi aR moepasasmti-0aRc
299g 9a3apbRg 9a2pa a9ReReI madas3oanRemn
¥YooayaYog ReRd Rfa ReRd 3zaemRdi aan n
bRgo3zay . tmrasbdayoacecm 9apn) 681 ) -9aR9R
YR madmmoRsa (da3036) YRYmMY wedst- &3
demasaoYRooyoa> ©a36) £} .

ALaGdeiam sas3apm o9m3aet ai Yadod} dam
Ymea a. OaRdmMb Gioaya 91 di 609aRCMES DY ¢
9 a¥%¥ B89 Yot Yoeo sando¥Ym bRys3abo Rfa
dmras3frabeader.

A tmras3sbdeypdgadm ®m3ayRamba¥Y) 16t 3t a¥ y3}
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89 @8R 3ae6mRdi @9g 9a3apbRg edt oofryaYa
des3sosRemuwrI . haramea320y G686RJIg ¥3)¢& 9 al
Basrvaaecmn R bRy3abo } 3dasm dmrasfa

A OsaRdmb e3admdmy¥Y doa3236) YRYmMY jo-3ac6 mi
dt w 3 RaBIIE3odmdm emdi a¥Yog of' wdemy
YoYyasaoat, tdm o9a0) 6i Ydgdi yReo madaea
ea3¥Yme 3ofaG60, es3adas3meam dasaeRdeo
92D} B f}1] 82 do&a32382992 we©vdt RaRdmby) bF

A OsRdmb doas) eamdRemp R caYaemado (o302
sa3anpRg 9aDpa0 9ReReO madassRecmMR-¢e3
ws ae mn R 9ando¥Ym s9a6803YRcmn, yas 9 oI
RoaRdmb)y bBRys3ab 6R ReR(.

fagemyam R3eaded eva+r) YRoaoat maad-a39RaG
3an Y 3RsdRg OSI NT dasm dmras3rabea
ambam o9sa0cemede3PAaseI edt br a3} BRR a&r 3¢
bYase pg:

A Oodas3o36Root API (e30ddResaos €3aya3f
ea3B8) €} ea> 3Yanpg ®e©Ro8O0gQ, tdm oReRIGH
3anpm. Ocoda3o36Roat API eabYaddw oaa:
YRem eRam, 3a3ae tdog cesagaa;o mb m
fr3Rpaosaat @R marva. Zz3oddReRso2 3acmRd
X API (3Ramya Twitter APl ), Faceboc

API Gayaoe.

Ao 8209 YoeRedRg, deado API sageelwB) €aa0

sapnpaaat, 9apDaR ¥Yodoas3o3zgaVyFdRBOE gAY |
edt o8309Ra3mRcmpndad €} frdmyaosog 3e6a3ma
50300D.

AéaRdmb saeReRoa0gQ: dbaeReRoam 3aeamRdi o

38080 GmMoeaoa} madessRemI, 6Rd} 1d ¥ a ac
3mY Rfra madaszsRecmt €38 €£30236838aNn, t
edt Ygoe) , 9aD) G e a€c a9 ay 638 AFd3 e A

30368} YRymY.

AtaGdeiam sa3apm 9aD) 6 9M3B8J269 ¥a4ao
e a frpdo oae}jrdmda¥YRoam evaed3d. 20 9 &I
YoboRyassat dmboyoseoays o9m3et 3abmRY) YT

bRe me .
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A OsaRdmb garveaym¥Y 6R ddiyeaYog 3dmY¥Y |
B0 @GOOod9rvOW®EMGIIMYan 80959 Yo aRYmMaei
>fryoYo3aaatg.

A Osdos3ozaeaRoot sasgaemY osRroosseyad aRYY
gaoad3eaYaeya (dooeBaaE6) eaecao9RyRwass3zaYa
eads3>RemI , ad3e3Ry}] YReO ddiyeavYnh-3daV
embaRYRe0 aRosm32 GRYBRmMm¥3me da39236)

A dbad mMmea320Yy RdeoYoeaszaem | a6 MR-+ aog
yaaat €3 o9oYm coemn Rfra boamaod Y ¢€:
YYyR3oeo9) YotYdaoasoasarl 9andoYog bRys3ab.

A OaRdmb bBY' tbdmY de3236) YRYymMY 3dac mRd
32892 madeas3osRemMI €38 nNgoam €3y agpeme d
di @aa6090.

AOOQaaoaeRee‘r eaemRdmbaYRaog mas3ze 3y
a6 mMmRdi @29g 92a3ap, t+tdm desfmay)imi Y
gaed e©dt ®evoer) YRoat @8R RaRdmb) moades

3.4 teaecmRdi am fRbo eRoaog

K38 Roaoam evoaszdmemexsxteaY¥aeadRbORIO, y o
yoasamBRedsemeam ma dgeawsys Rjcenyarp 30360 90- € &9
di coo -3 Mdeaw digaYas3gaa¥YR YorvooaR-yRa3c
fas3éR

ORbDdoYaor e3oafrdaoaorl w ca¥EagomeaghRs s R
sjleRrggdoroo8%m®f c3a368a3Mm, ea, td f)3de b
sm3>BIG6HI 3+t aabs3smRe tdamala dmmdi ¥y eRaogm- ¢ aa
dqRYo2g e©dt deadjs3assgaan 3ab¥Ymedo, asmp |
3aae6}y .

20, €a3ae) 3m9o, eeEkFoNPYdOn Ymrd 883-9 R G N
daseaaog f+RbHb eRaog, tdm o9apny) @i 38RaaYoaG
RaRdmeoyaan 3of 260.30 QY &Nt eqRJabDRa
ceaYooagadasgaym madaszsRemesam 303680909 |
Factiva.

Oags3ogaYRa0g) 3a3mY sas3apm 8oae6a3906
Ymeaa3ed e€m3d2ayaYmMm 95a3aDbDn, eRdm +d Bi
Gnutella, Kazaa.

qgqd 4y popa fide bRbaRyaoo JPMmamsasRoasae
daad)3aeecaan 32b¥Ymedo) madaszsRemn Y ¢
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Frmdi va, amo nn agoedIiiIaeti JamYas3s3xRdi a

Z32¢eg} 3dRI1GH , ys oaRg MheBWHRxmpj¥Fmao 900300
8ocgas3gEmageaYRRReEIaR Yot YodR3t Y 3ac0m
bR &% 25.

omboR®RdmMeod yR3ea 362dJRwei 314 b 398
Ymeoaso €38 mM3o feVPoxmxteasym Yaweyaszi evad) 2509
3 a sana baReag2 coya DR eocasayag 8 3R
3036,09%tdo902 3t ayaevom sanaR YYRDRGO ¢
Google, Yahoo!, Bing, Bai du, ¢Rordas Rfa dddreR. KA
¥0 Rfo baRervya¥YY¥Yd ¥ DbRdAdRedRg Res3as3)y (Vv
Yme fab @63je9oym¥Y Yogoarogi aR 98i aye. '
eoad) 95086 W, R baReeO gcoayoe bYOoyoomd- 3co3
) YRY bmedoay) Y3t b saavYedboszoav davVvigidbl=x
303} 33a9.

yfrm3 modahsReomRdi ao0g eBbYadRbupgRas Rd
Bo0dRs @R 3cacemRdmM3eRs b dmfas3rabx-ado 3
3sRemnp €32 eca80a8GemMeam bRys3aboa 6R Y3Rbo
af 3299 on 3683Reaympn 8R 3aRy} YRaasat oaR m

Ae39sRoaoat 336 £} ea> G609 fRbHb e&902g9g |
bYyadt w RaRdmMeodRs @R evazxdmesaodsdRs Ymes3c
eoemn Y dmfrasesazga3m. pRYaeasa evatdm
frRb ©Raog:

A National Vulnerability Database (NVD ) NVD w f RRbar1 ®
2ao2g, tdR wampIgeszeiRemI €382 Y3RDbad-2Ya3za
2oy o bRrabeayaoaat. Oao R w yR360208
(Nat i onal I nstitute of Standards an
NVD aReRw ©vRam €32 Y3RbdoYaszzqm, N
edy ReRemn @R mavym cafdmyam vagsgRdm

A common Vulnerabilitie s and Exposures (CVE) 59: CVE - 6 a
3da¥Yaod Y3sRbdoYazeas, tdoec aRRRw } o
&30 (nMeMoEe e o dmdRea32) edt YoboaRyaace
Y3sRbdoYe3zacaes. 8adaszsRemt Yme&R+-3RDRIL
yRdi o308t 680Qg @8a39mamyY, yes Readay-
GmMwWI €39 YeaRomdo

%8 National Vulnerability Database (NVD). URL: https://nvd.nist.gov/
9 CVE security vulnerability database. URL:
https://www.cvedetails.com/
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A Exploit Database (ExploitDB) 60: ExploitDB - G @ fF RBRR e
8o02gQg, tdR 9m3aeoagi ad3zedasgo R dav
Y3RbdoYe3zeae e3ay3Rsoaya DbRrajpbeaya
B9 Yodes3o23eRaR edt ea3dmepnaaat 8 R
ReRd) YReO ¥Y3Rbdo¥Yazem @R t+t+d ng J 8o

nformation echoology Labaratary

NATIONAL VULNERABILITY DATABASE

KNOWN
N\PI EXPLOTED
Ll VULNERABILITIES

New 2.0 APIs Change Timeline New Paramet ters

Legal Disclaimer:

tdmkzseskj-®jmMkzteh MdMmisj &3d NVD

A shodan ®% Shodan - ¢ a ceaY) daYose ®©YOyla edt
Things (1 oT) R emeddiyaaosog eva 8a
eabY¥Yadtw RaRdmMb) YREO daad3aeam-8682¢0
Ya3em, €Y' tbRom b 80292, Y 3aRdi aao

A National Institute of Standards and Technology Cyberse curity
Framework > N1 ST 3ebs3ardt w R e} frdmdy w d
e R dsasesYesdmy b dmrasrabeado,
Cybersecurity Framewor k. 206 daassyY
aeRemn b dmfrasrabeado R Ydoi gRau Y
d3Rym €3Rdeodos @6R 3@RaeR3@800.

A Dark Web Databases: O madoassRemMEa as
m3>a}) 168+t fRHBO ©Raog, t+tdm o9m3aetei ma d

emnp, YR3emM3ai gRda33i dog ma3683) 9509 (
ma ¥ya. YVR} YRDO9 &, ea3BO08 ) MYe Resa &0
€ The Exploit Database. URL: https:/Aww.exploit -db.com/

61Shodan. URL: https://www.shodan.io
82NIST Cybersecurity Framework. URL: https://www.nist.gov/
cyberframework
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eaemRdi a0g bRgeaem¥Y frabeado.

A Threat Intelligence Platforms (TIPs )63: Threat Intelligence
Pl atfor ms aReRI g 9anpdoYma3ai Ry 3ay)
smbam enas3adR bRy3ab, Ydgdi yRiyos eRoa
dmrasfrabeado, af MmyaYm 8RR mar¥ym.

A Oat dm O3 INdg's Y a3 Ppen $Hource Intelligence

Framework %, ¢o23. 55), s Rdm | Ma |
(https://www.malte go.com/cate gorie s/osint/), Buscador

OSINT Virtual Machine (https://inteltechniques.com/

buscador /), Rfa Spider Foot (https:/
spi derfoot), ofrbueap d i magkaymRecmnp,

1yo> fRbo ©eRa22g b dmrasrabeado,>-edt
saayes RoaRdmby .
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sRemnpn edt OSI NT ¥YddiyRIati Y 30f@-3te
6oq, doa3oaRemMY @R mMoa3xe3) 90 sa@m>r, gmyglany bR+
ademasaRdi am3et 6R b3jyyamssei €302 3afagMm:

AteRaeRseobaYRem da3osRe2 ®©vRaO2g R¥ 3¢ca
2024g, yes coadayr) w RYeGa9ReobaYR&a3¢6 Roa
€e30dqdRe, frRbR CVE ¥Yodes3236aY), w dJda39
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ea3pRYaog } 3 eaRRpadYaY 0 g ea3dmenaai R o
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dmd3aa¥YRoa0299 J Ymdm OS M. td1iym a3y Ra
power=* milita r y =* , |l anduse=*, buil di ng="* B &
D) B F] 82 deoe63adi aYRa29 (aRe3oddRe,
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way[ "power "="line "](area.searchArea);

out body;
>;
out skel qt;

€aYa36Ruw Yam emes3adRaGcmn e R dma mn a
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Yog ®©eRo0g, aRf ] YRwW a3ardoYon cmaaa3cm
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3] 1 YReo eaemn, Yot ¥Ydteo DbRys3abo @8R g3
Gt 29} emesabemdm 3abydteRIci 31t G} 3-2 8 9
YRoot: 929 mMBa309Yy d3o26802yaan ma daR3a63

YaszodmdRemt eca2eme 8R Yot Ydaasoat bosma

hara me a3 29y dq3oesoyaan moad3R3>e3 a6} 32
gdmdem¥

Zme yYR3 brfr3aso0gRrdeeoydnyrnpdocend™ g RaeRd
moad3aR3e3]depaRyasoyaR, B3Ra3z>ea368aR, d ¢

38RW €a03Y288 I ecmddr . OSM eabYoadhmw 30
dj) YReo eRdm oafrdwdeo yasab 3asRasgoyam
1 power=substation, power=plant, power=line dasas3yaa

dR;
1 military=airfi eld, military=barracks, military=naval_base o}

Yme3ai da¥m af O0wdeo;
1 highway=motorway, railway=station, aeroway=aerodrome
0e3Ro3zea3a.
02da39236aY}IYDO Overpass API1 , 99e-D 8 R
¥F] 80 Yam @6Rdm af 0wdeo Y bReRame ¥yao
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ymn. €3aca3 das3s) wei 3zt t+td Ymear3Rpnpaasat
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coyoaog efymadd yes 3ddReRiei fRby DboRai
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3adi aYRaoe mMoa3xe3) 950968 Yoevar) YRool4 -baRas

we i 3t €3toa Y g38a9¢c86: saeadi barmYdt bR
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T ¢fo o6 dmrasRaRdmead, y e Yot Ydt w G
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doya> 3ab)oamaat.
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cGoaRGemMe, emeYoyaaat e€aYaagd

K38 Raams aeReas w 38RB8I23680Yy8R Rysa:
ysmggdsecademBoae HYPOmsdooy w YRy,
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npaaR 3} 9R:

Prna =D 0 ('H- )bW
eap.ico9eaYmsaamsei, 28329 RaR b ab&ﬁrp]q-a‘?‘an
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Ymsaei .

¢Rbas 1 3m 6m emegaed Je8Ya3I11I6R- bRoc
BobaYRoeoean cafjearYo 3095R8G60YS90Qg 92@3a0D,
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ea3B8aYmMs3oan, f RyReaYooam3soeaean osseadm baR

4. 4. za39RdmMbRemt e€32G603) ¢€af)eo

tosRoasgoyosaoes 9aesYas3dmay +d osascaevadeyr
cmaasaazxrem dovya @8aem, dedo ecoayo €32G6030
sReasReoOYyona. s@a eab¥Yadt w aa dovYR- a2e23
G 0, R ¢ RaRdmby) YReO2 ¥YdR3eOoYea3x8m3-50a3aD
amsai bydt bdmyY, e3ayoaoab) YRED npn ae¥odrIec
Ya31I1 YRoamaai RaRdmby . s Gt a9} emBsabem
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BaYms3aazxenm B8R €¢3RYOdR npn evoaRoamyasaan 63

4. 4.1. dReasReoIyaR 9orvadi @asRaag
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daszsosRdi 8 & YobaRyo@0 t q b YRma@ o oye3 Rda-3 1
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do 6aae63Rdi @9a3e6m, ReRegegaYRom va 3asRaas
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bRy Rdi aR YRyR hY¥Y0otbdmY Y} bdR
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eqdychQQasaevR vydt ga¥YR Ymes3eRai ,>-af a338

Yog ba Ryaoranis
Za3030v9D2GBYa>
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?m 50632d2 evebYadtiagi YotYdBeyy dqérI)
Ymemy3RI @i Gaaeg3Rdi a} 3adi } eas3aeRyn
coemMG.

4. 4.2. KemodR eva3zgoaYm3oaszaenm DbYO

OszcayYmsomaaibydeapsy®d asemor wei =t ya
830 920bRdapnpam deseca>aaaasd.

Zaea3va, yRzcld® dmmeli qmaei weady) sassn
bydétbad fJ} Y YOoevor)goe. 20 ©Rw fRbaYy

m3B80838a3G6M (aRes3oddRe sk bmgada3s R&B)H
sR3aYa) .

Zoe3yyad, doeosceadae) RAi ocf) dhgamR D@ ® MR 6 |
Boyoaan deyas3aagaazxem bYO1 bHdy Y 9apbRg
9apa0 f} 82 ac6moaaasaR yas3ab deo30o8) 38V- cae
daosat 3} fdwdeR, =Er@wdadReR ea3R368a3m LLM:

c(e)=cos(y .y )4 p~(sd
eal 8 maeodqRea3aR d) ademt, yes €a3af®mst w
amaEY e w Ymdmeoaoos £S30))eodReas edt

Zae3acw, baYomyot WahdadmgReceRe cov) C
aabRdapnsaog enasadRg (Googl e, Bi ng, od
s poeeaYaseRw 3ada¥YRaeaapeV@®: L dioRkRRaw,
v(e- 0.

A3eResayaR YRYyR bYOotbd) oryoadrwsi 3t

}((9:) Ok (+o)® b we
ealU+ b+ 0= R deaeadmemwaso Ymear3sRDRIGI €3
(aRes3oddRe, J drgromTr arbesaoc NY oy o9, ia-mo |
929)] H9829mMea32ayy) ).

4. 4. 3. doareadm 83Razxda39RGemMN 903

tasRoaeoyaR 903abR wWw ®voIaRomyg¥admaI3ae

29)J w b @a9Regaepnaasaats a9aaYog eRoaog. bZp 3

aRYyRuwei 3G(t).t+ dTaRaadeasosRemt sasaom Ymer
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E(t+1) E(t)U{6.-
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qgdya Y} bad YHvPOyuw ovYzrnfma eRdan Yoe!

3. heeodmdRemt: +tdye 8aa¥Ym vRam boamoarilec
dR (aRes3odqdRe, }J B2y o9IIaet B2¢& 3} B33

GVvEmerge vEp,(v)

eamergeody) ademt J} byaenassat YdR3eoYassa6
3o0eamReRwei 3t epaszadRs mb ¥Yoyal RYea3028

?2m 2e03Reampn bRraoabeayj1ei ReRecgoYamsa
Rdi aa3a8m, brasmyRIyYy? aevaayR3oaa np- doym
9 o9, 3a9Ro@6o2yaR sa0a30apR €a3a36RwWw f} 60 3
m €a03de6Ya3I1wei 3t aRRabY), beBReadiedossaca
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saaeYas3dmay mb a¥Y¥323@8o2yaoyos &meggoe- a R
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YRoot .
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tosRoasgoyoeod2s saeYeaszdmay, gayR 2w 3R>
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baRait, ed depnasa deseaaa096 Yodoeoajar 3Yal
3J w ymeaasgabo, 305Rea680YyB8026 Yar bRrabea
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3038092 9o9ReRIGH mead3R3e3)3 daey 3y edt+ DF
at. S Gia9) emes3abemdn 3abydteRIR4 31t

den moeesays3sRecmn.

4. 5. 1. tasRsasoyade Yar (RDF, OWL
coyo bDYOt Dboglaamdp R4 M

tosRoasgoyoos bRmaagYRoO6 a R 38RoeR3cC
(Resource Description Framework), OWL (Web Ontology Language)
R SPARQL ( SPARQL Protocol and R&®BF Qu
9)Jw deas3soaRdi a9} sarvadi coeRoot boaR® }
€30e0dpRO wda . 2t saevadi w e€3b3seadrsdl Mo
yaaa3aYRao2g 95a3anb, a3dmdi do bRrabeay)
YoYme baRai .

zaseRdiaa—,ea.td.MBLLM=(V,E)saoa f}] 862 RY¥Yme o
paoaR Y -yRRRG:-=(SPQ, ea depaal VsbeeRiw
URI-3 0 3} 3389, R qaqiaEésamsq(alg,q). Z39

Gt a9} QYW ma9 o eaob¥Yadt1aei YoboaRy®»@D (
Event), YdR3e802Ya3aem At t(ahcaksBAAccttoorr:h as A
AttackBActor) 8 R &+ oa p aAdtack. m (x:

Actor.hasActor( a,x)).

TRAR maeay3Recmt eRw ®e¥YR d-dogsadm ¢
SPARQL-bReg 2680 eoab¥YadtiIiaei Yodaa) YR@OI&-8 oYy ¢
¥} do, tdm @2a9epnpdo¥Ym Y o adaxsxutbdghaYRa o

Zae3) y¥a, sRY¥o99026 YoYme (reasoging)
99 Yot YdteoRooatYm thdyya APT28 w &cotodr,, nR
YoboRyasa e€3RYoda uses(Actor, Tool ), 3
bYdt bad oaRYMG bR Ymes3}eaazem ¢€xt-9an
9RoaBo2YDOIGS6 Yar c03m@aVvaE3plw bHLLAMY3 03380y 8 &
63)Jdemn R dos3osRdi oo XdasypymgmdaYRa), o0

4. 5. 2. ZaoweoRooat 3asRacgoIyaaya aa
S5RY¥02089029 aRYyRoaato

dbR¥298a aRYyYyRaeaasat (ML) eaeRwWw evoes 3d9R
¥ ) beReoamsaai ea YotYdaoaoeaoat €302gea¥Y®o0(g
yoab) YRoot . S o YR3> +d LLM ¥Yoear )
saeadm Ro Redamgheydiagyimy am YdR3eo2Yoa3zaem y¥3R(d
aatYaog.
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3023686095R92 ¥Ymby RdmbRemn
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oo YmeeoYmeRwGHYYELRE) Yy bdo sRiei oms
YdR3@eoYa3emeosar aRYMNERYasayRededs oaR 92
Cypher evabYodti1agti Yodeaea) YReOD 3ddReam 3

MATCH (a:Actor) -[:USES]->(t:Tool) -[:USED_IN] ->
(e:Event {target: "BankX "})

RETURN a.name, count(e) AS attacks

ORDER BY attacks DESC

20 bRrabeay} w aca3RaebsRosi elo3z8q Bdiede
yRam.

Od+ ydoradeys RaoaRdmb} R evazxdmepnaa:
Gephi 0 e dReda39sR ©dt Ymby Rdi saaya RamRdmb)

by w Rdya32@8909 deoseaaaYdo (ForceAtl a
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PR 3o dHYMoboaRYyRwei 3t 99 anp2aR eDQA 3
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dRaRdo, Gi t Hub, >jea¥Ym fRDbO, aaRaaam
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Rysay}j 16t 31, m dovya b¥Yétbhdo b YRyar w>
TRdos yoses, ceofjearYR w 20 €3a368&-60(07D
a9adladeoYoaays masadade) Rdi aesya 328a60ahb.
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OasogquGm’r' w d32682Yyaods aeReas; y o
am3ei baRoei. OeaR YdqdiyRw 632 3mYam:
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309368609 (Googl e, Bi ng, admemeam ¢ RD
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4. 6. 4. daeosdmdRcec mt

bareodmdRec mt w 8Ya3y2s5 0aeReas, Jead 9
wei 3t 80 dovya evdt 2€023) 9028)doaya} -R 6
Boait oy o. PR Gi &9} aeRem bR 3 c30630237R I Ba y3ot
RaRdmby :

T ¢dadeoa3e3) demiRgyam@d me 302 Ymesa) g@aa3am
dqR} bRdi am ¥vdtgo Y o9a3apbpm evabYadt:
caeme .

T 6asas3Rcmt e udRegamN YRoaRdmMb 9apdo Y
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"original_text "8 dmedo YR ¢ 3 &y 3 RoRYMWandoaYOnaya i CVE
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{
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