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Ȯɝɞɟɛ 

 
ȶɚɘɛõɪɞɑɜəɌ ɖɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ (Computer Competitive 

Intelligence) ɚɡɚɛɗɪɯ ɛɜɚɢɑɐɟɜɔ ɓɍɔɜɌəəɫ ɞɌ ɚɍɜɚɍɗɑəəɫ ɱəɠɚ-

ɜɘɌɢɱɲ, ɥɚ ɛɜɚɎɚɐɫɞɨɝɫ ɓ ɘɑɞɚɪ ɛɱɐɞɜɔɘɖɔ ɟɡɎɌɗɑəəɫ ɟɛɜɌɎ-
ɗɱəɝɨɖɔɡ ɜɱɤɑəɨ, ɛɱɐɎɔɥɑəəɫ ɖɚəɖɟɜɑəɞɚɝɛɜɚɘɚɒəɚɝɞɱ ɚɜɏɌəɱ-

ɓɌɢɱɕ Ɏɔɖɗɪɣəɚ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɟ ɖɚɘɛ'ɪɞɑɜəɔɡ ɘɑɜɑɒɌɡ, 

ɍɱɗɨɤɱɝɞɨ ɱɓ ɫɖɔɡ ɯ əɌɐɍɟɐɚɎɌəɔɘɔ əɌɐ ɘɑɜɑɒɑɪ ȣəɞɑɜəɑɞ ð ɞɌɖ 
ɓɎɌəɔɘɔ ɚɎɑɜɗɑɕəɔɘɔ. Ⱦɚɘɟ ɣɌɝɞɚ ɫɖ ɝɔəɚəɱɘ ɖɚəɖɟɜɑəɞəɚɲ 

ɜɚɓɎɱɐɖɔ ɎɒɔɎɌɪɞɨ ɞɑɜɘɱə ɱəɞɑɜəɑɞ-ɜɚɓɎɱɐɖɌ. ȾɌɖɔɘ ɣɔəɚɘ, ɢɫ 

ɖəɔɏɌ ɠɌɖɞɔɣəɚ ɛɜɔɝɎɫɣɑəɌ ɛɜɚɍɗɑɘɌɞɔɢɱ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱ-
ɐɖɔ, Ɍɗɑ ɓ ɚɐəɔɘ ɱɝɞɚɞəɔɘ ɚɍɘɑɒɑəəɫɘ: ɟɝɱ ɐɒɑɜɑɗɌ ɱəɠɚɜɘɌ-

ɢɱɲ, əɑɚɍɡɱɐəɱ ɐɗɫ ɛɜɚɎɑɐɑəəɫ ɜɚɓɎɱɐɟɎɌɗɨəɚɲ ɐɱɫɗɨəɚɝɞɱ, ɯ Ɏɱɐɖ-

ɜɔɞɔɘɔ ɞɌ ɐɚɝɞɟɛəɔɘɔ Ɏ ɖɚɘɛõɪɞɑɜəɔɡ ɘɑɜɑɒɌɡ. ȭɱɗɨɤɑ ɞɚɏɚ, 
ɓəɌɣəɌ ɣɌɝɞɔəɌ ɱəɝɞɜɟɘɑəɞɌɜɱɪ, ɛɜɚɏɜɌɘəɚɏɚ ɓɌɍɑɓɛɑɣɑəəɫ ɐɗɫ 

ɚɍɜɚɍɗɑəəɫ ɱəɠɚɜɘɌɢɱɲ ɞɌɖɚɒ Ɏɱɗɨəɚ ɐɚɝɞɟɛəɌ ɣɑɜɑɓ ɝɟɣɌɝəɱ 
ɖɚɘɛõɪɞɑɜəɱ ɘɑɜɑɒɱ. Ȯ ɌəɏɗɚɘɚɎəɱɕ ɗɱɞɑɜɌɞɟɜɱ ɞɌɖɔɕ Ɏɔɐ ɜɚɓɎɱ-

ɐɖɔ ɛɜɔɕəɫɞɚ əɌɓɔɎɌɞɔ ɜɚɓɎɱɐɖɚɪ ɓɌ Ɏɱɐɖɜɔɞɔɘɔ ɐɒɑɜɑɗɌɘɔ 

(Open Sources INTelligence, OSINT) 1, ɥɚ ɞɌɖɚɒ ɘɚɒəɌ ɎɎɌɒɌɞɔ 
ɝɔəɚəɱɘɚɘ ɞɑɜɘɱəɌ çɖɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌè. ȺɐəɌɖ ɝɗɱɐ ɓɌɓəɌ-

ɣɔɞɔ, ɥɚ Ɏ ɓɌɜɟɍɱɒəɱɕ ɗɱɞɑɜɌɞɟɜɱ ɎɒɔɎɌəəɫ OSINT ɓəɌɣəɚɪ 

ɘɱɜɚɪ ɚɍɘɑɒɑəɑ ɓɌɝɞɚɝɟɎɌəəɫɘ ɟ ɐɑɜɒɌɎəɱɕ ɝɠɑɜɱ. Ȭɗɑ ɝɌɘɑ 
ɐɗɫ ɞɑɡəɚɗɚɏɱɕ OSINT ɝɞɎɚɜɑəɚ əɌɕɍɱɗɨɤɟ ɖɱɗɨɖɱɝɞɨ ɘɑɞɚɐɔɖ, 

ɞɑɡəɱɖ ɱ ɞɑɡəɚɗɚɏɱɕ. 

ȼɚɓɎɱɐɟɎɌɗɨəɌ ɱəɠɚɜɘɌɢɱɫ ɘɚɒɑ ɍɟɞɔ ɚɞɜɔɘɌəɌ ɓ ɚɠɱɢɱɕəɔɡ 
ɐɒɑɜɑɗ, ɱəɤɔɡ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ, ɓɌɝɚɍɱɎ ɘɌɝɚɎɚɲ ɱəɠɚɜɘɌɢɱɲ, 

ɚɏɚɗɚɤɑəɨ, ɜɑɖɗɌɘɔ, ɎəɟɞɜɱɤəɨɚɠɱɜɘɚɎɔɡ, ɍɌəɖɱɎɝɨɖɔɡ, ɟɜɫɐɚ-

Ɏɔɡ ɓɎɱɞɱɎ, ɍɌɓ ɐɌəɔɡ, Ɏɱɐ ɑɖɝɛɑɜɞɱɎ ð ɤɗɫɡɚɘ ɐɚɍɟɎɌəəɫ (ɓɍɔ-
ɜɌəəɫ), ɌəɌɗɱɓɟ Ɍɍɚ ɝɛɑɢɱɌɗɨəɚɲ ɚɍɜɚɍɖɔ ɐɌəɔɡ, ɞɑɖɝɞɱɎ2. Ʌɚ-

ɛɜɌɎɐɌ, ɛɜɔ ɢɨɚɘɟ ɚɍɝɫɏ ɜɱɓəɚɜɱɐəɔɡ Ɏɱɐɚɘɚɝɞɑɕ, ɫɖɱ əɑɚɍɡɱɐəɚ 

ɛɑɜɑɜɚɍɔɞɔ, ɥɚɍ ɚɞɜɔɘɌɞɔ ɖɜɟɛɔɢɱ ɓəɌəɨ, ɯ Ɏɑɗɔɣɑɓəɔɘ, Ɍ ɞɚɘɟ 
əɔəɱ ɖɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ əɑɘɔɝɗɔɘɌ ɍɑɓ ɎɔɖɚɜɔɝɞɌəəɫ ɝɛɑɢɱ-

                                                                 
1
 Hwang, Y.W., Lee, I.Y., Kim, H., Lee, H. and Kim, D., 2022. Current 

status and security trend of osint.  Wireless Communications and Mobile 
Computing,  2022(1), p.1290129.  DOI: https://doi.org/  
10.1155/2022/1290129  

2
 Zanasi, A., 1998. Competitive intelligence through data mining public 

sources.  Competitive Intelligence Review: Published in Cooperation with 
the Society of Competitive Intelligence Professionals,  9(1), pp.44 -54.  
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ɌɗɱɓɚɎɌəɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɞɑɡəɚɗɚɏɱɕ, ɛɜɌɖɞɔɣəɚɏɚ ɓɌɝɞɚɝɟ-
ɎɌəəɫ ɝɟɣɌɝəɚɲ ɖɚəɢɑɛɢɱɲ Ɏɑɗɔɖɔɡ ɐɌəɔɡ (Big Data). 

ȹɌ ɐɟɘɖɟ ɖɚɗɔɤəɨɚɏɚ ɐɔɜɑɖɞɚɜɌ ɂɑəɞɜɌɗɨəɚɏɚ ɜɚɓɎɱɐɟɎɌ-

ɗɨəɚɏɚ ɟɛɜɌɎɗɱəəɫ ȽɄȬ (ɂȼȿ) ȼ. ɁɱɗɗɑəɖɑɜɞɌ, ç80 % ɜɚɓɎɱɐɟɎɌ-
ɗɨəɚɲ ɱəɠɚɜɘɌɢɱɲ ɚɞɜɔɘɟɯɞɨɝɫ ɓ ɞɌɖɔɡ ɐɒɑɜɑɗ, ɫɖ ɖəɔɏɔ, ɒɟɜ-

əɌɗɔ, əɌɟɖɚɎɚ-ɞɑɡəɱɣəɱ ɚɏɗɫɐɔ, ɠɚɞɚɏɜɌɠɱɲ, ɖɚɘɑɜɢɱɕəɱ ɌəɌɗɱɞɔ-

ɣəɱ ɓɎɱɞɔ, ɏɌɓɑɞɔ, ɞɑɗɑ- ɞɌ ɜɌɐɱɚɛɑɜɑɐɌɣɱéè. 
ȳɌ ɱəɤɔɘɔ ɚɢɱəɖɌɘɔ, ɟ ɍɟɐɨ-ɫɖɱɕ ɜɚɓɎɱɐɢɱ Ɏɱɐ 35 ɐɚ 95 % 

ɟɝɱɯɲ ɱəɠɚɜɘɌɢɱɲ ɐɚɍɟɎɌɯɞɨɝɫ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ.  
Ȯɱɐɚɘɚ, ɥɚ ɐɗɫ ɍɱɓəɑɝ-ɝɞɜɟɖɞɟɜ 95 % ɖɚɜɔɝəɚɲ ɱəɠɚɜɘɌɢɱɲ 

əɌɐɌɯ ɖɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ, 4,1 % ɱəɠɚɜɘɌɢɱɲ ɘɚɒəɌ ɗɑɏɌɗɨəɚ 

ɚɞɜɔɘɌɞɔ ɓ ɐɑɜɒɌɎəɔɡ ɝɞɜɟɖɞɟɜ. ȰɚɓɎɚɗɔɞɔ ɝɚɍɱ ɛɚɎəɚɢɱəəɑ 
ɛɜɚɎɑɐɑəəɫ ɍɱɓəɑɝ-ɜɚɓɎɱɐɖɔ əɌ ɜɔəɖɌɡ ɘɚɒɟɞɨ ɗɔɤɑ Ɏɑɗɔɖɱ 

ɖɚɘɛɌəɱɲ, ɛɜɚɞɑ ɘɚɒɗɔɎɚɝɞɱ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɐɚɝɞɟɛəɱ 

ɛɜɌɖɞɔɣəɚ Ɏɝɱɘ3. 
ȳəɌɣɟɥɱɝɞɨ ɜɚɓɎɱɐɖɔ ɓɌ Ɏɱɐɖɜɔɞɔɘɔ ɐɒɑɜɑɗɌɘɔ ɎɱɐɓəɌɣɔɎ 

ɥɑ ɛɜɑɓɔɐɑəɞ ȽɄȬ ȷɱəɐɚə Ȱɒɚəɝɚə (Lyndon Baines Johnson) 

30 ɣɑɜɎəɫ 1966 ɜ., ɖɚɗɔ ɎɔɏɚɗɚɤɟɎɌɎ ɛɜɚɘɚɎɟ əɌ ɢɑɜɑɘɚəɱɲ 
ɝɖɗɌɐɑəəɫ ɛɜɔɝɫɏɔ ɐɔɜɑɖɞɚɜɚɘ ɂȼȿ ȼɱɣɌɜɐɚɘ ȸ. ȯɑɗɘɝɚɘ 

(Ri chard McGarrah Helms ): çȹɌɕɎɔɥɱ ɐɚɝɫɏəɑəəɫ əɑ ɯ ɜɑɓɟɗɨɞɌ-

ɞɚɘ ɛɚɞɌɕ ɛɑɜɑɖɌɓɌəɚɲ ɞɌɯɘəɚɲ ɱəɠɚɜɘɌɢɱɲ, Ɍ ɎɔɛɗɔɎɌɪɞɨ ɱɓ 
ɞɑɜɛɗɫɣɚɏɚ, ɥɚɏɚɐɔəəɚɏɚ ɎɔɎɣɑəəɫ ɐɜɟɖɚɎɌəɔɡ ɐɒɑɜɑɗè4. 

ȳɌ ɟɝɞɌɗɑəɚɪ ɛɚɘɔɗɖɚɎɚɪ ɐɟɘɖɚɪ, Ɏɝɫ ɖɚɜɔɝəɌ ɜɚɓɎɱɐɟɎɌ-

ɗɨəɌ ɱəɠɚɜɘɌɢɱɫ ɐɚɍɟɎɌɯɞɨɝɫ ɓ ɝɑɖɜɑɞəɔɡ ɐɒɑɜɑɗ Ɍɏɑəɞɟɜəɔɘ 
Ɍɍɚ ɚɛɑɜɌɞɔɎəɔɘ ɤɗɫɡɚɘ ð əɌɝɛɜɌɎɐɱ ɢɑ əɑ ɞɌɖ. Ȯɱɐɚɘɑ Ɏɔ-

ɓəɌəəɫ ɌɐɘɱɜɌɗɌ ȳɌɡɌɜɱɌɝɌ ð ɓɌɝɞɟɛəɔɖɌ əɌɣɌɗɨəɔɖɌ ɜɚɓɎɱɐɖɔ 

ȮɱɕɝɨɖɚɎɚ-ɘɚɜɝɨɖɔɡ ɝɔɗ ȽɄȬ ɟ ɜɚɖɔ Ȱɜɟɏɚɲ ɝɎɱɞɚɎɚɲ Ɏɱɕəɔ ð 
ɝɛɜɚɝɞɚɎɟɯ ɢɑ. ȾɌɖ, ɓɌ ɕɚɏɚ ɚɢɱəɖɚɪ, 95 % ɱəɠɚɜɘɌɢɱɲ ɜɚɓɎɱɐɖɌ 

ȮȸȽ ɣɑɜɛɌɗɌ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ, 4 % ð ɓ ɚɠɱɢɱɕəɔɡ, ɱ ɗɔɤɑ 1 % 
ð ɓ ɖɚəɠɱɐɑəɢɱɕəɔɡ ɐɒɑɜɑɗ. ȳɌɜɌɐɔ ɝɛɜɌɎɑɐɗɔɎɚɝɞɱ ɝɗɱɐ ɓɌɓəɌ-

ɣɔɞɔ, ɥɚ ɣɌɝɞɚ ɝɌɘɑ ɢɑɕ ɚɐɔə Ɏɱɐɝɚɞɚɖ ɯ ɞɔɘ ɓɚɗɚɞɔɘ Ɏɱɐɝɟɞəɱɘ 

ɑɗɑɘɑəɞɚɘ, ɫɖɔɕ ɐɚɓɎɚɗɫɯ ɝɖɗɌɝɞɔ ɢɱɗɱɝəɟ ɖɌɜɞɔəɟ ɜɚɓɜɱɓəɑəɚɲ 
ɘɚɓɌɲɖɔ Ɏɝɱɡ ɜɚɓɎɱɐɐɌəɔɡ. ȣ ɫɖɥɚ ɞɌɖɑ ɝɛɱɎɎɱɐəɚɤɑəəɫ ɝɛɜɌɎɑɐ-

                                                                 
3
 ȷɌəɐɑ Ȱ.Ȯ. ȻɜɌɎɚɎɱ ɛɔɞɌəəɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ. çȣəɠɚɜɘɌɢɱɫ ɱ 

ɛɜɌɎɚè, 2020. ð ʈ 2(33)ɪ ð Ƚ. 51-68. DOI: 10.37750/2616 -
6798.2020.2(33).208089  

4
 Johnson, L.K. ed., 2007.  Handbook of intelligence studies  (Vol. 2). 

London: Routledge.  
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ɗɔɎɑ ɐɗɫ ɎɱɕɝɨɖɚɎɚɲ ɜɚɓɎɱɐɖɔ, ɞɚ ɞɔɘ ɍɱɗɨɤɑ Ɏɚəɚ ɍɟɐɑ ɛɜɌɎɔɗɨ-
əɔɘ ɐɗɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɐɗɫ ɍɱɓəɑɝ-ɝɞɜɟɖɞɟɜ. 

ȮɚɐəɚɣɌɝ ɌəɌɗɱɓ ɜɚɓɝɑɖɜɑɣɑəɚɏɚ ɓɎɱɞɟ ɂȼȿ ɓɌ 1987 ɜɱɖ 

çEnterprise -Level Computing in Soviet Economy è5 (Ƚ87-10043) ɐɌɯ 
ɟɫɎɗɑəəɫ ɛɜɚ ɞɑ, ɫɖɔɕ ɖɚɗɚɝɌɗɨəɔɕ ɚɍɝɫɏ ɐɌəɔɡ əɑɚɍɡɱɐəɚ ɍɟɗɚ 

ɚɍɜɚɍɗɫɞɔ ɌəɌɗɱɞɔɖɌɘ. Ȱɗɫ ɝɖɗɌɐɌəəɫ ɓɎɱɞɟ ɛɚɝɞɱɕəɚ ɛɜɚɞɫɏɚɘ 

ɜɚɖɟ ɝɖɌəɟɎɌɗɚɝɫ 347 Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ; ɐɗɫ ɝɞɎɚɜɑəəɫ ɓɎɑ-
ɐɑəəɫ ɚɍɝɫɏɚɘ Ɏ ɚɐəɟ ɝɞɚɜɱəɖɟ ɥɚɐɑəəɚ ɚɍɜɚɍɗɫɎɝɫ ɱəɠɚɜɘɌ-

ɢɱɕəɔɕ ɘɌɝɔɎ ɚɍɝɫɏɚɘ ɛɜɔɍɗɔɓəɚ 7 ɘɗə. ɝɗɱɎ. 
ȳɌɏɌɗɨəɚɎɱɐɚɘɚ, ɥɚ ɚɝəɚɎəɌ Ɏɱɐɘɱəəɱɝɞɨ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓ-

Ɏɱɐɖɔ Ɏɱɐ ɛɜɚɘɔɝɗɚɎɚɏɚ ɤɛɔɏɟəɝɞɎɌ ð ɢɑ ɗɑɏɱɞɔɘəɱɝɞɨ ɱ ɐɚɞɜɔ-

ɘɌəəɫ ɑɞɔɣəɔɡ əɚɜɘ6. Ⱦɟɞ ɢɑ ɛɚɗɚɒɑəəɫ ɐɚɎɑɐɑəɚ ɐɚ Ɍɍɝɚɗɪɞɟ: 
Ɏɔɖɗɪɣəɚ Ɏɝɱ ɐɒɑɜɑɗɌ ɱəɠɚɜɘɌɢɱɲ Ɏ ɢɨɚɘɟ ɜɌɓɱ ɯ ɐɚɝɞɟɛəɔɘɔ ɞɌ 

ɗɑɏɌɗɨəɔɘɔ. 

ȣəɞɑɜəɑɞ-ɜɚɓɎɱɐɖɌ, ɜɚɓɎɱɐɖɌ ɓɌ ɱəɞɑɜəɑɞ-ɐɒɑɜɑɗɌɘɔ, ɫɖ, 
ɎɗɌɝəɑ, ɱ Ɏɝɫ ɖɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ, ɫɎɗɫɯ ɝɚɍɚɪ ɚɝɚɍɗɔɎɔɕ Ɏɔɐ 

ɱəɠɚɜɘɌɢɱɕəɚ-ɌəɌɗɱɞɔɣəɚɲ ɜɚɍɚɞɔ, ɥɚ ɐɚɓɎɚɗɫɯ ɓɍɔɜɌɞɔ ɜɱɓəɚ-

ɍɱɣəɟ ɍɱɓəɑɝ-ɱəɠɚɜɘɌɢɱɪ ɍɑɓ ɓɌɝɞɚɝɟɎɌəəɫ ɞɔɡ ɝɛɑɢɔɠɱɣəɔɡ 
ɘɑɞɚɐɱɎ ɚɛɑɜɌɞɔɎəɚ-ɜɚɓɤɟɖɚɎɚɲ ɐɱɫɗɨəɚɝɞɱ, ɫɖɱ ɯ ɎɔəɫɞɖɚɎɚɪ 

ɛɜɑɜɚɏɌɞɔɎɚɪ ɛɜɌɎɚɚɡɚɜɚəəɔɡ ɚɜɏɌəɱɎ. 

ȼɌɓɚɘ ɱɓ ɞɔɘ ɘɑɞɚɐɔ Ɏɑɐɑəəɫ ɱəɞɑɜəɑɞ-ɜɚɓɎɱɐɖɔ, ɞɑɡəɱɖɔ ɞɌ 
ɞɑɡəɚɗɚɏɱɲ ɲɲ ɛɜɚɎɑɐɑəəɫ ɐɟɒɑ ɍɗɔɓɨɖɱ ɐɚ ɞɔɡ, ɥɚ ɎɔɖɚɜɔɝɞɚɎɟ-

ɪɞɨɝɫ Ɏ ɞɜɌɐɔɢɱɕəɱɕ ɜɚɓɎɱɐɟɎɌɗɨəɱɕ ɐɱɫɗɨəɚɝɞɱ ɝɛɑɢɝɗɟɒɍɌɘɔ. 

ȳɌɝɞɚɝɟɎɌəəɫ ɱəɞɑɜəɑɞ-ɜɚɓɎɱɐɖɔ Ɏ ɖɚɘɑɜɢɱɕəɱɕ ɖɚɘɛɌəɱɲ 
ɎɔɛɜɌɎɐɚɎɟɯɞɨɝɫ əɑ ɗɔɤɑ ɘɱɜɖɟɎɌəəɫɘɔ ɱəɠɚɜɘɌɢɱɕəɚɲ ɍɑɓɛɑ-

ɖɔ, Ɍɗɑ ɯ ɎɌɒɗɔɎɔɘ ɱ ɐɗɫ ɜɚɓɎõɫɓɌəəɫ ɓɌɎɐɌəɨ ɘɑəɑɐɒɘɑəɞɟ ɞɌ 

ɘɌɜɖɑɞɔəɏɟ, ɚɝɖɱɗɨɖɔ ɓɌɍɑɓɛɑɣɟɯ: 

¶ ɝɛɚɝɞɑɜɑɒɑəəɫ ɓɌ ɜɑɛɟɞɌɢɱɯɪ ɖɚɘɛɌəɱɲ (ɓ ɛɚɏɗɫɐɟ ɖɗɱɯə-

ɞɱɎ, ɖɚəɖɟɜɑəɞɱɎ, ɐɑɜɒɌɎəɔɡ ɚɜɏɌəɱɎ); 

¶ ɌɖɞɔɎəɟ ɟɣɌɝɞɨ ɟ ɠɚɜɘɟɎɌəəɱ ɱɘɱɐɒɟ ɖɚɘɛɌəɱɲ, ɱəɠɚɜ-

ɘɌɢɱɕəɚɏɚ ɛɚɗɫ əɌɎɖɚɗɚ ɖɚɘɛɌəɱɲ; 

¶ Ɏɱɐɝɞɑɒɑəəɫ ɛɚɫɎɔ əɚɎɚɏɚ ɖɚəɖɟɜɑəɞɌ, ɞɑɡəɚɗɚɏɱɲ Ɍɍɚ 

ɖɌəɌɗɟ ɓɍɟɞɟ; 

¶ ɎɔɫɎɗɑəəɫ ɘɚɒɗɔɎɔɡ ɓɗɔɞɞɱɎ ɱ ɛɚɏɗɔəɌəɨ; 

                                                                 
5
 https://www.cia.gov/readingroom/docs/DOC _0000500558.pdf  

6
 Antonina Mytko & Tetiana Mishchuk. Characteristics of  Compet i-

tive Intelligence and Espionage in Enterprises. International relations, 
public communications and regional studies, 2017. ð ʈ 2. DOI: 
https://doi.org/10.29038/2524 -2679 -2017 - 02-90-103  
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¶ ɚɢɱəɖɟ ɛɚɞɑəɢɱɕəɔɡ ɜɔɓɔɖɱɎ ɛɱɐ ɣɌɝ ɱəɎɑɝɞɔɢɱɕ; 

¶ Ɏɔɛɑɜɑɐɒɑəəɫ ɖɜɚɖɱɎ ɖɚəɖɟɜɑəɞɱɎ ɟ ɜɌɘɖɌɡ ɘɌɜɖɑɞɔə-

ɏɚɎɔɡ ɖɌɘɛɌəɱɕ; 

¶ Ɏɔɛɑɜɑɐɒɑəəɫ ɖɚəɖɟɜɑəɞɱɎ ɟ ɞɑəɐɑɜɌɡ; 

¶ ɎɔɫɎɗɑəəɫ ɖɌəɌɗɱɎ Ɏɔɞɚɖɟ ɱəɠɚɜɘɌɢɱɲ. 

ȳɌɝəɚɎəɔɖɚɘ ɝɟɣɌɝəɚɲ ɍɱɓəɑɝ-ɜɚɓɎɱɐɖɔ ɎɎɌɒɌɯɞɨɝɫ ɖɚɘɛɌ-

əɱɫ Xerox, ɫɖɌ ɓɱɞɖəɟɗɌɝɫ ɓ ɖɚəɖɟɜɑəɢɱɯɪ ɓ ɍɚɖɟ ɫɛɚəɝɨɖɔɡ Ɏɔ-
ɜɚɍəɔɖɱɎ7. ȹɌ ɛɚɣɌɞɖɟ 70-ɡ ɜɚɖɱɎ ɁɁ ɝɞ., ɛɱɝɗɫ Ɏɔɡɚɐɟ ɫɛɚəɢɱɎ 

əɌ ɌɘɑɜɔɖɌəɝɨɖɔɕ ɜɔəɚɖ, ɘɑəɑɐɒɑɜɔ Xerox ɛɚɘɱɞɔɗɔ, ɥɚ ɖɚɘ-

ɛɌəɱɫ ɛɚɣɌɗɌ ɎɞɜɌɣɌɞɔ ɛɚɓɔɢɱɲ əɌ ɜɔəɖɟ. ȽɔɞɟɌɢɱɪ ɎɔɛɜɌɎɔɗɔ 
ɓɘɱəɔ, ɓɌɝəɚɎɌəɱ əɌ ɓɍɚɜɱ ɌɖɞɟɌɗɨəɚɲ ɱəɠɚɜɘɌɢɱɲ ɛɜɚ ɜɔəɚɖ ɱ 

ɖɚəɖɟɜɑəɞɱɎ. Xerox, ɓɌɎɐɫɖɔ ɝɎɚɯɘɟ ɫɛɚəɝɨɖɚɘɟ ɠɱɗɱɌɗɟ, ɝɞɎɚ-

ɜɔɎ ɝɔɝɞɑɘɟ ɚɢɱəɪɎɌəəɫ ɞɌ ɌəɌɗɱɓɟ ɜɚɍɚɞɔ (ɍɑəɣɘɌɜɖɱəɏ), Ɍ ɛɚ-
ɞɱɘ ɌɐɌɛɞɟɎɌɎ ɱ ɓɌɝɞɚɝɟɎɌɎ ɐɚ ɍɱɓəɑɝɟ ɜɚɓɎɱɐɟɎɌɗɨəɱ ɞɑɡəɚɗɚɏɱɲ. 

Ȼɜɔ ɢɨɚɘɟ ɚɐəɱɯɪ ɓ ɚɝəɚɎəɔɡ ɟɘɚɎ ɚɜɏɌəɱɓɌɢɱɲ ɢɨɚɏɚ ɛɜɚɢɑɝɟ 

ɍɟɗɚ əɑɟɡɔɗɨəɑ ɐɚɞɜɔɘɌəəɫ ɓɌɖɚəɟ, ɚɝɖɱɗɨɖɔ ɜɑɛɟɞɌɢɱɫ ɖɚɘɛɌ-
əɱɲ ɘɚɏɗɌ ɍ ɓɜɟɕəɟɎɌɞɔɝɫ əɌɍɌɏɌɞɚ ɜɌəɱɤɑ, əɱɒ ɘɚɒəɌ ɍɟɗɚ ɍ 

ɝɖɚɜɔɝɞɌɞɔɝɫ ɑɖɚəɚɘɱɣəɔɘɔ ɛɑɜɑɎɌɏɌɘɔ ɛɜɚɘɔɝɗɚɎɚɏɚ ɤɛɔ-

ɏɟəɝɞɎɌ. ȹɑɓɌɍɌɜɚɘ ɢɱ ɘɑɞɚɐɔ ɜɚɍɚɞɔ ɛɚɣɌɗɔ ɓɌɝɞɚɝɚɎɟɎɌɞɔ ɕ 
ɱəɤɱ ɌɘɑɜɔɖɌəɝɨɖɱ ɖɚɘɛɌəɱɲ. ȳɏɚɐɚɘ ɍɱɓəɑɝ-ɜɚɓɎɱɐɖɌ ɛɚɣɌɗɌ 

ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɫ Ɏ ȡɎɜɚɛɱ, Ɍ ɓɏɚɐɚɘ ð ɱ Ɏ ɟɝɨɚɘɟ ɝɎɱɞɱ. 

ȣɏəɚɜɟɎɌəəɫ ɘɚɒɗɔɎɚɝɞɑɕ ɍɱɓəɑɝ-ɜɚɓɎɱɐɖɔ əɌ ɛɚɣɌɞɖɚɎɚɘɟ 
ɑɞɌɛɱ ɐɚɜɚɏɚ ɚɍɡɚɐɔɗɚɝɫ əɌɎɱɞɨ ɐɗɫ əɌɕɍɱɗɨɤɔɡ ɖɚɘɛɌəɱɕ8. ȾɌɖ, 

ɛɱɝɗɫ ɝɞɎɚɜɑəəɫ ɠɚɞɚɌɛɌɜɌɞɌ, ɫɖɔɕ ɎɔɐɌɎɌɎ ɏɚɞɚɎɔɕ ɓəɱɘɚɖ, 

ɖɚɘɛɌəɱɫ Polaroid ɛɚɣɌɗɌ ɛɚɣɔɎɌɞɔ əɌ ɗɌɎɜɌɡ. ȶɚɗɔ ɌəɌɗɱɞɔɣ-
əɔɕ Ɏɱɐɐɱɗ ɖɚɘɛɌəɱɲ ɛɜɑɐɝɞɌɎɔɎ ɓɎɱɞ, ɟ ɫɖɚɘɟ ɎɖɌɓɌɎ əɌ ɛɑɜɝɛɑ-

ɖɞɔɎɔ ɜɚɓɎɔɞɖɟ ɠɚɞɚɱəɐɟɝɞɜɱɲ ɞɌ ɓɌɜɚɐɒɑəəɫ ɢɔɠɜɚɎɚɲ ɑɜɔ, 

ɖɑɜɱɎəɔɢɞɎɚ ɖɚɘɛɌəɱɲ əɌɓɎɌɗɚ ɢɪ ɱəɠɚɜɘɌɢɱɪ çɠɟɞɟɜɔɝɞɔɣəɚɪ 
əɱɝɑəɱɞəɔɢɑɪè. ȸɔəɟɗɚ ɐɑɫɖɔɕ ɣɌɝ, ɱ Ɏ ɒɚɎɞəɱ 2001 ɜɚɖɟ ɖɚɘ-

ɛɌəɱɫ Polaroid ɱəɱɢɱɪɎɌɗɌ ɛɑɜɤɟ ɛɜɚɢɑɐɟɜɟ ɍɌəɖɜɟɞɝɞɎɌ. 
ȬəɌɗɚɏɱɣəɚ Ɏ 70-ɡ ɜɚɖɌɡ XX ɝɞ. çȮɑɗɔɖɌ ɞɜɱɕɖɌè ɌɘɑɜɔɖɌə-

ɝɨɖɔɡ ɎɔɜɚɍəɔɖɱɎ ɌɎɞɚɘɚɍɱɗɱɎ əɑ ɎɱɐɜɑɌɏɟɎɌɗɌ əɌ ɛɚɫɎɟ əɌ ɜɔə-

ɖɟ ɫɛɚəɝɨɖɔɡ ɌɎɞɚɎɔɜɚɍəɔɖɱɎ. ȺɐəɌɖ ɝɌɘɱ ɌɘɑɜɔɖɌəɢɱ ɚɍɜɌɗɔ 
əɑɎɑɗɔɖɱ, ɑɖɚəɚɘəɱ ɞɌ əɌɐɱɕəɱ ɫɛɚəɝɨɖɱ ɌɎɞɚɘɚɍɱɗɱ, ɱ ɌɘɑɜɔɖɌə-

ɝɨɖɱ ɖɚɜɛɚɜɌɢɱɲ ɓɌɓəɌɗɔ ɓəɌɣəɔɡ ɓɍɔɞɖɱɎ. 

                                                                 
7
 Prescott, J.F. and Miller, S.H. eds., 2001.  Proven strategies in co m-

petitive intelligence: lessons from the trenches. John Wiley & Sons.  
8
 Gilad, B., 2004. Using competitive intelligence to anticipate market 

shifts.  Control Risk and Create Power ful Strategies, Amacom, New York.  
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ȭɱɓəɑɝ-ɜɚɓɎɱɐəɔɖɔ ɓ ɖɚɜɛɚɜɌɢɱɲ Samsung ɐɱɓəɌɗɔɝɫ ɓ Ɏɱɐɖ-
ɜɔɞɚɲ ɛɜɑɝɔ, ɥɚ ɚɝɞɌəəɱɕ ɌɘɑɜɔɖɌəɝɨɖɔɕ ɓɌɎɚɐ ɱɓ ɎɔɜɚɍəɔɢɞɎɌ 

ɏɱɞɌɜ ɘɚɒɑ ɓɌɖɜɔɞɔɝɫ ɣɑɜɑɓ ɐɑɤɑɎɤɱ ɖɚɜɑɕɝɨɖɱ ɱəɝɞɜɟɘɑəɞɔ, Ɍ 

ɟɜɫɐ ȽɄȬ ɏɚɞɟɯɞɨɝɫ ɓɌɡɔɝɞɔɞɔ ɝɎɚɲɡ ɎɔɜɚɍəɔɖɱɎ ɓɌ ɐɚɛɚɘɚɏɚɪ 
ɘɔɞəɔɡ ɓɌɡɚɐɱɎ. ȮɣɌɝəɚ ɐɱɓəɌɎɤɔɝɨ ɛɜɚ ɢɑ, ɛɜɑɐɝɞɌɎəɔɖɔ 

Samsung Ɏɝɞɔɏɗɔ ɎɎɑɓɞɔ ɐɚ ȽɄȬ Ɏɑɗɔɖɟ ɖɱɗɨɖɱɝɞɨ ɏɱɞɌɜ, Ɍ Ɏ 

ɜɑɓɟɗɨɞɌɞɱ ɓɌɛɜɚɎɌɐɒɑəəɫ ɎɎɱɓəɚɏɚ ɘɔɞɌ ð ɥɑ ɕ ɛɱɐəɫɞɔ ɢɱəɔ 
əɌ ɢɑɕ ɘɟɓɔɣəɔɕ ɱəɝɞɜɟɘɑəɞ. 

ȽɟɣɌɝəɔɕ ɜɚɓɎɔɞɚɖ ɱəɠɚɜɘɌɢɱɕəɔɡ ɞɑɡəɚɗɚɏɱɕ ɓɜɚɍɔɎ 
ɖɚɘɛõɪɞɑɜəɟ ɖɚəɖɟɜɑəɞəɟ ɜɚɓɎɱɐɖɟ ɐɚɝɞɟɛəɚɪ əɌɎɱɞɨ ɐɗɫ Ɏɱɐ-

əɚɝəɚ əɑɎɑɗɔɖɔɡ ɖɚɘɛɌəɱɕ; əɔəɱ ɎɚəɌ ɛɚɤɔɜɑəɌ əɌ Ɏɝɱɡ ɜɱɎəɫɡ 

ɑɖɚəɚɘɱɖɔ. 
ȹɌ ɛɜɌɖɞɔɢɱ ɛɚəɫɞɞɯɎɌ ɍɌɓɌ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɥɑ ɚɝ-

ɞɌɞɚɣəɚ əɑ ɝɠɚɜɘɚɎɌəɌ: ɛɚɖɔ ɥɚ əɑ ɜɚɍɔɞɨɝɫ ɜɱɓəɔɢɱ ɘɱɒ ɞɑɜ-

ɘɱəɌɘɔ çɐɱɗɚɎɌè Ɍɍɚ çɑɖɚəɚɘɱɣəɌè ɜɚɓɎɱɐɖɌ, ɱ ɛɱɐ ɖɚəɖɟɜɑəɞəɚɪ 
ɜɚɓɎɱɐɖɚɪ ɛɚɘɔɗɖɚɎɚ ɜɚɓɟɘɱɪɞɨ ɟɎɑɝɨ ɖɚɘɛɗɑɖɝ ɓɌɡɚɐɱɎ, 

ɛɚɎõɫɓɌəɔɕ ɓ ɱəɠɚɜɘɌɢɱɕəɚ-ɌəɌɗɱɞɔɣəɔɘ ɓɌɍɑɓɛɑɣɑəəɫɘ ɟɛɜɌɎ-

ɗɱəəɫ ɛɱɐɛɜɔɯɘəɔɢɨɖɔɘɔ ɜɔɓɔɖɌɘɔ, ɎɔɫɎɗɑəəɫ ɓɌɏɜɚɓ, ɘɚɒɗɔ-
Ɏɚɝɞɑɕ ɞɌ ɱəɤɔɡ ɠɌɖɞɚɜɱɎ, ɥɚ ɎɛɗɔɎɌɪɞɨ əɌ ɚɞɜɔɘɌəəɫ ɖɚəɖɟ-

ɜɑəɞəɔɡ ɛɑɜɑɎɌɏ ɟ ɍɱɓəɑɝɱ. 

Ȯ ɌɜɝɑəɌɗɱ ɞɔɡ, ɡɞɚ əɔəɱ ɛɚɎəɚɢɱəəɚ ɓɌɕɘɌɯɞɨɝɫ ɖɚəɖɟɜɑə-
ɞəɚɪ ɜɚɓɎɱɐɖɚɪ, əɑɘɌɯ ɝɛɑɢɱɌɗɨəɚɲ ɌɛɌɜɌɞɟɜɔ, ɤɛɔɏɟəɝɨɖɚɲ 

ɞɑɡəɱɖɔ. Ȥɡəɱɕ ɚɝəɚɎəɔɕ ɱəɝɞɜɟɘɑəɞ ð ɖɚɘɛõɪɞɑɜ, ɛɱɐɖɗɪɣɑəɔɕ 

ɐɚ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ. Ȱɱɫɗɨəɱɝɞɨ ɛɱɐɜɚɓɐɱɗɱɎ (ɝɗɟɒɍ) ɖɚəɖɟɜɑəɞəɚɲ 
ɜɚɓɎɱɐɖɔ ɖɚɘɛɌəɱɕ ɐɑɐɌɗɱ ɍɱɗɨɤɑ ɻɜɟəɞɟɯɞɨɝɫ əɌ ɚɝɞɌəəɱɡ ɐɚɝɫ-

ɏəɑəəɫɡ ɟ ɏɌɗɟɓɱ ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ Ɏ ɛɚɯɐəɌəəɱ ɓ əɌɛɜɌɢɪ-

ɎɌəəɫɘɔ Ɏ ɏɌɗɟɓɫɡ ɛɝɔɡɚɗɚɏɱɲ, ɝɚɢɱɚɗɚɏɱɲ, ɑɖɚəɚɘɱɖɔ. 
ȹɔəɱ ɝɞɎɚɜɪɪɞɨɝɫ ɣɔɝɗɑəəɱ ɛɜɚɠɑɝɱɕəɱ ɚɍõɯɐəɌəəɫ (ɝɛɱɗɨ-

əɚɞɔ) ɠɌɡɱɎɢɱɎ ɟ ɏɌɗɟɓɱ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ. ȹɌɕɎɱɐɚɘɱɤɱ ɓ 
ɞɌɖɔɡ ɝɛɱɗɨəɚɞ, ɥɚ ɓɌɕɘɌɪɞɨɝɫ ɚɜɏɌəɱɓɌɢɱɯɪ ɖɚəɠɑɜɑəɢɱɕ, 

ɞɜɑəɱəɏɱɎ, ð ɢɑ Strategic and Competitive Intelligence 

Professionals  (SCIP) ɟ ȽɄȬ (www.scip.org) (ɜɔɝ. 1) ɞɌ Competia ɟ 
ȶɌəɌɐɱ (www.competia.com). 

Ȱɚ 2014 ɜɚɖɟ ɖɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ Ɏ ȿɖɜɌɲəɱ ɜɚɓɎɔɎɌɗɌɝɫ 

ɛɑɜɑɎɌɒəɚ Ɏ ɖɚɘɑɜɢɱɕəɚɘɟ ɝɑɖɞɚɜɱ, ɓɚɝɑɜɑɐɒɟɪɣɔɝɨ əɌ ɌəɌɗɱɓɱ 
ɜɔəɖɱɎ, ɘɚəɱɞɚɜɔəɏɟ ɖɚəɖɟɜɑəɞɱɎ ɞɌ ɚɢɱəɢɱ ɱəɎɑɝɞɔɢɱɕəɔɡ ɜɔɓɔ-

ɖɱɎ. Ȼɱɝɗɫ Ɍəɑɖɝɱɲ ȶɜɔɘɟ ɞɌ ɛɚɣɌɞɖɟ Ɏɱɕəɔ əɌ ȰɚəɍɌɝɱ ɎɔəɔɖɗɌ 

ɛɚɞɜɑɍɌ Ɏ ɱəɞɑɏɜɌɢɱɲ ɜɚɓɎɱɐɟɎɌɗɨəɔɡ ɘɑɞɚɐɚɗɚɏɱɕ Ɏɱɐɖɜɔɞɔɡ 
ɐɒɑɜɑɗ ɟ ɝɠɑɜɟ ɍɑɓɛɑɖɔ ɞɌ ɚɍɚɜɚəɔ. 
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ȼɔɝɟəɚɖ 1 ð ɀɜɌɏɘɑəɞ ɎɑɍɝɌɕɞɟ ɚɜɏɌəɱɓɌɢɱɲ SCIP (www.scip.org)  

 

ȻɚɎəɚɘɌɝɤɞɌɍəɑ Ɏɞɚɜɏəɑəəɫ 2022 ɜɚɖɟ ɛɜɔɝɖɚɜɔɗɚ ɢɑɕ 

ɛɜɚɢɑɝ: OSINT ɛɑɜɑɞɎɚɜɔɎɝɫ ɓ ɐɚɛɚɘɱɒəɚɏɚ ɱəɝɞɜɟɘɑəɞɟ əɌ 
ɚɝəɚɎəɔɕ ɘɑɡɌəɱɓɘ ɎɑɜɔɠɱɖɌɢɱɲ ɞɌ ɐɚɖɟɘɑəɞɟɎɌəəɫ Ɏɚɯəəɔɡ 

ɓɗɚɣɔəɱɎ, ɘɚəɱɞɚɜɔəɏɟ ɛɑɜɑɘɱɥɑəəɫ Ɏɱɕɝɨɖ ɞɌ ɌəɌɗɱɓɟ Ɏɚɜɚɒɔɡ 

əɌɜɌɞɔɎɱɎ. 
ȿɖɜɌɲəɝɨɖɌ OSINT-ɝɛɱɗɨəɚɞɌ ɎɔɜɚɍɔɗɌ əɑɠɚɜɘɌɗɨəɱ ɖɚɐɑɖ-

ɝɔ ɛɚɎɑɐɱəɖɔ, ɥɚ ɍɌɗɌəɝɟɯ ɘɱɒ: 

¶ əɑɚɍɡɱɐəɱɝɞɪ ɚɛɑɜɌɞɔɎəɚɏɚ ɱəɠɚɜɘɟɎɌəəɫ ɝɟɝɛɱɗɨɝɞɎɌ; 

¶ ɓɌɛɚɍɱɏɌəəɫɘ ɜɚɓɏɚɗɚɤɑəəɫ ɣɟɞɗɔɎɔɡ ɐɌəɔɡ (ɖɚɚɜɐɔəɌ-

ɞɔ, ɞɌɖɞɔɣəɱ ɛɜɔɕɚɘɔ, ɚɝɚɍɚɎɔɕ ɝɖɗɌɐ); 

¶ ɐɚɞɜɔɘɌəəɫɘ ɛɜɔəɢɔɛɱɎ ɎɑɜɔɠɱɖɌɢɱɲ ɞɌ ɘɱəɱɘɱɓɌɢɱɲ 

ɤɖɚɐɔ Ɏɱɐ ɛɚɤɔɜɑəəɫ ɏɜɌɠɱɣəɚɏɚ ɖɚəɞɑəɞɟ. 

ȽɟɣɌɝəɱ ɟɖɜɌɲəɝɨɖɱ OSINT-ɠɌɡɱɎɢɱ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɤɔɜɚ-

ɖɔɕ ɝɛɑɖɞɜ ɱəɝɞɜɟɘɑəɞɱɎ: 
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¶ ȯɑɚɗɚɖɌɢɱɫ ɞɌ ɌəɌɗɱɓ ɝɟɛɟɞəɔɖɚɎɔɡ ɓəɱɘɖɱɎ: Google 
Earth, OpenStreetMap (OSM), NASA FIRMS.  

¶ ȽɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ ɞɌ ɘɑɝɑəɐɒɑɜɔ: ɝɔɝɞɑɘəɔɕ ɘɚəɱɞɚ-
ɜɔəɏ Telegram-ɖɌəɌɗɱɎ, Twitter/X, VK ɐɗɫ ɎɔɫɎɗɑəəɫ ɛɌ-

ɞɑɜəɱɎ Ɏɚɜɚɒɚɲ ɌɖɞɔɎəɚɝɞɱ. 

¶ Ʉɞɟɣəɔɕ ɱəɞɑɗɑɖɞ: ɌɎɞɚɘɌɞɔɓɚɎɌəɌ ɖɗɌɝɔɠɱɖɌɢɱɫ ɓɚ-
ɍɜɌɒɑəɨ, ɜɚɓɛɱɓəɌɎɌəəɫ ɚɍɗɔɣ (ɟ ɘɑɒɌɡ ɑɞɔɣəɔɡ ɚɍɘɑ-

ɒɑəɨ), ɌəɌɗɱɓ Ɏɑɗɔɖɔɡ ɘɌɝɔɎɱɎ ɞɑɖɝɞɚɎɔɡ ɐɌəɔɡ. 

ȿɖɜɌɲəɝɨɖɌ ɤɖɚɗɌ OSINT əɌ ɢɑɕ ɣɌɝ ɛɚɯɐəɟɯ: 

¶ ȾɜɌɐɔɢɱɕəɱ ɜɚɓɎɱɐɟɎɌɗɨəɱ ɘɑɞɚɐɔɖɔ (ɚɢɱəɖɌ ɐɒɑɜɑɗ, ɛɑ-
ɜɑɡɜɑɝəɌ ɎɑɜɔɠɱɖɌɢɱɫ); 

¶ ɂɔɠɜɚɎɟ ɖɜɔɘɱəɌɗɱɝɞɔɖɟ (ɌəɌɗɱɓ ɘɑɞɌɐɌəɔɡ, ɗɌəɢɪɒɖɱɎ 

ɛɚɤɔɜɑəəɫ); 

¶ ȶɚəɖɟɜɑəɞəɚ-ɌəɌɗɱɞɔɣəɱ ɘɑɞɚɐɔ (SWOT-ɌəɌɗɱɓ ɎɚɜɚɏɌ, 

ɝɢɑəɌɜəɑ ɘɚɐɑɗɪɎɌəəɫ)  

OSINT -ɘɑɞɚɐɔ ɝɞɌɗɔ ɚɝəɚɎɚɪ ɐɗɫ: 

¶ ɱɐɑəɞɔɠɱɖɌɢɱɲ ɛɱɐɜɚɓɐɱɗɱɎ ɎɚɜɚɏɌ, ɛɜɔɣɑɞəɔɡ ɐɚ ɘɌɝɚɎɔɡ 

ɎɍɔɎɝɞɎ (əɌɛɜɔɖɗɌɐ, ȭɟɣɌ, ȣɜɛɱəɨ); 

¶ Ɏɱɐɝɞɑɒɑəəɫ ɐɑɛɚɜɞɌɢɱɲ ɟɖɜɌɲəɝɨɖɔɡ ɐɱɞɑɕ ɐɚ ɜɠ; 

¶ ɠɱɖɝɌɢɱɲ ɟɐɌɜɱɎ ɛɚ ɢɔɎɱɗɨəɱɕ ɱəɠɜɌɝɞɜɟɖɞɟɜɱ ɓ 
ɛɜɔɎõɫɓɖɚɪ ɐɚ ɖɚəɖɜɑɞəɔɡ ɎɱɕɝɨɖɚɎɔɡ ɠɚɜɘɟɎɌəɨ. 

Ȼɟɍɗɱɣəɱ OSINT-ɓɎɱɞɔ (əɌɛɜɔɖɗɌɐ, Oryx9) əɌɐɌɪɞɨ Ɏɑɜɔɠɱ-
ɖɚɎɌəɱ ɐɌəɱ ɛɜɚ ɎɞɜɌɞɔ ɞɑɡəɱɖɔ, ɥɚ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɐɗɫ ɚɢɱə-

ɖɔ ɑɠɑɖɞɔɎəɚɝɞɱ ȳȽȿ ɞɌ ɛɗɌəɟɎɌəəɫ ɛɚɝɞɌɣɌəəɫ ɚɓɍɜɚɯəɨ. 

Ȯɚɗɚəɞɑɜɝɨɖɱ ɏɜɟɛɔ ɚɛɑɜɌɞɔɎəɚ ɱəɠɚɜɘɟɪɞɨ ɛɜɚ ɛɑɜɑɘɱ-
ɥɑəəɫ Ɏɚɜɚɒɔɡ ɖɚɗɚə, ɥɚ ɐɚɓɎɚɗɫɯ ɖɚɜɔɏɟɎɌɞɔ ɎɚɏəɑɎɑ ɟɜɌ-

ɒɑəəɫ. 

OSINT -ɐɚɖɌɓɔ ɝɞɌɗɔ ɖɗɪɣɚɎɔɘɔ ɘɌɞɑɜɱɌɗɌɘɔ ɐɗɫ: 

¶ ȸɱɒəɌɜɚɐəɚɏɚ ɖɜɔɘɱəɌɗɨəɚɏɚ ɝɟɐɟ (ICC); 

¶ ȸɱɒəɌɜɚɐəɚɏɚ ɝɟɐɟ ȺȺȹ; 

¶ əɌɢɱɚəɌɗɨəɔɡ ɛɜɚɖɟɜɌɞɟɜ ɖɜɌɲə, ɥɚ ɓɌɝɞɚɝɚɎɟɪɞɨ ɟəɱ-

ɎɑɜɝɌɗɨəɟ ɪɜɔɝɐɔɖɢɱɪ. 
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ȶɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ ɞɌ OSINT Ɏ ȿɖɜɌɲəɱ ɑɎɚɗɪɢɱɚəɟɎɌɗɔ 
Ɏɱɐ əɱɤɑɎɔɡ ɍɱɓəɑɝ-ɱəɝɞɜɟɘɑəɞɱɎ ɐɚ ɝɞɜɌɞɑɏɱɣəɔɡ ɖɚɘɛɚəɑəɞɱɎ 

əɌɢɱɚəɌɗɨəɚɲ ɝɞɱɕɖɚɝɞɱ. ȿəɱɖɌɗɨəɱɝɞɨ ɟɖɜɌɲəɝɨɖɚɏɚ ɐɚɝɎɱɐɟ ɛɚɗɫ-

ɏɌɯ ɟ: 

¶ ɏɱɍɜɔɐəɱɕ ɘɚɐɑɗɱ ɝɛɱɎɛɜɌɢɱ ɐɑɜɒɌɎɔ, ɏɜɚɘɌɐɫəɝɨɖɚɏɚ 

ɝɟɝɛɱɗɨɝɞɎɌ ɞɌ ɘɱɒəɌɜɚɐəɔɡ ɛɌɜɞəɑɜɱɎ; 

¶ Ɏɔɝɚɖɱɕ ɌɐɌɛɞɔɎəɚɝɞɱ ɘɑɞɚɐɚɗɚɏɱɕ ɐɚ ɐɔəɌɘɱɣəɔɡ ɟɘɚɎ 

ɏɱɍɜɔɐəɚɲ Ɏɱɕəɔ; 

¶ ɑɞɔɣəɱɕ ɓɜɱɗɚɝɞɱ ɝɛɱɗɨəɚɞɔ, ɥɚ ɍɌɗɌəɝɟɯ ɘɱɒ Ɏɱɐɖɜɔɞɱɝ-

ɞɪ ɞɌ ɍɑɓɛɑɖɚɪ. 

Ȱɗɫ ɛɚɐɌɗɨɤɚɏɚ ɜɚɓɎɔɞɖɟ ɖɜɔɞɔɣəɚ ɎɌɒɗɔɎɚ: 

¶ ɠɚɜɘɌɗɱɓɟɎɌɞɔ ɛɜɌɎɚɎɔɕ ɝɞɌɞɟɝ OSINT-ɐɱɫɗɨəɚɝɞɱ; 

¶ ɱəɎɑɝɞɟɎɌɞɔ Ɏ ɛɱɐɏɚɞɚɎɖɟ ɠɌɡɱɎɢɱɎ əɚɎɚɏɚ ɻɌɞɟəɖɟ ð 
çɌəɌɗɱɞɔɖ-ɐɚɝɗɱɐəɔɖ-ɞɑɡəɚɗɚɏè; 

¶ ɱəɞɑɏɜɟɎɌɞɔ ɟɖɜɌɲəɝɨɖɱ əɌɛɜɌɢɪɎɌəəɫ Ɏ ɘɱɒəɌɜɚɐəɱ ɝɔ-
ɝɞɑɘɔ ɜɌəəɨɚɏɚ ɛɚɛɑɜɑɐɒɑəəɫ ɞɌ ɐɚɖɟɘɑəɞɟɎɌəəɫ Ɍɏ-

ɜɑɝɱɲ. 
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1.  ȶɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ ɞɌ OSINT  

 

1.1.  ȳɌɎɐɌəəɫ  ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ 

ȺɝəɚɎəɔɘɔ ɓɌɎɐɌəəɫɘɔ ɱəɞɑɜəɑɞ-ɜɚɓɎɱɐɖɔ, ɫɖ ɝɑɏɘɑəɞɌ 
ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, ɯ: 

1.  ȣəɠɚɜɘɌɢɱɕəɑ ɓɌɍɑɓɛɑɣɑəəɫ ɛɜɚɢɑɝɟ Ɏɔɜɚɍɗɑəəɫ ɟɛɜɌɎ-

ɗɱəɝɨɖɔɡ ɜɱɤɑəɨ əɌ ɝɞɜɌɞɑɏɱɣəɚɘɟ ɞɌ ɞɌɖɞɔɣəɚɘɟ ɜɱɎəɫɡ; 
2.  ȼɌəəɯ ɛɚɛɑɜɑɐɒɑəəɫ, ɞɚɍɞɚ ɓɎɑɜəɑəəɫ ɟɎɌɏɔ ɚɝɱɍ, ɥɚ 

ɟɡɎɌɗɪɪɞɨ ɜɱɤɑəəɫ, əɌ ɓɌɏɜɚɓɔ, ɫɖɱ ɛɚɞɑəɢɱɕəɚ ɘɚɒɟɞɨ 
ɓɌɎɐɌɞɔ ɤɖɚɐɔ ɍɱɓəɑɝɟ; 

3.  Ȼɜɚɏəɚɓ ɱ ɓɌɛɚɍɱɏɌəəɫ ɘɚɒɗɔɎɔɘ ɓɌɏɜɚɓɌɘ ɍɱɓəɑɝɟ; 

4.  ȮɔɫɎɗɑəəɫ (ɝɛɱɗɨəɚ ɓɱ ɝɗɟɒɍɚɪ ɍɑɓɛɑɖɔ) ɝɛɜɚɍ ɖɚəɖɟɜɑə-
ɞɱɎ ɚɞɜɔɘɌɞɔ ɐɚɝɞɟɛ ɐɚ ɓɌɖɜɔɞɚɲ ɱəɠɚɜɘɌɢɱɲ ɖɚɘɛɌəɱɲ; 

5.  ȮɔɓəɌɣɑəəɫ ɝɛɜɔɫɞɗɔɎɔɡ ɘɚɒɗɔɎɚɝɞɑɕ ɐɗɫ ɍɱɓəɑɝɟ; 

6.  ȿɛɜɌɎɗɱəəɫ ɜɔɓɔɖɌɘɔ, ɓɌɍɑɓɛɑɣɑəəɫ ɑɠɑɖɞɔɎəɚɏɚ ɜɑɌɏɟ-
ɎɌəəɫ ɖɚɘɛɌəɱɲ əɌ ɤɎɔɐɖɱ ɓɘɱəɔ əɌɎɖɚɗɔɤəɨɚɏɚ ɝɑɜɑɐɚ-

ɎɔɥɌ, ɱəɞɑɜəɑɞ-ɛɜɚɝɞɚɜɟ; 

7.  ȻɜɚɘɔɝɗɚɎɌ ɖɚəɞɜɜɚɓɎɱɐɖɌ, Ɏɔɛɑɜɑɐɒɑəəɫ ɜɚɓɎɱɐɟɎɌɗɨ-
əɚɲ ɐɱɫɗɨəɚɝɞɱ ɖɚəɖɟɜɑəɞɱɎ ɟ ɘɑɜɑɒɑɎɚɘɟ ɝɑɜɑɐɚɎɔɥɱ, 

ɌəɌɗɱɞɔɣəɌ ɛɱɐɞɜɔɘɖɌ ɝɗɟɒɍɔ ɍɑɓɛɑɖɔ ɖɚɘɛɌəɱɲ. 

 

ȹɌɎɑɐɑəɱ Ɏɔɥɑ ɓɌɎɐɌəəɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɯ ɖɗɪɣɚ-

Ɏɔɘɔ; Ɏɚəɔ ɝɗɟɏɟɪɞɨ ɐɚɝɫɏəɑəəɪ ɠɟəɐɌɘɑəɞɌɗɨəɚɲ ɘɑɞɔ ɖɚə-

ɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ð ɓɌɍɑɓɛɑɣɔɞɔ ɓɌɡɔɥɑəɱɝɞɨ ɖɚɘɛɌəɱɲ, ɟɝɎɱ-
ɐɚɘɗɑəəɪ ɞɚɏɚ ɠɌɖɞɟ, ɥɚ ɲɲ ɐɚɗɫ ɛɑɜɑɍɟɎɌɯ Ɏ ɜɟɖɌɡ ɚɝɱɍ, ɥɚ 

ɟɡɎɌɗɪɪɞɨ ɜɱɤɑəəɫ, ɥɚ ɖɚɘɛɌəɱɫ əɑ ɝɞɌəɑ ɜɌɛɞɚɎɚ ɒɑɜɞɎɚɪ 

ɣɔɲɡɚɝɨ Ɏɚɜɚɒɔɡ ɐɱɕ. 
ȶɜɱɘ ɞɚɏɚ, Ɏ ɜɌɘɖɌɡ ɖɚɘɛõɪɞɑɜəɚɲ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ 

ɘɌɪɞɨ ɍɟɞɔ Ɏɔɜɱɤɑəɱ ɞɌɖɱ ɓɌɎɐɌəəɫ: 

¶ ɓɍɱɜ ɱ ɝɎɚɯɣɌɝəɑ ɓɌɍɑɓɛɑɣɑəəɫ ɖɑɜɱɎəɔɢɞɎɌ ɞɌ ɍɱɓəɑɝ-
ɛɱɐɜɚɓɐɱɗɱɎ ɖɚɘɛɌəɱɲ əɌɐɱɕəɚɪ ɞɌ Ɏɝɑɍɱɣəɚɪ ɱəɠɚɜɘɌɢɱ-

ɯɪ ɓ ɘɑɜɑɒɑɎɔɡ ɐɒɑɜɑɗ ɛɜɚ çɓɚɎəɱɤəɯè ɞɌ çɎəɟɞɜɱɤəɯè 
ɝɑɜɑɐɚɎɔɥɑ ɛɱɐɛɜɔɯɘɝɞɎɌ; 

¶ ɎɔɫɎɗɑəəɫ ɠɌɖɞɚɜɱɎ ɜɔɓɔɖɟ, ɓɌɏɜɚɓ, ɫɖɱ ɘɚɒɟɞɨ ɓɌɣɱɛɌɞɔ 
ɑɖɚəɚɘɱɣəɱ ɱəɞɑɜɑɝɔ ɍɱɓəɑɝɟ Ɍɍɚ ɓɌɎɌɐɔɞɔ ɕɚɏɚ əɚɜɘɌɗɨ-

əɚɘɟ ɠɟəɖɢɱɚəɟɎɌəəɪ; 
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¶ ɎɔɫɎɗɑəəɫ əɚɎɔɡ ɘɚɒɗɔɎɚɝɞɑɕ ɞɌ ɱəɤɔɡ ɠɌɖɞɚɜɱɎ, ɥɚ 
ɎɛɗɔɎɌɪɞɨ əɌ ɚɞɜɔɘɌəəɫ ɖɚəɖɟɜɑəɞəɔɡ ɛɑɜɑɎɌɏ; 

¶ ɛɚɝɔɗɑəəɫ ɝɛɜɔɫɞɗɔɎɔɡ ɞɌ ɗɚɖɌɗɱɓɌɢɱɫ əɑɝɛɜɔɫɞɗɔɎɔɡ 
ɠɌɖɞɚɜɱɎ ɖɚəɖɟɜɑəɞəɚɏɚ ɝɑɜɑɐɚɎɔɥɌ əɌ ɐɱɫɗɨəɱɝɞɨ ɍɱɓ-

əɑɝ-ɝɞɜɟɖɞɟɜɔ; 

¶ Ɏɔɜɚɍɗɑəəɫ ɛɜɚɏəɚɓɱɎ ɱ ɜɑɖɚɘɑəɐɌɢɱɕ ɥɚɐɚ ɎɛɗɔɎɟ ɖɚə-
ɖɟɜɑəɞəɚɏɚ ɝɑɜɑɐɚɎɔɥɌ əɌ ɐɱɫɗɨəɱɝɞɨ ɍɱɓəɑɝ-ɝɞɜɟɖɞɟɜɔ. 

 
ȶɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ ɝɞɌɯ ɝɟɣɌɝəɔɘ əɌɛɜɫɘɚɘ ɐɚɝɗɱɐɒɑə-

əɫ ɛɚɎɑɐɱəɖɔ ɖɚəɖɟɜɑəɞɱɎ əɌ ɜɔəɖɟ, ɥɚ ɐɚɓɎɚɗɫɯ ɝɞɎɚɜɪɎɌɞɔ 

ɘɚɐɑɗɱ ɜɔəɖɟ, ɕɚɏɚ ɟɣɌɝəɔɖɱɎ, ɎɔɓəɌɣɌɞɔ ɡɌɜɌɖɞɑɜɔɝɞɔɖɔ ɞɌ 
ɚɛɞɔɘɱɓɟɎɌɞɔ ɞɌɖɞɔɖɟ ɱ ɝɞɜɌɞɑɏɱɪ ɜɚɓɎɔɞɖɟ ɝɟɍõɯɖɞɱɎ ɏɚɝɛɚɐɌ-

ɜɪɎɌəəɫ əɌ ɛɑɎəɔɡ ɜɔəɖɌɡ. Ȱɗɫ Ɏɔɜɱɤɑəəɫ ɲɲ ɓɌɎɐɌəɨ ɎɔɘɌɏɌ-

ɯɞɨɝɫ ɎɔɖɚɜɔɝɞɌəəɫ ɑɠɑɖɞɔɎəɔɡ ɛɜɔɕɚɘɱɎ ɜɚɍɚɞɔ ɓ ɱəɠɚɜɘɌɢɱ-
ɯɪ ɞɌ ɲɲ ɑɗɑɘɑəɞɌɘɔ. ȣəɠɚɜɘɌɢɱɫ ɛɜɔ ɢɨɚɘɟ ɝɞɌɯ ɫɖ ɚɍõɯɖɞɚɘ 

ɐɚɝɗɱɐɒɑəəɫ ɜɔəɖɟ, ɞɌɖ ɱ ɚɝəɚɎɚɪ ɐɗɫ ɝɞɎɚɜɑəəɫ ɕɚɏɚ ɘɚɐɑɗɱ. 

Ȯɔɥɑ ɝɠɚɜɘɟɗɨɚɎɌəɚ ɓɌɎɐɌəəɫ ɖɚɘɛõɪɞɑɜəɚɲ ɖɚəɖɟɜɑəɞəɚɲ 
ɜɚɓɎɱɐɖɔ, ɜɚɓɜɌɡɚɎɌəɱ əɌ ɗɑɏɱɞɔɘəɟ ɐɱɫɗɨəɱɝɞɨ ɎɱɐɛɚɎɱɐəɔɡ 

ɝɞɜɟɖɞɟɜ. ȿɝɫ ɝɔɝɞɑɘɌ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɘɌɯ ɐɚɓɎɚɗɫɞɔ 
ɖɑɜɱɎəɔɢɞɎɟ ɖɚɘɛɌəɱɲ əɑ ɗɔɤɑ ɚɛɑɜɌɞɔɎəɚ ɜɑɌɏɟɎɌɞɔ əɌ ɓɘɱəɔ 

ɝɔɞɟɌɢɱɲ əɌ ɜɔəɖɌɡ, Ɍ ɕ ɚɢɱəɪɎɌɞɔ ɛɚɐɌɗɨɤɱ ɘɚɒɗɔɎɚɝɞɱ ɝɎɚɏɚ 

ɜɚɓɎɔɞɖɟ. ȶɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ ɓɌɍɑɓɛɑɣɟɯ ɛɑɜɑɡɱɐ Ɏɱɐ ɞɜɌɐɔ-
ɢɱɕəɚɏɚ ɟɡɎɌɗɑəəɫ ɜɱɤɑəɨ əɌ ɚɝəɚɎɱ əɑɐɚɝɞɌɞəɨɚɲ ɱəɠɚɜɘɌɢɱɲ ɐɚ 

ɟɛɜɌɎɗɱəəɫ, ɓɌɝəɚɎɌəɚɏɚ əɌ ɓəɌəəɫɡ. Ȼɜɔ ɢɨɚɘɟ ɎɚəɌ ɞɌɖɚɒ 

ɓɌɍɑɓɛɑɣɟɯ ɓəɔɒɑəəɫ ɜɔɓɔɖɱɎ, ɍɑɓɛɑɖɟ ɍɱɓəɑɝɟ, Ɍ ɞɌɖɚɒ əɌɍɟɞɞɫ 
ɖɚəɖɟɜɑəɞəɔɡ ɛɑɜɑɎɌɏ. ȽɟɣɌɝəɌ ɝɔɝɞɑɘɌ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ 

ɐɚɓɎɚɗɫɯ əɑ ɗɔɤɑ ɓɐɱɕɝəɪɎɌɞɔ ɘɚəɱɞɚɜɔəɏ ɱəɠɚɜɘɌɢɱɲ, Ɍ ɕ ɘɚ-

ɐɑɗɪɎɌɞɔ ɝɞɜɌɞɑɏɱɪ ɖɚəɖɟɜɑəɞɱɎ, ɎɔɫɎɗɫɞɔ ɲɡəɱɡ ɛɌɜɞəɑɜɱɎ, 
ɛɚɝɞɌɣɌɗɨəɔɖɱɎ, ɜɚɓɟɘɱɞɔ ɟɘɚɎɔ ɝɛɱɎɜɚɍɱɞəɔɢɞɎɌ. 

ȺɝəɚɎəɱ ɓɌɎɐɌəəɫ ɝɔɝɞɑɘ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɛɚɗɫɏɌɪɞɨ 

ɟ ɓəɌɡɚɐɒɑəəɱ ɞɌ ɟɓɌɏɌɗɨəɑəəɱ ɱəɠɚɜɘɌɢɱɲ ɛɜɚ ɖɚəɖɟɜɑəɞɱɎ, 
ɜɔəɖɔ, ɞɚɎɌɜɔ, ɍɱɓəɑɝ-ɞɑəɐɑəɢɱɲ ɞɌ ɚɛɑɜɌɢɱɲ ɓɌ ɞɌɖɔɘɔ ɚɝəɚɎ-

əɔɘɔ ɚɍõɯɖɞɌɘɔ: 

¶ ɛɌɜɞəɑɜɔ, Ɍɖɢɱɚəɑɜɔ, ɝɟɘɱɒəɔɖɔ, ɝɚɪɓəɔɖɔ, ɖɚəɞɜɌɏɑ-
əɞɔ, ɖɗɱɯəɞɔ, ɖɚəɖɟɜɑəɞɔ; 

¶ ɚɍõɯɐəɌəəɫ ɖɚɘɛɌəɱɕ, ɓɗɔɞɞɫ, ɛɚɏɗɔəɌəəɫ, ɖɜɔɓɚɎɱ ɝɔ-
ɞɟɌɢɱɲ ɞɚɥɚ; 

¶ ɖɌɐɜɚɎɔɕ ɝɖɗɌɐ ɖɚɘɛɌəɱɲ, ɛɌɜɞəɑɜɱɎ, ɖɚəɖɟɜɑəɞɱɎ ɞɚ-
ɥɚ, Ɍ ɞɌɖɚɒ ɖɌɐɜɚɎɱ ɓɘɱəɔ, ɲɡ ɐɔəɌɘɱɖɌ; 
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¶ ɞɚɎɌɜɚɚɍɱɏ, ɍɪɐɒɑɞ ɞɌ ɕɚɏɚ ɜɚɓɛɚɐɱɗ ɓɌ ɝɞɌɞɞɫɘɔ; 

¶ ɟɖɗɌɐɑəɱ ɐɚɏɚɎɚɜɔ, ɟɏɚɐɔ Ɍɍɚ ɐɚɘɚɎɗɑəɚɝɞɱ. 

Ȼɱɐ ɣɌɝ ɛɜɚɎɑɐɑəəɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɱəɞɑɜɑɝ ɝɞɌəɚ-
Ɏɔɞɨ ɝɠɑɜɌ ɐɱɫɗɨəɚɝɞɱ ɖɚɘɛɌəɱɕ, ɝɠɑɜɔ ɲɡəɨɚɏɚ ɎɛɗɔɎɟ ɞɌ ɱəɞɑ-

ɜɑɝɱɎ. ɂɱ ɓəɌəəɫ ɘɚɒɟɞɨ ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɫ, əɌɛɜɔɖɗɌɐ, ɐɗɫ 

ɎɛɗɔɎɟ əɌ ɛɚɓɔɢɱɲ ɛɌɜɞəɑɜɱɎ ɞɌ ɚɛɚəɑəɞɱɎ. Ȯɑɗɔɖɑ ɓəɌɣɑəəɫ ɘɌɯ 
ɱəɠɚɜɘɌɢɱɫ, ɥɚ ɝɞɚɝɟɯɞɨɝɫ ɛɚɗɱɞɔɖɔ ɖɚəɖɟɜɑəɞɱɎ, ɲɡəɱɡ əɌɘɱɜɱɎ, 

ɝɔɗɨəɔɡ ɱ ɝɗɌɍɖɔɡ ɝɞɚɜɱə, ɛɜɚɐɟɖɢɱɲ ɞɌ ɛɚɝɗɟɏ, ɢɱə, ɜɑɖɗɌɘəɔɡ 
ɖɌɘɛɌəɱɕ, ɱəɤɔɡ ɛɌɜɌɘɑɞɜɱɎ ɜɔəɖɟ. 

1.2. ȺɝɚɍɗɔɎɚɝɞɱ   ɖɚɘɛõɪɞɑɜəɚɲ   ɖɚəɖɟɜɑəɞəɚɲ   
ɜɚɓɎɱɐɖɔ 

ȽɟɣɌɝəɱ Ɏɱɐɖɜɔɞɱ ɘɑɜɑɒɑɎɱ ɜɑɝɟɜɝɔ, ɎɑɍɝɌɕɞɔ, ɝɚɢɱɌɗɨəɱ ɘɑ-
ɜɑɒɱ, ɎɱɐɑɚɝɑɜɎɱɝɔ, ɘɑɝɑəɐɒɑɜɔ ɛɑɜɑɞɎɚɜɪɪɞɨɝɫ əɔəɱ əɌ ɚɝəɚ-

Ɏəɑ ɐɒɑɜɑɗɚ ɱəɠɚɜɘɌɢɱɲ ɞɌ ɑɠɑɖɞɔɎəɔɕ ɱəɝɞɜɟɘɑəɞ ɐɗɫ ɖɚəɖɟ-

ɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ. Ȯɚəɔ ɐɌɪɞɨ ɓɘɚɏɟ əɑ ɗɔɤɑ ɟ ɜɑɒɔɘɱ ɜɑɌɗɨəɚ-
ɏɚ ɣɌɝɟ ɎɱɐɝɞɑɒɟɎɌɞɔ ɐɱɲ ɖɚɘɛɌəɱɕ-ɖɚəɖɟɜɑəɞɱɎ, Ɍ ɕ ɎɔɫɎɗɫɞɔ 

ɚɝɞɌəəɱ ɞɑəɐɑəɢɱɲ ɓɌ ɎɱɐɛɚɎɱɐəɚɪ ɞɑɘɌɞɔɖɚɪ. ȹɌɎɑɐɑɘɚ ɗɔɤɑ 
ɐɑɫɖɱ ɝɛɚɝɚɍɔ ɎɔɖɚɜɔɝɞɌəəɫ ɱəɞɑɜəɑɞ-ɜɑɝɟɜɝɱɎ ɐɗɫ ɜɚɓɎõɫɓɌəəɫ 

ɓɌɎɐɌəɨ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ10 : 

1. ȺɞɜɔɘɌəəɫ əɚɎɔə ɓɌ ɢɱɗɨɚɎɚɪ ɞɑɘɌɞɔɖɚɪ 

ȽɟɣɌɝəɱ ɘɑɜɑɒɑɎɱ əɚɎɔəəɱ ɝɑɜɎɱɝɔ, ɞɌɖɱ ɫɖ Google News, 

Yahoo News, UAPort.net, ɝɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ ɞɔɛɟ Twitter, 

Facebook, Reddit, ɐɚɓɎɚɗɫɪɞɨ ɚɞɜɔɘɟɎɌɞɔ əɚɎɔəɔ, ɎɱɐɱɍɜɌəɱ 
ɎɱɐɛɚɎɱɐəɚ ɐɚ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɜɑɍ ɖɚɜɔɝɞɟɎɌɣɱɎ. ȹɌɛɜɔɖɗɌɐ, 

ɛɱɐ ɣɌɝ ɎɔɖɚɜɔɝɞɌəəɫ ɝɚɢɱɌɗɨəɚɲ ɘɑɜɑɒɱ Twitter ɘɚɒəɌ ɝɖɚɜɔɝ-

ɞɌɞɔɝɫ ɛɚɤɟɖɚɎɔɘ ɜɑɒɔɘɚɘ ɱ ɎɎɑɝɞɔ ɓɌɛɔɞ, əɌɛɜɔɖɗɌɐ çɍɌəɖ-
ɜɟɞɝɞɎɚè. Ȼɱɝɗɫ ɢɨɚɏɚ ɖɚɜɔɝɞɟɎɌɣ ɚɞɜɔɘɌɯ ɝɛɔɝɚɖ ɛɚɎɱɐɚɘɗɑəɨ, 

ɟ ɐɑɫɖɔɡ ɎɔɛɌɐɖɌɡ ɝɟɛɜɚɎɚɐɒɟɎɌəɔɡ ɌɖɌɟəɞɌɘɔ ɖɚɜɔɝɞɟɎɌɣɱɎ, 

ɣɔɲ ɛɚɎɱɐɚɘɗɑəəɫ ɜɑɗɑɎɌəɞəɱ ɎɎɑɐɑəɚɘɟ ɓɌɛɔɞɟ. ȾɌɖɔɘ ɣɔəɚɘ, 
ɘɚɒəɌ ɱɐɑəɞɔɠɱɖɟɎɌɞɔ ɑɖɝɛɑɜɞɱɎ, ɫɖɔɡ ɘɚɒəɌ ɓɏɜɟɛɟɎɌɞɔ Ɏɱɐ-

ɛɚɎɱɐəɚ ɐɚ ɎɗɌɝəɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɜɑɍ. ȳɏɚɐɚɘ, ɝɗɱɐɖɟɪɣɔ 

ɓɌ ɐɟɘɖɚɪ ɏɜɟɛɔ ɑɖɝɛɑɜɞɱɎ, ɘɚɒəɌ ɚɞɜɔɘɌɞɔ ɐɚɝɞɌɞəɨɚ ɤɔɜɚɖɑ 
ɚɡɚɛɗɑəəɫ ɛɜɚɍɗɑɘɔ, ɖɱɗɨɖɌ ɞɚɣɚɖ ɓɚɜɟ, əɚɎɱ ɱəɠɚɜɘɌɢɱɕəɱ ɜɑ-

ɝɟɜɝɔ. 
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2. ȮɔɫɎɗɑəəɫ ɞɑəɐɑəɢɱɕ 

ȳɌ ɚɍɜɌəɔɘɔ ɓɌ ɐɚɛɚɘɚɏɚɪ ɛɚɤɟɖɚɎɔɡ ɘɚɒɗɔɎɚɝɞɑɕ ɱəɠɚ-

ɜɘɌɢɱɕəɔɘɔ ɜɑɝɟɜɝɌɘɔ (Ɏɑɍ-ɝɌɕɞɌɘɔ, ɝɚɢɱɌɗɨəɔɘɔ ɘɑɜɑɒɌɘɔ 

ɞɚɥɚ) ɘɚɒəɌ Ɏɜɟɣəɟ Ɍɍɚ ɓ ɎɔɖɚɜɔɝɞɌəəɫɘ ɝɛɑɢɱɌɗɨəɔɡ ɌəɌɗɱ-
ɞɔɣəɔɡ ɱəɝɞɜɟɘɑəɞɱɎ ɎɔɫɎɗɫɞɔ ɞɑəɐɑəɢɱɲ Ɏ ɚɍɜɌəɱɕ ɝɠɑɜɱ. 

3. ȺɞɜɔɘɌəəɫ ɜɚɓɝɔɗɖɔ ɢɱɗɨɚɎɔɡ ɐɚɖɟɘɑəɞɱɎ ɓɌ ɛɱɐ-

ɛɔɝɖɚɪ (ɛɚɎɱɐɚɘɗɑəəɫ ɘɑɝɑəɐɒɑɜɱɎ, ɑɗɑɖɞɜɚəəɌ ɛɚɤɞɌ, 
ȽȸȽ) 

ȭɌɏɌɞɚ əɚɎɔəəɔɡ ɌɏɜɑɏɌɞɚɜɱɎ ɱ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ (ɓɚɖɜɑɘɌ, 
Twitter) əɌɐɌɪɞɨ ɘɚɒɗɔɎɱɝɞɨ ɫɖɱɝəɔɡ ɛɑɜɝɚəɱɠɱɖɚɎɌəɔɡ ɛɑɜɱɚ-

ɐɔɣəɔɡ ɜɚɓɝɔɗɚɖ, ɥɚ ɚɡɚɛɗɪɪɞɨ ɛɚɎɱɐɚɘɗɑəəɫ, ɖɚɘɑəɞɌɜɱ, ɑɖɝ-

ɛɑɜɞəɱ ɖɌəɌɗɔ. 

4. ȻɚɍɟɐɚɎɌ ɘɑɜɑɒ ɱəɠɚɜɘɌɢɱɕəɔɡ ɓɎõɫɓɖɱɎ, ɖɚɏəɱɞɔɎ-

əɔɡ ɖɌɜɞ 

Ȱɗɫ ɓɌɎɐɌəɨ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɎɌɒɗɔɎɚ əɑ ɗɔɤɑ 
ɚɞɜɔɘɌəəɫ ɢɱɗɨɚɎɚɲ ɱəɠɚɜɘɌɢɱɲ (ɛɚɎɱɐɚɘɗɑəɨ), Ɍ ɕ ɜɚɓɟɘɱəəɫ 

ɓɎõɫɓɖɱɎ, ɫɖɱ ɎɔɫɎɗɫɪɞɨɝɫ ɛɱɐ ɣɌɝ ɌəɌɗɱɓɟ ɱəɠɚɜɘɌɢɱɲ. ȮɌɒɗɔɎɔɕ 

əɑ ɗɔɤɑ ɚɍõɯɖɞ ɌəɌɗɱɓɟ, Ɍ ɕ ɛɚɎõɫɓɌəɱ ɓ əɔɘ ɱəɠɚɜɘɌɢɱɕəɱ ɜɑɝɟɜ-
ɝɔ, ɛɜɚɠɱɗɱ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ, çɐɜɟɓɱè, ɏɜɟɛɔ ɚɍɏɚɎɚɜɑəɨ 

ɞɚɥɚ. ȿ ɐɑɫɖɔɡ ɎɔɛɌɐɖɌɡ ɘɚɒəɌ ɛɑɜɑɏɗɫəɟɞɔ, ɡɞɚ ɯ ɛɱɐɛɔɝəɔ-

ɖɚɘ ɐɌəɔɡ ɛɜɚɠɱɗɱɎ, ɡɞɚ ɢɱɖɌɎɔɞɨɝɫ ɞɱɯɪ ɒ ɞɑɘɌɞɔɖɚɪ ɱ, ɚɞɒɑ, 
ɘɚɒɑ ɝɞɌɞɔ əɚɎɔɘ ɐɒɑɜɑɗɚɘ ɐɗɫ ɚɞɜɔɘɌəəɫ ɢɱɗɨɚɎɚɲ ɱəɠɚɜɘɌ-

ɢɱɲ. 

5. ȺɞɜɔɘɌəəɫ ɎɱɐɛɚɎɱɐɑɕ əɌ ɓɌɛɔɞɌəəɫ 

ȽɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ, ɠɚɜɟɘɔ, ɍɗɚɏɔ ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ 

ɫɖ ɝɛɚɝɱɍ ɚɞɜɔɘɌəəɫ ɎɱɐɛɚɎɱɐɑɕ əɌ ɖɚəɖɜɑɞəɱ ɓɌɛɔɞɌəəɫ, ɟ ɞɚ-

ɘɟ ɣɔɝɗɱ ɓ ɛɔɞɌəɨ ɘɑɞɚɐɚɗɚɏɱɲ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ. ɋɖɥɚ ɓɌ-
ɛɔɞɌəəɫ ɝɠɚɜɘɟɗɨɚɎɌəɚ ɖɚɜɑɖɞəɚ, ɞɚ ɓ Ɏɑɗɔɖɚɪ ɕɘɚɎɱɜəɱɝɞɪ 

ɘɚɒəɌ ɚɞɜɔɘɌɞɔ əɌ əɨɚɏɚ ɎɱɐɛɚɎɱɐɨ Ɏɱɐ ɱəɤɔɡ ɖɚɜɔɝɞɟɎɌɣɱɎ. 

6. ɀɱɗɨɞɜɌɢɱɫ çɱəɠɚɜɘɌɢɱɕəɚɏɚ ɤɟɘɟè 

Ȱɗɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ əɑ ɓɌɎɒɐɔ ɝɞɌəɚɎɗɫɞɨ ɱəɞɑɜɑɝ 

ɓɌɏɌɗɨəɚɎɱɐɚɘɱ, ɣɌɝɞɚ ɡɔɍəɱ ɐɌəɱ ɞɌ ɱəɠɚɜɘɌɢɱɫ (Fake News), 
ɢɱɖɌɎɱ ɍɱɗɨɤɚɝɞɱ, Ɍ Ɍɐɒɑ ɝɌɘɑ əɌ ɞɌɖɱ ɐɌəɱ ɚɜɱɯəɞɚɎɌəɱ ɝɚɢɱɌɗɨəɱ 

ɘɑɜɑɒɱ. Ȼɱɐ ɣɌɝ ɎɔɖɚɜɔɝɞɌəəɫ ɘɑɜɑɒɑɎɔɡ ɜɑɝɟɜɝɱɎ ɫɖ ɛɚɞɟɒəɚɲ 

ɍɌɓɔ ɐɗɫ ɖɚəɖɟɜɑəɞəɚɲ ɱəɠɚɜɘɌɢɱɲ ɚɝɚɍɗɔɎɟ ɟɎɌɏɟ ɝɗɱɐ ɛɜɔɐɱɗɫ-
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ɞɔ ɚɛɜɌɢɪɎɌəəɪ ɓɌɛɔɞɱɎ, Ɏɔɍɚɜɟ ɐɒɑɜɑɗ, ɑɖɝɛɑɜɞɱɎ, ɟɝɞɌəɚɎ-
ɗɑəəɪ ɓɎõɫɓɖɱɎ. 

1.3. Ȼɜɚɍɗɑɘɔ   ɖɚɘɛõɪɞɑɜəɚɲ     ɖɚəɖɟɜɑəɞəɚɲ ɜɚ-
ɓɎɱɐɖɔ 

ȮɌɜɞɚ ɓɌɓəɌɣɔɞɔ əɔɓɖɟ ɛɜɚɍɗɑɘ, ɛɚɎõɫɓɌəɔɡ ɱɓ 

ɖɚɘɛõɪɞɑɜəɚɪ ɖɚəɖɟɜɑəɞəɚɪ ɜɚɓɎɱɐɖɚɪ. 

Ȼɑɜɤɚɪ ɱ əɌɕɍɱɗɨɤ ɝɟɞɞɯɎɚɪ ɛɜɚɍɗɑɘɚɪ ɯ ɞɑ, ɥɚ ɖɚɗɚɝɌɗɨ-
əɱ ɚɍɝɫɏɔ ɱəɠɚɜɘɌɢɱɲ Ɏ ȣəɞɑɜəɑɞɱ, ɓɚɖɜɑɘɌ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑ-

ɒɌɡ, ɟɝɖɗɌɐəɪɪɞɨ ɛɚɤɟɖ ɱ Ɏɔɍɱɜ ɐɱɕɝəɚ əɑɚɍɡɱɐəɔɡ Ɏɱɐɚɘɚɝɞɑɕ. 

ȽɌɘɱ ɛɚ ɝɚɍɱ əɑɚɍɜɚɍɗɑəɱ, əɑɟɓɌɏɌɗɨəɑəɱ ɞɌ əɑɛɑɜɑɎɱɜɑəɱ ɐɌəɱ əɑ 
ɘɚɒɟɞɨ ɓɌɍɑɓɛɑɣɔɞɔ ɫɖɱɝəɟ ɛɱɐɞɜɔɘɖɟ ɛɱɐ ɣɌɝ ɟɡɎɌɗɑəəɫ ɜɱ-

ɤɑəɨ ɟ ɝɠɑɜɱ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ. 

ȹɔəɱ ɛɚɤɟɖɚɎɔɘɔ ɝɔɝɞɑɘɌɘɔ, ɓɚɖɜɑɘɌ ɝɔɝɞɑɘɚɪ Google, 
ɱəɐɑɖɝɟɯɞɨɝɫ ɛɚəɌɐ ɞɜɔɗɨɕɚə ɐɚɖɟɘɑəɞɱɎ, ɚɍɝɫɏɔ ɛɚɝɞɱɕəɚ ɓɜɚɝ-

ɞɌɪɞɨ. ȼɌɓɚɘ ɱɓ ɢɔɘ, ɓɌ ɝɗɚɎɌɘɔ ȱɜɱɖɌ ɄɘɱɐɞɌ (Eric Emerson 
Schmidt) ð ɏɚɗɚɎɔ ɜɌɐɔ ɐɔɜɑɖɞɚɜɱɎ Google ɟ 2001ð2011 ɜɚɖɌɡ, 

əɌɎɱɞɨ ɞɌɖɌ ɛɚɞɟɒəɌ ɛɚɤɟɖɚɎɌ ɝɔɝɞɑɘɌ, ɫɖ Google, ɓɘɚɒɑ ɛɜɚɱ-

əɐɑɖɝɟɎɌɞɔ Ɏɝɪ əɌɫɎəɟ ɝɨɚɏɚɐəɱ ɱəɠɚɜɘɌɢɱɪ ɗɔɤɑ ɛɜɔɍɗɔɓəɚ 
ɣɑɜɑɓ 300 ɜɚɖɱɎ. 

ȾɜɌɐɔɢɱɕəɱ ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ Ɏ ȣəɞɑɜəɑɞɱ ɣɟɐɚɎɚ ɝɛɜɌɎɗɫ-

ɪɞɨɝɫ ɓ ɛɜɚɝɞɔɘɔ ɚɐəɚɜɌɓɚɎɔɘɔ ɓɌɛɔɞɌɘɔ, ɚɐəɌɖ, ɫɖ ɛɜɌɎɔɗɚ, 
ɝɗɌɍɚ ɛɜɔɐɌɞəɱ ɐɗɫ ɛɚɞɜɑɍ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ. ȳɌ ɐɑɫɖɔɘɔ 

ɚɢɱəɖɌɘɔ, ɍɱɗɨɤ ɫɖ 97 % ɖɜɔɞɔɣəɚɲ ɐɗɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ 

Ɏɱɐɖɜɔɞɚɲ ɱəɠɚɜɘɌɢɱɲ əɑɘɚɒɗɔɎɚ ɓəɌɕɞɔ ɓɌ ɐɚɛɚɘɚɏɚɪ ɞɜɌɐɔ-
ɢɱɕəɔɡ ɱəɠɚɜɘɌɢɱɕəɚ-ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ. 

Ȱɜɟɏɚɪ ɛɜɚɍɗɑɘɚɪ ɖɚɘɛõɪɞɑɜəɚɲ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɯ 

ɞɑ, ɥɚ ɱəɠɚɜɘɌɢɱɫ Ɏ ȣəɞɑɜəɑɞɱ ɘɌɯ ɐɔəɌɘɱɣəɔɕ ɡɌɜɌɖɞɑɜ: ɎɚəɌ 
ɜɚɓɘɱɥɟɯɞɨɝɫ, ɘɚɐɔɠɱɖɟɯɞɨɝɫ ɞɌ ɎɔɐɌɗɫɯɞɨɝɫ. ɃɌɝɞɖɚɎɑ Ɏɔɜɱ-

ɤɑəəɫ ɢɔɡ ɛɜɚɍɗɑɘ ɘɚɒɗɔɎɑ ɓɌɝɞɚɝɟɎɌəəɫɘ ɝɔɝɞɑɘ ɖɚəɞɑəɞ-

ɘɚəɱɞɚɜɔəɏɟ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ ɟ ȣəɞɑɜəɑɞɱ. 
Ⱦɜɑɞɫ ɛɜɚɍɗɑɘɌ, ɫɖɟ əɑɚɍɡɱɐəɚ Ɏɔɜɱɤɔɞɔ Ɏ ɢɱɗɫɡ ɖɚəɖɟɜɑə-

ɞəɚɲ ɜɚɓɎɱɐɖɔ, ð ɌɎɞɚɘɌɞɔɣəɑ Ɏɔɗɟɣɑəəɫ ɛɚəɫɞɨ ɱɓ ɠɚɜɘɌɗɱɓɚɎɌ-

əɔɡ ɘɌɝɔɎɱɎ ɱəɠɚɜɘɌɢɱɲ (ɞɌɍɗɔɢɨ, ɍɌɓ ɐɌəɔɡ), Ɍ ɞɌɖɚɒ əɑɝɞɜɟɖ-
ɞɟɜɚɎɌəɔɡ ɞɑɖɝɞɱɎ. ȻɑɜɝɛɑɖɞɔɎəɔɘ əɌɛɜɫɘɚɘ Ɏɔɜɱɤɑəəɫ ɢɱɯɲ 

ɛɜɚɍɗɑɘɔ Ɏ ɝɔɝɞɑɘɌɡ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɯ ɎɔɖɚɜɔɝɞɌəəɫ 

ɞɑɡəɚɗɚɏɱɕ ɏɑəɑɜɌɞɔɎəɚɏɚ ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ ɞɌ Text Mining  
ɃɑɞɎɑɜɞɚɪ ɛɜɚɍɗɑɘɚɪ ɯ ɘɚɒɗɔɎɱɝɞɨ ɌɎɞɚɘɌɞɔɣəɚɏɚ ɎɔɫɎ-

ɗɑəəɫ əɑɚɣɑɎɔɐəɔɡ ɓɌɖɚəɚɘɱɜəɚɝɞɑɕ ɱ ɓɎõɫɓɖɱɎ, ɓɌɠɱɖɝɚɎɌəɔɡ ɟ 
ɐɚɖɟɘɑəɞɌɡ. ȹɔəɱ Ɏɱɐɚɘɚ ɖɱɗɨɖɌ ɤɗɫɡɱɎ Ɏɔɜɱɤɑəəɫ ɛɜɚɍɗɑɘ Ɏɔ-
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ɗɟɣɑəəɫ ɛɚəɫɞɨ ɱɓ ɞɑɖɝɞɱɎ ɱ ɎɔɫɎɗɑəəɫ ɲɡəɱɡ ɎɓɌɯɘɚɓɎõɫɓɖɱɎ, ɫɖ 
ɛɜɌɖɞɔɣəɔɡ, ɞɌɖ ɱ ɞɑɚɜɑɞɔɣəɔɡ. Ⱥɐəɔɘ ɱɓ ɢɔɡ ɤɗɫɡɱɎ ɯ ɛɚɍɟɐɚ-

ɎɌ ɘɌɞɜɔɢɨ ɱ ɏɜɌɠɱɎ ɓɎõɫɓɖɱɎ ɛɚəɫɞɨ, ɘɚɐɑɗɑɕ ɛɜɑɐɘɑɞəɔɡ ɚɍɗɌ-

ɝɞɑɕ, ɖɚɏəɱɞɔɎəɔɡ ɖɌɜɞ, ɐɚ ɫɖɔɡ ɘɚɒəɌ ɓɌɝɞɚɝɚɎɟɎɌɞɔ ɎɱɐɛɚɎɱ-
ɐəɱ ɘɌɞɑɘɌɞɔɣəɱ ɘɑɞɚɐɔ. ɋɖ ɛɜɌɎɔɗɚ, Ɏɟɓɗɔ ɢɔɡ ɏɜɌɠɱɎ ð ɖɚɑɠɱ-

ɢɱɯəɞɔ, ɫɖɱ ɛɜɚɛɚɜɢɱɕəɱ ɖɱɗɨɖɚɝɞɱ ɐɚɖɟɘɑəɞɱɎ, ɥɚ ɎɱɐɛɚɎɱɐɌɪɞɨ 

ɐɚɝɗɱɐɒɟɎɌəɔɘ ɛɚəɫɞɞɫɘ. 
Ȼ'ɫɞɚɪ ɛɜɚɍɗɑɘɚɪ ɯ ɛɚɤɟɖ ɱəɠɚɜɘɌɢɱɲ Ɏ çɛɜɔɡɚɎɌəɚɘɟè ȣə-

ɞɑɜəɑɞɱ, ɐɑ ɘɱɝɞɔɞɨɝɫ əɑɓɜɱɎəɫəəɚ ɍɱɗɨɤɌ ɖɱɗɨɖɱɝɞɨ ɐɌəɔɡ, ɛɚɞɑ-
əɢɱɕəɚ ɢɱɖɌɎɔɡ ɐɗɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, əɱɒ ɟ Ɏɱɐɖɜɔɞɱɕ ɣɌ-

ɝɞɔəɱ ɘɑɜɑɒɱ. ȹɑ Ɏɝɫ ɛɚɞɑəɢɱɕəɚ ɎɱɐɖɜɔɞɌ çəɑɝɑɖɜɑɞəɌè ɱəɠɚɜ-

ɘɌɢɱɫ ɯ ɐɚɍɜɑ ɐɚɝɞɟɛəɚɪ, ɝɖɚɜɱɤɑ ð əɌɎɛɌɖɔ. ȰɚɍɟɎɌəəɫ əɑɚɍ-
ɡɱɐəɚɲ Ɏ ɖɚɒəɚɘɟ ɖɚəɖɜɑɞəɚɘɟ ɎɔɛɌɐɖɟ ɱəɠɚɜɘɌɢɱɲ ɯ ɝɖɗɌɐəɔɘ 

ɓɌɎɐɌəəɫɘ. ȹɌ ɐɟɘɖɟ ɑɖɝɛɑɜɞɱɎ, ɗɔɤɑ ɛɚɜɫɐɖɟ 10ð15 % əɑɚɍ-

ɡɱɐəɚɲ ɱəɠɚɜɘɌɢɱɲ əɌɫɎəɑ Ɏ ȣəɞɑɜəɑɞɱ Ɏ ɏɚɞɚɎɚɘɟ Ɏɔɏɗɫɐɱ, ɜɑɤɞɟ 
85ð90 % ɘɚɒəɌ ɚɞɜɔɘɌɞɔ Ɏ ɜɑɓɟɗɨɞɌɞɱ ɛɚɜɱɎəɫəəɫ, ɌɏɜɑɏɟɎɌəəɫ 

ɞɌ ɌəɌɗɱɓɟ ɣɔɝɗɑəəɔɡ ɜɚɓɜɱɓəɑəɔɡ ɐɌəɔɡ. 

Ⱥɞɒɑ, Ɏ ȣəɞɑɜəɑɞɱ ɘɱɝɞɔɞɨɝɫ ɍɱɗɨɤɌ ɣɌɝɞɔəɌ ɱəɠɚɜɘɌɢɱɲ, əɑ-
ɚɍɡɱɐəɚɲ ɐɗɫ ɛɜɚɎɑɐɑəəɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, ɚɐəɌɖ ɓɌɗɔɤɌ-

ɯɞɨɝɫ Ɏɱɐɖɜɔɞɔɘ ɛɔɞɌəəɫ ɲɲ ɓəɌɡɚɐɒɑəəɫ ɞɌ ɑɠɑɖɞɔɎəɚɏɚ Ɏɔɖɚ-

ɜɔɝɞɌəəɫ. ȻɜɔɣɔəɌ ð ɛɜɔɞɌɘɌəəɱ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ əɑɐɚɗɱɖɔ: 

¶ əɑɛɜɚɛɚɜɢɱɕəɑ ɓɜɚɝɞɌəəɫ ɜɱɎəɫ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɤɟɘɟ;  

¶ ɓɌɝɔɗɗɫ ɛɌɜɌɓɔɞəɚɲ ɱəɠɚɜɘɌɢɱɲ;  

¶ ɝɗɌɍɖɌ ɝɞɜɟɖɞɟɜɚɎɌəɱɝɞɨ ɱ ɓɎõɫɓəɱɝɞɨ ɱəɠɚɜɘɌɢɱɲ;  

¶ ɐɔəɌɘɱɣəɱɝɞɨ ɱəɠɚɜɘɌɢɱɲ;  

¶ Ɏɱɐɝɟɞəɱɝɞɨ ɢɱɗɱɝəɚɝɞɱ ɱəɠɚɜɘɌɢɱɲ;  

¶ ɍɌɏɌɞɚɜɌɓɚɎɑ ɐɟɍɗɪɎɌəəɫ ɱəɠɚɜɘɌɢɱɲ;  

¶ Ɏɱɐɝɟɞəɱɝɞɨ ɘɚɒɗɔɎɚɝɞɱ ɝɑɘɌəɞɔɣəɚɏɚ ɛɚɤɟɖɟ;  

¶ ɚɍɘɑɒɑəɱɝɞɨ ɐɚɝɞɟɛɟ ɐɚ çɛɜɔɡɚɎɌəɚɏɚè Ɏɑɍ. 

Ȼɚɛɜɔ ɢɑ ɘɚɒɗɔɎɚɝɞɱ ȣəɞɑɜəɑɞɟ ɚɢɱəɪɪɞɨɝɫ ɑɖɝɛɑɜɞɌɘɔ Ɏ 

ɏɌɗɟɓɱ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɐɚɝɔɞɨ Ɏɔɝɚɖɚ. 
 

  



26 

 

1.4. OSINT  ð ɜɚɓɎɱɐɖɌ ɛɚ Ɏɱɐɖɜɔɞɔɘ ɐɒɑɜɑɗɌɘ 

1.4.1. OSINT ɫɖ ɐɔɝɢɔɛɗɱəɌ ɜɚɓɎɱɐɖɔ 

ɋɖ ɚɐɔə ɱɓ ɝɔəɚəɱɘɱɎ ɛɚəɫɞɞɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, ɥɚ 

ɣɌɝɞɚ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ Ɏ ɝɔɗɚɎɔɡ ɎɱɐɚɘɝɞɎɌɡ ɜɱɓəɔɡ ɐɑɜɒɌɎ, 

ɎɒɔɎɌɯɞɨɝɫ ɛɚəɫɞɞɫ çɜɚɓɎɱɐɖɌ ɓɌ Ɏɱɐɖɜɔɞɔɘɔ ɐɒɑɜɑɗɌɘɔè 
(OSINT). ɂɑ ɚɐɔə ɱɓ əɌɛɜɫɘɱɎ ɜɚɓɎɱɐɖɔ, ɫɖɔɕ ɎɖɗɪɣɌɯ ɛɚɤɟɖ, 

Ɏɱɐɍɱɜ ɱ ɐɚɍɟɎɌəəɫ ɜɚɓɎɱɐɟɎɌɗɨəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɚɞɜɔɘɌəɚɲ ɱɓ ɓɌ-

ɏɌɗɨəɚɐɚɝɞɟɛəɔɡ ɐɒɑɜɑɗ (əɑ ɚɍɚɎõɫɓɖɚɎɚ ɖɚɘɛõɪɞɑɜəɔɡ Ɍɍɚ ɘɑ-
ɜɑɒɑɎɔɡ), Ɍ ɞɌɖɚɒ ɌəɌɗɱɓ ɢɱɯɲ ɱəɠɚɜɘɌɢɱɲ. 

OSINT ɍɌɓɟɯɞɨɝɫ əɌ ɐɎɚɡ ɚɝəɚɎəɔɡ ɛɚəɫɞɞɫɡ: 

¶ Ɏɱɐɖɜɔɞɑ ɐɒɑɜɑɗɚ ð ɢɑ ɐɒɑɜɑɗɚ ɱəɠɚɜɘɌɢɱɲ, ɫɖɑ əɌɐɌɯ ɲɲ 
ɍɑɓ Ɏɔɘɚɏɔ ɓɍɑɜɑɒɑəəɫ ɲɲ ɖɚəɠɱɐɑəɢɱɕəɚɝɞɱ, ɞɚɍɞɚ əɌɐɌɯ 

ɱəɠɚɜɘɌɢɱɪ, əɑ ɓɌɡɔɥɑəɟ Ɏɱɐ ɛɟɍɗɱɣəɚɏɚ ɜɚɓɏɚɗɚɤɑəəɫ. 
Ȯɱɐɖɜɔɞɱ ɐɒɑɜɑɗɌ əɌɗɑɒɌɞɨ ɐɚ ɝɑɜɑɐɚɎɔɥɌ ɓɌɏɌɗɨəɚɐɚ-

ɝɞɟɛəɚɲ ɱəɠɚɜɘɌɢɱɲ ɱ əɑ ɘɌɪɞɨ ɚɍɘɑɒɑəɨ ɟ ɐɚɝɞɟɛɱ ɐɗɫ ɠɱ-

ɓɔɣəɔɡ ɚɝɱɍ; 

¶ ɓɌɏɌɗɨəɚɐɚɝɞɟɛəɌ ɱəɠɚɜɘɌɢɱɫ ð ɢɑ ɱəɠɚɜɘɌɢɱɫ, ɚɛɟɍɗɱɖɚ-

ɎɌəɌ Ɍɍɚ ɜɚɓɘɱɥɑəɌ ɐɗɫ ɤɔɜɚɖɚɏɚ ɎɔɖɚɜɔɝɞɌəəɫ; ɐɚɝɞɟ-
ɛəɌ ɐɗɫ ɏɜɚɘɌɐɝɨɖɚɝɞɱ. 

¶ ȳɌ ɞɎɑɜɐɒɑəəɫɘɔ ɌəɌɗɱɞɔɖɌ ɂȼȿ ɄɑɜɘɌəɌ ȶɑəɞɌ, ɝɞɌəɚɘ 

əɌ 1947 ɜɱɖ ɛɚɗɱɞɔɖɔ ɚɞɜɔɘɟɪɞɨ ɱɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɐɚ 
80 ɎɱɐɝɚɞɖɱɎ ɱəɠɚɜɘɌɢɱɲ, əɑɚɍɡɱɐəɚɲ ɲɘ ɐɗɫ ɟɡɎɌɗɑəəɫ ɜɱ-

ɤɑəɨ ɟ ɘɔɜəɔɕ ɣɌɝ. Ȼɱɓəɱɤɑ ɏɑəɑɜɌɗ-ɗɑɕɞɑəɌəɞ ȽɌɘɟɑɗɨ 

Ȯɱɗɝɚə, ɖɑɜɱɎəɔɖ ȼɚɓɎɱɐɟɎɌɗɨəɚɏɚ ɟɛɜɌɎɗɱəəɫ ȸɱəɱɝɞɑɜɝɞ-
ɎɌ ɚɍɚɜɚəɔ ȽɄȬ ɟ 1976-1977 ɜɚɖɌɡ, ɓɌɓəɌɣɌɎ, ɥɚ ç90 Ɏɱ-

ɐɝɚɞɖɱɎ ɜɚɓɎɱɐɐɌəɔɡ əɌɐɡɚɐɔɞɨ ɱɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɱ ɗɔ-
ɤɑ 10 ð ɓɌ ɜɌɡɟəɚɖ ɜɚɍɚɞɔ Ɍɏɑəɞɟɜɔè. 

¶ ȬɘɑɜɔɖɌəɝɨɖɔɕ ɐɚɝɗɱɐəɔɖ ɓ ɛɔɞɌəɨ ɍɑɓɛɑɖɔ ȸɌɜɖ ȸ. ȷɚ-

ɎɑəɞɌɗɨ ɎɔɓəɌɣɌɯ Ɏɱɐɖɜɔɞɟ ɱəɠɚɜɘɌɢɱɪ ɫɖ çɍɟɐɨ-ɫɖɟ ɱə-
ɠɚɜɘɌɢɱɪ, ɫɖɌ ɘɚɒɑ ɍɟɞɔ ɚɞɜɔɘɌəɌ ɱɓ Ɏɱɐɖɜɔɞɔɡ ɓɍɱɜɚɖ: 

ɟɝɱ ɞɔɛɔ ȳȸȣ, ɟɜɫɐɚɎɱ ɓɎɱɞɔ ɞɌ ɱəɤɱ ɐɚɖɟɘɑəɞɔ, əɌɟɖɚɎɱ 

ɐɚɝɗɱɐɒɑəəɫ ɞɌ ɓɎɱɞɔ, ɖɚɘɑɜɢɱɕəɱ ɛɚɝɞɌɣɌɗɨəɔɖɔ ɱəɠɚɜ-
ɘɌɢɱɲ, ȣəɞɑɜəɑɞ ɞɚɥɚ. ȺɝəɚɎəɌ ɡɌɜɌɖɞɑɜɔɝɞɔɖɌ Ɏɱɐɖɜɔɞɚɲ 

ɱəɠɚɜɘɌɢɱɲ ð ɢɑ ɞɑ, ɥɚ ɐɗɫ ɲɲ ɚɞɜɔɘɌəəɫ əɑ ɎɔɘɌɏɌɪɞɨɝɫ 

əɑɗɑɏɌɗɨəɱ ɘɑɞɚɐɔ ɓɍɚɜɟ ɱ ɥɚ ɎɚəɌ ɘɚɒɑ ɍɟɞɔ ɚɞɜɔɘɌəɌ 
ɓɌ ɐɚɛɚɘɚɏɚɪ ɓɌɝɚɍɱɎ, ɛɚɎəɱɝɞɪ ɎɱɐɛɚɎɱɐəɔɡ ɌɎɞɚɜɝɨɖɔɘ 

ɛɜɌɎɌɘ ɱ ɖɚɘɑɜɢɱɕəɔɘ ɟɘɚɎɌɘ ɛɚɝɞɌɣɌɗɨəɔɖɱɎè. 
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¶ ȽɎɱɞɚɎɌ ɝɛɱɗɨəɚɞɌ ɐɑɐɌɗɱ ɍɱɗɨɤɑ ɎɔɖɚɜɔɝɞɚɎɟɯ ɱəɠɚɜɘɌ-
ɢɱɪ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɓ ɘɑɞɚɪ Ɏɔɜɱɤɑəəɫ ɤɔɜɚɖɚɏɚ 

ɝɛɑɖɞɜɌ ɓɌɎɐɌəɨ. ȸɌɞɑɜɱɌɗɔ OSINT ɝɗɟɏɟɪɞɨ ɍɌɓɚɪ ɐɗɫ 
Ɏɝɱɡ ɘɑɞɚɐɱɎ Ɏɑɐɑəəɫ ɜɚɓɎɱɐɖɔ ɫɖ əɌɖɚɛɔɣɟɎɌɣ ɜɚɓɎɱɐɟɎɌ-

ɗɨəɔɡ ɐɌəɔɡ, ɲɡ ɌəɌɗɱɓɌɞɚɜ ɱ ɛɚɤɔɜɪɎɌɣ. 

¶ ȼɚɓɎɱɐɖɌ ɟ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗɌɡ OSINT ɯ ɚɐəɔɘ ɱɓ ɝɛɚɝɚɍɱɎ 
Ɏɑɐɑəəɫ ɜɚɓɎɱɐɖɔ11, ɫɖɔɕ Ɏəɚɝɔɞɨ ɓəɌɣəɔɕ Ɏəɑɝɚɖ ɛɜɔ 

ɛɗɌəɟɎɌəəɱ ɍɚɕɚɎɔɡ ɐɱɕ, Ɍ ɞɌɖɚɒ əɌɐɌɯ Ɏɝɪ əɑɚɍɡɱɐəɟ 
ɱəɠɚɜɘɌɢɱɪ ɛɱɐ ɣɌɝ ɲɡ ɛɜɚɎɑɐɑəəɫ. ȾɌɖɚɒ ɎɔɓəɌɣɌɯɞɨɝɫ: 

¶ OSINT ɯ ɚɐəɔɘ ɱɓ ɘɑɞɚɐɱɎ Ɏɑɐɑəəɫ ɜɚɓɎɱɐɖɔ ɤɗɫɡɚɘ ɓɍɚɜɟ 

ɱəɠɚɜɘɌɢɱɲ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ, ɲɲ ɌəɌɗɱɓɟ, ɛɱɐɏɚɞɚɎɖɔ ɱ 
ɝɎɚɯɣɌɝəɚɏɚ əɌɐɌəəɫ ɖɱəɢɑɎɚɏɚ ɛɜɚɐɟɖɞɟ Ɏɔɥɚɘɟ ɖɑɜɱɎ-

əɔɢɞɎɟ ɓ ɘɑɞɚɪ Ɏɔɜɱɤɑəəɫ ɛɑɎəɔɡ ɜɚɓɎɱɐɟɎɌɗɨəɔɡ ɓɌ-

ɎɐɌəɨ. 

¶ OSINT ɯ ɘɑɞɚɐɚɘ Ɏɑɐɑəəɫ ɜɚɓɎɱɐɖɔ, ɜɚɓɜɚɍɗɑəɔɘ əɌ ɚɝ-

əɚɎɱ ɓɍɚɜɟ ɞɌ ɌəɌɗɱɓɟ ɓɌɏɌɗɨəɚɐɚɝɞɟɛəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɱ əɑ 
ɛɑɜɑɍɟɎɌɯ ɛɱɐ ɍɑɓɛɚɝɑɜɑɐəɱɘ ɖɚəɞɜɚɗɑɘ ɟɜɫɐɟ ȽɄȬ. 

OSINT ɯ ɜɑɓɟɗɨɞɌɞɚɘ ɝɔɝɞɑɘɌɞɔɓɚɎɌəɚɏɚ ɓɍɚɜɟ, ɚɍɜɚɍɖɔ 

ɞɌ ɌəɌɗɱɓɟ əɑɚɍɡɱɐəɚɲ ɓɌɏɌɗɨəɚɐɚɝɞɟɛəɚɲ ɱəɠɚɜɘɌɢɱɲ. 

ȳɚɖɜɑɘɌ, ɜɚɗɨ OSINT ɛɱɐ ɣɌɝ ɛɜɚɎɑɐɑəəɫ ɜɚɓɎɱɐɖɔ ɎɔɓəɌ-

ɣɌɯɞɨɝɫ əɔɓɖɚɪ ɌɝɛɑɖɞɱɎ, ɝɑɜɑɐ ɫɖɔɡ ɚɛɑɜɌɞɔɎəɱɝɞɨ əɌɐɡɚ-

ɐɒɑəəɫ, ɚɍɝɫɏ, ɫɖɱɝɞɨ, ɫɝəɱɝɞɨ, ɗɑɏɖɱɝɞɨ ɛɚɐɌɗɨɤɚɏɚ Ɏɔɖɚɜɔɝ-
ɞɌəəɫ, ɎɌɜɞɱɝɞɨ ɚɞɜɔɘɌəəɫ ɞɚɥɚ. ȹɌɝɞɟɛəɱ ɠɌɖɞɚɜɔ ɎɛɗɔɎɌɪɞɨ 

əɌ ɛɜɚɢɑɝ ɛɗɌəɟɎɌəəɫ ɱ ɛɱɐɏɚɞɚɎɖɔ Ɏɑɐɑəəɫ OSINT: 

¶ ȱɠɑɖɞɔɎəɑ ɱəɠɚɜɘɌɢɱɕəɑ ɓɌɍɑɓɛɑɣɑəəɫ. ȭɱɗɨɤɌ ɣɌɝɞɔəɌ 
əɑɚɍɡɱɐəɔɡ ɐɚɎɱɐɖɚɎɔɡ ɘɌɞɑɜɱɌɗɱɎ ɛɜɚ ɚɍõɯɖɞɔ ɱəɠɚɜɘɌ-

ɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ ɐɚɍɟɎɌɯɞɨɝɫ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ. ɂɑ ɓɐɑ-
ɍɱɗɨɤɚɏɚ ɐɚɝɫɏɌɯɞɨɝɫ ɤɗɫɡɚɘ ɓɍɚɜɟ ɱəɠɚɜɘɌɢɱɲ ɱɓ ȳȸȣ. 

ȹɌɖɚɛɔɣɑəəɫ ɐɌəɔɡ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɯ ɚɝəɚɎəɚɪ ɠɟə-

ɖɢɱɯɪ OSINT. 

¶ ȼɑɗɑɎɌəɞəɱɝɞɨ. Ȱɚɝɞɟɛəɱɝɞɨ, ɏɗɔɍɔəɌ ɱ ɘɌɝɤɞɌɍɔ ɛɟɍɗɱɣəɚ 

ɐɚɝɞɟɛəɚɲ ɱəɠɚɜɘɌɢɱɲ ɐɚɓɎɚɗɫɪɞɨ ɓəɌɡɚɐɔɞɔ əɑɚɍɡɱɐəɟ 
ɱəɠɚɜɘɌɢɱɪ ɍɑɓ ɓɌɗɟɣɑəəɫ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ ɗɪɐɝɨɖɔɡ ɱ 

ɞɑɡəɱɣəɔɡ ɓɌɝɚɍɱɎ ɜɚɓɎɱɐɖɔ. 
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¶ Ƚɛɜɚɥɑəəɫ ɛɜɚɢɑɝɱɎ ɐɚɍɟɎɌəəɫ ɐɌəɔɡ. OSINT əɌɐɌɯ əɑ-
ɚɍɡɱɐəɟ ɱəɠɚɜɘɌɢɱɪ, ɎɔɖɗɪɣɌɪɣɔ ɛɚɞɜɑɍɟ Ɏ ɓɌɗɟɣɑəəɱ 

ɓɌɕɎɔɡ ɞɑɡəɱɣəɔɡ ɱ ɗɪɐɝɨɖɔɡ ɘɑɞɚɐɱɎ Ɏɑɐɑəəɫ ɜɚɓɎɱɐɖɔ. 

¶ ȯɗɔɍɔəɌ ɌəɌɗɱɓɟ ɐɌəɔɡ. ȭɟɐɟɣɔ ɚɠɱɢɱɕəɚɪ ɣɌɝɞɔəɚɪ ɜɚɓ-

ɎɱɐɟɎɌɗɨəɚɏɚ ɛɜɚɢɑɝɟ, OSINT ɐɚɓɎɚɗɫɯ ɖɑɜɱɎəɔɢɞɎɟ ɓɐɱɕɝ-

əɪɎɌɞɔ ɏɗɔɍɚɖɔɕ ɌəɌɗɱɓ ɓɌɏɌɗɨəɚɐɚɝɞɟɛəɚɲ ɱəɠɚɜɘɌɢɱɲ ɓ 
ɘɑɞɚɪ ɟɡɎɌɗɑəəɫ ɎɱɐɛɚɎɱɐəɔɡ ɜɱɤɑəɨ. 

¶ ȺɛɑɜɌɞɔɎəɱɝɞɨ. ȼɱɓɖɑ ɝɖɚɜɚɣɑəəɫ ɣɌɝɟ ɐɚɝɞɟɛɟ ɐɚ ɱəɠɚɜ-
ɘɌɢɱɲ Ɏ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ. Ƚɖɚɜɚɣɑəəɫ ɗɪɐɔəɚ-ɏɚɐɔə, 

ɛɚɎõɫɓɌəɔɡ ɓ ɛɚɤɟɖɚɘ ɱəɠɚɜɘɌɢɱɲ, ɗɪɐɑɕ ɞɌ ɲɡəɱɡ ɎɓɌɯɘɚ-

Ɏɱɐəɚɝɔə əɌ ɚɝəɚɎɱ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ. ɄɎɔɐɖɑ ɚɞɜɔɘɌə-
əɫ ɢɱəəɚɲ ɚɛɑɜɌɞɔɎəɚɲ ɱəɠɚɜɘɌɢɱɲ. Ƚɞɜɱɘɖɚ ɘɱəɗɔɎɌ ɚɍ-

ɝɞɌəɚɎɖɌ ɛɱɐ ɣɌɝ ɖɜɔɓ ɛɚɎəɱɤɑ Ɏɝɨɚɏɚ ɎɱɐɚɍɜɌɒɌɯɞɨɝɫ ɟ 

ɛɚɞɚɣəɔɡ ɜɑɛɚɜɞɌɒɌɡ CNN ɓ ɘɱɝɢɫ ɛɚɐɱɕ. 

¶ Ⱥɍɝɫɏ. ȸɚɒɗɔɎɱɝɞɨ ɘɌɝɚɎɚɏɚ ɘɚəɱɞɚɜɔəɏɟ ɛɑɎəɔɡ ɐɒɑɜɑɗ 

ɱəɠɚɜɘɌɢɱɲ ɓ ɘɑɞɚɪ ɛɚɤɟɖɟ ɖɚəɞɑəɞɟ, ɗɪɐɑɕ ɱ ɛɚɐɱɕ, ɥɚ 
ɢɱɖɌɎɗɫɞɨ. ɋɖ ɛɚɖɌɓɟɯ ɐɚɝɎɱɐ, ɏɜɌɘɚɞəɚ ɓɱɍɜɌəɱ ɠɜɌɏɘɑə-

ɞɔ ɱəɠɚɜɘɌɢɱɲ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɟ ɝɟɖɟɛəɚɝɞɱ ɘɚɒɟɞɨ 

ɍɟɞɔ ɑɖɎɱɎɌɗɑəɞəɱ Ɍɍɚ əɌɎɱɞɨ ɍɱɗɨɤ ɓəɌɣɟɥɱ, əɱɒ ɛɜɚɠɑ-
ɝɱɕəɱ ɜɚɓɎɱɐɟɎɌɗɨəɱ ɓɎɱɞɔ. 

¶ ɋɖɱɝɞɨ. ȻɚɜɱɎəɫəɚ ɓɱ ɓɎɱɞɌɘɔ ɝɛɑɢɱɌɗɨəɔɡ ɌɏɑəɞɱɎ ɱəɠɚɜ-
ɘɌɢɱɫ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɎɔɫɎɗɫɯɞɨɝɫ ɛɑɜɑɎɌɒəɚɪ Ɏɒɑ 

ɞɚɘɟ, ɥɚ ɛɚɓɍɌɎɗɑəɌ ɝɟɍõɯɖɞɔɎɱɓɘɟ, əɑ ɜɚɓɍɌɎɗɑəɌ ɍɜɑɡ-

əɑɪ. 

¶ ɋɝəɱɝɞɨ. ɋɖɥɚ ɟ ɎɔɛɌɐɖɟ ɎɔɖɚɜɔɝɞɌəəɫ OSINT əɌɐɱɕəɱɝɞɨ 

Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɘɚɒɑ ɍɟɞɔ ɫɖ ɫɝəɚɪ, ɞɌɖ ɱ əɑɫɝəɚɪ, ɞɚ 

ɟ ɎɔɛɌɐɖɟ ɞɌɯɘəɚ ɓɐɚɍɟɞɔɡ ɐɌəɔɡ ɝɞɟɛɱəɨ ɲɡəɨɚɲ əɌɐɱɕəɚ-
ɝɞɱ ɓɌɎɒɐɔ ɎɔɖɗɔɖɌɯ ɝɟɘəɱɎɔ. 

¶ ȷɑɏɖɱɝɞɨ ɎɔɖɚɜɔɝɞɌəəɫ. ȭɟɐɨ-ɫɖɱ ɞɌɯɘəɔɢɱ ɛɜɔɕəɫɞɚ ɚɞɚ-
ɣɟɎɌɞɔ ɍɌɜõɯɜɌɘɔ ɓ ɏɜɔɠɱɎ ɝɑɖɜɑɞəɚɝɞɱ, ɚɝɚɍɗɔɎɔɡ ɜɑɒɔ-

ɘɱɎ ɐɚɝɞɟɛɟ. Ʌɚ ɒ ɝɞɚɝɟɯɞɨɝɫ ɐɌəɔɡ OSINT, ɞɚ ɲɡ ɘɚɒəɌ 

ɗɑɏɖɚ ɛɑɜɑɐɌɎɌɞɔ ɍɟɐɨ-ɫɖɔɘ ɓɌɢɱɖɌɎɗɑəɔɘ ɱəɝɞɌəɢɱɫɘ. 
ȸɚɒɗɔɎɑ ɛɜɚɎɑɐɑəəɫ ɖɚɘɛɗɑɖɝəɚɏɚ ɜɚɓɝɗɱɐɟɎɌəəɫ əɌ ɚɝ-

əɚɎɱ ɐɌəɔɡ ɓ ȣəɞɑɜəɑɞɟ. 

¶ ȮɌɜɞɱɝɞɨ. ȮɌɜɞɱɝɞɨ ɐɚɍɟɎɌəəɫ ɐɌəɔɡ Ɏ OSINT ɘɱəɱɘɌɗɨəɌ, 
ɎɔɓəɌɣɌɯɞɨɝɫ ɗɔɤɑ ɎɌɜɞɱɝɞɪ ɎɔɖɚɜɔɝɞɚɎɟɎɌəɚɏɚ ɝɑɜɎɱɝɟ. 

Ƚɨɚɏɚɐəɱ ɛɜɚɛɚəɚɎɌəɱ ɐɗɫ OSINT ɛɜɚɏɜɌɘəɚ-ɞɑɡəɚɗɚɏɱɣəɱ 
ɜɱɤɑəəɫ ɓɌɍɑɓɛɑɣɟɪɞɨ: 
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¶ ɓɍɱɜ ɐɌəɔɡ ɱɓ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ, ɞɌɖɔɡ ɫɖ Facebook, 
Twitter Ɍɍɚ Youtube, ɌəɌɗɱɓ ɓɱɍɜɌəɔɡ ɐɌəɔɡ; 

¶ ɑɖɝɞɜɌɏɟɎɌəəɫ ɱɓ ɓɱɍɜɌəɚɏɚ ɖɚəɞɑəɞɟ ɝɟɞɱ ɛɚɐɱɕ; 

¶ ɌɏɜɑɏɟɎɌəəɫ ɱəɠɚɜɘɌɢɱɲ, ɚɞɜɔɘɌəɚɲ ɓ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ; 

¶ ɱəɠɚɜɘɌɢɱɕəɔɕ ɎɛɗɔɎ ɟ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ; 

¶ ɚɢɱəɖɟ ɐɚɝɞɚɎɱɜəɚɝɞɱ ɱəɠɚɜɘɌɢɱɲ; 

¶ ɘɚəɱɞɚɜɔəɏ ɱ ɜɚɓɛɱɓəɌɎɌəəɫ ɱɐɑəɞɔɣəɚɝɞɱ Ɏ ɘɑɜɑɒɱ ȣəɞɑɜ-
əɑɞ, ɟ ɞɚɘɟ ɣɔɝɗɱ ɓɌ ɐɚɛɚɘɚɏɚɪ ɏɑɚɗɚɖɌɢɱɲ; 

¶ ɜɚɍɚɞɟ ɓ ɱəɠɚɜɘɌɢɱɯɪ, ɚɞɜɔɘɌəɚɪ ɓ əɑɎɔɐɔɘɔɡ ɓɌ ɐɚɛɚ-
ɘɚɏɚɪ ɞɜɌɐɔɢɱɕəɔɡ ɘɑɜɑɒɑɎɔɡ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ ɝɑɏɘɑ-

əɞɱɎ Ɏɑɍ-ɛɜɚɝɞɚɜɟ (dark web, hidden web, deep web). 

1.4.2. ȺɍɗɌɝɞɱ ɓɌɝɞɚɝɟɎɌəəɫ OSINT  

ȣɝəɟɯ ɍɌɏɌɞɚ ɓɌɝɞɚɝɟɎɌəɨ OSINT, ɝɑɜɑɐ ɫɖɔɡ ɘɚɒəɌ əɌɓɎɌɞɔ 
ɞɌɖɱ. 

ȼɚɓɎɱɐɖɌ 

Ȯɱɐɖɜɔɞɱ ɐɒɑɜɑɗɌ ɘɱɝɞɫɞɨ Ɏɑɗɔɣɑɓəɟ ɖɱɗɨɖɱɝɞɨ ɱəɠɚɜɘɌɢɱɲ, 
əɑɚɍɡɱɐəɚɲ ɞɌ ɞɌɖɚɲ, ɥɚ ɓɌɐɚɎɚɗɨəɫɯ ɛɚɞɜɑɍɔ ɜɚɓɎɱɐɟɎɌɗɨəɔɡ 

ɚɜɏɌəɱɎ ð ɫɖ ɐɑɜɒɌɎəɔɡ, ɞɌɖ ɱ ɛɜɔɎɌɞəɔɡ, ɖɚɘɑɜɢɱɕəɔɡ. Ȯɚəɔ 

ɓɌɍɑɓɛɑɣɟɪɞɨ ɜɚɓɟɘɱəəɫ ɚɍõɯɖɞɔɎəɔɡ ɱ ɝɟɍõɯɖɞɔɎəɔɡ ɠɌɖɞɚɜɱɎ, 
ɛɚɎõɫɓɌəɔɡ, əɌɛɜɔɖɗɌɐ, ɱɓ ɐɱɫɗɨəɱɝɞɪ ɖɚəɖɟɜɑəɞɱɎ. Ȼɜɔ ɢɨɚɘɟ, 

ɍɑɓɟɘɚɎəɚ, ɐɗɫ ɛɱɐɎɔɥɑəəɫ ɑɠɑɖɞɔɎəɚɝɞɱ ɜɚɓɎɱɐɟɎɌɗɨəɚɲ ɐɱɫɗɨ-

əɚɝɞɱ ɎɱɐɖɜɔɞɌ ɱəɠɚɜɘɌɢɱɫ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɟ ɖɚɘɛɗɑɖɝɱ ɓ ɱə-
ɤɔɘɔ ɜɑɝɟɜɝɌɘɔ, ɓɚɖɜɑɘɌ Ɍɏɑəɞɟɜəɔɘɔ. 

ȣəɱɢɱɌɞɔɎɌ ȼɚɓɎɱɐɟɎɌɗɨəɚɏɚ ɝɛɱɎɞɚɎɌɜɔɝɞɎɌ ȽɄȬ ɥɚɐɚ Ɏɱɐɖ-

ɜɔɞɔɡ ɐɒɑɜɑɗ (ɎɱɐɚɘɌ ɫɖ National Open Source Enterprise) Ɏɔ-
ɖɗɌɐɑəɌ ɟ ȰɔɜɑɖɞɔɎɱ ɜɚɓɎɱɐɟɎɌɗɨəɚɏɚ ɝɛɱɎɞɚɎɌɜɔɝɞɎɌ 301, 

ɚɛɜɔɗɪɐəɑəɱɕ ɐɔɜɑɖɞɚɜɚɘ ȹɌɢɱɚəɌɗɨəɚɲ ɜɚɓɎɱɐɖɔ. ȰɔɜɑɖɞɔɎɌ 

ɎɝɞɌəɚɎɗɪɯ ɛɚɎəɚɎɌɒɑəəɫ ɞɌ ɚɍɚɎõɫɓɖɔ ɛɚɘɱɣəɔɖɌ ɓɌɝɞɟɛəɔɖɌ 
ɐɔɜɑɖɞɚɜɌ ȹɌɢɱɚəɌɗɨəɚɲ ɜɚɓɎɱɐɖɔ ɓ ɛɔɞɌəɨ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ 

(ADDNI/OS), ɂɑəɞɜɟ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ DNI ɞɌ ȹɌɢɱɚəɌɗɨəɚɏɚ 

ɖɚɘɱɞɑɞɟ ɓ ɜɚɍɚɞɔ ɓ Ɏɱɐɖɜɔɞɔɘɔ ɐɒɑɜɑɗɌɘɔ. 

OSINT ɟ ɓɍɜɚɕəɔɡ ɝɔɗɌɡ 

ȹɔɒɣɑ, ɫɖ ɛɜɔɖɗɌɐ, əɌɎɑɐɑəɚ ɛɱɐɜɚɓɐɱɗɔ ɓɍɜɚɕəɔɡ ɝɔɗ 
ȽɄȬ, ɫɖɱ ɍɑɜɟɞɨ ɟɣɌɝɞɨ ɟ ɐɱɫɗɨəɚɝɞɱ OSINT: 

¶ Unified Combatant Command;  

¶ Defense Intelligence Agency;  
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¶ National Geospatial -Intelligence Agency;  

¶ US Army Foreign Mili tary Studies Office;  

¶ EUCOM JAC Molesworth;  

¶ Foreign Media Monitoring in Support of Information 

Operations, U.S. Strategic Command.  

ȹɌɢɱɚəɌɗɨəɌ ɍɑɓɛɑɖɌ 

Open Source Enterprise (OSE)  ð ɢɑ ɚɜɏɌəɱɓɌɢɱɫ ɟɜɫɐɟ ȽɄȬ, 
ɥɚ ɝɛɑɢɱɌɗɱɓɟɯɞɨɝɫ əɌ ɜɚɓɎɱɐɢɱ əɌ ɚɝəɚɎɱ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ. 

ȽɛɚɣɌɞɖɟ ɎɚəɌ ɎɡɚɐɔɗɌ ɐɚ ɝɖɗɌɐɟ Office of the Director of 

National Intelligence , Ɍ əɔəɱ ɯ ɣɌɝɞɔəɚɪ ȰɔɜɑɖɞɚɜɌɞɟ ɢɔɠɜɚɎɔɡ 
ɱəəɚɎɌɢɱɕ ɟ Central Intelligence Agency (CIA) . 

ȻɚɛɑɜɑɐəɔɖɌɘɔ ɢɱɯɲ ɚɜɏɌəɱɓɌɢɱɲ ɍɟɗɔ Open Source Center 

(OSC) ɞɌ Foreign Broadcast Information Servic e (FBIS) . 

1 ɒɚɎɞəɫ 2015 ɜɚɖɟ Open Source Center (OSC)  ɓɘɱəɔɎ əɌɓɎɟ 

əɌ Open Source Enterprise  ɱ ɍɟɎ Ɏɖɗɪɣɑəɔɕ ɐɚ ɝɖɗɌɐɟ Ȱɔɜɑɖɞɚ-

ɜɌɞɟ ɢɔɠɜɚɎɔɡ ɱəəɚɎɌɢɱɕ ɂȼȿ. 21 ɏɜɟɐəɫ 2022 ɜɚɖɟ ɐɔɜɑɖɞɚ-
ɜɚɘ Open Source Enterprise (OSE)  ɍɟɗɚ ɛɜɔɓəɌɣɑəɚ ȼɑəɐɱ ȹɱɖɝɚ-

əɌ, ɫɖɔɕ ɜɌəɱɤɑ ɚɍɱɕɘɌɎ ɛɚɝɌɐɟ ɐɔɜɑɖɞɚɜɌ ɓ ɢɔɠɜɚɎɚɏɚ ɘɌɕɍɟ-

ɞəɨɚɏɚ Ɏ ɂȼȿ. ȹɱɖɝɚə ɚɍɱɕɘɌɎ ɢɪ ɛɚɝɌɐɟ ɐɚ Ɏɑɜɑɝəɫ 2025 ɜɚɖɟ. 

Ɋɝɞɔɢɱɫ 

ȻɜɌɎɚɚɡɚɜɚəəɑ ɝɛɱɎɞɚɎɌɜɔɝɞɎɚ ɓɌɝɞɚɝɚɎɟɯ OSINT  ɐɗɫ ɛɜɚ-

ɏəɚɓɟɎɌəəɫ, ɓɌɛɚɍɱɏɌəəɫ ɞɌ ɜɚɓɝɗɱɐɟɎɌəəɫ ɓɗɚɣɔəɱɎ, Ɍ ɞɌɖɚɒ 
ɐɗɫ ɛɑɜɑɝɗɱɐɟɎɌəəɫ ɓɗɚɣɔəɢɱɎ, Ɏɖɗɪɣəɚ ɓ ɞɑɜɚɜɔɝɞɌɘɔ. ȶɜɱɘ 

ɞɚɏɚ, ɢɑəɞɜɔ ɚɍɜɚɍɖɔ ɞɌ ɚɍɘɱəɟ ɱəɠɚɜɘɌɢɱɯɪ (Fusion Centers ) ɟ 

ȽɄȬ ɐɑɐɌɗɱ ɣɌɝɞɱɤɑ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ OSINT ɐɗɫ ɛɱɐɞɜɔɘɖɔ ɜɚɓ-
ɎɱɐɟɎɌɗɨəɚɲ ɐɱɫɗɨəɚɝɞɱ ɞɌ ɜɚɓɝɗɱɐɟɎɌəɨ. ȾɌɖɱ ɢɑəɞɜɔ ɝɛɚɣɌɞɖɟ 

ɝɞɎɚɜɪɎɌɗɔɝɫ ɛɱɐ ɑɏɱɐɚɪ ȸɱəɱɝɞɑɜɝɞɎɌ Ɏəɟɞɜɱɤəɨɚɲ ɍɑɓɛɑɖɔ 

(DHS) ɞɌ ȸɱəɱɝɞɑɜɝɞɎɌ ɪɝɞɔɢɱɲ ɱ ɓɌɍɑɓɛɑɣɟɎɌɗɔ ɚɍɘɱə ɝɞɜɌɞɑɏɱɣ-
əɚɪ ɱəɠɚɜɘɌɢɱɯɪ ɘɱɒ ɂȼȿ, ɀȭȼ, ȸɱəɱɝɞɑɜɝɞɎɚɘ ɚɍɚɜɚəɔ, ɝɗɟɒ-

ɍɌɘɔ əɌɐɓɎɔɣɌɕəɔɡ ɝɔɞɟɌɢɱɕ, Ɍ ɞɌɖɚɒ ɘɱɝɢɑɎɔɘɔ ɌɐɘɱəɱɝɞɜɌɢɱ-
ɫɘɔ ɞɚɥɚ. 

ȻɜɔɖɗɌɐɌɘɔ ɟɝɛɱɤəɚɏɚ ɎɔɖɚɜɔɝɞɌəəɫ OSINT ɟ ɛɜɌɎɚɚɡɚ-

ɜɚəəɱɕ ɐɱɫɗɨəɚɝɞɱ ɯ Scotland Yard OSINT  ɞɌ OSINT -ɛɱɐɜɚɓɐɱɗ 
ȶɚɜɚɗɱɎɝɨɖɚɲ ɖɌəɌɐɝɨɖɚɲ ɖɱəəɚɲ ɛɚɗɱɢɱɲ (RCMP). 

Ȼɚɗɱɢɑɕɝɨɖɔɕ ɐɑɛɌɜɞɌɘɑəɞ ȹɨɪ-ȵɚɜɖɌ (NYPD) ɘɌɯ ɛɱɐɜɚɓɐɱɗ 

OSINT, ɞɌɖ ɝɌɘɚ ɫɖ ɱ ɚɠɱɝ ɤɑɜɔɠɌ ɚɖɜɟɏɟ ȷɚɝ-Ȭəɐɒɑɗɑɝ, ɜɚɓ-
ɞɌɤɚɎɌəɔɕ ɟ ȭɪɜɚ ɓ əɌɐɓɎɔɣɌɕəɔɡ ɚɛɑɜɌɢɱɕ ɱ ɛɚɎõɫɓɌəɔɕ ɱɓ 
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ȺɍõɯɐəɌəɔɘ ɜɑɏɱɚəɌɗɨəɔɘ ɜɚɓɎɱɐɟɎɌɗɨəɔɘ ɢɑəɞɜɚɘ ȷɚɝ-
ȬəɐɒɑɗɑɝɌ. 

ȿ ɛɜɌɎɚɚɡɚɜɚəəɱɕ ɐɱɫɗɨəɚɝɞɱ OSINT ɘɚɒɑ ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɫ 

ɐɗɫ ɍɚɜɚɞɨɍɔ ɓ ɞɌɖɔɘɔ ɫɎɔɥɌɘɔ, ɫɖ: 

¶ ɚɜɏɌəɱɓɚɎɌəɌ ɓɗɚɣɔəəɱɝɞɨ ɱ ɍɌəɐɔ; 

¶ ɛɑɐɚɠɱɗɱɫ; 

¶ ɎɔɖɜɌɐɑəəɫ ɛɑɜɝɚəɌɗɨəɔɡ ɐɌəɔɡ ɱ ɎɔɘɌɏɌəəɫ; 

¶ ɎɱɐɘɔɎɌəəɫ ɏɜɚɤɑɕ; 

¶ ɓɗɚɣɔəɔ ɟ ɝɠɑɜɱ ɛɚɜɟɤɑəəɫ ɱəɞɑɗɑɖɞɟɌɗɨəɚɲ ɎɗɌɝəɚɝɞɱ; 

¶ ɐɱɫɗɨəɱɝɞɨ ɑɖɝɞɜɑɘɱɝɞɝɨɖɔɡ ɚɜɏɌəɱɓɌɢɱɕ. 

Ȼɜɔ ɢɨɚɘɟ ɓɌ ɐɚɛɚɘɚɏɚɪ OSINT ɓɌɍɑɓɛɑɣɟɯɞɨɝɫ ɎɔɫɎɗɑəəɫ 

ɓɌɗɟɣɑəəɫ ɞɌ ɛɚɝɔɗɑəəɫ ɎɛɗɔɎɟ Ɏ ȣəɞɑɜəɑɞɱ: 

¶ ɱɐɑəɞɔɠɱɖɌɢɱɫ ɖɗɪɣɚɎɔɡ ɠɱɏɟɜ ɱ ɌɖɞɔɎɱɝɞɱɎ; 

¶ ɘɚəɱɞɚɜɔəɏ ɖɚəɖɟɜɑəɞɱɎ ɟ ɜɑɒɔɘɱ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ; 

¶ ɚɍɘɑɒɑəəɫ ɛɚɤɔɜɑəəɫ ɱəɠɚɜɘɌɢɱɲ; 

¶ ɠɚɜɘɟɎɌəəɫ ɏɜɚɘɌɐɝɨɖɚɲ ɐɟɘɖɔ; 

¶ ɎɔɫɎɗɑəəɫ ɑɖɝɞɜɑɘɱɝɞɝɨɖɔɡ ɚɜɏɌəɱɓɌɢɱɕ; 

¶ ɜɔɓɔɖɔ ɐɗɫ ɏɜɚɘɌɐɝɨɖɚɏɚ ɞɜɌəɝɛɚɜɞɟ; 

¶ ɝɌəɖɢɱɲ ɞɌ ɛɜɌɎɚɎɱ Ɏɔɘɚɏɔ; 

¶ ɌəɌɗɱɓ ɍɌɓ ɐɌəɔɡ ɛɜɚɞɔɎəɔɖɱɎ (HME, IED, TTPs); 

¶ ɏɑɚɗɚɖɌɢɱɫ ɢɱɗɑɕ; 

¶ ɛɱɐɞɜɔɘɖɌ ɎɱɕɝɨɖɚɎɔɡ ɚɛɑɜɌɢɱɕ. 

ȶɱɍɑɜɍɑɓɛɑɖɌ 

ȿ ɘɑɒɌɡ OSINT ɓɌɍɑɓɛɑɣɟɯɞɨɝɫ ɛɱɐɞɜɔɘɖɌ ɛɜɚɢɑɝɱɎ ɖɱɍɑɜɍɑ-

ɓɛɑɖɔ. ȳɚɖɜɑɘɌ, ɘɚɒəɌ ɚɞɜɔɘɌɞɔ ɎɱɐɛɚɎɱɐɱ əɌ ɞɌɖɱ ɓɌɛɔɞɌəəɫ 
ɥɚɐɚ ɓɌɡɔɝɞɟ ɞɑɗɑɖɚɘɟəɱɖɌɢɱɕəɔɡ ɘɑɜɑɒ ɤɗɫɡɚɘ ɓɍɚɜɟ ɱəɠɚɜ-

ɘɌɢɱɲ: 

¶ Ɂɞɚ ɌɞɌɖɟɯ ɎɌɤɟ ɚɜɏɌəɱɓɌɢɱɪ? 

¶ ɋɖɱ ɲɡəɱ ɘɚɞɔɎɔ? 

¶ ɋɖ Ɏɚəɔ ɚɜɏɌəɱɓɚɎɌəɱ? 

¶ ɋɖɱ ɱəɝɞɜɟɘɑəɞɔ Ɏɚəɔ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ? 
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ȭɱɓəɑɝ 

OSINT ɟ ɍɱɓəɑɝɱ ɎɖɗɪɣɌɯ ɖɚɘɑɜɢɱɕəɟ ɜɚɓɎɱɐɖɟ, ɱəɞɑɗɑɖɞɟɌɗɨ-

əɟ ɌəɌɗɱɞɔɖɟ ɞɌ ɍɱɓəɑɝ-ɌəɌɗɱɓ ɱ ɣɌɝɞɚ ɯ ɚɝəɚɎəɚɪ ɝɠɑɜɚɪ ɐɱɫɗɨ-

əɚɝɞɱ ɛɜɔɎɌɞəɔɡ ɜɚɓɎɱɐɟɎɌɗɨəɔɡ ɌɏɑəɞɝɞɎ. 

ȻɱɐɛɜɔɯɘɝɞɎɌ ɘɚɒɟɞɨ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɱəɠɚɜɘɌɢɱɕəɔɡ 

ɍɜɚɖɑɜɱɎ ɱ ɛɜɔɎɌɞəɔɡ ɐɑɞɑɖɞɔɎɱɎ ɐɗɫ ɓɍɔɜɌəəɫ ɞɌ ɌəɌɗɱɓɟ Ɏɱɐ-

ɛɚɎɱɐəɚɲ ɱəɠɚɜɘɌɢɱɲ ɓ ɐɱɗɚɎɚɪ ɘɑɞɚɪ. ȾɌɖɌ ɱəɠɚɜɘɌɢɱɫ ɘɚɒɑ 
ɛɚɡɚɐɔɞɔ ɱɓ ɓɌɝɚɍɱɎ ɘɌɝɚɎɚɲ ɱəɠɚɜɘɌɢɱɲ, ɏɗɔɍɔəəɚɲ ɘɑɜɑɒɱ (deep 

web), Ɏɑɍɟ əɚɎɚɏɚ ɛɚɖɚɗɱəəɫ ɞɌ ɖɚɘɑɜɢɱɕəɚɏɚ ɖɚəɞɑəɞɟ. 

1.4.3. Ⱦɑɡəɚɗɚɏɱɲ OSINT  

OSINT ɯ Ɏɑɗɨɘɔ ɜɱɓəɚɘɌəɱɞəɚɪ ɠɚɜɘɚɪ ɓɍɔɜɌəəɫ ɞɌ ɌəɌɗɱ-
ɓɟɎɌəəɫ ɱəɠɚɜɘɌɢɱɲ. Ȼɱɐ ɣɌɝ ɓɐɱɕɝəɑəəɫ ɐɱɫɗɨəɚɝɞɱ ɟ ɝɠɑɜɱ 

OSINT ɣɌɝɞɚ əɑɚɍɡɱɐəɚ ɎɒɔɎɌɞɔ ɓɌɛɚɍɱɒəɔɡ ɓɌɡɚɐɱɎ ɛɱɐ ɣɌɝ 

ɓɍɔɜɌəəɫ ɱəɠɚɜɘɌɢɱɲ ɓ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ. ɂɑ ɘɚɒɑ ɜɑɌɗɱɓɚɎɟɎɌ-
ɞɔɝɫ ɤɗɫɡɚɘ ɎɔɖɚɜɔɝɞɌəəɫ VPN ɐɗɫ ɓɌɍɑɓɛɑɣɑəəɫ Ɍəɚəɱɘəɚɝɞɱ 

ɞɌ ɛɜɔɡɚɎɌəɚɏɚ ɓɍɔɜɌəəɫ ɱəɠɚɜɘɌɢɱɲ, Ɍ ɞɌɖɚɒ ɛɜɚɖɝɱ-ɝɑɜɎɑɜɱɎ ɟ 

ɜɚɓɛɚɐɱɗɑəɚɘɟ ɘɑɜɑɒɑɎɚɘɟ ɝɑɜɑɐɚɎɔɥɱ. ȺɢɱəɪɎɌəəɫ ɐɒɑɜɑɗ 
ɝɞɌɯ ɎɌɒɗɔɎɔɘ ɑɗɑɘɑəɞɚɘ ɓɌɏɌɗɨəɚɏɚ ɛɜɚɢɑɝɟ ɓɍɔɜɌəəɫ ɞɌ ɌəɌ-

ɗɱɓɟɎɌəəɫ Ɏ ɜɌɘɖɌɡ OSINT. ȬəɌɗɱɞɔɖ OSINT ɛɚɞɜɑɍɟɯ ɓɌɝɞɚɝɟ-

ɎɌəəɫ ɱəɞɑɗɑɖɞɟɌɗɨəɚɏɚ ɌəɌɗɱɓɟ ɐɗɫ ɎɔɫɎɗɑəəɫ ɱɝɞɔəəɔɡ Ɍɍɚ 
ɡɔɍəɔɡ ɛɜɚɢɑɝɱɎ, ɥɚ ɎɛɗɔɎɌɞɔɘɟɞɨ əɌ ɛɜɚɏəɚɓɟɎɌəəɫ ɘɌɕɍɟɞ-

əɨɚɏɚ ɜɚɓɎɔɞɖɟ ɝɔɞɟɌɢɱɲ. ȳɜɑɤɞɚɪ, ɌəɌɗɱɞɔɖɔ ɘɌɪɞɨ ɓɌɍɑɓɛɑɣɔ-
ɞɔ ɓɌɝɞɚɝɟɎɌəəɫ ɚɢɱəəɚɏɚ ɌəɌɗɱɓɟ ɞɌɖɔɘ ɣɔəɚɘ, ɥɚɍ ɕɚɏɚ ɜɑ-

ɓɟɗɨɞɌɞɔ ɘɚɏɗɔ ɍɟɞɔ Ɏɖɗɪɣɑəɱ ɐɚ ɏɚɞɚɎɚɏɚ ɖɗɌɝɔɠɱɖɚɎɌəɚɏɚ, 

əɑɖɗɌɝɔɠɱɖɚɎɌəɚɏɚ Ɍɍɚ ɓɌɛɌɞɑəɞɚɎɌəɚɏɚ ɱəɞɑɗɑɖɞɟɌɗɨəɚɏɚ ɛɜɚ-
ɐɟɖɞɟ. 

ȳɍɔɜɌəəɫ ɱəɠɚɜɘɌɢɱɲ Ɏ OSINT, ɫɖ ɛɜɌɎɔɗɚ, Ɏɱɐɜɱɓəɫɯɞɨɝɫ Ɏɱɐ 

ɓɍɔɜɌəəɫ ɐɌəɔɡ Ɏ ɱəɤɔɡ ɜɚɓɎɱɐɟɎɌɗɨəɔɡ ɐɔɝɢɔɛɗɱəɌɡ, ɐɑ ɚɞɜɔ-
ɘɌəəɫ əɑɚɍɜɚɍɗɑəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɥɚ ɛɱɐɗɫɏɌɯ ɌəɌɗɱɓɟ, ɘɚɒɑ ɝɞɌ-

əɚɎɔɞɔ ɚɝəɚɎəɟ ɞɜɟɐəɚɥɱ. Ȯ OSINT ɚɝəɚɎəɚɪ ɝɖɗɌɐəɱɝɞɪ ɯ Ɏɔ-

ɚɖɜɑɘɗɑəəɫ ɜɑɗɑɎɌəɞəɔɡ ɞɌ əɌɐɱɕəɔɡ ɐɒɑɜɑɗ ɱɓ Ɏɑɗɔɣɑɓəɚɏɚ 
ɘɌɝɔɎɟ ɓɌɏɌɗɨəɚɐɚɝɞɟɛəɚɲ ɱəɠɚɜɘɌɢɱɲ. 

ȱɞɌɛɔ OSINT  

Ȼɜɚɢɑɝ OSINT ɝɖɗɌɐɌɯɞɨɝɫ ɓ ɣɚɞɔɜɨɚɡ ɑɞɌɛɱɎ: ɛɗɌəɟɎɌəəɫ, 

ɛɱɐɏɚɞɚɎɖɔ, ɓɍɚɜɟ ɞɌ ɎɔɜɚɍəɔɢɞɎɌ ɖɱəɢɑɎɚɏɚ ɘɌɞɑɜɱɌɗɟ ð ɌəɌɗɱ-

ɞɔɖɔ, Ɍ ɞɌɖɚɒ ɣɚɞɔɜɨɚɡ ɚɝəɚɎəɔɡ ɛɜɚɢɑɝɱɎ: ɌəɌɗɱɓɟ, ɐɚɍɟɎɌəəɫ 
ɕ əɌɖɚɛɔɣɑəəɫ ɜɚɓɎɱɐɟɎɌɗɨəɔɡ ɐɌəɔɡ, ɚɢɱəɪɎɌəəɫ ɞɌ ɲɡ ɜɚɓɛɚ-
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ɐɱɗɟ ɓɌ əɌɛɜɫɘɌɘɔ. Ȼɜɚɢɑɝ Ɏɑɐɑəəɫ ɜɚɓɎɱɐɖɔ, ɞɌɖ ɝɌɘɚ ɫɖ ɱ 
ɛɜɚɢɑɝɔ ɛɱɐɏɚɞɚɎɖɔ ɎɱɐɛɚɎɱɐəɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ (ɛɗɌ-

əɟɎɌəəɫ, ɛɱɐɏɚɞɚɎɖɌ, ɎɔɖɚəɌəəɫ ɞɌ ɛɱɐɍɔɞɞɫ ɛɱɐɝɟɘɖɱɎ), ɛɑɜɑ-

ɞɔəɌɪɞɨɝɫ ɱ ɛɚɎɞɚɜɪɪɞɨɝɫ ɎɱɐɛɚɎɱɐəɚ ɐɚ Ɏɔɘɚɏ ɛɜɌɖɞɔɖɔ. 

ɋɖ ɓɌɓəɌɣɑəɚ Ɏ çȣəɝɞɜɟɖɢɱɲ ɓ Ɏɑɐɑəəɫ ɜɚɓɎɱɐɖɔ Ɏ ɛɚɗɨɚɎɔɡ 

ɟɘɚɎɌɡè, OSINT ɛɱɐɎɔɥɟɯ ɑɠɑɖɞɔɎəɱɝɞɨ ɱ əɌɐɌɯ ɛɱɐɞɜɔɘɖɟ ɛɜɚ-

ɢɑɝɟ Ɏɑɐɑəəɫ ɜɚɓɎɱɐɖɔ ɞɌ ɱəɤɔɡ ɚɛɑɜɌɢɱɕ. 

ȹɌ ɜɔɝ. 2 ɛɚɐɌəɚ ɞɔɛɚɎɟ ɝɡɑɘɟ ɛɜɚɢɑɝɟ ɓɐɱɕɝəɑəəɫ OSINT. 

ȳɍɱɜ ɜɚɓɎɱɐɟɎɌɗɨəɔɡ ɐɌəɔɡ ɝɔəɡɜɚəɱɓɟɯ ɞɌ ɱəɞɑɏɜɟɯ ɛɜɚɢɑɝɔ 
ɛɗɌəɟɎɌəəɫ, ɎɔɖɚɜɔɝɞɌəəɫ ɝɔɗ ɱ ɓɌɝɚɍɱɎ, ɚɍɜɚɍɗɑəəɫ ɞɌ ɜɚɓɛɚ-

ɐɱɗɟ ɑɗɑɘɑəɞɱɎ ɝɔɝɞɑɘɔ ɐɗɫ ɛɱɐɞɜɔɘɖɔ ɍɚɕɚɎɔɡ ɚɛɑɜɌɢɱɕ, ɥɚ ɯ 

ɚɍõɯɐəɌəɚɪ ɜɚɓɎɱɐɟɎɌɗɨəɚɪ ɞɌ ɚɛɑɜɌɞɔɎəɚɪ ɠɟəɖɢɱɯɪ. 

Ȼɱɝɗɫ ɌəɌɗɱɓɟ ɱəɠɚɜɘɌɢɱɫ, ɚɞɜɔɘɌəɌ ɓ ɜɱɓəɔɡ ɐɒɑɜɑɗ, ɛɑɜɑɞ-

Ɏɚɜɪɯɞɨɝɫ əɌ ɜɚɓɎɱɐɟɎɌɗɨəɱ ɐɌəɱ, ɫɖɱ ɘɱɝɞɫɞɨ əɑɚɍɡɱɐəɱ Ɏɱɐɚɘɚɝ-

ɞɱ ɛɜɚ ɛɜɚɞɔɎəɔɖɌ, ɓɌɏɜɚɓɔ, ɖɗɱɘɌɞ, ɛɚɏɚɐəɱ ɟɘɚɎɔ, ɜɑɗɨɯɠ ɘɱɝ-
ɢɑɎɚɝɞɱ ɞɚɥɚ. 

 
ȼɔɝɟəɚɖ 2 ð ȾɔɛɚɎɌ ɝɡɑɘɌ ɛɜɚɢɑɝɟ Ɏɑɐɑəəɫ OSINT: ȻɗɌə ÝȻɱɐ-
ɏɚɞɚɎɖɌ ÝȳɍɔɜɌəəɫ ÝȮɔɜɚɍəɔɢɞɎɚ. ȳɌɏɌɗɨəɱ ɓəɌəəɫ ɜɚɓɎɱɐ-

ɖɔ. ȺɢɱəɖɌ. ȼɚɓɛɚɎɝɪɐɒɑəəɫ12  

ȿɝɞɌəɚɎɗɑəɚ, ɥɚ ɞɌɖɱ ɑɗɑɘɑəɞɔ ɝɞɜɟɖɞɟɜɔ OSINT, ɫɖ ɛɚɝ-

ɞɱɕəɔɕ ɛɚɞɱɖ ɱəɠɚɜɘɌɢɱɲ, ɞɑɡəɱɣəɱ ɓɌɝɚɍɔ, ɛɜɚɏɜɌɘəɑ ɓɌɍɑɓɛɑ-
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ɣɑəəɫ, ɍɑɓɛɑɖɌ ɓɌɝɚɍɱɎ ɖɚɘɟəɱɖɌɢɱɲ ɞɌ ɍɌɓɔ ɐɌəɔɡ ɚɡɚɛɗɪɪɞɨ 
ɓɌɝɚɍɔ: 

¶ ɓɌɍɑɓɛɑɣɑəəɫ ɐɚɝɞɟɛəɚɝɞɱ ɜɚɓɎɱɐɟɎɌɗɨəɔɡ ɐɌəɔɡ. ȳɌ-
ɍɑɓɛɑɣɑəəɫ ɐɚɝɞɟɛəɚɝɞɱ ɜɚɓɎɱɐɟɎɌɗɨəɔɡ ɐɌəɔɡ ɯ ɛɜɚɢɑ-

ɝɚɘ, ɓɌɎɐɫɖɔ ɫɖɚɘɟ ɜɚɓɎɱɐɟɎɌɗɨəɱ ɚɜɏɌəɱɓɌɢɱɲ ɌɖɞɔɎəɚ 

ɞɌ ɚɛɑɜɌɞɔɎəɚ ɚɞɜɔɘɟɪɞɨ ɐɚɝɞɟɛ ɐɚ ɜɚɓɎɱɐɟɎɌɗɨəɚɲ ɱə-
ɠɚɜɘɌɢɱɲ; 

¶ ɜɚɓɜɚɍɗɑəəɫ ɞɌ ɛɱɐɞɜɔɘɌəəɫ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɲ ɜɚɓɎɱɐɟ-
ɎɌɗɨəɚɲ ɘɑɜɑɒɱ. ȯɚɗɚɎəɔɘ ɓɌɎɐɌəəɫɘ ɯ əɌɐɌəəɫ ɱəɠɚɜ-

ɘɌɢɱɕəɔɡ ɝɔɝɞɑɘ, ɫɖɱ ɓɌɍɑɓɛɑɣɟɪɞɨ ɓɎõɫɓɚɖ, ɝɛɱɗɨəɔɕ 

ɌəɌɗɱɓ ɱ ɚɍɜɚɍɗɑəəɫ ɱəɠɚɜɘɌɢɱɲ, ɛɚɤɔɜɑəəɫ ɘɌɞɑɜɱɌɗɱɎ 
ɞɌ ɝɞɎɚɜɑəəɫ ɟɘɚɎ ɐɚɝɞɟɛəɚɝɞɱ ɜɚɓɎɱɐɟɎɌɗɨəɔɡ ɐɌəɔɡ; 

¶ ɝɞɎɚɜɑəəɫ ɞɌ ɛɱɐɞɜɔɘɌəəɫ ɐɚɝɞɟɛɟ. ɂɑ ɓɌɎɐɌəəɫ ɛɑ-

ɜɑɐɍɌɣɌɯ ɎɝɞɌəɚɎɗɑəəɫ, ɓɌɍɑɓɛɑɣɑəəɫ ɞɌ ɛɱɐɞɜɔɘɌəəɫ 
ɐɚɝɞɟɛɟ ɐɚ ɝɑɖɜɑɞəɔɡ ɱ əɑɝɑɖɜɑɞəɔɡ ɛɜɚɏɜɌɘ, ɍɌɓ ɐɌ-

əɔɡ, ɘɑɜɑɒ, ɝɔɝɞɑɘ ɞɌ ɱəɤɔɡ ɱəɞɑɜəɑɞ-ɜɑɝɟɜɝɱɎ ɐɗɫ 

Ɏɱɕɝɨɖ ɝɚɪɓəɔɡ ɐɑɜɒɌɎ, ɚɍõɯɐəɌəɔɡ ɝɔɗ, əɌɢɱɚəɌɗɨəɔɡ 
ɌɏɑəɞɝɞɎ ɱ ɘɱɒəɌɜɚɐəɔɡ ɚɜɏɌəɱɓɌɢɱɕ; 

¶ ɝɞɎɚɜɑəəɫ ɞɌ Ɏɑɐɑəəɫ ɍɌɓ ɐɌəɔɡ. ɂɑ ɓɌɎɐɌəəɫ ɛɑɜɑɐɍɌ-
ɣɌɯ ɝɞɎɚɜɑəəɫ ɞɌ ɛɱɐɞɜɔɘɌəəɫ ɫɖ Ɏɱɐɖɜɔɞɔɡ, ɞɌɖ ɱ ɝɑɖ-

ɜɑɞəɔɡ ɍɌɓ ɐɌəɔɡ. ɀɚɜɘɟɎɌəəɫ ɞɌ Ɏɑɐɑəəɫ ɍɌɓ ɐɌəɔɡ 

ɝɛɜɔɫɯ ɤɎɔɐɖɚɘɟ ɌəɌɗɱɓɟ ɱəɠɚɜɘɌɢɱɲ, ɛɱɐɏɚɞɚɎɢɱ ɓɎɱɞɱɎ, 
ɚɍɜɚɍɗɑəəɪ ɞɌ ɛɚɤɔɜɑəəɪ ɐɌəɔɡ, Ɍ ɞɌɖɚɒ ɛɱɐɞɜɔɘɢɱ 

ɞɜɔɎɌɗɔɡ ɍɚɕɚɎɔɡ ɚɛɑɜɌɢɱɕ. 

1.4. 4. ȸɱɒəɌɜɚɐəɔɕ ɐɚɝɎɱɐ 

Ȯɑɐɑəəɫ ɜɚɓɎɱɐɖɔ ɟ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗɌɡ ɛɱɐɎɔɥɟɯ ɑɠɑɖ-
ɞɔɎəɱɝɞɨ ɐɱɫɗɨəɚɝɞɱ Ɏɝɨɚɏɚ ɜɚɓɎɱɐɟɎɌɗɨəɚɏɚ ɝɛɱɎɞɚɎɌɜɔɝɞɎɌ ð 

ɛɚɣɔəɌɪɣɔ ɓ əɌɢɱɚəɌɗɨəɚɏɚ ɱ ɓɌɖɱəɣɟɪɣɔ ɞɌɖɞɔɣəɔɘ ɜɱɎəɫɘɔ. 

ȹɔɒɣɑ əɌɎɑɐɑəɚ ɛɑɜɑɗɱɖ ɐɑɫɖɔɡ ɚɜɏɌəɱɓɌɢɱɕ, ɫɖɱ ɟ ȽɄȬ ɓɌɕɘɌ-
ɪɞɨɝɫ ɓɐɚɍɟɎɌəəɫɘ, əɌɖɚɛɔɣɑəəɫɘ, ɎɔɖɚɜɔɝɞɌəəɫɘ, ɌəɌɗɱɓɚɘ ɱ 

ɛɚɤɔɜɑəəɫɘ ɱəɠɚɜɘɌɢɱɲ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ. 

¶ ȼɌɐɌ ɱɓ ɓɌɡɔɝɞɟ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ (DOSC); 

¶ ȶɚɘɌəɐɟɎɌəəɫ ɜɚɓɎɱɐɖɔ ɞɌ ɍɑɓɛɑɖɔ ȳɍɜɚɕəɔɡ ɝɔɗ ȽɄȬ 

(INSCOM);  

¶ ȽɗɟɒɍɌ ɜɚɓɎɱɐɟɎɌɗɨəɚɲ ɱəɠɚɜɘɌɢɱɲ ȰɑɛɌɜɞɌɘɑəɞɟ ɝɟɡɚ-

ɛɟɞəɔɡ Ɏɱɕɝɨɖ (DA IIS); 

¶ ɂɑəɞɜ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɐɔɜɑɖɞɚɜɌ ȹɌɢɱɚəɌɗɨəɚɲ ɜɚɓ-

Ɏɱɐɖɔ (DNI OSC); 
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¶ ȬɖɌɐɑɘɱɫ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ; 

¶ ȰɑɛɌɜɞɌɘɑəɞ ɛɑɜɑɐɚɎɔɡ ɝɔɝɞɑɘ (ASD); 

¶ ɀȭȼ; 

¶ ɀɑɐɑɜɌɗɨəɔɕ əɌɟɖɚɎɚ-ɐɚɝɗɱɐəɔɕ Ɏɱɐɐɱɗ (FRD), ȭɱɍɗɱɚɞɑ-

ɖɌ ȶɚəɏɜɑɝɟ. 

Ȼɚɜɫɐ ɱɓ ɤɔɜɚɖɔɘ ɓɌɝɞɚɝɟɎɌəəɫɘ OSINT ɟ ȽɄȬ əɌɎɑɐɑɘɚ 
ɞɌɖɚɒ ɛɜɔɖɗɌɐɔ ɎɔɖɚɜɔɝɞɌəəɫ ɢɱɯɲ ɞɑɡəɚɗɚɏɱɲ Ɏ ɱəɤɔɡ ɖɜɌɲəɌɡ. 

ȽɗɟɒɍɌ ɓɚɎəɱɤəɨɚɲ ɜɚɓɎɱɐɖɔ ȹɱɘɑɣɣɔəɔ ð ɀɑɐɑɜɌɗɨəɌ ɜɚ-
ɓɎɱɐɟɎɌɗɨəɌ ɝɗɟɒɍɌ ð ɞɌɖɚɒ ɎɔɖɚɜɔɝɞɚɎɟɯ ɛɑɜɑɎɌɏɔ Open 

Source Intelligence ɟ ɛɱɐɜɚɓɐɱɗɌɡ Abteilung Gesamtlage/FIZ  ɞɌ 

Unterst¿tzende Fachdienste (GU) . 

Ȯ ȬɎɝɞɜɌɗɱɲ ɑɖɝɛɑɜɞɚɘ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɯ ȿɛɜɌɎɗɱəəɫ 

əɌɢɱɚəɌɗɨəɔɡ ɚɢɱəɚɖ (Office of National Assessments), ɫɖɑ ɯ ɚɐəɱ-

ɯɪ ɓ ɐɑɜɒɌɎəɔɡ ɜɚɓɎɱɐɟɎɌɗɨəɔɡ ɝɞɜɟɖɞɟɜ. ȿ Ȯɑɗɔɖɱɕ ȭɜɔɞɌəɱɲ 
ɱɝəɟɯ ɱəɠɚɜɘɌɢɱɕəɌ ɝɗɟɒɍɌ BBC Monitoring , ɓɚɝɑɜɑɐɒɑəɌ əɌ 

ɓɍɔɜɌəəɱ Ɏɱɐɖɜɔɞɚ ɐɚɝɞɟɛəɚɲ ɱəɠɚɜɘɌɢɱɲ ɝɔɗɌɘɔ ɒɟɜəɌɗɱɝɞɱɎ. 

ȬəɌɗɱɓɚɘ ɓɱɍɜɌəɔɡ ɟ BBC ɐɌəɔɡ ɓɌɕɘɌɪɞɨɝɫ ɛɑɜɑɐɛɗɌɞəɔɖɔ 
ɢɨɚɏɚ ɝɑɜɎɱɝɟ, ɓɚɖɜɑɘɌ ɕ ɝɛɱɎɜɚɍɱɞəɔɖɔ ɝɑɖɜɑɞəɔɡ ɍɜɔɞɌəɝɨɖɔɡ 

ɝɛɑɢɝɗɟɒɍ. 

ȮɔɝəɚɎɖɔ ɐɚ ɜɚɓɐɱɗɟ 1 

ȿ ɛɑɜɤɚɘɟ ɜɚɓɐɱɗɱ ɘɚəɚɏɜɌɠɱɲ ɓɐɱɕɝəɑəɚ ɝɔɝɞɑɘəɔɕ ɌəɌɗɱɓ 

ɞɑɚɜɑɞɔɖɚ-ɘɑɞɚɐɚɗɚɏɱɣəɔɡ ɓɌɝɌɐ ɖɚɘɛõɪɞɑɜəɚɲ ɖɚəɖɟɜɑəɞəɚɲ 
ɜɚɓɎɱɐɖɔ ɞɌ ɎɔɓəɌɣɑəɚ ɲɲ ɖɗɪɣɚɎɑ ɘɱɝɢɑ Ɏ ɝɔɝɞɑɘɱ ɱəɠɚɜɘɌɢɱɕ-

əɚ-ɌəɌɗɱɞɔɣəɚɏɚ ɓɌɍɑɓɛɑɣɑəəɫ ɟɛɜɌɎɗɱəəɫ ɝɟɣɌɝəɔɘɔ ɚɜɏɌəɱɓɌ-
ɢɱɫɘɔ. ȰɚɎɑɐɑəɚ, ɥɚ ɖɚɘɛõɪɞɑɜəɌ ɖɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ ɫɎɗɫɯ 

ɝɚɍɚɪ ɗɑɏɱɞɔɘəɟ ɐɱɫɗɨəɱɝɞɨ ɓɱ ɓɍɚɜɟ, ɚɍɜɚɍɖɔ ɞɌ ɌəɌɗɱɓɟ ɱəɠɚɜ-

ɘɌɢɱɲ Ɏɔɖɗɪɣəɚ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɟ ɖɚɘɛõɪɞɑɜəɔɡ ɘɑɜɑɒɌɡ, 
ɥɚ ɛɜɔəɢɔɛɚɎɚ Ɏɱɐɜɱɓəɫɯ ɲɲ Ɏɱɐ ɛɜɚɘɔɝɗɚɎɚɏɚ ɤɛɱɚəɌɒɟ ɝɟɎɚ-

ɜɔɘ ɐɚɞɜɔɘɌəəɫɘ ɛɜɌɎɚɎɔɡ ɞɌ ɑɞɔɣəɔɡ əɚɜɘ. ȺɝəɚɎəɚɪ ɘɑɞɚɪ 

ɢɨɚɏɚ ɛɜɚɢɑɝɟ ɯ ɛɱɐɞɜɔɘɖɌ ɛɜɔɕəɫɞɞɫ ɟɛɜɌɎɗɱəɝɨɖɔɡ ɜɱɤɑəɨ əɌ 
ɝɞɜɌɞɑɏɱɣəɚɘɟ ɞɌ ɞɌɖɞɔɣəɚɘɟ ɜɱɎəɫɡ, ɛɱɐɎɔɥɑəəɫ ɖɚəɖɟɜɑəɞɚɝ-

ɛɜɚɘɚɒəɚɝɞɱ ɝɟɍõɯɖɞɱɎ ɏɚɝɛɚɐɌɜɪɎɌəəɫ ɞɌ ɝɎɚɯɣɌɝəɑ ɎɔɫɎɗɑəəɫ 

ɓɌɏɜɚɓ ɍɱɓəɑɝ-ɝɑɜɑɐɚɎɔɥɟ. 

ȶɗɪɣɚɎɔɘɔ ɓɌɎɐɌəəɫɘɔ ɖɚɘɛõɪɞɑɜəɚɲ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓ-

Ɏɱɐɖɔ ɎɔɓəɌɣɑəɚ ɱəɠɚɜɘɌɢɱɕəɑ ɓɌɍɑɓɛɑɣɑəəɫ ɛɜɚɢɑɝɟ Ɏɔɜɚɍ-

ɗɑəəɫ ɜɱɤɑəɨ, ɜɌəəɯ ɛɚɛɑɜɑɐɒɑəəɫ ɛɜɚ ɛɚɞɑəɢɱɕəɱ ɜɔɓɔɖɔ, 
ɛɜɚɏəɚɓɟɎɌəəɫ ɐɱɕ ɖɚəɖɟɜɑəɞɱɎ, ɎɔɫɎɗɑəəɫ əɚɎɔɡ ɘɚɒɗɔɎɚɝɞɑɕ 

ɐɗɫ ɜɚɓɎɔɞɖɟ ɞɌ ɓɌɍɑɓɛɑɣɑəəɫ ɱəɠɚɜɘɌɢɱɕəɚɲ ɍɑɓɛɑɖɔ ɛɱɐɛɜɔ-
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ɯɘɝɞɎɌ ɤɗɫɡɚɘ ɛɜɚɞɔɐɱɲ ɜɚɓɎɱɐɟɎɌɗɨəɱɕ ɐɱɫɗɨəɚɝɞɱ ɚɛɚəɑəɞɱɎ ɟ 
ɘɑɜɑɒɑɎɚɘɟ ɝɑɜɑɐɚɎɔɥɱ. ȺɝɚɍɗɔɎɌ ɟɎɌɏɌ ɛɜɔɐɱɗɫɯɞɨɝɫ ɞɜɌəɝ-

ɠɚɜɘɌɢɱɲ ɛɱɐɡɚɐɱɎ ɐɚ ɓɍɚɜɟ ɐɌəɔɡ ɟ ɍɱɖ ɌɎɞɚɘɌɞɔɓɚɎɌəɔɡ ɛɜɚ-

ɢɑɐɟɜ ɘɚəɱɞɚɜɔəɏɟ Ɏɑɍɛɜɚɝɞɚɜɟ, ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ, ɍɗɚɏɚɝɠɑɜɔ 
ɞɌ ɘɑɝɑəɐɒɑɜɱɎ, ɥɚ ɐɚɓɎɚɗɫɯ ɎɱɐɝɞɑɒɟɎɌɞɔ ɐɔəɌɘɱɖɟ ɱəɠɚɜɘɌ-

ɢɱɕəɔɡ ɛɚɞɚɖɱɎ ɟ ɜɑɒɔɘɱ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ ɞɌ ɎɔɫɎɗɫɞɔ ɌɖɞɟɌɗɨəɱ 

ɞɑəɐɑəɢɱɲ. ȣɐɑəɞɔɠɱɖɚɎɌəɚ ɞɑɜɘɱə OSINT ɫɖ ɝɔəɚəɱɘɱɣəɔɕ ɛɚ-
əɫɞɞɪ ɱəɞɑɜəɑɞ-ɜɚɓɎɱɐɖɔ Ɏ ɖɚəɞɑɖɝɞɱ ɍɱɓəɑɝɟ, ɡɚɣɌ Ɏ ɘɱɒəɌɜɚɐ-

əɱɕ ɛɜɌɖɞɔɢɱ Ɏɱə ɞɜɌɐɔɢɱɕəɚ Ɍɝɚɢɱɪɯɞɨɝɫ ɓ ɐɑɜɒɌɎəɔɘ ɝɑɖɞɚ-
ɜɚɘ ɞɌ ɝɔɗɚɎɔɘɔ ɎɱɐɚɘɝɞɎɌɘɔ, ɐɑ əɌɖɚɛɔɣɑəɚ ɓəɌɣəɔɕ ɘɑɞɚɐɔ-

ɣəɔɕ ɐɚɝɎɱɐ. 

ȻɜɚɌəɌɗɱɓɚɎɌəɚ ɚɝəɚɎəɱ ɛɜɚɍɗɑɘɔ ɏɌɗɟɓɱ, ɝɑɜɑɐ ɫɖɔɡ ɐɚɘɱ-
əɟɪɞɨ ɱəɠɚɜɘɌɢɱɕəɑ ɛɑɜɑɎɌəɞɌɒɑəəɫ ɣɑɜɑɓ ɖɚɗɚɝɌɗɨəɱ ɚɍɝɫɏɔ 

ɐɌəɔɡ Ɏ ȣəɞɑɜəɑɞɱ, ɐɔəɌɘɱɣəɔɕ ɡɌɜɌɖɞɑɜ ɘɑɜɑɒɑɎɚɲ ɱəɠɚɜɘɌɢɱɲ, 

ɝɖɗɌɐəɱɝɞɨ ɌɎɞɚɘɌɞɔɣəɚɏɚ Ɏɔɗɟɣɑəəɫ ɛɚəɫɞɨ ɓ əɑɝɞɜɟɖɞɟɜɚɎɌ-
əɔɡ ɞɑɖɝɞɱɎ ɞɌ ɚɍɘɑɒɑəɱɝɞɨ ɐɚɝɞɟɛɟ ɐɚ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ. ȰɚɎɑ-

ɐɑəɚ əɑɚɍɡɱɐəɱɝɞɨ ɓɌɝɞɚɝɟɎɌəəɫ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ ɞɑɡəɚɗɚɏɱɕ ɖɚ-

əɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ, ɞɑɖɝɞɚɎɚɲ ɌəɌɗɱɞɔɖɔ ɞɌ ɘɌɞɑɘɌɞɔɣəɚɏɚ ɘɚ-
ɐɑɗɪɎɌəəɫ ɐɗɫ ɠɱɗɨɞɜɌɢɱɲ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɤɟɘɟ, ɎɔɫɎɗɑəəɫ 

ɛɜɔɡɚɎɌəɔɡ ɓɌɖɚəɚɘɱɜəɚɝɞɑɕ ɞɌ ɛɚɍɟɐɚɎɔ ɘɑɜɑɒ ɱəɠɚɜɘɌɢɱɕ-

əɔɡ ɓɎõɫɓɖɱɎ. ȺɍɻɜɟəɞɚɎɌəɚ ɎɌɒɗɔɎɱɝɞɨ ɜɚɓɘɑɒɟɎɌəəɫ ɛɚəɫɞɨ 
ɍɱɓəɑɝ-ɜɚɓɎɱɐɖɔ ɞɌ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, ɐɑ ɚɝɞɌəəɫ ɓɚɝɑɜɑ-

ɐɒɑəɌ ɛɑɜɑɎɌɒəɚ əɌ ɓɚɎəɱɤəɨɚɘɟ ɝɑɜɑɐɚɎɔɥɱ ɞɌ ɍɑɓɛɚɝɑɜɑɐəɱɡ 

ɖɚəɖɟɜɑəɞɌɡ. 

ȼɚɓɏɗɫəɟɞɚ ɘɱɒəɌɜɚɐəɔɕ ɐɚɝɎɱɐ ɎɔɖɚɜɔɝɞɌəəɫ ɜɚɓɎɱɐɖɔ 

ɓɌ Ɏɱɐɖɜɔɞɔɘɔ ɐɒɑɜɑɗɌɘɔ ɟ ɎɱɕɝɨɖɚɎɱɕ ɝɠɑɜɱ, əɌɢɱɚəɌɗɨəɱɕ 

ɍɑɓɛɑɢɱ, ɛɜɌɎɚɓɌɝɞɚɝɟɎɌəəɱ ɞɌ ɍɱɓəɑɝɱ, ɥɚ ɛɱɐɞɎɑɜɐɒɟɯ Ɏɔɝɚɖɟ 
ɑɠɑɖɞɔɎəɱɝɞɨ ɞɌɖɔɡ ɘɑɞɚɐɱɎ ɞɌ ɲɡəɪ ɓɐɌɞəɱɝɞɨ ɓɌɍɑɓɛɑɣɟɎɌɞɔ 

ɓəɌɣəɟ ɣɌɝɞɖɟ əɑɚɍɡɱɐəɚɲ ɐɗɫ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ ɱəɠɚɜɘɌɢɱɲ ɛɜɔ 
ɘɱəɱɘɌɗɨəɔɡ ɎɔɞɜɌɞɌɡ. ȳɌɏɌɗɚɘ ɘɌɞɑɜɱɌɗɔ ɜɚɓɐɱɗɟ ɠɚɜɘɟɪɞɨ 

ɍɌɓɔɝ ɐɗɫ ɛɚɐɌɗɨɤɚɏɚ ɐɚɝɗɱɐɒɑəəɫ ɞɑɡəɚɗɚɏɱɣəɔɡ ɱəɝɞɜɟɘɑəɞɱɎ, 

ɘɌɞɑɘɌɞɔɣəɔɡ ɚɝəɚɎ ɞɌ ɛɜɚɏɜɌɘəɔɡ ɜɑɌɗɱɓɌɢɱɕ ɝɔɝɞɑɘ ɖɚəɖɟ-
ɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, ɫɖɱ ɜɚɓɏɗɫɐɌɪɞɨɝɫ Ɏ əɌɝɞɟɛəɔɡ ɜɚɓɐɱɗɌɡ ɘɚ-

əɚɏɜɌɠɱɲ, ɞɌ ɛɱɐɖɜɑɝɗɪɪɞɨ ɌɖɞɟɌɗɨəɱɝɞɨ ɜɚɓɎɔɞɖɟ ɢɔɡ əɌɛɜɫɘɱɎ 

Ɏ ɟɘɚɎɌɡ ɏɗɚɍɌɗɱɓɌɢɱɲ ɑɖɚəɚɘɱɖɔ ɞɌ ɓɌɏɚɝɞɜɑəəɫ ɱəɠɚɜɘɌɢɱɕəɚɏɚ 
ɛɜɚɞɔɝɞɚɫəəɫ. 
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2. Ⱦɑɡəɚɗɚɏɱɲ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ  

 
ȶɚɘɛõɪɞɑɜəɌ ɖɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ ɎɔɖɚɜɔɝɞɚɎɟɯ ɟ ɝɎɚɯɘɟ 

ɌɜɝɑəɌɗɱ ɜɱɓəɚɘɌəɱɞəɱ ɓɌɝɚɍɔ, əɌɕɍɱɗɨɤ ɜɚɓɎɔəɑəɔɘɔ ɓ ɫɖɔɡ ɯ 

ɝɛɑɢɱɌɗɱɓɚɎɌəɱ ɱəɠɚɜɘɌɢɱɕəɚ-ɌəɌɗɱɞɔɣəɱ ɝɔɝɞɑɘɔ.  

ȣəɠɚɜɘɌɢɱɕəɚ-ɌəɌɗɱɞɔɣəɌ ɝɔɝɞɑɘɌ ɖɚɘɛõɪɞɑɜəɚɲ ɖɚəɖɟɜɑə-

ɞəɚɲ ɜɚɓɎɱɐɖɔ ɎɖɗɪɣɌɯ ɞɌɖɱ ɖɚɘɛɚəɑəɞɔ: 

¶ ɖɚɘɛɗɑɖɝɔ ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ ɱəɠɚɜɘɌɢɱɲ ɓ Ɏɱɐɖɜɔ-
ɞɔɡ ɘɑɜɑɒ (Ɏɑɍɛɜɚɝɞɚɜɟ, ɝɚɢɱɌɗɨəɔɡ, ɛɱɜɔəɏɚɎɔɡ ɘɑɜɑɒ 

ɞɚɥɚ); 

¶ ɓɌɝɚɍɔ ɑɖɝɞɜɌɏɟɎɌəəɫ ɛɚəɫɞɨ (ɖɚɘɛɌəɱɕ, ɚɝɱɍ, ɛɚɐɱɕ 

ɞɚɥɚ) ɓ ɛɚɎəɚɞɑɖɝɞɚɎɔɡ ɐɚɖɟɘɑəɞɱɎ; 

¶ ɓɌɝɚɍɔ ɎɔɫɎɗɑəəɫ ɞɌ ɎɱɓɟɌɗɱɓɌɢɱɲ ɱəɠɚɜɘɌɢɱɕəɔɡ 
ɓɎõɫɓɖɱɎ, ɎɔɫɎɗɑəəɫ ɌəɚɘɌɗɱɕ ɱ əɑɚɣɑɎɔɐəɔɡ ɓɌɖɚəɚɘɱɜ-

əɚɝɞɑɕ; 

¶ ɓɌɝɚɍɔ ɠɚɜɘɟɎɌəəɫ ɌəɌɗɱɞɔɣəɔɡ ɐɚɖɟɘɑəɞɱɎ, ɥɚ əɌɐɌ-

ɪɞɨɝɫ ɚɝɚɍɌɘ, ɫɖɱ ɛɜɔɕɘɌɪɞɨ ɜɱɤɑəəɫ (ȺȻȼ). 

ȳɘɱɝɞɚɎəɌ ɣɌɝɞɔəɌ, ɱəɠɚɜɘɌɢɱɕəɌ ɍɌɓɌ ɱəɠɚɜɘɌɢɱɕəɚ-

ɌəɌɗɱɞɔɣəɚɲ ɝɔɝɞɑɘɔ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɠɚɜɘɟɯɞɨɝɫ ɖɚɘ-

ɛɗɑɖɝɚɘ ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ. ȺɝɚɍɗɔɎɚɝɞɱ ɝɟɣɌɝəɔɡ ɖɚɘɛɗɑɖ-
ɝɱɎ ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ ɛɚɗɫɏɌɪɞɨ ɟ ɞɚɘɟ, ɥɚ Ɏɚəɔ ɛɚɎɔəəɱ 

ɚɡɚɛɗɪɎɌɞɔ Ɏɑɗɔɣɑɓəɱ ɚɍɝɫɏɔ ɱəɠɚɜɘɌɢɱɲ ɓ ɐɔəɌɘɱɣəɚ ɓɜɚɝɞɌɪ-

ɣɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ ɟ ɘɑɜɑɒɌɡ ɓɌ əɌɫɎəɚɝɞɱ ɤɟɘɚɎɚɲ 
ɱəɠɚɜɘɌɢɱɲ, ɓəɌɣəɚɲ ɣɌɝɞɔəɔ ɝɗɌɍɖɚ ɐɚɝɞɟɛəɔɡ ɜɑɝɟɜɝɱɎ, ɞɌɖ 

ɓɎɌəɚɏɚ çɛɜɔɡɚɎɌəɚɏɚ ȣəɞɑɜəɑɞɟè. ȿ ɐɑɫɖɔɡ ɎɔɛɌɐɖɌɡ ɜɑɌɗɱɓɌɢɱɫ 

ɢɨɚɏɚ ɖɚɘɛɗɑɖɝɟ ɘɚɒɑ ɍɟɞɔ ɛɑɜɑɐɌəɌ ɞɌɖ ɓɎɌəɔɘ çɛɜɚɢɑɝɚɜɌɘ 
ɓɍɚɜɟ ɐɌəɔɡè ð ɖɚɘɛɌəɱɫɘ, ɫɖɱ ɓɌɕɘɌɪɞɨɝɫ ɢɱɗɑɝɛɜɫɘɚɎɌəɔɘ 

ɓɍɚɜɚɘ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɱəɠɚɜɘɌɢɱɲ ɱɓ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ ɎɱɐɛɚɎɱ-

ɐəɚ ɐɚ Ɏɔɘɚɏ ɓɌɘɚɎəɔɖɱɎ. 
ɀɚɜɘɟɎɌəəɫ ɍɌɓɔ ɐɌəɔɡ (ȭȰ) ȣȬȽ ȶȶȼ ɎɱɐɍɟɎɌɯɞɨɝɫ ɤɗɫɡɚɘ 

ɛɱɐɖɗɪɣɑəəɫ ɐɚ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɱ ɓɍɚɜɟ (ɓɌ ɛɑɎəɔɘɔ ɖɜɔɞɑɜɱɫ-

ɘɔ ɞɌ ɌɖɌɟəɞɌɘɔ) ɱəɠɚɜɘɌɢɱɲ ɓ ɎɔɓəɌɣɑəɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɜɑ-
ɝɟɜɝɱɎ (əɌɎɑɐɑəɔɕ əɔɒɣɑ ɝɛɔɝɚɖ ɘɚɒɑ ɜɚɓɤɔɜɪɎɌɞɔɝɫ): 

ȮɑɍɝɌɕɞɔ 

ȭɗɚɏɔ: 

¶ X (Twitter);  

¶ LiveJournal.  

ȽɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ: 
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¶ Facebook;  

¶ Instagram;  

¶ LinkedIn;  

¶ Reddit;  

¶ Medium.  

ȮɱɐɑɚɝɑɜɎɱɝɔ: 

¶ YouTube;  

¶ TikTok.  

ȸɑɝɑəɐɒɑɜɔ: 

¶ Telegram;  

¶ Viber.  

ȶɜɱɘ ɞɚɏɚ, ɘɌɯ ɍɟɞɔ ɛɑɜɑɐɍɌɣɑəɌ ɘɚɒɗɔɎɱɝɞɨ əɌɗɌɤɞɟɎɌəəɫ 

ɌɐɘɱəɱɝɞɜɌɞɚɜɚɘ ɖɚɘɛɗɑɖɝɟ ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ ȣȬȽ ȶȶȼ ɘɚ-

ɐɟɗɱɎ ɌɎɞɚɘɌɞɔɣəɚɏɚ ɝɖɌəɟɎɌəəɫ ɞɌ ɛɑɜɎɔəəɚɲ ɚɍɜɚɍɖɔ, Ɍ ɓɌ 
ɛɚɞɜɑɍɔ ð ɝɞɎɚɜɑəəɫ ɝɗɟɒɍɚɎɔɡ ɌɖɌɟəɞɱɎ, ɣɑɜɑɓ ɫɖɱ ɚɜɏɌəɱɓɚɎɟ-

ɯɞɨɝɫ ɐɚɝɞɟɛ ɐɚ ɛɑɎəɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɜɑɝɟɜɝɱɎ. 

ȳɌ ɐɚɛɚɘɚɏɚɪ ɖɚɘɛɗɑɖɝɱɎ ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ Ɏ ɘɑɒɌɡ 
ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, ɫɖ ɛɜɌɎɔɗɚ, ɜɚɓɎõɫɓɟɪɞɨɝɫ ɞɌɖɱ ɓɌɎɐɌə-

əɫ: 

¶ ɘɚəɱɞɚɜɔəɏ ɐɱɫɗɨəɚɝɞɱ ɛɌɜɞəɑɜɱɎ, ɖɚəɖɟɜɑəɞɱɎ, ɜɑɏɟɗɫ-

ɞɚɜəɔɡ ɚɜɏɌəɱɎ; 

¶ ɖɚəɞɜɚɗɨ ɘɑɐɱɌ ɛɜɔɝɟɞəɚɝɞɱ ɞɌ ɘɑɐɱɌ ɌɖɞɔɎəɚɝɞɱ ɟɣɌɝ-
əɔɖɱɎ ɜɔəɖɟ; 

¶ ɛɚɤɟɖ ɱəɠɚɜɘɌɢɱɲ ɛɜɚ ɟɣɌɝəɔɖɱɎ ɜɔəɖɱɎ; 

¶ ɎɔɫɎɗɑəəɫ əɚɎɔɡ ɛɜɚɐɟɖɞɱɎ əɌ ɜɔəɖɌɡ; 

¶ ɎɔɫɎɗɑəəɫ əɚɎɔɡ ɏɜɌɎɢɱɎ əɌ ɜɔəɖɌɡ; 

¶ ɚɜɏɌəɱɓɌɢɱɫ ɜɑɞɜɚɝɛɑɖɞɔɎəɚɏɚ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɠɚəɐɟ 

ɐɚɖɟɘɑəɞɱɎ ɐɗɫ ɲɡ ɛɚɐɌɗɨɤɚɏɚ ɎɔɖɚɜɔɝɞɌəəɫ Ɏ ɌəɌɗɱɞɔ-
ɣəɱɕ ɐɱɫɗɨəɚɝɞɱ. 

Ȼɜɚɢɑɝ ɛɑɜɑɞɎɚɜɑəəɫ çɝɔɜɔɡè ɐɌəɔɡ əɌ ɓəɌəəɫ ɞɌ ɐɚɎɑɐɑə-

əɫ ɲɡ ɐɚ ɖɱəɢɑɎɔɡ ɝɛɚɒɔɎɌɣɱɎ ɛɜɔɕəɫɞɚ əɌɓɔɎɌɞɔ ɜɚɓɎɱɐɟɎɌɗɨ-
əɔɘ ɢɔɖɗɚɘ. ȿ ɖɗɌɝɔɣəɚɘɟ ɜɚɓɟɘɱəəɱ ɜɚɓɎɱɐɟɎɌɗɨəɔɕ ɢɔɖɗ 

ɛɜɔɕəɫɞɚ ɛɚɐɱɗɫɞɔ əɌ ɛõɫɞɨ ɚɝəɚɎəɔɡ ɑɞɌɛɱɎ: 

¶ ɎɔɓəɌɣɑəəɫ ɢɱɗɑɕ, ɛɗɌəɟɎɌəəɫ, ɎɔɓəɌɣɑəəɫ ɐɒɑɜɑɗ ɱə-
ɠɚɜɘɌɢɱɲ; 

¶ ɓɍɱɜ, ɓɐɚɍɟɎɌəəɫ ɐɌəɔɡ; 
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¶ ɚɍɜɚɍɖɌ ɜɚɓɎɱɐɟɎɌɗɨəɔɡ ɐɌəɔɡ ð ɛɑɜɑɞɎɚɜɑəəɫ ɲɡ əɌ ɜɚ-
ɓɎɱɐɟɎɌɗɨəɟ ɱəɠɚɜɘɌɢɱɪ; 

¶ ɌəɌɗɱɓ ɱ ɝɔəɞɑɓ ɜɚɓɎɱɐɟɎɌɗɨəɚɲ ɱəɠɚɜɘɌɢɱɲ ð ɛɑɜɑɞɎɚ-
ɜɑəəɫ ɲɲ əɌ ɓəɌəəɫ (ɎɔɝəɚɎɖɔ, ɜɑɖɚɘɑəɐɌɢɱɲ, ɜɱɤɑəəɫ); 

¶ ɐɚɎɑɐɑəəɫ ɱəɠɚɜɘɌɢɱɲ ɐɚ ɖɱəɢɑɎɔɡ ɝɛɚɒɔɎɌɣɱɎ. 

Ƚɗɱɐ ɞɌɖɚɒ ɓɌɓəɌɣɔɞɔ ɐɑɫɖɱ ɖɗɪɣɚɎɱ ɚɝɚɍɗɔɎɚɝɞɱ ɓɌɓəɌɣɑ-

əɔɡ ɑɞɌɛɱɎ: 

¶ ɎɔɓəɌɣɑəəɫ ɢɱɗɑɕ ɱ ɛɗɌəɟɎɌəəɫ ɐɚɢɱɗɨəɚ ɛɚɐɱɗɫɞɔ əɌ 
ɞɜɔ ɜɱɎəɱ ð ɝɞɜɌɞɑɏɱɣəɔɕ, ɞɌɖɞɔɣəɔɕ ɱ ɚɛɑɜɌɞɔɎəɔɕ; 

¶ əɌ ɑɞɌɛɱ ɓɍɚɜɟ ɱəɠɚɜɘɌɢɱɲ əɌɐɓɎɔɣɌɕəɚ ɎɌɒɗɔɎɚ ɓɌɗɟ-
ɣɔɞɔ ɫɖɚɘɚɏɌ ɍɱɗɨɤɟ ɖɱɗɨɖɱɝɞɨ əɑɓɌɗɑɒəɔɡ ɱ ɛɑɜɎɔəəɔɡ 

ɐɒɑɜɑɗ; 

¶ ɛɜɚɢɑɝ ɚɍɜɚɍɖɔ ɐɌəɔɡ ɛɑɜɑɐɍɌɣɌɯ ɚɍɗɱɖ, ɖɗɌɝɔɠɱɖɌɢɱɪ, 
Ɏɱɐɍɱɜ, ɎɑɜɔɠɱɖɌɢɱɪ ɞɌ ɚɢɱəɖɟ ɓɐɚɍɟɞɔɡ Ɏɱɐɚɘɚɝɞɑɕ; 

¶ ɜɚɓɎɱɐɟɎɌɗɨəɔɕ ɢɔɖɗ ɟ ɐɑɫɖɔɡ ɎɔɛɌɐɖɌɡ ɘɚɒɑ əɑ ɛɚɞ-
ɜɑɍɟɎɌɞɔ ɏɗɔɍɚɖɚɏɚ ɚɛɜɌɢɪɎɌəəɫ: əɌɛɜɔɖɗɌɐ, ɓɌ ɟɘɚɎ 

ɚɍɘɑɒɑəɚɏɚ ɣɌɝɟ Ɏɱə ɘɚɒɑ ɍɟɞɔ əɑɛɚɎəɔɘ ɱ ɓɌɎɑɜɤɟɎɌ-

ɞɔɝɫ ɛɑɜɑɐɌəəɫɘ ɝɛɚɒɔɎɌɣɌɘ əɑ ɓəɌəɨ ɟ Ɏɔɏɗɫɐɱ ɚɝɞɌ-
ɞɚɣəɔɡ ɎɔɝəɚɎɖɱɎ, ɜɑɖɚɘɑəɐɌɢɱɕ ɣɔ ɛɜɚɯɖɞɱɎ ɜɱɤɑəɨ, Ɍ 

ɗɔɤɑ ɚɍɜɚɍɗɑəɚɲ ɱəɠɚɜɘɌɢɱɲ ɟ Ɏɔɏɗɫɐɱ ɱəɠɚɜɘɌɢɱɕəɔɡ 
ɐɚɎɱɐɚɖ; 

¶ ɟ ɜɚɓɎɱɐɟɎɌɗɨəɚɘɟ ɐɚɖɟɘɑəɞɱ əɑ ɛɚɎɔəəɚ ɍɟɞɔ ɛɚɝɔɗɌəɨ 

əɌ ɖɚəɠɱɐɑəɢɱɕəɱ ɐɒɑɜɑɗɌ ɱəɠɚɜɘɌɢɱɲ, ɚɝɖɱɗɨɖɔ ɢɑ ɘɚ-
ɒɑ ɛɜɔɓɎɑɝɞɔ ɐɚ ɲɡ ɜɚɓɖɜɔɞɞɫ; 

¶ ɎɔɝəɚɎɖɔ ɞɌ ɜɑɖɚɘɑəɐɌɢɱɲ ɛɚɎɔəəɱ ɍɟɞɔ ɣɱɞɖɔɘɔ, ɖɚɜɚ-
ɞɖɔɘɔ ɕ ɚɐəɚɓəɌɣəɔɘɔ, Ɍ ɛɜɚɏəɚɓɔ ð ɘɌɞɔ ɕɘɚɎɱɜəɱɝ-

əɔɕ ɡɌɜɌɖɞɑɜ; 

¶ ɐɚɎɑɐɑəəɫ ɱəɠɚɜɘɌɢɱɲ ɐɚ ɖɱəɢɑɎɔɡ ɝɛɚɒɔɎɌɣɱɎ ɘɌɯ 
ɓɐɱɕɝəɪɎɌɞɔɝɫ ɟ ɠɚɜɘɱ, ɌɐɌɛɞɚɎɌəɱɕ ɐɚ ɝɛɜɔɕəɫɞɞɫ 

ɓɌɘɚɎəɔɖɌ ɞɌ ɓɜɟɣəɱɕ ɐɗɫ ɜɚɓɟɘɱəəɫ (ɢɱɖɌɎɚ ɓɌɓəɌɣɔɞɔ, 
ɥɚ, əɌɛɜɔɖɗɌɐ, ɂȼȿ əɌɐɌɎɌɗɚ ɛɜɑɓɔɐɑəɞɟ ȽɄȬ ȼ. ȼɑɕ-

ɏɌəɟ ɥɚɐɑəəɟ ɱəɠɚɜɘɌɢɱɪ ɟ Ɏɔɏɗɫɐɱ Ɏɱɐɑɚɠɱɗɨɘɟ, ɫɖɔɕ 

ɓəɱɘɌɗɔ ɥɚɐəɫ, ɚɝɖɱɗɨɖɔ ɖɚɗɔɤəɱɕ ɖɱəɚɌɖɞɚɜ ɝɛɜɔɕɘɌɎ 
ɞɌɖɟ ɠɚɜɘɟ ɛɚɐɌəəɫ ɱəɠɚɜɘɌɢɱɲ ɍɱɗɨɤ ɌɐɑɖɎɌɞəɚ). 

Ⱥɞɒɑ, Ɏɱɐɖɜɔɞɱ ɐɒɑɜɑɗɌ ɯ əɌɕɍɱɗɨɤ ɐɚɝɞɟɛəɔɘ ɖɌəɌɗɚɘ ɱə-

ɠɚɜɘɌɢɱɲ. Ȼɱɐ ɣɌɝ ɲɡ ɎɔɖɚɜɔɝɞɌəəɫ ɓɜɚɝɞɌɯ ɚɍõɯɖɞɔɎəɱɝɞɨ ɚɞɜɔ-
ɘɟɎɌəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɛɜɚɞɑ ɜɱɓɖɚ ɓɍɱɗɨɤɟɪɞɨɝɫ ɞɜɟɐɚɎɱ ɎɔɞɜɌɞɔ 

əɌ Ɏɔɗɟɣɑəəɫ ɛɚɞɜɱɍəɔɡ Ɏɱɐɚɘɚɝɞɑɕ. Ⱦɚɘɟ Ɏ ɖɚɘɛõɪɞɑɜəɱɕ ɖɚə-
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ɖɟɜɑəɞəɱɕ ɜɚɓɎɱɐɢɱ ɛɚɎɔəəɱ ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɫ ɝɛɑɢɱɌɗɱɓɚɎɌəɱ ɘɑ-
ɞɚɐɔɖɔ ɞɌ ɝɔɝɞɑɘɔ. ȾɌɖɱ ɘɑɞɚɐɔɖɔ ɕ ɝɔɝɞɑɘɔ ɝɞɎɚɜɪɎɌɗɔɝɫ Ɏ 

ɱəɞɑɜɑɝɌɡ ɝɛɑɢɝɗɟɒɍ ɟɛɜɚɐɚɎɒ ɍɌɏɌɞɨɚɡ ɜɚɖɱɎ ɫɖ əɌ ȳɌɡɚɐɱ, ɞɌɖ 

ɱ Ɏ ɖɚɗɔɤəɨɚɘɟ ȼɌɐɫəɝɨɖɚɘɟ Ƚɚɪɓɱ. Ȼɑɜɑɡɱɐ ɓɌ ɚɝɞɌəəɱ 10ð20 
ɜɚɖɱɎ ɓəɌɣəɚɲ ɣɌɝɞɔəɔ ɝɎɱɞɚɎɚɲ ɱəɠɚɜɘɌɢɱɲ ɓ ɛɌɛɑɜɚɎɚɲ ɠɚɜɘɔ Ɏ 

ɑɗɑɖɞɜɚəəɟ, ɤɔɜɚɖɑ ɎɔɖɚɜɔɝɞɌəəɫ ɞɌ ɓɜɚɝɞɌəəɫ ɚɍɝɫɏɱɎ ɘɑɜɑɒɱ 

ȣəɞɑɜəɑɞ, ɝɟɣɌɝəɱ ɱəɠɚɜɘɌɢɱɕəɱ ɞɑɡəɚɗɚɏɱɲ ɓɜɚɍɔɗɔ ɖɚəɖɟɜɑəɞəɟ 
ɜɚɓɎɱɐɖɟ Ɏ ȣəɞɑɜəɑɞɱ ɚɐəɔɘ ɱɓ əɌɕɛɑɜɝɛɑɖɞɔɎəɱɤɔɡ əɌɛɜɫɘɱɎ 

ɜɚɓɎɱɐɟɎɌɗɨəɚɲ ɐɱɫɗɨəɚɝɞɱ. Ⱦɚɕ ɠɌɖɞ, ɥɚ ɞɌɖ ɐɱɪɞɨ ɛɜɌɖɞɔɣəɚ 
Ɏɝɱ ɝɛɑɢɝɗɟɒɍɔ ɝɎɱɞɟ, ɗɔɤɑ ɛɱɐɞɎɑɜɐɒɟɯ ɛɑɜɝɛɑɖɞɔɎəɱɝɞɨ ɢɨɚɏɚ 

əɌɛɜɫɘɟ. 

Ȱɗɫ ɛɚɤɟɖɟ ɞɌ ɓɍɚɜɟ ɱəɠɚɜɘɌɢɱɲ Ɏ ɖɚɘɛõɪɞɑɜəɔɡ ɘɑɜɑɒɌɡ Ɏ 
ɱəɞɑɜɑɝɌɡ ɜɚɓɎɱɐɖɔ ɟ Ɏɝɨɚɘɟ ɝɎɱɞɱ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɝɛɑɢɱɌɗɨəɱ 

ɘɚəɱɞɚɜɔəɏɚɎɱ ɝɔɝɞɑɘɔ ɓɍɚɜɟ ɐɌəɔɡ, ɛɜɚɢɑɝɚɜɔ ɓɍɚɜɟ ɐɌəɔɡ, ɫɖɱ 

ɓɌɝɞɚɝɚɎɟɪɞɨ ɝɛɑɢɱɌɗɨəɱ ɛɜɚɏɜɌɘəɱ ɖɚɘɛɗɑɖɝɔ (əɌ 
ɖɚɘɛõɪɞɑɜəɚɘɟ ɝɗɑəɏɟ ɲɡ əɌɓɔɎɌɪɞɨ çɜɚɍɚɞɌɘɔè Ɍɍɚ çɛɌɎɟɖɌ-

ɘɔè). ȻɜɚɏɜɌɘɌ-ɜɚɍɚɞ ɝɌɘɚɝɞɱɕəɚ ɚɍɡɚɐɔɞɨ ɓɌ ɓɌɐɌəɔɘ ɏɜɌɠɱ-

ɖɚɘ ɓɌɓəɌɣɑəɱ Ɍɐɜɑɝɔ (URL) ɟ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ, ɓɌɎɌəɞɌɒɟɯ ɓ 
əɔɡ ɐɌəɱ, Ɍ ɛɚɞɱɘ ɎɔɗɟɣɌɯ ɓ əɔɡ ɛɚɞɜɱɍəɟ ɱəɠɚɜɘɌɢɱɪ, Ɏɔɖɚɜɔɝ-

ɞɚɎɟɪɣɔ ɢɱɗɔɕ ɌɜɝɑəɌɗ ɓɌɝɚɍɱɎ ɗɱəɏɎɱɝɞɔɣəɚɏɚ, ɝɑɘɌəɞɔɣəɚɏɚ ɞɌ 

ɝɞɌɞɔɝɞɔɣəɚɏɚ ɌəɌɗɱɓɟ. ȾɌɖɱ ɛɜɚɏɜɌɘəɱ ɖɚɘɛɗɑɖɝɔ ɌɎɞɚɘɌɞɔɣəɚ 
ɛɑɜɑɡɚɛɗɪɪɞɨ ɍɟɐɨ-ɫɖɟ ɱəɠɚɜɘɌɢɱɪ, ɛɚɝɞɌɎɗɑəɟ əɌ ɘɚəɱɞɚɜɔəɏ, 

ɥɚɕəɚ ɎɚəɌ ɓõɫɎɗɫɯɞɨɝɫ ɟ ɐɚɝɞɟɛəɚɘɟ ɝɑɏɘɑəɞɱ ɘɑɜɑɒɱ. 

Ȼɱɐ ɣɌɝ ɚɜɏɌəɱɓɌɢɱɲ ɖɚɘɛõɪɞɑɜəɚɲ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ 
ɤɔɜɚɖɑ ɓɌɝɞɚɝɟɎɌəəɫ ɚɞɜɔɘɌɎ əɌɛɜɫɘ əɌɟɖɔ, ɥɚ Ɏɔəɔɖ əɌ 

ɝɞɔɖɟ ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ, ɝɞɌɞɔɝɞɔɖɔ ɞɌ ɞɑɚɜɱɲ ɍɌɓ ɐɌəɔɡ, Ɏɱ-

ɐɚɘɔɕ ɫɖ Knowledge Discovery (ɎɔɫɎɗɑəəɫ ɓəɌəɨ), ɫɖɔɕ Ɏɔɖɚɜɔ-
ɝɞɚɎɟɯ ɖɚəɢɑɛɢɱɲ Data Mining (ɏɗɔɍɔəəɔɕ ɌəɌɗɱɓ ɠɚɜɘɌɗɱɓɚɎɌ-

əɔɡ ɐɌəɔɡ) ɞɌ Text Mining / Information Extracting (ɏɗɔɍɔəəɔɕ 
ɌəɌɗɱɓ ɞɑɖɝɞɱɎ / Ɏɔɗɟɣɑəəɫ ɓəɌəɨ ɓ ɱəɠɚɜɘɌɢɱɲ). ȿəɱɖɌɗɨəɔɘɔ 

ɚɝɚɍɗɔɎɚɝɞɫɘɔ ɢɔɡ ɖɚəɢɑɛɢɱɕ ɱ ɞɑɡəɚɗɚɏɱɕ ɯ ɞɑ, ɥɚ ɓ ɲɡ ɐɚɛɚɘɚ-

ɏɚɪ ɘɚɒəɌ ɚɞɜɔɘɟɎɌɞɔ ɓ çɝɔɜɔɡè ɐɌəɔɡ ɜɌəɱɤɑ əɑɎɱɐɚɘɱ, əɑ-
ɚɣɑɎɔɐəɱ, ɛɜɌɖɞɔɣəɚ ɖɚɜɔɝəɱ ɞɌ ɛɜɔɐɌɞəɱ ɐɗɫ ɱəɞɑɜɛɜɑɞɌɢɱɲ 

ɓəɌəəɫ, əɑɚɍɡɱɐəɱ ɐɗɫ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ ɟ ɜɱɓəɔɡ ɝɠɑɜɌɡ ɐɱɫɗɨ-

əɚɝɞɱ. ȾɌɖɱ ɞɑɡəɚɗɚɏɱɲ ɓɐɑɍɱɗɨɤɚɏɚ ɓɌɝɞɚɝɚɎɟɎɌɗɔɝɫ ɝɛɑɢɱɌɗɨəɔ-
ɘɔ ɝɗɟɒɍɌɘɔ. 

Ⱥɐəɔɘ ɱɓ ɛɑɜɤɔɡ ɜɚɓɝɑɖɜɑɣɑəɔɡ ɛɚɐɱɍəɔɡ ɖɚɘɛɗɑɖɝɱɎ ɝɞɌɗɌ 

ɠɜɌəɢɟɓɨɖɌ ɝɔɝɞɑɘɌ TAIGA (Traitement Automatique de 
lõInformation G®opolitique dõActualit® ð ɌɎɞɚɘɌɞɔɣəɌ ɝɔɝɞɑɘɌ 
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ɚɍɜɚɍɖɔ ɌɖɞɟɌɗɨəɚɲ ɏɑɚɛɚɗɱɞɔɣəɚɲ ɱəɠɚɜɘɌɢɱɲ)13. ɂɑɕ ɛɜɚɏɜɌɘ-
əɔɕ ɖɚɘɛɗɑɖɝ ɛɜɚɞɫɏɚɘ ɎɔɖɚɜɔɝɞɚɎɟɎɌɎɝɫ Ɏ ɱəɞɑɜɑɝɌɡ ɠɜɌəɢɟ-

ɓɨɖɚɲ ɜɚɓɎɱɐɖɔ, Ɍ əɌ ɢɑɕ ɣɌɝ ɐɚɓɎɚɗɑəɔɕ ɐɚ ɖɚɘɑɜɢɱɕəɚɏɚ Ɏɔɖɚ-

ɜɔɝɞɌəəɫ. ȹɚɎɔɕ ɍɱɗɨɤ ɐɚɝɖɚəɌɗɔɕ ɖɚɘɛɗɑɖɝ Noemic, ɛɚɝɞɌɎ-
ɗɑəɔɕ əɌ ɚɓɍɜɚɯəəɫ ɠɜɌəɢɟɓɨɖɚɲ ɜɚɓɎɱɐɖɔ, ɓɐɌɞəɔɕ ɚɍɜɚɍɗɫɞɔ 

ɱəɠɚɜɘɌɢɱɪ ɓɱ ɤɎɔɐɖɱɝɞɪ ɛɚəɌɐ 1 ɘɱɗɨɫɜɐ ɓəɌɖɱɎ ɓɌ ɝɑɖɟəɐɟ. 

ȬɘɑɜɔɖɌəɝɨɖɔɕ ɌəɌɗɚɏ ɢɔɡ ɛɜɚɏɜɌɘəɔɡ ɖɚɘɛɗɑɖɝɱɎ Topic  (ɟ 
ɛɑɜɑɖɗɌɐɱ ð çȾɑɘɌè) ɞɌɖɚɒ ɟɒɑ ɜɚɓɝɑɖɜɑɣɑəɔɕ ɱ ɛɑɜɑɐɌəɔɕ ɐɗɫ 

ɖɚɘɑɜɢɱɕəɚɏɚ ɎɔɖɚɜɔɝɞɌəəɫ. 
ȬəɌɗɚɏɱɣəɱ ɌəɌɗɱɞɔɣəɱ ɝɔɝɞɑɘɔ ɝɞɎɚɜɪɎɌɗɔɝɫ ɱ Ɏ ɖɚɗɔɤəɨɚ-

ɘɟ ȽȼȽȼ, ɓɚɖɜɑɘɌ Ɏ ȼɚɝɱɲ. ȰɚɝɞɌɞəɨɚ ɓɏɌɐɌɞɔ ɞɌɖɱ Ɏɱɐɚɘɱ ɝɔɝɞɑ-

ɘɔ ɀȬȻȽȣ, ɫɖ çȭɌɜɚɘɑɞɜè ɱ çȱɗɨɍɜɟɝè. Ȯɚəɔ ɓɌɕɘɌɗɔɝɫ ɚɍɜɚɍɖɚɪ 
ɜɚɝɱɕɝɨɖɚɲ ɞɌ ɓɌɜɟɍɱɒəɚɲ ɛɜɑɝɔ, ɝɞɌɞɔɝɞɔɣəɚɲ ɕ ɚɛɑɜɌɞɔɎəɚɲ 

ɱəɠɚɜɘɌɢɱɲ. 

ȽɞɎɚɜɑəəɫ ɞɌ ɎɔɖɚɜɔɝɞɌəəɫ ɛɚɐɱɍəɔɡ ɝɔɝɞɑɘ ɞɜɔɎɌɯ ɕ əɔ-
əɱ. ȹɌɛɜɔɖɗɌɐ, ɝɔɝɞɑɘɌ Radian6 (www.radian6.com ) ɛɜɔɓəɌɣɑəɌ 

ɐɗɫ Ɏɱɐɝɞɑɒɑəəɫ Ɏ ɜɑɌɗɨəɚɘɟ ɣɌɝɱ ɓɏɌɐɟɎɌəɨ ɍɜɑəɐɱɎ ɟ ɝɚɢɱɌɗɨ-

əɔɡ ɘɑɜɑɒɌɡ ɓ ɟɜɌɡɟɎɌəəɫɘ ɞɚəɌɗɨəɚɝɞɱ ɛɚɎɱɐɚɘɗɑəɨ ɱ ɐɗɫ ɟɣɌ-
ɝɞɱ Ɏ ɚɍɏɚɎɚɜɑəəɫɡ. ȣəɤɌ ɝɔɝɞɑɘɌ ð Alterian SM2 ð ɞɌɖɚɒ ɐɌɯ 

ɓɘɚɏɟ ɎɱɐɝɞɑɒɟɎɌɞɔ ɓɏɌɐɟɎɌəəɫ ɍɜɑəɐɱɎ, ɗɚɖɌɗɱɓɟɎɌɞɔ ɘɱɝɢɫ 

ɚɍɏɚɎɚɜɑəɨ ɱ ɎɔɓəɌɣɌɞɔ ɐɑɘɚɏɜɌɠɱɣəɱ ɡɌɜɌɖɞɑɜɔɝɞɔɖɔ ɖɚɜɔɝɞɟ-
ɎɌɣɱɎ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ.  ȹɌ ɢɑɕ ɣɌɝ ɛɜɚɎɱɐəɔɘɔ ɝɔɝɞɑɘɌɘɔ ɯ 

ActivTrak, ChartMogul, Cluvio, Databox, Matomo Analytics, 

Plausible Analytics,  Metabase, Tableau. Ȯ ȿɖɜɌɲəɱ ɞɌɖɚɒ ɝɞɎɚɜɑ-
əɚ ɕ ɜɚɓɎɔɎɌɯɞɨɝɫ ɐɑɝɫɞɖɔ ɱəɠɚɜɘɌɢɱɕəɚ-ɌəɌɗɱɞɔɣəɔɡ ɝɔɝɞɑɘ 

ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, ɛɜɚ ɫɖɱ ɕɞɔɘɑɞɨɝɫ ɐɌɗɱ. 

ȹɌ ɛɑɜɤɔɕ ɛɚɏɗɫɐ ɘɚɒɑ ɓɐɌɞɔɝɫ, ɥɚ Ɏɝɱ əɌɎɑɐɑəɱ ɛɜɔɖɗɌɐɔ 
ð ɢɑ ɝɔɝɞɑɘɔ, ɫɖɱ Ɍɍɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɐɑɜɒɌɎəɔɘɔ ɝɞɜɟɖɞɟ-

ɜɌɘɔ, Ɍɍɚ ɯ əɌɐɞɚ ɐɚɜɚɏɔɘɔ ɐɗɫ ɎɔɖɚɜɔɝɞɌəəɫ çɝɑɜɑɐəɨɚɝɞɌɞɔ-
ɝɞɔɣəɔɘɔè ɖɚɘɛɌəɱɫɘɔ. ȹɌɝɛɜɌɎɐɱ ɢɑ əɑ ɓɚɎɝɱɘ ɞɌɖ. ȹɌ ɝɟɣɌɝ-

əɚɘɟ ɜɔəɖɟ ɛɜɑɐɝɞɌɎɗɑəɚ ɢɱɗɟ əɔɓɖɟ ɫɖ ɓɌɡɱɐəɔɡ ɖɚɘɑɜɢɱɕəɔɡ 

ɛɜɚɐɟɖɞɱɎ, ɞɌɖ ɱ Ɏɱɞɣɔɓəɫəɔɡ ɜɚɓɜɚɍɚɖ, ɓɐɌɞəɔɡ ɟ ɞɚɘɟ ɣɔ ɱə-
ɤɚɘɟ ɚɍɝɫɓɱ ɎɔɖɚəɟɎɌɞɔ ɛɚɐɱɍəɱ ɓɌɎɐɌəəɫ Ɏ ɱəɞɑɜɑɝɌɡ ɖɚəɖɟɜɑ-

əɞəɚɲ ɜɚɓɎɱɐɖɔ ɖɚɘɑɜɢɱɕəɔɡ ɝɞɜɟɖɞɟɜ. 
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2.1.  Ȼɚɤɟɖ ɱəɠɚɜɘɌɢɱɲ Ɏ ȣəɞɑɜəɑɞɱ 

Ʌɚɍ ɚɞɜɔɘɌɞɔ Ɏ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɖɜɔɡɞɔ ɱəɠɚɜɘɌɢɱɲ, əɑɚɍ-
ɡɱɐəɚɲ ɖɚɜɔɝɞɟɎɌɣɑɎɱ, ɛɚɞɜɱɍəɚ ɚɍɜɚɍɔɞɔ Ɏɑɗɔɣɑɓəɱ ɘɌɝɔɎɔ ɝɔ-

ɜɔɡ ɐɌəɔɡ. Ȼɜɔɜɚɐəɚ, ɥɚ ɐɗɫ ɛɚɗɑɏɤɑəəɫ ɢɨɚɏɚ ɓɌɎɐɌəəɫ Ɏɔ-

ɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɝɛɑɢɱɌɗɨəɱ ɛɚɤɟɖɚɎɱ ɱəɝɞɜɟɘɑəɞɔ. 
Ȼɚɤɟɖ ɱəɠɚɜɘɌɢɱɲ Ɏ ȣəɞɑɜəɑɞɱ ɗɔɤɑ ɤɗɫɡɚɘ ɛɑɜɑɏɗɫɐɟ 

ɚɖɜɑɘɔɡ ɎɑɍɝɌɕɞɱɎ, ɛɚ-ɛɑɜɤɑ, ɘɌɯ ɎɔɍɱɜɖɚɎɔɕ ɱ/Ɍɍɚ ɎɔɛɌɐɖɚ-

Ɏɔɕ ɡɌɜɌɖɞɑɜ (ɐɚ ɞɚɏɚ ɒ ɱəɠɚɜɘɌɢɱɫ əɌ ɚɖɜɑɘɔɡ ɝɌɕɞɌɡ ɘɚɒɑ 
ɍɟɞɔ ɐɚɝɔɞɨ ɝɟɍõɯɖɞɔɎəɚɪ Ɍɍɚ əɌɎɱɞɨ ɓɌɘɚɎəɚɪ), ɛɚ-ɐɜɟɏɑ, ɯ 

ɘɌɗɚɛɜɚɐɟɖɞɔɎəɔɘ. 

ȿɝɱ əɌɫɎəɱ ɓɌɝɚɍɔ ɛɚɤɟɖɟ ɱəɠɚɜɘɌɢɱɲ Ɏ ȣəɞɑɜəɑɞɱ ɘɚɒəɌ 
ɟɘɚɎəɚ ɛɚɐɱɗɔɞɔ əɌ ɖɱɗɨɖɌ ɛɱɐɏɜɟɛ, Ɍ ɝɌɘɑ: 

¶ ɓɌɝɚɍɔ ɛɚɤɟɖɟ ɱəɠɚɜɘɌɢɱɲ əɌ ɚɖɜɑɘɔɡ ɝɌɕɞɌɡ; 

¶ ɐɚɍɱɜɖɔ ɛɚɝɔɗɌəɨ, ɖɌɞɌɗɚɏɔ; 

¶ ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ; 

¶ ɘɑɞɌɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ; 

¶ ɝɔɝɞɑɘɔ ɘɚəɱɞɚɜɔəɏɟ ɞɌ ɖɚəɞɑəɞ-ɌəɌɗɱɓɟ; 

¶ ɑɖɝɞɜɌɖɞɚɜɔ ɚɍõɯɖɞɱɎ, ɛɚɐɱɕ ɱ ɠɌɖɞɱɎ; 

¶ ɝɔɝɞɑɘɔ Knowledge Discovery, Data Mining, Text Mining; 

¶ ɝɛɑɢɱɌɗɱɓɚɎɌəɱ ɝɔɝɞɑɘɔ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ; 

¶ ɱəɞɑɏɜɚɎɌəɱ ɝɔɝɞɑɘɔ. 

ȿɝɱ ɖɌɞɌɗɚɏɔ, ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ ɞɌ ɘɑɞɌɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ ɯ 

ɎɑɍɝɌɕɞɌɘɔ ɓɱ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɘɔ ɍɌɓɌɘɔ ɐɌəɔɡ, ɟ ɫɖɔɡ ɓɍɑɜɱɏɌ-

ɯɞɨɝɫ ɱəɠɚɜɘɌɢɱɫ ɛɜɚ ɱəɤɱ ɎɑɍɝɌɕɞɔ ɞɌ ɐɚɖɟɘɑəɞɔ, ɥɚ əɌ əɔɡ 
ɜɚɓɘɱɥɑəɱ. ȳɌ ɓɌɛɔɞɚɘ ɐɚ ɞɌɖɔɡ ɝɔɝɞɑɘ ɎɔɐɌɯɞɨɝɫ ɝɛɔɝɚɖ ɏɱɛɑ-

ɜɛɚɝɔɗɌəɨ, Ɍ ɱəɚɐɱ ɕ ɖɚɜɚɞɖɔɕ ɚɛɔɝ ɐɚɖɟɘɑəɞɱɎ (ɝəɱɛɑɞɔ). ɋɖ 

ɛɜɌɎɔɗɚ, ɛɚɤɟɖ ɘɚɒɑ ɓɐɱɕɝəɪɎɌɞɔɝɫ ɓɌ ɖɗɪɣɚɎɔɘɔ ɝɗɚɎɌɘɔ ɞɌ 
ɠɜɌɓɌɘɔ. ȬɖɞɔɎɟɎɌɎɤɔ ɏɱɛɑɜɛɚɝɔɗɌəəɫ, ɓəɌɕɐɑəɑ Ɏ ɜɑɓɟɗɨɞɌɞɱ 

ɓɌɛɔɞɟ, ɖɚɜɔɝɞɟɎɌɣ ɛɚɞɜɌɛɗɫɯ əɌ ɚɜɔɏɱəɌɗ ɐɚɖɟɘɑəɞɌ. Ȼɜɔɜɚɐ-

əɚ, ɥɚ ɫɖɥɚ ɐɚɖɟɘɑəɞ ɓ ɣɌɝɚɘ ɓɘɱəɔɎɝɫ Ɍɍɚ ɎɑɍɝɌɕɞ ɛɜɔɛɔəɔɎ 
ɝɎɚɯ ɱɝəɟɎɌəəɫ, ɞɚ ɕ ɛɑɜɎɔəəɚ ɛɜɚɱəɐɑɖɝɚɎɌəɔɕ ɛɚɤɟɖɚɎɚɪ 

ɝɔɝɞɑɘɚɪ ɐɚɖɟɘɑəɞ ɣɑɜɑɓ ɐɑɫɖɔɕ ɣɌɝ ɘɚɒɑ ɍɟɞɔ əɑ ɓəɌɕɐɑəɔɕ. 
ȺɝəɚɎəɌ Ɏɱɐɘɱəəɱɝɞɨ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ Ɏɱɐ ɖɌɞɌɗɚɏɱɎ ɛɚɗɫ-

ɏɌɯ ɟ əɌɫɎəɚɝɞɱ ɌɎɞɚɘɌɞɔɣəɚɏɚ çɜɚɍɚɞɌè, ɫɖɔɕ ɛɚɝɞɱɕəɚ ɝɖɌəɟɯ 

Ɏɑɍɛɜɚɝɞɱɜ ɱ əɌɖɚɛɔɣɟɯ əɚɎɟ ɱəɠɚɜɘɌɢɱɪ Ɏ ɱəɐɑɖɝəɔɡ ɠɌɕɗɌɡ 
ɍɌɓɔ ɐɌəɔɡ. Ȱɚ ɖɌɞɌɗɚɏɱɎ ɱəɠɚɜɘɌɢɱɫ, ɫɖ ɛɜɌɎɔɗɚ, ɓɌəɚɝɔɞɨɝɫ 

Ɏɜɟɣəɟ ð Ɍɍɚ ɎɗɌɝəɔɖɌɘɔ ɝɌɕɞɱɎ, Ɍɍɚ ɛɑɜɝɚəɌɗɚɘ ɝɌɘɔɡ ɖɌɞɌɗɚ-
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ɏɱɎ. ȶɚɜɔɝɞɟɎɌəəɫ ɞɌɖɔɘɔ ɝɔɝɞɑɘɌɘɔ ɓɌɓɎɔɣɌɕ ɯ ɍɑɓɖɚɤɞɚɎ-
əɔɘ. 

ȸɑɞɌɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ ð ɢɑ ɝɔɝɞɑɘɔ, ɥɚ ɱəɞɑɏɜɟɪɞɨ ɜɑɓɟɗɨ-

ɞɌɞɔ ɛɚɤɟɖɟ ɜɱɓəɔɡ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ. Ⱥɝɖɱɗɨɖɔ ɚɖɜɑɘɱ ɛɚɤɟ-
ɖɚɎɱ ɝɔɝɞɑɘɔ ɛɚ-ɜɱɓəɚɘɟ ɱəɐɑɖɝɟɪɞɨ ɜɱɓəɱ ɝɑɏɘɑəɞɔ ɘɑɜɑɒɱ, ɞɚ, 

ɛɜɔɜɚɐəɚ, ɱ ɜɑɓɟɗɨɞɌɞ ɛɚɤɟɖɟ ɓɌ ɐɚɛɚɘɚɏɚɪ ɘɑɞɌɛɚɤɟɖɚɎɚɲ 

ɝɔɝɞɑɘɔ ɍɟɐɑ ɛɚɎəɱɤɔɘ, əɱɒ ɓɌ ɐɚɛɚɘɚɏɚɪ ɚɐəɱɯɲ ɚɖɜɑɘɚɲ ɛɚ-
ɤɟɖɚɎɚɲ ɝɔɝɞɑɘɔ. Ȱɜɟɏɚɪ ɛɚɤɟɖɚɎɚɪ ɛɑɜɑɎɌɏɚɪ ɞɌɖɔɡ ɝɔɝɞɑɘ 

ɯ ɞɑ, ɥɚ ɚɐəɔɘ ɓɌɛɔɞɚɘ ɓɌɍɑɓɛɑɣɟɯɞɨɝɫ ɛɚɤɟɖ ɟ ɍɌɏɌɞɨɚɡ ɛɚ-
ɤɟɖɚɎɔɡ ɝɔɝɞɑɘɌɡ, ɍɑɓ əɑɚɍɡɱɐəɚɝɞɱ ɍɌɏɌɞɚɜɌɓɚɎɚɏɚ ɛɚɎɞɚɜɑəəɫ 

ɚɐəɚɏɚ ɕ ɞɚɏɚ ɝɌɘɚɏɚ ɓɌɛɔɞɟ. 

Ƚɔɝɞɑɘɔ ɘɚəɱɞɚɜɔəɏɟ ɓɌɍɑɓɛɑɣɟɪɞɨ ɜɑɏɟɗɫɜəɔɕ ɛɚɤɟɖ ɱ 
çɓɌɎɌəɞɌɒɑəəɫè ɱəɠɚɜɘɌɢɱɲ ɓɌ ɓɌɐɌəɔɘɔ ɞɑɘɌɘɔ ɞɌ ɓ ɎɔɓəɌɣɑ-

əɔɡ ɝɌɕɞɱɎ, Ɍ ɞɌɖɚɒ ɌəɌɗɱɓ ɓɘɱɝɞɟ çɓɌɎɌəɞɌɒɑəɔɡè ɐɚɖɟɘɑəɞɱɎ. 

ȾɌɖɱ ɝɔɝɞɑɘɔ, ɫɖ ɛɜɌɎɔɗɚ, ɘɌɪɞɨ ɜɚɓɎɔəɑəɟ ɘɚɎɟ ɓɌɛɔɞɱɎ, ɥɚ 
ɐɌɯ ɓɘɚɏɟ ɝɟɞɞɯɎɚ ɐɑɞɌɗɱɓɟɎɌɞɔ ɞɌ ɖɚəɖɜɑɞɔɓɟɎɌɞɔ ɓɌɛɔɞɔ ɛɚɜɱ-

Ɏəɫəɚ ɓɱ ɓɎɔɣɌɕəɔɘɔ ɛɚɤɟɖɚɎɔɘɔ ɝɔɝɞɑɘɌɘɔ. ȶɜɱɘ ɞɚɏɚ, ɞɌɖɱ 

ɝɔɝɞɑɘɔ ɓɍɑɜɱɏɌɪɞɨ ɟ ɝɎɚɲɡ ɍɌɓɌɡ ɐɌəɔɡ ɛɚɎəɱ ɞɑɖɝɞɔ Ɏɔɡɱɐəɔɡ 
ɐɚɖɟɘɑəɞɱɎ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɓɍɑɜɑɒɑəəɫ ɢɔɡ ɐɚɖɟɘɑəɞɱɎ ɟ ɣɌɝɱ ɞɌ 

ɘɚɒɗɔɎɱɝɞɨ ɲɡ ɚɍɜɚɍɗɑəəɫ ɱ ɖɚəɞɑəɞ-ɌəɌɗɱɓɟ ɫɖ ɟ ɛɚɞɚɣəɚɘɟ ɜɑ-

ɒɔɘɱ, ɞɌɖ ɱ ɜɑɞɜɚɝɛɑɖɞɔɎəɚ. ȣɝɞɚɞəɚɪ ɛɑɜɑɎɌɏɚɪ ɞɌɖɔɡ ɝɔɝɞɑɘ 
ɯ ɞɌɖɚɒ ɞɑ, ɥɚ ɝɖɗɌɐəɱ ɓɌɛɔɞɔ, ɫɖɱ ɝɖɗɌɐɌɪɞɨɝɫ ɓ ɐɑɝɫɞɖɱɎ Ɍɍɚ 

ɝɚɞɑəɨ ɛɚɤɟɖɚɎɔɡ ɝɗɱɎ ɱ ɎɔɜɌɓɱɎ ɱ ɚɐəɚɏɚ ɜɌɓɟ ɝɞɎɚɜɑəɱ ɌəɌɗɱɞɔ-

ɖɚɘ-ɑɖɝɛɑɜɞɚɘ, ɘɚɒɟɞɨ ɍɟɞɔ ɓɍɑɜɑɒɑəɱ ɟ Ɏɔɏɗɫɐɱ ɖɌɞɌɗɚɏɱɓɚɎɌ-
əɚɏɚ ɓɌɛɔɞɟ Ɍɍɚ ɜɟɍɜɔɖɔ ɞɌ əɌɐɌɗɱ ɎɔɖɗɔɖɌɞɔɝɫ ɌɎɞɚɘɌɞɔɣəɚ 

Ɍɍɚ Ɏɜɟɣəɟ ɓɱ ɓɍɑɜɑɒɑəɚɏɚ ɝɛɔɝɖɟ ɐɗɫ ɛɜɚɎɑɐɑəəɫ ɛɚɤɟɖɟ ɣɔ 

ɌəɌɗɱɓɟ. 
ȳɌ ɐɚɛɚɘɚɏɚɪ ɖɚəɞɑəɞ-ɌəɌɗɱɓɟ ɞɌɖɱ ɝɔɝɞɑɘɔ ɐɌɪɞɨ ɓɘɚɏɟ 

ɎɝɞɌəɚɎɗɪɎɌɞɔ ɛɑɜɑɡɜɑɝəɱ ɓɎõɫɓɖɔ ɘɱɒ ɞɑɘɌɘɔ, ɛɚəɫɞɞɫɘɔ ɞɌ 
ɚɍõɯɖɞɌɘɔ, ɛɚɝɞɌɎɗɑəɔɘɔ əɌ ɘɚəɱɞɚɜɔəɏ, ɎɔɫɎɗɫɞɔ ɑɘɚɢɱɕəɑ 

ɓɌɍɌɜɎɗɑəəɫ ɐɚɖɟɘɑəɞɱɎ, ɌəɌɗɱɓɟɎɌɞɔ ɐɔəɌɘɱɖɟ ɛɚɫɎɔ ɞɔɡ ɣɔ 

ɱəɤɔɡ ɐɚɖɟɘɑəɞɱɎ ɟ ɣɌɝɱ, ɓɐɱɕɝəɪɎɌɞɔ ɛɚɜɱɎəɫɗɨəɔɕ ɌəɌɗɱɓ ɱə-
ɠɚɜɘɌɢɱɕəɚɲ ɌɖɞɔɎəɚɝɞɱ ɓɌ ɜɱɓəɔɘɔ ɞɑɘɌɞɔɖɌɘɔ ɞɌ ɍɌɏɌɞɚ ɱə-

ɤɚɏɚ. 

ɋɖɥɚ ɝɔɝɞɑɘɔ ɘɚəɱɞɚɜɔəɏɟ ɫɖ ɝɔɝɞɑɘɔ ɠɱɗɨɞɜɌɢɱɲ ɘɚɒɟɞɨ 
Ɏɔɐɱɗɫɞɔ ɓ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɞɚɖɟ Ɏɱɐɚɘɱ ɚɍõɯɖɞɔ, ɞɚ ɑɖɝɞɜɌɖɞɚ-

ɜɔ ɚɍõɯɖɞɱɎ, ɛɚɐɱɕ ɱ ɠɌɖɞɱɎ ɟɘɱɪɞɨ Ɏɔɐɱɗɫɞɔ ɓ ɛɚɞɚɖɟ ɱəɠɚɜɘɌɢɱɲ 

ɚɍõɯɖɞɔ, ɓɌɓɐɌɗɑɏɱɐɨ əɑɎɱɐɚɘɱ, ɛɚɐɱɲ Ɍɍɚ ɠɌɖɞɔ, ɥɚ ɗɔɤɑ Ɏɱɐɛɚ-
ɎɱɐɌɪɞɨ ɛɑɎəɚɘɟ əɌɛɑɜɑɐ ɎɔɓəɌɣɑəɚɘɟ ɞɔɛɟ, əɌɛɜɔɖɗɌɐ ɏɑɚɏ-

ɜɌɠɱɣəɱ ɛɚəɫɞɞɫ, ɛɑɜɝɚəɔ, ɝɞɜɟɖɞɟɜɔ ɕ ɚɜɏɌəɱɓɌɢɱɲ, ɛɚɐɱɲ (ɐɚɜɚ-
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ɒəɨɚ-ɞɜɌəɝɛɚɜɞəɱ ɛɜɔɏɚɐɔ, ɖɌɞɌɝɞɜɚɠɔ, ɘɱɒəɌɜɚɐəɱ ɓɟɝɞɜɱɣɱ). 
Ȼɜɔ ɢɨɚɘɟ ɠɌɖɞɔ ɘɚɒɟɞɨ ɖɗɌɝɔɠɱɖɟɎɌɞɔɝɫ ɫɖ ɓɎɔɣɌɕəɱ Ɍɍɚ 

əɑɓɎɔɣɌɕəɱ. ȻɜɔɖɗɌɐɚɘ ɓɎɔɣɌɕəɚɏɚ ɠɌɖɞɟ Ɏ ɢɨɚɘɟ ɎɔɛɌɐɖɟ 

ɘɚɒəɌ ɎɎɌɒɌɞɔ Ɏɔɲɓɐ ɌɎɞɚɘɚɍɱɗɱɎ ɓɌ ɘɑɒɱ ɘɱɝɞɌ, Ɍ ɛɜɔɖɗɌɐɚɘ 
əɑɓɎɔɣɌɕəɚɏɚ ɠɌɖɞɟ ð Ɏɔɲɓɐ ɓɌ ɞɱ ɝɌɘɱ ɘɑɒɱ ɘɱɝɞɌ ɌɎɞɚɘɚɍɱɗɫ ɍɑɓ 

əɚɘɑɜəɔɡ ɓəɌɖɱɎ. 

Ƚɔɝɞɑɘɔ ɞɔɛɟ Knowledge Discovery, ɞɑɡəɚɗɚɏɱɲ Data Mining ɱ 
Text Mining ɓɐɌɞəɱ ɎɔɫɎɗɫɞɔ əɚɎɱ ɓəɌəəɫ ɞɌ ɓɌɖɚəɚɘɱɜəɚɝɞɱ. 

ȾɌɖɌ ɝɔɝɞɑɘɌ, əɌɛɜɔɖɗɌɐ, ɘɚɒɑ ɝɌɘɚɝɞɱɕəɚ, ɍɑɓ ɟɣɌɝɞɱ ɗɪɐɔəɔ, 
ɓɜɚɍɔɞɔ ɎɔɝəɚɎɚɖ ɛɜɚ ɠɌɖɞ ɓəɌɕɚɘɝɞɎɌ ɘɱɒ ɗɪɐɨɘɔ, ɝɛɔɜɌɪ-

ɣɔɝɨ əɌ əɌɫɎəɱ Ɏ ɝɔɝɞɑɘɱ ɐɌəɱ ɛɜɚ ɞɑ, ɥɚ Ɏɚəɔ ɓɌɖɱəɣɔɗɔ ɚɐəɟ ɕ 

ɞɟ ɝɌɘɟ ɤɖɚɗɟ ɱ ɚɐɔə ɱ ɞɚɕ ɝɌɘɔɕ ɖɗɌɝ Ɏ ɚɐəɚɘɟ ɕ ɞɚɘɟ ɝɌɘɚɘɟ 
əɌɝɑɗɑəɚɘɟ ɛɟəɖɞɱ. ɅɚɛɜɌɎɐɌ, ɝɌɘɱ ɛɜɌɎɔɗɌ, ɓɌ ɫɖɔɘɔ ɞɌɖɌ 

ɝɔɝɞɑɘɌ ɜɚɍɔɞɨ ɎɔɝəɚɎɖɔ, ɟɝɑ ɒ ɛɚɖɔ ɥɚ ɝɞɎɚɜɪɪɞɨɝɫ ɱ ɓɌɐɌ-

ɪɞɨɝɫ ɗɪɐɨɘɔ. 
ȽɛɑɢɱɌɗɱɓɚɎɌəɱ ɝɔɝɞɑɘɔ ɐɗɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɘɚɒɟɞɨ 

ɎɖɗɪɣɌɞɔ ɚɐəɑ Ɍɍɚ ɖɱɗɨɖɌ ɓ ɛɑɜɑɗɱɣɑəɔɡ Ɏɔɥɑ ɛɚɤɟɖɚɎɔɡ ɓɌɝɚ-

ɍɱɎ, ɌɐɌɛɞɚɎɌəɔɡ ɐɚ ɢɔɡ ɝɛɑɢɔɠɱɣəɔɡ ɓɌɎɐɌəɨ. ȶɜɱɘ ɞɚɏɚ, ɛɚɞ-
ɜɑɍɔ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɛɑɜɑɐɍɌɣɌɪɞɨ ɎɔɖɚɜɔɝɞɌəəɫ ɫɖ 

ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ, ɚɖɜɱɘ ɛɚɎəɚɞɑɖɝɞɚɎɔɡ ɐɚɖɟɘɑəɞɱɎ, ɞɌɖɚɒ 

ɐɚɝɞɟɛəɔɡ ɟ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɍɌɓ ɐɌəɔɡ, ɎɗɌɝəɔɡ ɐɚɖɟɘɑəɞɱɎ, 
ɞɌɍɗɔɢɨ ɱ ɍɌɓ ɐɌəɔɡ ɖɚɘɛɌəɱɲ, Ɍ ɞɌɖɚɒ ɠɚɜɘɌɗɱɓɚɎɌəɔɡ ɱ əɑɠɚ-

ɜɘɌɗɱɓɚɎɌəɔɡ ɐɚɖɟɘɑəɞɱɎ ɱ ɍɌɓ ɐɌəɔɡ, ɚɞɜɔɘɌəɔɡ ɓ ɱəɤɔɡ ɐɒɑ-

ɜɑɗ. 
ȿ ɖɜɌɲəɌɡ ȡɎɜɚɛɑɕɝɨɖɚɏɚ Ƚɚɪɓɟ ɓɎɔɣɌɕəɌ ɗɪɐɔəɌ ɓɌɜɑɯɝɞ-

ɜɚɎɌəɌ ɍɱɗɨɤ əɱɒ ɟ 300 ɍɌɓɌɡ ɐɌəɔɡ, ɞɌɖɔɡ ɫɖ ɜɑɯɝɞɜɌɢɱɫ ɘɱɝɢɫ 

ɛɜɚɒɔɎɌəəɫ, ɝɞɜɌɡɟɎɌəəɫ, Ɏɚɐɱɕɝɨɖɱ ɛɜɌɎɌ, ɍɌəɖɔ, ɖɜɑɐɔɞəɱ 
ɍɪɜɚ, ɱəɠɚɜɘɌɢɱɕəɱ, ɜɑɕɞɔəɏɚɎɱ ɞɌ ɜɑɖɜɟɞɔəɏɚɎɱ ɌɏɑəɞɝɞɎɌ, 

ɝɗɟɒɍɔ ɓɌɕəɫɞɚɝɞɱ, ɘɑɐɔɣəɱ ɞɌ ɛɚɗɱɢɑɕɝɨɖɱ ɜɑɯɝɞɜɔ, ɝɟɛɑɜɘɌɜ-
ɖɑɞɔ, ɖɗɟɍɔ, ɝɔɝɞɑɘɔ ɟɛɜɌɎɗɱəəɫ ɎɓɌɯɘɚɎɱɐəɚɝɔəɌɘɔ ɓ ɖɗɱɯəɞɌ-

ɘɔ ɖɚɘɑɜɢɱɕəɔɡ ɠɱɜɘ (ɞɌɖ ɓɎɌəɱ CRM-ɝɔɝɞɑɘɔ) ɞɚɥɚ. Ȯ ɱəɞɑ-

ɜɑɝɌɡ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɞɌ ɘɌɜɖɑɞɔəɏɟ ɌəɌɗɱɓɟɪɞɨɝɫ əɑ 
ɗɔɤɑ ɜɔəɖɔ ɞɚɎɌɜɱɎ ɱ ɛɚɝɗɟɏ, Ɍ ɕ ɝɘɌɖɔ ɞɌ ɟɛɚɐɚɍɌəəɫ ɚɖɜɑɘɔɡ 

ɖɗɱɯəɞɱɎ. ȣəɠɚɜɘɌɢɱɫ ɛɜɚ ɪɜɔɐɔɣəɔɡ ɚɝɱɍ, ɥɚ ɓɍɑɜɱɏɌɯɞɨɝɫ ɟ 

ɜɱɓəɔɡ ɍɌɓɌɡ ɐɌəɔɡ, ɯ ɥɑ ɍɱɗɨɤ Ɏɑɗɔɖɚɪ. 
ȳ ɘɑɞɚɪ ɍɱɓəɑɝ-ɜɚɓɎɱɐɖɔ əɑɚɍɡɱɐəɚ ɌəɌɗɱɓɟɎɌɞɔ ɐɌəɱ ɓ ɟɝɱɡ 

ɐɚɝɞɟɛəɔɡ ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ, ɚɐəɌɖ ɟ ɘɑɒɌɡ ɢɱɯɲ ɜɚɍɚɞɔ əɑ 

ɜɚɓɏɗɫɐɌɞɔɘɟɞɨɝɫ ɐɒɑɜɑɗɌ ɱəɠɚɜɘɌɢɱɲ, əɑ ɛɜɑɐɝɞɌɎɗɑəɱ Ɏ ȣəɞɑ-
ɜəɑɞɱ. 
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ȣəɞɑɏɜɚɎɌəɱ ɓɌɝɚɍɔ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɎɖɗɪɣɌɪɞɨ əɑ 
ɗɔɤɑ Ɏɝɱ ɐɚɝɞɟɛəɱ ɛɚɤɟɖɚɎɱ ɓɌɝɚɍɔ, Ɍ ɕ ɍɌəɖ ɎɔɫɎɗɑəɔɡ (ɓɐɚɍɟ-

ɞɔɡ) ɱ ɗɚɏɱɣəɚ ɛɚɎõɫɓɌəɔɡ ɘɱɒ ɝɚɍɚɪ ɐɌəɔɡ, ɱəɠɚɜɘɌɢɱɲ ɞɌ ɓəɌəɨ. 

ȳ ɞɚɣɖɔ ɓɚɜɟ ɝɞɎɚɜɑəəɫ ɱəɠɚɜɘɌɢɱɕəɚ-ɌəɌɗɱɞɔɣəɔɡ ɝɔɝɞɑɘ 
ɞɌɖɌ ɝɔɝɞɑɘɌ ɖɚəɢɑɛɞɟɌɗɨəɚ ɘɌɯ ɛɑɜɑɐɍɌɣɌɞɔ ɜɑɌɗɱɓɌɢɱɪ ɞɜɨɚɡ 

ɛɜɔəɢɔɛɱɎ: 

¶ ɯɐɔəɔɕ ɱəɠɚɜɘɌɢɱɕəɔɕ ɛɜɚɝɞɱɜ ɎɓɌɯɘɚɛɚɎõɫɓɌəɔɡ ɖɚə-
ɢɑɛɞɱɎ ð ɚɍõɯɖɞɱɎ ɱ ɠɌɖɞɱɎ əɑɓɌɗɑɒəɚ Ɏɱɐ ɞɔɛɟ ɲɡəɱɡ 

ɐɒɑɜɑɗ Ɍɍɚ ɖɚəɞɑəɞɟ; 

¶ ɓɍɑɜɑɒɑəəɫ ɓɎõɫɓɖɱɎ ɖɚəɢɑɛɞɱɎ ɱɓ ɜɑɗɑɎɌəɞəɔɘɔ ɐɌəɔɘɔ 

ɞɌ ɐɒɑɜɑɗɌɘɔ ɱəɠɚɜɘɌɢɱɲ; 

¶ ɱɝɞɚɜɔɖɚ-ɛɜɚɝɞɚɜɚɎɟ ɘɚɐɑɗɨ ɍɌəɖɟ ɐɌəɔɡ ɝɔɝɞɑɘɔ, ɫɖɌ 

ɛɑɜɑɐɍɌɣɌɯ əɌɫɎəɱɝɞɨ ɟ Ɏɝɱɡ ɚɍõɯɖɞɱɎ ɚɍɗɱɖɟ ɌɞɜɔɍɟɞɱɎ 

ɣɌɝɟ ɞɌ ɘɱɝɢɫ. 

ȳɌɜɌɐɔ ɝɛɜɌɎɑɐɗɔɎɚɝɞɱ ɝɗɱɐ ɓɌɓəɌɣɔɞɔ, ɥɚ, ɓɏɱɐəɚ ɓɱ ɓɎɱɞɌ-

ɘɔ Fuldõs Intelligence Software Report, Ɏɱɐɚɘɔɡ ɖɚɘɑɜɢɱɕəɔɡ Ɏɑ-

ɜɝɱɕ ɛɚɎəɚɢɱəəɔɡ ɱəɞɑɏɜɚɎɌəɔɡ ɝɔɝɞɑɘ, ɫɖɱ ɐɚɓɎɚɗɫɗɔ ɍ 
ɜɚɓɎõɫɓɟɎɌɞɔ Ɏɑɝɨ ɖɚɘɛɗɑɖɝ ɓɌɎɐɌəɨ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, 

ɛɚɖɔ ɥɚ əɑ ɱɝəɟɯ, ɛɜɔəɌɕɘəɱ əɌ ȳɌɡɚɐɱ. 
ȻɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ ɣɟɐɚɎɚ ɝɛɜɌɎɗɫɪɞɨɝɫ ɓ ɛɜɚɝɞɔɘɔ ɚɐəɚ-

ɜɌɓɚɎɔɘɔ ɓɌɛɔɞɌɘɔ. ȶɚɗɔ ɒ ɛɜɑɐɘɑɞəɌ ɚɍɗɌɝɞɨ ɯ ɝɖɗɌɐəɚɪ Ɍɍɚ 

əɌɐɞɚ ɤɔɜɚɖɚɪ (əɌɛɜɔɖɗɌɐ, çɛɚɗɱɞɔɖɌè, çɑɖɚəɚɘɱɖɌè) Ɍɍɚ, əɌ-
ɎɛɌɖɔ, əɌɐɓɎɔɣɌɕəɚ Ɏɟɓɨɖɚɪ ɱ ɎɱɐɐɌɗɑəɚɪ Ɏ ɣɌɝɱ (əɌɛɜɔɖɗɌɐ, 

ɟɘɚɎɔ ɟɏɚɐɔ ɐɑɫɖɔɡ ɖɚɘɛɌəɱɕ ɛõɫɞɔɜɱɣəɚɲ ɐɌɎəɚɝɞɱ), Ɍ əɑɚɍɡɱɐəɚ 

ɟɓɌɏɌɗɨəɔɞɔ Ɏɝɱ ɱəɠɚɜɘɌɢɱɕəɱ ɞɑɘɔ ɞɌ ɛɜɔɎɚɐɔ ɓɌ ɢɱɯɪ ɞɑɘɌɞɔ-
ɖɚɪ, ɚɢɱəɔɞɔ ɲɡ ɟ ɣɌɝɚɎɱɕ ɐɔəɌɘɱɢɱ, ɓəɌɕɞɔ ɎɓɌɯɘɚɓɎõɫɓɖɔ ɓ ɱə-

ɤɔɘɔ ɚɍõɯɖɞɌɘɔ, ɝɖɗɌɝɞɔ ɢɱɗɱɝəɟ ɖɌɜɞɔəɟ ɥɚɐɚ ɚɍõɯɖɞɌ, ɥɚ ɢɱ-

ɖɌɎɔɞɨ, Ɍɍɚ Ɏɔɐɱɗɔɞɔ əɑɝɞɌəɐɌɜɞəɟ ɛɚɐɱɪ ɱɓ ɓɌɏɌɗɨəɚɏɚ ɘɌɝɔɎɟ, 
ɞɚ ɘɚɒəɌ ɛɑɜɑɖɚəɌɞɔɝɫ, ɥɚ: 

¶ ɜɑɓɟɗɨɞɌɞɔ ɎɔɐɌɣɱ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ Ɍɍɚ ɛɑɜɑɎɌəɞɌ-
ɒɑəɱ ɞɔɝɫɣɌɘɔ əɑɛɚɞɜɱɍəɔɡ ɛɚɝɔɗɌəɨ, Ɍɍɚ, əɌɎɛɌɖɔ, ɯ 

əɑɐɚɝɞɌɞəɱɘɔ; 

¶ ɱəɠɚɜɘɌɢɱɫ Ɏ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ əɑ ɓɍɑɜɱɏɌɯɞɨɝɫ ɐɚɎɏɚ: 
əɑɚɍɡɱɐəɟ ɱəɠɚɜɘɌɢɱɪ, ɥɚ ɍɟɗɌ əɌ ɢɱɗɨɚɎɚɘɟ ɝɌɕɞɱ ɘɱ-

ɝɫɢɨ ɞɚɘɟ, ɝɨɚɏɚɐəɱ ɘɚɒəɌ ɞɌɘ əɑ ɓəɌɕɞɔ; 

¶ ɛɚɤɟɖɚɎɌ ɝɔɝɞɑɘɌ əɑ ɓɍɑɜɱɏɌɯ ɛɑɜɑɏɗɫəɟɞɱ ɌəɌɗɱɞɔɖɚɘ 
ɛɚɝɔɗɌəəɫ, ɱ ɕɚɘɟ ɥɚɜɌɓɟ ɐɚɎɚɐɔɞɨɝɫ ɛɚɣɔəɌɞɔ ɜɟɞɔə-

əɟ ɜɚɍɚɞɟ ɓ əɟɗɫ ɛɱɝɗɫ Ɏɔɘɟɤɑəɚɲ ɛɑɜɑɜɎɔ; 
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¶ ɛɚɤɟɖɚɎɌ ɝɔɝɞɑɘɌ əɑ ɓɌɎɒɐɔ Ɏɱɐɜɱɓəɫɯ ɝɛɜɌɎɐɱ ɎɌɒɗɔ-
Ɏɟ ɱəɠɚɜɘɌɢɱɪ Ɏɱɐ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɤɟɘɟ; 

¶ ɛɚɤɟɖɚɎɌ ɝɔɝɞɑɘɌ əɑ ɓɌɎɒɐɔ ɓɐɌɞəɌ ɟɓɌɏɌɗɨəɪɎɌɞɔ 
Ɍɍɚ ɛɚɜɱɎəɪɎɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɓɌ ɓɘɱɝɞɚɘ ɣɔ ɱəɤɔɘɔ 

ɓɘɱɝɞɚɎəɔɘɔ ɖɜɔɞɑɜɱɫɘɔ; 

¶ ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ əɑ ɚɡɚɛɗɪɪɞɨ ɐɑɫɖɱ Ɏɑɍɜɑɝɟɜɝɔ Ɍɍɚ 
ɚɖɜɑɘɱ Ɏɔɐɔ ɱəɠɚɜɘɌɢɱɲ (əɌɛɜɔɖɗɌɐ, ɱəɠɚɜɘɌɢɱɪ ɓ ɍɌɓ 

ɐɌəɔɡ), Ɍ ɐɑɫɖɱ Ɏɑɍɜɑɝɟɜɝɔ, əɌɎɛɌɖɔ, ɓɌɎɒɐɔ ɎɱɐɚɍɜɌ-
ɒɌɪɞɨɝɫ əɌ ɛɑɜɤɔɡ ɝɞɚɜɱəɖɌɡ ɜɑɓɟɗɨɞɌɞɱɎ, ɡɚɣɌ ɲɡəɱɕ 

ɓɘɱɝɞ əɑ ɢɱɖɌɎɔɞɨ ɌɎɞɚɜɱɎ ɓɌɛɔɞɱɎ; 

¶ ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ ɘɚɒɟɞɨ ɎɔɖɚəɟɎɌɞɔ ɛɚɤɟɖ ɱəɠɚɜ-
ɘɌɢɱɲ ɗɔɤɑ ɓɌ ɍɑɓɛɚɝɑɜɑɐəɨɚ ɎɎɑɐɑəɔɘ ɓɌɛɔɞɚɘ ɱ əɑ 

ɓɌɎɒɐɔ ɘɚɒɟɞɨ ɌɎɞɚɘɌɞɔɣəɚ ɛɚɎɞɚɜɪɎɌɞɔ ɕɚɏɚ ɟ Ɏɔ-
ɓəɌɣɑəɔɕ ɣɌɝ ɍɑɓ ɟɣɌɝɞɱ ɖɚɜɔɝɞɟɎɌɣɌ. 

ȹɌ ɛɑɜɤɔɕ ɛɚɏɗɫɐ ɘɚɒɑ ɓɐɌɞɔɝɫ, ɥɚ Ɏɝɱ ɛɑɜɑɗɱɣɑəɱ ɛɜɔɖ-

ɗɌɐɔ ð ɢɑ ɝɔɝɞɑɘɔ, ɫɖɱ Ɍɍɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɐɑɜɒɌɎəɔɘɔ 
ɝɞɜɟɖɞɟɜɌɘɔ, Ɍɍɚ ɯ əɌɐɞɚ ɐɚɜɚɏɔɘɔ, ɥɚɍ ɲɡ ɘɚɏɗɔ ɓɌɝɞɚɝɚɎɟɎɌ-

ɞɔ çɝɑɜɑɐəɨɚɝɞɌɞɔɝɞɔɣəɱè ɖɚɘɛɌəɱɲ. ȹɌɝɛɜɌɎɐɱ ɢɑ əɑ ɓɚɎɝɱɘ ɞɌɖ. 

ȹɌ ɝɟɣɌɝəɚɘɟ ɜɔəɖɟ ɛɜɑɐɝɞɌɎɗɑəɚ ɢɱɗɟ əɔɓɖɟ ɫɖ ɓɌɡɱɐəɔɡ ɖɚ-
ɘɑɜɢɱɕəɔɡ ɛɜɚɐɟɖɞɱɎ, ɞɌɖ ɱ Ɏɱɞɣɔɓəɫəɔɡ ɜɱɤɑəɨ, ɓɐɌɞəɔɡ ɞɱɯɪ 

ɣɔ ɱəɤɚɪ ɘɱɜɚɪ ɎɔɖɚəɟɎɌɞɔ ɛɚɐɱɍəɱ ɓɌɎɐɌəəɫ Ɏ ɱəɞɑɜɑɝɌɡ ɖɚə-

ɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɖɚɘɑɜɢɱɕəɔɡ ɝɞɜɟɖɞɟɜ. 
ȳəɌɣəɟ ɣɌɝɞɔəɟ ɖɜɔɞɔɣəɚ ɎɌɒɗɔɎɚɲ ɐɗɫ ɍɱɓəɑɝɟ ɱəɠɚɜɘɌɢɱɲ 

ɓ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ əɑɘɚɒɗɔɎɚ ɓəɌɕɞɔ ɓɌ ɐɚɛɚɘɚɏɚɪ ɞɜɌɐɔɢɱɕ-

əɔɡ ɱəɠɚɜɘɌɢɱɕəɚ-ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ. ȸɑɜɑɒɑɎɱ ɱəɠɚɜɘɌɢɱɕəɚ-
ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ əɑ ɛɚɎəɚɪ ɘɱɜɚɪ ɝɛɜɌɎɗɫɪɞɨɝɫ ɱɓ ɓɌɎɐɌəəɫ-

ɘɔ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ. Ⱦɚɘɟ ɜɚɓɜɚɍɗɫɪɞɨɝɫ ɝɛɑɢɱɌɗɱɓɚɎɌəɱ 

ɝɔɝɞɑɘɔ, ɚɜɱɯəɞɚɎɌəɱ əɌ ɓɌɎɐɌəəɫ ɘɑɜɑɒɑɎɚɲ ɌəɌɗɱɞɔɖɔ, ɖɚəɖɟ-
ɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ. ȹɌɎɑɐɑɘɚ ɚɛɔɝ ɐɑɫɖɔɡ ɱɓ əɔɡ: 

Website -Finder  (www.softpedia.com ) ð ɛɜɚɏɜɌɘɌ, ɫɖɌ ɐɌɯ ɓɘɚ-
ɏɟ ɤɟɖɌɞɔ ɎɑɍɝɌɕɞɔ, ɥɚ ɛɚɏɌəɚ ɱəɐɑɖɝɟɪɞɨɝɫ ɛɚɤɟɖɚɎɚɪ ɝɔɝ-

ɞɑɘɚɪ Google. Ȱɗɫ ɖɚɒəɚɏɚ ɓɌɛɔɞɟ ɎɔɐɌɯɞɨɝɫ 30 ɜɑɓɟɗɨɞɌɞɱɎ. 

ȻɜɚɏɜɌɘɌ ɛɜɚɝɞɌ ɟ ɎɔɖɚɜɔɝɞɌəəɱ, ɯ ɍɑɓɖɚɤɞɚɎəɌ Ɏɑɜɝɱɫ. 
Global Supplier Directory by Solusource  

(www.worldindustrialreporter.com/solusource ) ð Ɏɑɍ-ɱəɞɑɜɠɑɕɝ 

ɐɗɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ Ɏɱɐ ɖɚɘɛɌəɱɲ Thomas. ȰɌɯ ɓɘɚɏɟ 
ɓəɌɕɞɔ ɱəɠɚɜɘɌɢɱɪ, əɌɫɎəɟ Ɏ ɜɑɞɜɚɝɛɑɖɞɔɎəɔɡ ɍɌɓɌɡ ɐɌəɔɡ 

Thomas (ɚɡɚɛɗɑəəɫ ð ɛɚəɌɐ 100 ɜɚɖɱɎ), ɛɜɚ ɖɚɘɛɌəɱɲ, ɛɜɚɐɟɖɞɔ 

ɞɌ ɏɌɗɟɓɱ. 

https://www.softpedia.com/
https://www.worldindustrialreporter.com/solusource
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dtSearch  (www.dtsearch.com ) ð ɛɚɤɟɖɚɎɌ ɛɜɚɏɜɌɘɌ, ɫɖɌ ɐɌɯ 
ɓɘɚɏɟ ɚɍɜɚɍɗɫɞɔ ɞɑɜɌɍɌɕɞɔ ɞɑɖɝɞɟ ɫɖ əɌ ɗɚɖɌɗɨəɚɘɟ ɐɔɝɖɟ, ɞɌɖ 

ɱ Ɏ ɘɑɜɑɒɑɎɚɘɟ ɚɞɚɣɑəəɱ. Ȼɱɐɞɜɔɘɟɯ ɝɞɌɞɔɣəɱ ɞɌ ɐɔəɌɘɱɣəɱ ɐɌəɱ. 

ȰɌɯ ɓɘɚɏɟ ɤɟɖɌɞɔ ɟ Ɏɝɱɡ ɠɚɜɘɌɞɌɡ MS Office. 
InfoNgen  (www.infongen.com ) ð ɌɏɜɑɏɌɞɚɜ, ɥɚ ɚɡɚɛɗɪɯ Ɏ ɜɑ-

ɒɔɘɱ ɛɑɜɑɏɗɫɐɟ ɛɚəɌɐ 35 ɞɔɝɫɣ ɚəɗɌɕə-ɐɒɑɜɑɗ, ɫɖɔɕ ɗɑɏɖɚ əɌ-

ɗɌɤɞɚɎɟɯɞɨɝɫ əɌ ɟəɱɖɌɗɨəɱ ɞɑɘɔ. Ȼɚɯɐəɟɯ ɘɚəɱɞɚɜɔəɏ, ɠɱɗɨɞɜɌ-
ɢɱɪ ɞɌ ɌɏɜɑɏɌɢɱɪ ɱəɠɚɜɘɌɢɱɲ ɓɌ ɓɌɛɔɞɌɘɔ ɖɚəɖɜɑɞəɚɏɚ ɖɚɜɔɝɞɟ-

ɎɌɣɌ. ȹɌɐɌɯ ɱəɠɚɜɘɌɢɱɪ ɎɱɝɨɘɚɘɌ ɘɚɎɌɘɔ, ɓɌɍɑɓɛɑɣɟɯ ɛɑɜɑɖɗɌɐ 
Ɍəɏɗɱɕɝɨɖɚɪ ɘɚɎɚɪ. 

Sentinel Visualizer  (https://www.softwareadvice.com/bi/ 

sentinel-visualizer-profile/) ð ɚɐəɌ ɓ əɌɕɖɜɌɥɔɡ ɟ ɝɎɱɞɱ ɛɜɚɏɜɌɘ ɱɓ 
ɎɱɓɟɌɗɱɓɌɢɱɲ ɓɎõɫɓɖɱɎ ɱ Ɏɱɐəɚɝɔə Sentinel Visualizer.  

Web Content Extractor  (newprosoft.com)  ð Web Content 
Extractor  ɯ əɌɕɛɚɞɟɒəɱɤɔɘ, ɛɜɚɝɞɔɘ ɟ ɎɔɖɚɜɔɝɞɌəəɱ ɛɜɚɏɜɌɘ-

əɔɘ ɓɌɍɑɓɛɑɣɑəəɫɘ ɐɗɫ Ɏɔɗɟɣɑəəɫ ɐɌəɔɡ ɱɓ ɎɑɍɝɌɕɞɱɎ. 

Screen-Scraper  (screen -scraper.com ) ð ɐɌɯ ɓɘɚɏɟ ɌɎɞɚɘɌɞɔɣəɚ 
ɎɔɗɟɣɌɞɔ Ɏɝɪ ɱəɠɚɜɘɌɢɱɪ ɓ Ɏɑɍɝɞɚɜɱəɚɖ, ɓɌɎɌəɞɌɒɟɎɌɞɔ ɛɑɜɑ-

ɎɌɒəɟ ɍɱɗɨɤɱɝɞɨ ɠɚɜɘɌɞɱɎ ɠɌɕɗɱɎ, ɌɎɞɚɘɌɞɔɣəɚ ɎɎɚɐɔɞɔ ɐɌəɱ Ɏ 

ɜɱɓəɱ ɠɚɜɘɔ. ȻɜɌɢɪɯ ɛɱɐ ɟɝɱɘɌ ɚɝəɚɎəɔɘɔ ɛɗɌɞɠɚɜɘɌɘɔ, ɘɌɯ 
ɛɚɎəɚɠɟəɖɢɱɚəɌɗɨəɟ ɍɑɓɖɚɤɞɚɎəɟ ɞɌ ɐɟɒɑ ɛɚɞɟɒəɱ ɛɜɚɠɑɝɱɕəɱ 

Ɏɑɜɝɱɲ. 
Attackindex  (attackindex.com ) ð ɝɔɝɞɑɘɌ, ɥɚ ɐɌɯ ɓɘɚɏɟ ɚɞɜɔ-

ɘɌɞɔ ɎɱɐɛɚɎɱɐɱ əɌ ɓɌɛɔɞɌəəɫ: ɣɔ Ɏɑɐɑɞɨɝɫ ɛɜɚɞɔ ɖɚɜɔɝɞɟɎɌɣɌ 

ɱəɠɚɜɘɌɢɱɕəɌ ɌɞɌɖɌ ɣɔ ɝɞɌɎɝɫ ɛɜɔɜɚɐəɔɕ ɝɛɗɑɝɖ ɱəɞɑɜɑɝɟ ɐɚ 
ɛɚɐɱɲ; ɖɚɗɔ ɜɚɓɛɚɣɌɗɌɝɨ ɱəɠɚɜɘɌɢɱɕəɌ ɚɛɑɜɌɢɱɫ, əɌɝɖɱɗɨɖɔ ɎɚəɌ 

ɱəɞɑəɝɔɎəɌ ɞɌ ɘɌɝɤɞɌɍəɌ; ɫɖɱ ɝɌɕɞɔ ɞɌ ɌɖɌɟəɞɔ Ɏ ɝɚɢɘɑɜɑɒɌɡ 

ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɐɗɫ ɌɞɌɖɔ; ɡɞɚ ɝɞɌɎ ɱəɱɢɱɌɞɚɜɚɘ ɱəɠɚɜɘɌɢɱɕ-
əɚɲ ɚɛɑɜɌɢɱɲ ɞɌ ɫɖ ɛɚɎõɫɓɌəɱ ɲɲ ɟɣɌɝəɔɖɔ (ȼɔɝ. 3). 

Photoinvestigator  (photoinvestigator.co)  ð ɝɑɜɎɱɝ ɐɗɫ Ɏɔɗɟɣɑə-

əɫ ɘɑɞɌɐɌəɔɡ ɞɌ ɱəɤɚɲ ɱəɠɚɜɘɌɢɱɲ ɓ ɠɚɞɚɏɜɌɠɱɕ. 
Visual.ly  (visual.ly)  ð ɝɔɝɞɑɘɌ ɛɚɤɟɖɟ ɱəɠɚɏɜɌɠɱɖɔ ɟ Ɏɑɍɛɜɚ-

ɝɞɚɜɱ. 

CIRadar  (www.ciradar.com/Competitive -Analysis.aspx)  ð ɖɚ-
ɘɑɜɢɱɕəɌ ɌəɏɗɚɘɚɎəɌ ɝɔɝɞɑɘɌ ɛɚɤɟɖɟ ɱəɠɚɜɘɌɢɱɲ ɐɗɫ ɖɚəɖɟɜɑ-

əɞəɚɲ ɜɚɓɎɱɐɖɔ ɟ çɏɗɔɍɔəəɚɘɟè Ɏɑɍɱ. ȼɑɌɗɱɓɚɎɌəɌ ɫɖ ɎɑɍɝɑɜɎɱɝ. 

 

https://www.dtsearch.com/
https://www.infongen.com/
https://www.softwareadvice.com/bi/%20sentinel-visualizer-profile/
https://www.softwareadvice.com/bi/%20sentinel-visualizer-profile/
https://screen-scraper.com/
https://attackindex.com/


48 

 

 

ȼɔɝɟəɚɖ 3 ð ɀɜɌɏɘɑəɞ ɝɞɚɜɱəɖɔ ɎɑɍɝɌɕɞɟ Attack Index  
(attackindex .com ) 

2.2. ȸɚəɱɞɚɜɔəɏ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɜɚɝɞɚɜɟ 

ȽɟɣɌɝəɱ ɘɑɞɚɐɔ ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ ð ɢɑ ɌɐɌɛɞɌɢɱɫ ɖɗɌɝɔ-

ɣəɔɡ ɘɑɞɚɐɱɎ ɖɚəɞɑəɞ-ɌəɌɗɱɓɟ ɞɌ ɏɗɔɍɔəəɚɏɚ ɌəɌɗɱɓɟ ɞɑɖɝɞɱɎ 
(Text Mining) ɐɚ ɟɘɚɎ ɠɚɜɘɟɎɌəəɫ ɕ ɜɚɓɎɔɞɖɟ ɐɔəɌɘɱɣəɔɡ ɱə-

ɠɚɜɘɌɢɱɕəɔɡ ɘɌɝɔɎɱɎ, əɌɛɜɔɖɗɌɐ, ɛɚɞɚɖɱɎ ɱəɠɚɜɘɌɢɱɲ ɓ ɘɑɜɑɒɱ 

ȣəɞɑɜəɑɞ. Ȼɑɜɤɑ ɞɔɛɚɎɑ ɓɌɎɐɌəəɫ ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ ð ɛɚɍɟ-
ɐɚɎɌ ɐɱɌɏɜɌɘ ɐɔəɌɘɱɖɔ ɛɚɫɎɔ ɛɚəɫɞɨ (ɎɱɐɚɍɜɌɒɑəəɫ ɛɚɐɱɕ) ɟ 

ɣɌɝɱ. 

ȹɌ ɛɜɔɖɗɌɐɱ ɜɔəɖɟ əɌɠɞɚɛɜɚɐɟɖɞɱɎ ɜɚɓɏɗɫəɑɘɚ, ɫɖ ɱɓ ɘɌɝɔ-
ɎɱɎ ɞɑɖɝɞɚɎɚɲ ɱəɠɚɜɘɌɢɱɲ ɓ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɘɚɒɟɞɨ ɍɟɞɔ ɎɔɫɎ-

ɗɑəɱ ɐɚɖɟɘɑəɞɔ, ɥɚ ɘɱɝɞɫɞɨ ɘɌɖɝɔɘɌɗɨəɟ ɖɱɗɨɖɱɝɞɨ ɢɱəɚɎɚɲ ɱə-

ɠɚɜɘɌɢɱɲ ɥɚɐɚ ɢɨɚɏɚ ɜɔəɖɟ. 
ȼɚɓɏɗɫəɑɘɚ, ɫɖ ɟ ɝɔɝɞɑɘɱ ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ InfoStream 

(www.infostream.ua ) Ɏɱɐɝɞɑɒɟɪɞɨɝɫ ɛɟɍɗɱɖɌɢɱɲ, ɥɚ ɝɞɚɝɟɪɞɨɝɫ 
ɛɌɗɔɎəɚɲ ɖɜɔɓɔ 2026 ɜɚɖɟ. Ȱɗɫ ɢɨɚɏɚ ɍɟɗɚ ɝɖɗɌɐɑəɚ ɓɌɛɔɞ çOil 

crisis Iran è, ɎɎɑɐɑəɔɕ ɣɑɜɑɓ Ɏɑɍɱəɞɑɜɠɑɕɝ ɝɔɝɞɑɘɔ. 

ȹɌ ɐɱɌɏɜɌɘɱ, ɥɚ ɓõɫɎɔɗɌɝɫ ɛɱɝɗɫ ɎɔɖɚəɌəəɫ ɓɌɛɔɞɟ, Ɏɔɐəɚ, 
ɥɚ ɛɱɖ ɖɜɔɓɔ ɛɜɔɛɌɎ əɌ ɛɚɣɌɞɚɖ ɍɑɜɑɓəɫ 2026 ɜɚɖɟ (ȼɔɝ. 4) ɱ 

ɍɟɎ ɛɚɎõɫɓɌəɔɕ ɓɱ ɓɍɜɚɕəɚɪ ɚɛɑɜɌɢɱɯɪ ȽɄȬ ɞɌ ȣɓɜɌɲɗɪ ɛɜɚɞɔ 

ɱɜɌəɝɨɖɚɲ ɞɔɜɌəɱɲ. ɋɖɥɚ ɛɑɜɑɕɞɔ Ɏ ɜɑɒɔɘ çȽɪɒɑɞɔè, ɟ ɫɖɚɘɟ 
ɛɑɜɑɐɍɌɣɑəɚ ɖɗɌɝɞɑɜɔɓɌɢɱɪ ɜɑɓɟɗɨɞɌɞɱɎ ɛɚɤɟɖɟ ɓ ɟɜɌɡɟɎɌəəɫɘ 

ɎɌɏɚɎɔɡ ɖɜɔɞɑɜɱɲɎ, ɞɚ ɘɚɒəɌ ɎɔɐɌɞɔ ɖɚɜɔɝɞɟɎɌɣɑɎɱ ɗɔɤɑ əɌɕ-

ɎɌɏɚɘɱɤɱ ɗɌəɢɪɒɖɔ ɐɚɖɟɘɑəɞɱɎ (ȼɔɝ. 5). Ȼɱɝɗɫ ɢɨɚɏɚ ɐɚɝɞɌɞəɨɚ 
ɛɑɜɑɕɞɔ Ɏ ɜɑɒɔɘ ɛɑɜɑɏɗɫɐɟ ɝɪɒɑɞɟ ɞɌ ɛɜɚɌəɌɗɱɓɟɎɌɞɔ ɐɚɖɟɘɑ-

əɞɔ, ɛɚɝɔɗɌəəɫ əɌ ɫɖɱ ɎɔɐɌəɚ ɝɔɝɞɑɘɚɪ (ȼɔɝ. 6). 

https://www.infostream.ua/
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ȼɔɝɟəɚɖ 4 ð ȰɱɌɏɜɌɘɌ ɐɔəɌɘɱɖɔ ɛɚəɫɞɞɫ ɟ ɣɌɝɱ 

  

ȼɔɝɟəɚɖ 5 ð ȺɝəɚɎəɱ ɝɪɒɑɞəɱ ɗɌəɢɪɒɖɔ ɓɌ ɓɌɛɔɞɚɘ 

2.3. Text Mining, Information Extraction  

ȳɌɎɐɌəəɫ, ɫɖɑ əɑɚɍɡɱɐəɚ ɛɚɝɞɱɕəɚ ɜɚɓɎõɫɓɟɎɌɞɔ ɛɱɐ ɣɌɝ 

ɛɜɚɎɑɐɑəəɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, ð ɌɎɞɚɘɌɞɔɣəɑ Ɏɔɗɟɣɑəəɫ 

ɛɚəɫɞɨ ɱ ɠɌɖɞɱɎ ɱɓ ɠɚɜɘɌɗɱɓɚɎɌəɔɡ ɘɌɝɔɎɱɎ ɱəɠɚɜɘɌɢɱɲ (ɞɌɍ-
ɗɔɢɨ, ɍɌɓ ɐɌəɔɡ) ɞɌ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɞɑɖɝɞɱɎ, ɛɜɑɐɝɞɌɎɗɑəɔɡ ɟ 

Ɏɑɍ-ɛɜɚɝɞɚɜɱ, Ɍ ɞɌɖɚɒ ɎɔɫɎɗɑəəɫ ɏɗɔɍɔəəɔɡ ɓɎõɫɓɖɱɎ ɘɱɒ ɚɖɜɑ-

ɘɔɘɔ ɛɚəɫɞɞɫɘɔ. Ȱɗɫ ɢɨɚɏɚ ɛɑɜɑɐɍɌɣɌɯɞɨɝɫ ɎɔɖɚɜɔɝɞɌəəɫ Ɏ 
ɝɔɝɞɑɘɌɡ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɞɑɡəɚɗɚɏɱɕ Knowledge 
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Discovery, ɖɚəɢɑɛɢɱɲ ɏɗɔɍɔəəɚɏɚ ɌəɌɗɱɓɟ ɐɌəɔɡ ɱ ɞɑɖɝɞɱɎ (Data 
Mining, Text Mining).  

 

 

ȼɔɝɟəɚɖ 6 ð ɀɜɌɏɘɑəɞ ɗɌəɢɪɒɖɌ ɚɝəɚɎəɔɡ ɝɪɒɑɞɱɎ 

ȮɌɒɗɔɎɑ ɓɌɎɐɌəəɫ ɞɑɡəɚɗɚɏɱɲ Text Mining ɛɚɎõɫɓɌəɑ ɓ Ɏɔɗɟ-
ɣɑəəɫɘ ɱɓ ɞɑɖɝɞɟ ɕɚɏɚ ɡɌɜɌɖɞɑɜəɔɡ ɑɗɑɘɑəɞɱɎ Ɍɍɚ ɎɗɌɝɞɔɎɚɝɞɑɕ, 

ɫɖɱ ɘɚɒɟɞɨ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔɝɫ ɫɖ ɘɑɞɌɐɌəɱ ɐɚɖɟɘɑəɞɌ, ɖɗɪɣɚɎɱ 

ɝɗɚɎɌ, ɌəɚɞɌɢɱɲ. ȣəɤɑ ɓɌɎɐɌəəɫ ɛɚɗɫɏɌɯ ɟ Ɏɱɐəɑɝɑəəɱ ɐɚɖɟɘɑəɞɌ 
ɐɚ ɛɑɎəɔɡ ɖɌɞɑɏɚɜɱɕ ɱɓ ɓɌɓɐɌɗɑɏɱɐɨ ɓɌɐɌəɚɲ ɝɡɑɘɔ ɖɗɌɝɔɠɱɖɌɢɱɲ. 

Text Mining ɞɌɖɚɒ ɓɌɍɑɓɛɑɣɟɯ əɚɎɔɕ ɜɱɎɑəɨ ɝɑɘɌəɞɔɣəɚɏɚ ɛɚ-

ɤɟɖɟ ɐɚɖɟɘɑəɞɱɎ. 
ȮɱɐɛɚɎɱɐəɚ ɐɚ ɘɑɞɚɐɚɗɚɏɱɲ, ɥɚ ɝɖɗɌɗɌɝɫ əɌ ɢɑɕ ɣɌɝ, ɐɚ ɚɝ-

əɚɎəɔɡ ɑɗɑɘɑəɞɱɎ Text Mining əɌɗɑɒɌɞɨ14: ɖɗɌɝɔɠɱɖɌɢɱɫ 

(Classification), ɖɗɌɝɞɑɜɔɓɌɢɱɫ (Clustering), ɛɚɍɟɐɚɎɌ ɝɑɘɌəɞɔɣ-
əɔɡ ɘɑɜɑɒ, Ɏɔɗɟɣɑəəɫ ɠɌɖɞɱɎ ɱ ɛɚəɫɞɨ (Feature Extraction), ɜɑ-

ɠɑɜɟɎɌəəɫ (Summarization), ɎɱɐɛɚɎɱɐɱ əɌ ɓɌɛɔɞɔ (Question 

Answering), ɞɑɘɌɞɔɣəɑ ɱəɐɑɖɝɟɎɌəəɫ (Thematic Indexing) ɱ ɛɚɤɟɖ 
ɓɌ ɖɗɪɣɚɎɔɘɔ ɝɗɚɎɌɘɔ (Keyword Searching). ȿ ɐɑɫɖɔɡ ɎɔɛɌɐɖɌɡ 

ɢɑɕ əɌɍɱɜ ɐɚɛɚɎəɪɯɞɨɝɫ ɓɌɝɚɍɌɘɔ ɛɱɐɞɜɔɘɖɔ ɞɌ ɝɞɎɚɜɑəəɫ ɞɌɖ-

                                                                 

14 ȺɝəɚɎɔ ɞɑɚɜɱɲ ɱ ɛɜɌɖɞɔɖɔ ɱəɞɑɗɑɖɞɟɌɗɨəɚɏɚ ɌəɌɗɱɓɟ ɐɌəɔɡ ɟ ɝɠɑɜɱ 

ɖɱɍɑɜɍɑɓɛɑɖɔ: əɌɎɣɌɗɨəɔɕ ɛɚɝɱɍəɔɖ / Ȱ.Ȯ. ȷɌəɐɑ, ȣ.Ɋ . ȽɟɍɌɣ, Ɋ .ȡ. 

ȭɚɫɜɔəɚɎɌ. -ȶ.: ȣȽȳȳȣ ȶȻȣ ɱɘ. ȣɏɚɜɫ Ƚɱɖɜɚɜɝɨɖɚɏɚ, 2018. - 300 ɝ. ISBN 

978 -966 -2577 -12-9 
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ɝɚəɚɘɱɕ (Taxonomies), ɞɑɓɌɟɜɟɝɱɎ (Thesauri) ɞɌ ɚəɞɚɗɚɏɱɕ 
(Ontology).  

Ȼɱɐ ɣɌɝ ɖɗɌɝɔɠɱɖɌɢɱɲ ɞɑɖɝɞɱɎ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɝɞɌɞɔɝɞɔɣ-

əɱ ɖɚɜɑɗɫɢɱɲ ɐɗɫ ɝɞɎɚɜɑəəɫ ɛɜɌɎɔɗ ɜɚɓɘɱɥɑəəɫ ɐɚɖɟɘɑəɞɱɎ ɟ 
ɛɑɎəɔɡ ɖɌɞɑɏɚɜɱɫɡ. ȳɌɎɐɌəəɫ ɖɗɌɝɔɠɱɖɌɢɱɲ ð ɢɑ ɖɗɌɝɔɣəɑ ɓɌ-

ɎɐɌəəɫ ɜɚɓɛɱɓəɌɎɌəəɫ, ɖɚɗɔ əɌ ɚɝəɚɎɱ ɛɑɎəɚɲ ɖɚəɞɜɚɗɨəɚɲ Ɏɔɍɱ-

ɜɖɔ ɝɔɝɞɑɘɌ Ɏɱɐəɚɝɔɞɨ əɚɎɔɕ ɚɍõɯɖɞ ɐɚ ɞɱɯɲ ɣɔ ɱəɤɚɲ ɖɌɞɑɏɚɜɱɲ. 
ȺɝɚɍɗɔɎɱɝɞɨ ɖɚəɢɑɛɢɱɲ Text Mining ɛɚɗɫɏɌɯ Ɏ ɞɚɘɟ, ɥɚ ɖɱɗɨɖɱɝɞɨ 

ɚɍõɯɖɞɱɎ ɱ ɲɡəɱɡ ɌɞɜɔɍɟɞɱɎ ɘɚɒɑ ɍɟɞɔ ɐɟɒɑ Ɏɑɗɔɖɚɪ ð ɛɑɜɑɐɍɌɣɌ-
ɯɞɨɝɫ ɓɌɝɞɚɝɟɎɌəəɫ ɱəɞɑɗɑɖɞɟɌɗɨəɔɡ ɘɑɡɌəɱɓɘɱɎ ɚɛɞɔɘɱɓɌɢɱɲ 

ɛɜɚɢɑɝɟ ɖɗɌɝɔɠɱɖɌɢɱɲ. 

ȶɗɌɝɞɑɜɔɓɌɢɱɫ ɻɜɟəɞɟɯɞɨɝɫ əɌ ɚɓəɌɖɌɡ ɐɚɖɟɘɑəɞɱɎ, ɓɌɝɞɚɝɟ-
ɎɌəəɱ ɗɱəɏɎɱɝɞɔɣəɔɡ ɱ ɘɌɞɑɘɌɞɔɣəɔɡ ɘɑɞɚɐɱɎ ɍɑɓ ɎɔɖɚɜɔɝɞɌəəɫ 

ɓɌɓɐɌɗɑɏɱɐɨ ɓɌɐɌəɔɡ ɖɌɞɑɏɚɜɱɕ. ȼɑɓɟɗɨɞɌɞɚɘ ɖɗɌɝɞɑɜɔɓɌɢɱɲ ɘɚɒɑ 

ɍɟɞɔ ɞɌɖɝɚəɚɘɱɫ Ɍɍɚ ɎɱɓɟɌɗɨəɌ ɖɌɜɞɌ, ɫɖɌ ɓɌɍɑɓɛɑɣɟɯ ɑɠɑɖɞɔɎəɑ 
ɚɡɚɛɗɑəəɫ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɐɌəɔɡ. ȶɗɌɝɞɑɜɔɓɌɢɱɫ Ɏ Text Mining 

ɜɚɓɏɗɫɐɌɯɞɨɝɫ ɫɖ ɛɜɚɢɑɝ Ɏɔɐɱɗɑəəɫ ɖɚɘɛɌɖɞəɔɡ ɛɱɐɏɜɟɛ 

ɚɍõɯɖɞɱɎ ɱɓ ɍɗɔɓɨɖɔɘɔ ɎɗɌɝɞɔɎɚɝɞɫɘɔ. ȳɌɝɚɍɔ ɖɗɌɝɞɑɜɔɓɌɢɱɲ ɐɌ-
ɪɞɨ ɓɘɚɏɟ ɓəɌɡɚɐɔɞɔ ɚɓəɌɖɔ ɞɌ ɜɚɓɛɚɐɱɗɫɞɔ ɚɍõɯɖɞɔ əɌ ɛɱɐɏɜɟɛɔ 

əɌ ɚɝəɚɎɱ ɢɔɡ ɚɓəɌɖ. ȶɗɌɝɞɑɜɔɓɌɢɱɫ, ɫɖ ɛɜɌɎɔɗɚ, ɛɑɜɑɐɟɯ ɖɗɌ-

ɝɔɠɱɖɌɢɱɲ, ɚɝɖɱɗɨɖɔ ɐɌɯ ɓɘɚɏɟ ɎɔɓəɌɣɔɞɔ ɏɜɟɛɔ ɚɍõɯɖɞɱɎ. 
Ȼɱɐ ɣɌɝ ɛɚɍɟɐɚɎɔ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ ɛɑɜɑɐɍɌɣɌɯɞɨɝɫ ɌəɌ-

ɗɱɓ ɓɎõɫɓɖɱɎ ɘɱɒ ɛɚəɫɞɞɫɘɔ, ɑɖɝɞɜɌɏɚɎɌəɔɘɔ ɓ ɐɚɖɟɘɑəɞɱɎ. Ȼɚɫ-

Ɏɱ ɛɚəɫɞɨ ɎɱɐɛɚɎɱɐɌɯ ɛɚɫɎɌ ɛɑɎəɔɡ ɐɑɝɖɜɔɛɞɚɜɱɎ (ɖɗɪɣɚɎɔɡ 
ɠɜɌɓ) ɟ ɐɚɖɟɘɑəɞɌɡ. ȳɎõɫɓɖɔ ɘɱɒ ɛɚəɫɞɞɫɘɔ ɘɚɒɟɞɨ ɟɝɞɌəɚɎ-

ɗɪɎɌɞɔɝɫ Ɏ əɌɕɛɜɚɝɞɱɤɚɘɟ ɎɔɛɌɐɖɟ ɤɗɫɡɚɘ ɟɜɌɡɟɎɌəəɫ ɝɞɌɞɔ-

ɝɞɔɖɔ ɲɡəɨɚɏɚ ɝɛɱɗɨəɚɏɚ ɓɏɌɐɟɎɌəəɫ Ɏ ɜɱɓəɔɡ ɐɚɖɟɘɑəɞɌɡ. 
Ȯɔɗɟɣɑəəɫ Ɍɍɚ ɑɖɝɞɜɌɏɟɎɌəəɫ ɠɌɖɞɱɎ (ɛɚəɫɞɨ) ɛɜɔɓəɌɣɑəɑ 

ɐɗɫ ɚɞɜɔɘɌəəɫ ɛɑɎəɔɡ ɠɌɖɞɱɎ ɱɓ ɞɑɖɝɞɟ ɓ ɘɑɞɚɪ ɛɚɗɱɛɤɑəəɫ 
ɖɗɌɝɔɠɱɖɌɢɱɲ, ɛɚɤɟɖɟ, ɖɗɌɝɞɑɜɔɓɌɢɱɲ ɞɌ ɛɚɍɟɐɚɎɔ ɝɑɘɌəɞɔɣəɔɡ 

ɘɑɜɑɒ. 

ȬɎɞɚɘɌɞɔɣəɑ ɜɑɠɑɜɟɎɌəəɫ (Automatic Text Summarization) 
ð ɢɑ ɝɖɗɌɐɌəəɫ ɖɚɜɚɞɖɔɡ ɎɔɖɗɌɐɱɎ ɘɌɞɑɜɱɌɗɱɎ, ɌəɚɞɌɢɱɕ Ɍɍɚ 

ɐɌɕɐɒɑɝɞɱɎ, ɞɚɍɞɚ Ɏɔɗɟɣɑəəɫ əɌɕɎɌɒɗɔɎɱɤɔɡ Ɏɱɐɚɘɚɝɞɑɕ ɓ ɚɐ-

əɚɏɚ ɣɔ ɖɱɗɨɖɚɡ ɐɚɖɟɘɑəɞɱɎ ɱ ɏɑəɑɜɌɢɱɫ əɌ ɲɡəɱɕ ɚɝəɚɎɱ ɗɌɖɚəɱɣ-
əɔɡ, ɓɜɚɓɟɘɱɗɔɡ ɱ ɓɘɱɝɞɚɎəɔɡ ɓɎɱɞɱɎ. 

ȹɌ ɚɝəɚɎɱ ɘɑɞɚɐɱɎ ɌɎɞɚɘɌɞɔɣəɚɏɚ ɜɑɠɑɜɟɎɌəəɫ ɘɚɒɗɔɎɑ 

ɠɚɜɘɟɎɌəəɫ ɛɚɤɟɖɚɎɔɡ ɚɍɜɌɓɱɎ ɐɚɖɟɘɑəɞɱɎ. ȳɌ ɌɎɞɚɘɌɞɔɣəɚ 
ɛɚɍɟɐɚɎɌəɔɘɔ ɌəɚɞɌɢɱɫɘɔ Ɏɑɗɔɖɔɡ ɞɑɖɝɞɱɎ ð ɛɚɤɟɖɚɎɔɘɔ ɚɍɜɌ-

ɓɌɘɔ ɐɚɖɟɘɑəɞɱɎ ð ɘɚɒɑ ɓɐɱɕɝəɪɎɌɞɔɝɫ ɛɚɤɟɖ, ɥɚ ɡɌɜɌɖɞɑɜɔ-
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ɓɟɯɞɨɝɫ Ɏɔɝɚɖɚɪ ɞɚɣəɱɝɞɪ (ɛɜɔɜɚɐəɚ, ɓɌ ɜɌɡɟəɚɖ ɛɚɎəɚɞɔ). ȿ 
ɐɑɫɖɔɡ ɎɔɛɌɐɖɌɡ ɓɌɘɱɝɞɨ ɛɚɤɟɖɟ Ɏ ɛɚɎəɔɡ ɞɑɖɝɞɌɡ ɘɌɝɔɎɟ Ɏɑ-

ɗɔɖɔɡ ɓɌ ɚɍɝɫɏɚɘ ɐɚɖɟɘɑəɞɱɎ ɐɚɢɱɗɨəɚ ɓɐɱɕɝəɪɎɌɞɔ ɛɚɤɟɖ ɟ 

ɘɌɝɔɎɱ ɝɛɑɢɱɌɗɨəɚ ɝɞɎɚɜɑəɔɡ ɌəɚɞɌɢɱɕ. ɁɚɣɌ ɛɚɤɟɖɚɎɱ ɚɍɜɌɓɔ 
ɐɚɖɟɘɑəɞɱɎ ɣɌɝɞɚ ɯ ɟɞɎɚɜɑəəɫɘɔ, ɥɚ ɗɔɤɑ ɎɱɐɐɌɗɑəɚ əɌɏɌɐɟɪɞɨ 

Ɏɔɡɱɐəɔɕ ɞɑɖɝɞ ɱ əɑ ɓɌɎɒɐɔ ɝɛɜɔɕɘɌɪɞɨɝɫ ɗɪɐɔəɚɪ, ɓɌɎɐɫɖɔ 

Ɏɡɚɐɒɑəəɪ əɌɕɎɌɏɚɘɱɤɔɡ ɖɗɪɣɚɎɔɡ ɝɗɱɎ ɱ ɠɜɌɓ Ɏɚəɔ ɐɚɛɚɘɌ-
ɏɌɪɞɨ ɚɞɜɔɘɟɎɌɞɔ ɢɱɗɖɚɘ ɌɐɑɖɎɌɞəɱ ɜɑɓɟɗɨɞɌɞɔ ɛɱɐ ɣɌɝ ɛɜɚɎɑ-

ɐɑəəɫ ɛɚɎəɚɞɑɖɝɞɚɎɚɏɚ ɛɚɤɟɖɟ. 
ȿəɱɖɌɗɨəɚɪ ɚɝɚɍɗɔɎɱɝɞɪ ɖɚəɢɑɛɢɱɲ ɞɌ ɞɑɡəɚɗɚɏɱɕ Text 

Mining ɯ ɞɑ, ɥɚ ɓ ɲɡəɨɚɪ ɐɚɛɚɘɚɏɚɪ ɘɚɒəɌ ɎɔɗɟɣɌɞɔ ɓ çɝɔɜɔɡè 

ɐɌəɔɡ əɑɚɣɑɎɔɐəɱ, ɛɜɌɖɞɔɣəɚ ɖɚɜɔɝəɱ ɞɌ ɐɚɝɞɟɛəɱ ɐɗɫ ɱəɞɑɜɛ-
ɜɑɞɌɢɱɲ ɓəɌəəɫ, əɑɚɍɡɱɐəɱ ɐɗɫ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ ɟ ɜɱɓəɔɡ ɝɠɑ-

ɜɌɡ ɐɱɫɗɨəɚɝɞɱ, ɓɚɖɜɑɘɌ ɟ ɝɠɑɜɱ ɑɖɚəɚɘɱɣəɚɲ ɖɚəɖɟɜɑəɢɱɲ. 

ȹɌ ɝɟɣɌɝəɚɘɟ ɜɔəɖɟ ɛɜɑɐɝɞɌɎɗɑəɚ ɢɱɗɟ əɔɓɖɟ ɫɖ ɓɌɡɱɐəɔɡ 
ɛɜɚɐɟɖɞɱɎ, ɞɌɖ ɱ ɝɔɝɞɑɘ ɎɔɜɚɍəɔɢɞɎɌ ɛɚɝɞɜɌɐɫəɝɨɖɔɡ ɖɜɌɲə, 

ɓɐɌɞəɔɡ ɟ ɞɚɘɟ ɣɔ ɱəɤɚɘɟ ɚɍɝɫɓɱ ɓɐɱɕɝəɪɎɌɞɔ ɏɗɔɍɔəəɔɕ ɌəɌɗɱɓ 

ɞɑɖɝɞɱɎ. 
ȺɝɞɌəəɱɘ ɣɌɝɚɘ ɟɝɱ ɚɝəɚɎəɱ ɓɌɡɱɐəɱ ɍɜɑəɐɔ, ɥɚ ɝɛɑɢɱɌɗɱɓɟ-

ɪɞɨɝɫ əɌ ɜɚɓɜɚɍɗɑəəɱ ɱəɠɚɜɘɌɢɱɕəɔɡ ɝɡɚɎɔɥ ɱ ɍɌɓ ɐɌəɔɡ, ɖɚɜ-

ɛɚɜɌɞɔɎəɔɡ ɝɔɝɞɑɘ ɟɛɜɌɎɗɱəəɫ, ɜɚɓɤɔɜɔɗɔ ɝɎɚɲ ɗɱəɱɕɖɔ ɛɜɚɐɟ-
ɖɞɱɎ ɝɔɝɞɑɘɌɘɔ Ɍɍɚ ɘɚɐɟɗɫɘɔ Text Mining. Ȼɜɚ əɌɫɎəɱɝɞɨ ɞɌɖɔɡ 

ɘɚɐɟɗɱɎ ɓɌɫɎɗɫɪɞɨ SAP, Oracle, SAS, IBM ɞɌ ɱəɤɱ ɖɚɘɛɌəɱɲ. 

Ȼɜɚɢɑɝ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɘɚɒəɌ ɜɚɓɏɗɫɐɌɞɔ ɫɖ ɛɚɍɟ-
ɐɚɎɟ ɘɑɜɑɒɱ ɓ ɐɚɝɗɱɐɒɟɎɌəɔɡ ɚɍõɯɖɞɱɎ ɱ ɓɎõɫɓɖɱɎ ɘɱɒ əɔɘɔ. ȼɑ-

ɓɟɗɨɞɌɞɔ ɘɌɪɞɨ ɝɞɌəɚɎɔɞɔ ɌəɌɗɱɞɔɣəɟ ɱəɠɚɜɘɌɢɱɪ, ɫɖɌ ɘɚɒɑ 

ɍɟɞɔ ɎɔɖɚɜɔɝɞɌəɌ ɐɗɫ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ. ȬəɌɗɱɞɔɣəɌ ɱəɠɚɜɘɌ-
ɢɱɫ ɘɚɒɑ ɍɟɞɔ ɛɜɑɐɝɞɌɎɗɑəɌ ɟ Ɏɔɏɗɫɐɱ əɌɚɣəɔɡ ɝɡɑɘ ð ɝɑɘɌəɞɔ-

ɣəɔɡ ɘɑɜɑɒ, ɐɌɕɐɒɑɝɞɱɎ, əɌɍɚɜɱɎ ɝɪɒɑɞəɔɡ ɗɱəɱɕ, ɎɓɌɯ-
ɘɚɓɎõɫɓɖɱɎ ɖɗɪɣɚɎɔɡ ɛɚəɫɞɨ, ɖɚɘɛɌəɱɕ, ɚɝɱɍ, ɞɑɡəɚɗɚɏɱɕ ɞɚɥɚ. 

ȳɌɎɐɌəəɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɛɚɜɚɐɔɗɔ ɛɚɛɔɞ əɌ ɝɛɑɢɱ-

Ɍɗɨəɱ ɱəɠɚɜɘɌɢɱɕəɱ ɞɑɡəɚɗɚɏɱɲ, ɥɚ ɓɌɍɑɓɛɑɣɟɪɞɨ ɘɚɒɗɔɎɱɝɞɨ 
Ɏɔɗɟɣɑəəɫ ɕ ɚɍɜɚɍɗɑəəɫ əɑɚɍɡɱɐəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɥɚ, ɟ ɝɎɚɪ ɣɑɜ-

ɏɟ, ɝɛɜɔɣɔəɔɗɚ ɛɚɞɱɖ ɛɜɚɛɚɓɔɢɱɕ ɝɔɝɞɑɘ ɱɓ ɍɚɖɟ ɜɚɓɜɚɍəɔɖɱɎ 

ɛɜɚɏɜɌɘəɚɏɚ ɓɌɍɑɓɛɑɣɑəəɫ. 
Ƚɨɚɏɚɐəɱ ɜɚɓɎõɫɓɟɎɌɞɔ ɓɌɎɐɌəəɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ əɌ 

ɚɝəɚɎɱ ɱəɠɚɜɘɌɢɱɲ ɓ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɐɚɛɚɘɌɏɌɪɞɨ ɓɌɏɌɗɨəɚɐɚ-

ɝɞɟɛəɱ ɞɌ ɝɛɑɢɱɌɗɱɓɚɎɌəɱ ɛɜɚɏɜɌɘɔ ɕ ɝɑɜɎɱɝɔ. ȳɚɖɜɑɘɌ, ɚɝɞɌəəɱɘ 
ɣɌɝɚɘ əɌɍɟɗɔ ɛɚɛɟɗɫɜəɚɝɞɱ ɞɌɖ ɓɎɌəɱ çɛɑɜɝɚəɌɗɱɓɚɎɌəɱ ɜɚɓɎɱɐ-
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ɛɚɜɞɌɗɔè, ɓɐɌɞəɱ ɎɱɐɍɔɜɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɓ əɌɕɎɟɒɣɔɡ, ɝɛɑɢɔɠɱ-
ɣəɔɡ ɛɔɞɌəɨ ɱ ɞɑɘ ɞɌ əɌɐɌɎɌɞɔ ɲɲ ɓɌɘɚɎəɔɖɌɘ. 

ȹɔəɱ ɐɑɖɗɌɜɟɪɞɨɝɫ ɞɑɡəɚɗɚɏɱɲ ɞɌ ɝɔɝɞɑɘɔ çɖɚɘɛõɪɞɑɜəɚɲ 

ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔè, ɱɐɑɫ ɫɖɔɡ ɛɚɗɫɏɌɯ Ɏ ɌɎɞɚɘɌɞɔɓɌɢɱɲ ɞɌ 
ɛɜɔɝɖɚɜɑəəɱ ɛɜɚɢɑɝɱɎ Ɏɔɗɟɣɑəəɫ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɱəɠɚɜɘɌ-

ɢɱɲ, əɑɚɍɡɱɐəɚɲ ɐɗɫ ɖɚəɖɟɜɑəɞəɚɲ ɍɚɜɚɞɨɍɔ, Ɍ ɞɌɖɚɒ ɲɲ ɌəɌɗɱɞɔɣ-

əɚɏɚ ɚɛɜɌɢɪɎɌəəɫ. 
Ȼɱɐ ɣɌɝ ɛɜɚɎɑɐɑəəɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɐɑɐɌɗɱ ɤɔɜɤɑ 

ɓɌɝɞɚɝɚɎɟɪɞɨɝɫ əɚɎɱ əɌɛɜɫɘɔ əɌɟɖɔ ɱ ɞɑɡəɚɗɚɏɱɕ, ɥɚ ɚɞɜɔɘɌɗɔ 
əɌɓɎɔ: çɟɛɜɌɎɗɱəəɫ ɓəɌəəɫɘɔè (Knowledge Management) ɱ çɎɔɫɎ-

ɗɑəəɫ ɓəɌəɨ ɟ ɍɌɓɌɡ ɐɌəɔɡè (Knowledge Discovery in Databases) 

Ɍɍɚ ɱəɌɖɤɑ Data ɱ Text Mining ð çɏɗɔɍɔəəɔɕ ɌəɌɗɱɓ ɐɌəɔɡ Ɍɍɚ 
ɞɑɖɝɞɱɎè. 

ɋɖɥɚ ɝɔɝɞɑɘɔ ɟɛɜɌɎɗɱəəɫ ɓəɌəəɫɘɔ ɜɑɌɗɱɓɟɪɞɨ ɱɐɑɪ ɓɍɔ-

ɜɌəəɫ ɞɌ əɌɖɚɛɔɣɑəəɫ Ɏɝɱɯɲ ɐɚɝɞɟɛəɚɲ ɱəɠɚɜɘɌɢɱɲ ɫɖ ɱɓ Ɏəɟɞɜɱ-
ɤəɱɡ, ɞɌɖ ɱ ɓ ɓɚɎəɱɤəɱɡ ɐɒɑɜɑɗ, ɞɚ Data ɱ Text Mining, ɫɖ ɟɒɑ 

ɍɟɗɚ ɛɚɖɌɓɌəɚ, ɐɌɪɞɨ ɓɘɚɏɟ ɎɔɫɎɗɫɞɔ əɑɚɣɑɎɔɐəɱ ɓɌɖɚəɚɘɱɜəɚ-

ɝɞɱ Ɏ ɐɌəɔɡ Ɍɍɚ ɞɑɖɝɞɌɡ ð ɞɌɖ ɓɎɌəɱ ɗɌɞɑəɞəɱ (ɛɜɔɡɚɎɌəɱ) ɓəɌəəɫ. 
ȳɌɏɌɗɚɘ ɢɱ ɞɑɡəɚɗɚɏɱɲ ɞɌɖɚɒ ɎɔɓəɌɣɌɪɞɨ ɫɖ ɛɜɚɢɑɝ ɎɔɫɎɗɑəəɫ ɟ 

çɝɔɜɔɡè ɐɌəɔɡ ɜɌəɱɤɑ əɑɎɱɐɚɘɔɡ, Ɍɗɑ ɖɚɜɔɝəɔɡ ɓəɌəɨ, əɑɚɍɡɱɐ-

əɔɡ ɐɗɫ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ. Ƚɔɝɞɑɘɔ ɢɨɚɏɚ ɖɗɌɝɟ ɐɌɪɞɨ ɓɘɚɏɟ 
ɓɐɱɕɝəɪɎɌɞɔ ɌəɌɗɱɓ Ɏɑɗɔɖɔɡ ɘɌɝɔɎɱɎ ɐɚɖɟɘɑəɞɱɎ ɱ ɠɚɜɘɟɎɌɞɔ 

ɛɜɑɐɘɑɞəɱ ɛɚɖɌɒɣɔɖɔ ɛɚəɫɞɨ ɱ ɞɑɘ, ɎɔɝɎɱɞɗɑəɔɡ ɟ ɢɔɡ ɐɚɖɟɘɑə-

ɞɌɡ. 
ɁɌɜɌɖɞɑɜəɔɘ ɓɌɎɐɌəəɫɘ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, ɫɖɑ ɓɌ-

ɓɎɔɣɌɕ ɎɖɗɪɣɌɯɞɨɝɫ ɐɚ ɝɔɝɞɑɘ Text Mining, ɯ ɓəɌɡɚɐɒɑəəɫ Ɏɔ-

əɫɞɖɱɎ, ɞɚɍɞɚ ɛɚɤɟɖ ɚɍõɯɖɞɱɎ, ɥɚ ɓɌ ɝɎɚɲɘɔ ɡɌɜɌɖɞɑɜɔɝɞɔɖɌɘɔ 
ɝɟɞɞɯɎɚ Ɏɔɜɱɓəɫɪɞɨɝɫ ɱɓ ɓɌɏɌɗɨəɚɲ ɘɌɝɔ. 

Ʌɑ ɚɐɔə ɖɗɌɝ ɎɌɒɗɔɎɔɡ ɓɌɎɐɌəɨ, ɥɚ ɜɚɓɎõɫɓɟɪɞɨɝɫ Ɏ ɘɑ-
ɒɌɡ ɞɑɡəɚɗɚɏɱɲ Text Mining, ð ɢɑ ɘɚɐɑɗɪɎɌəəɫ ɐɌəɔɡ, ɝɔɞɟɌɢɱɕ-

əɔɕ ɱ ɝɢɑəɌɜəɔɕ ɌəɌɗɱɓ, Ɍ ɞɌɖɚɒ ɛɜɚɏəɚɓɟɎɌəəɫ. 

Ȱɗɫ ɚɍɜɚɍɗɑəəɫ ɞɌ ɱəɞɑɜɛɜɑɞɌɢɱɲ ɜɑɓɟɗɨɞɌɞɱɎ Text Mining Ɏɑ-
ɗɔɖɑ ɓəɌɣɑəəɫ ɘɌɯ ɎɱɓɟɌɗɱɓɌɢɱɫ. ɃɌɝɞɚ ɖɑɜɱɎəɔɖ ɖɚɘɛɌəɱɲ əɑ 

ɓɌɎɒɐɔ ɌɐɑɖɎɌɞəɚ ɝɛɜɔɕɘɌɯ ɓɌɛɜɚɛɚəɚɎɌəɟ ɕɚɘɟ ɌəɌɗɱɞɔɣəɟ 

ɱəɠɚɜɘɌɢɱɪ, ɚɝɚɍɗɔɎɚ ɫɖɥɚ ɎɚəɌ əɑ ɢɱɗɖɚɘ ɓɍɱɏɌɯɞɨɝɫ ɓ ɕɚɏɚ 
ɜɚɓɟɘɱəəɫɘ ɝɔɞɟɌɢɱɲ. ȿ ɓɎõɫɓɖɟ ɓ ɢɔɘ ɝɗɟɒɍɌ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓ-

Ɏɱɐɖɔ ɛɚɎɔəəɌ ɛɜɌɏəɟɞɔ ɛɚɐɌɎɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɟ Ɏɔɏɗɫɐɱ, ɌɐɌɛ-

ɞɚɎɌəɚɘɟ ɐɚ ɱəɐɔɎɱɐɟɌɗɨəɚɏɚ ɝɛɜɔɕəɫɞɞɫ ɓɌɘɚɎəɔɖɌ. 
ȮɱɓɟɌɗɱɓɌɢɱɫ ɓɌɓɎɔɣɌɕ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɫɖ ɓɌɝɱɍ ɛɜɑɐɝɞɌɎ-

ɗɑəəɫ ɖɚəɞɑəɞɟ Ɏɝɨɚɏɚ ɘɌɝɔɎɟ ɐɚɖɟɘɑəɞɱɎ, Ɍ ɞɌɖɚɒ ɐɗɫ ɜɑɌɗɱɓɌ-
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ɢɱɲ əɌɎɱɏɌɢɱɲ ɛɚ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒɌɡ ɛɱɐ ɣɌɝ ɐɚɝɗɱɐɒɑəəɫ ɫɖ 
ɚɖɜɑɘɔɡ ɐɚɖɟɘɑəɞɱɎ, ɞɌɖ ɱ ɲɡəɱɡ ɖɗɌɝɱɎ. 

2.4.  ȸɚɐɑɗɱ ɛɜɑɐɘɑɞəɔɡ ɚɍɗɌɝɞɑɕ 

ȮɌɒɗɔɎɔɘ ɓɌɎɐɌəəɫɘ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɯ ɎɔɫɎɗɑəəɫ 

əɑɚɣɑɎɔɐəɔɡ ɓɌɖɚəɚɘɱɜəɚɝɞɑɕ ɱ ɓɎ'ɫɓɖɱɎ ɱɓ ɞɑɖɝɞɱɎ Ɏɑɍ-ɝɞɚɜɱəɚɖ 
ɞɌ ɎɔɫɎɗɑəəɫ ɲɡəɱɡ ɎɓɌɯɘɚɓɎ'ɫɓɖɱɎ, ɛɚɍɟɐɚɎɌ ɘɌɞɜɔɢɨ ɱ ɏɜɌɠɱɎ 

ɎɓɌɯɘɚɓɎ'ɫɓɖɱɎ. 

ȹɌɫɎəɱ ɐɚɝɞɟɛəɱ ɠɌɖɞɚɏɜɌɠɱɣəɱ ɍɌɓɔ ɐɌəɔɡ ɝɞɜɟɖɞɟɜɚɎɌəɚɲ 
ɱəɠɚɜɘɌɢɱɲ əɑ ɓɌɎɒɐɔ ɘɚɒɟɞɨ ɛɜɔɕɞɔ əɌ ɐɚɛɚɘɚɏɟ ɑɖɝɛɑɜɞɟ-

ɌəɌɗɱɞɔɖɟ. Ȱɗɫ ɚɛɑɜɌɞɔɎəɚɏɚ ɎɔɓəɌɣɑəəɫ ɠɌɖɞɱɎ ɱ ɝɟɞəɚɝɞɑɕ, 

ɘɚɐɑɗɪɎɌəəɫ ɱəɠɚɜɘɌɢɱɕəɔɡ ɓɎ'ɫɓɖɱɎ ɘɱɒ əɔɘɔ əɌɕɍɱɗɨɤ ɛɑɜ-
ɝɛɑɖɞɔɎəɔɘ ɛɱɐɡɚɐɚɘ ɎɔɫɎɗɫɯɞɨɝɫ ɎɜɌɡɟɎɌəəɫ ɱəɠɚɜɘɌɢɱɲ, 

ɓəɌəɨ, ɥɚ ɘɱɝɞɫɞɨɝɫ Ɏ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɞɑɖɝɞɚɎɔɡ ɐɚɖɟɘɑəɞɌɡ, 

ɓɚɖɜɑɘɌ, Ɏ ȣəɞɑɜəɑɞɱ. 
Ƚɨɚɏɚɐəɱ, ɖɚɗɔ ɛɜɌɖɞɔɣəɚ Ɏ ɟɝɱɡ ɓɌɢɱɖɌɎɗɑəɔɡ ɖɚɜɔɝɞɟɎɌɣɱɎ 

ɟɒɑ əɌɖɚɛɔɣɑəɚ Ɏɑɗɔɖɔɕ ɐɚɝɎɱɐ ɜɚɍɚɞɔ ɓ ɞɜɌɐɔɢɱɕəɔɘɔ ɱəɠɚɜ-

ɘɌɢɱɕəɚ-ɛɚɤɟɖɚɎɔɘɔ ɝɔɝɞɑɘɌɘɔ, ɎɔɫɎɔɗɚɝɫ ɚɣɑɎɔɐəɔɘ, ɥɚ 
ɠɌɖɞɔ Ɍɍɚ ɛɚəɫɞɞɫ, ɫɖɱ ɤɟɖɌɪɞɨ ɓɌ ɐɚɛɚɘɚɏɚɪ ɞɌɖɔɡ ɝɔɝɞɑɘ, 

ɝɌɘɱ ɛɚ ɝɚɍɱ ɣɌɝɞɚ ɍɑɓɏɗɟɓɐɱ. ȹɌɛɜɔɖɗɌɐ, ɫɖɥɚ ɖɚɜɔɝɞɟɎɌɣɌ ɢɱ-

ɖɌɎɗɫɞɨ ɱəɠɚɜɘɌɢɱɕəɱ ɓɎõɫɓɖɔ ȺɥɌɐɍɌəɖɟ ɓ ɱəɤɔɘɔ ɍɌəɖɌɘɔ 
Ɍɍɚ ɛɜɔɎɌɞəɔɘɔ ɚɝɚɍɌɘɔ, ɞɚ Ɏɱə əɑ ɓəɌɯ, ɫɖɱ ɍɌəɖɔ Ɍɍɚ ɛɜɱɓɎɔ-

ɥɌ ɕɚɘɟ ɎɖɌɓɌɞɔ Ɏ ɓɌɛɔɞɱ, Ɍ Ɏɝɱ ɐɚɖɟɘɑəɞɔ, ɥɚ ɘɱɝɞɫɞɨ ɝɗɚɎɚ 
çȺɥɌɐɍɌəɖè, ɎɖɌɓɌɞɔ ɠɱɓɔɣəɚ əɑɘɚɒɗɔɎɚ. ȿ ɞɌɖɔɡ ɎɔɛɌɐɖɌɡ 

ɱəɠɚɜɘɌɢɱɕəɱ ɓɎõɫɓɖɔ, ɖɱɗɨɖɱɝɞɨ ɫɖɔɡ Ɏɔɡɚɐɔɞɨ ɓɌ ɘɑɒɱ ɝɞɌɞɔɝ-

ɞɔɣəɚɏɚ ɠɚəɟ, ɫɖ ɛɜɌɎɔɗɚ, ɎɱɐɚɍɜɌɒɌɪɞɨ ɜɑɌɗɨəɱɝɞɨ. 
ȣəɞɑɜɛɜɑɞɟɪɞɨ ɓɌɓɎɔɣɌɕ əɑ ɝɌɘɱ ɛɚəɫɞɞɫ Ɍɍɚ ɠɌɖɞɔ, Ɍ ɎɓɌ-

ɯɘɚɓɎ'ɫɓɖɔ ɘɱɒ əɔɘɔ. ȮɌɒɗɔɎɔɘ ɎɔɫɎɗɫɯɞɨɝɫ əɑ ɝɞɱɗɨɖɔ ɐɚɝɗɱ-

ɐɒɑəəɫ ɝɌɘɔɡ ɛɚəɫɞɨ, ɝɖɱɗɨɖɔ ɐɚɝɗɱɐɒɑəəɫ ɲɡəɨɚɏɚ ɎɓɌɯɘɚɓɎ'ɫ-
ɓɖɟ. Ȯɱɐɚɘɚ, ɥɚ ɝɌɘɑ ɎɓɌɯɘɚɓɎõɫɓɚɖ ɝɛɜɔɫɯ ɜɚɓɟɘɱəəɪ ɘɚɞɔɎɌ-

ɢɱɕəɚ-ɢɱɗɨɚɎɔɡ ɚɝɚɍɗɔɎɚɝɞɑɕ, ɞɚɍɞɚ ɖɚɜɔɝɞɟɎɌɣɌ ɢɱɖɌɎɔɞɨ əɑ 

ɛɚəɫɞɞɫ ɝɌɘɑ ɛɚ ɝɚɍɱ, Ɍ ɛɚəɫɞɞɫ Ɏ ɚɞɚɣɑəəɱ, ɥɚɍ ɚɐɜɌɓɟ ɘɌɞɔ 
ɟɫɎɗɑəəɫ ɛɜɚ ɛɜɑɐɘɑɞəɟ ɚɍɗɌɝɞɨ, ɓɌ əɑɚɍɡɱɐəɚɝɞɱ ɝɛɜɫɘɟɎɌɞɔ 

ɟɞɚɣəɪɪɣɔɕ ɛɚɤɟɖ ɟ ɛɚɞɜɱɍəɚɘɟ əɌɛɜɫɘɖɟ. Ȼɚɐɱɍəɱ ɜɱɤɑəəɫ, 

ɜɑɌɗɱɓɚɎɌəɱ ɟ Ɏɔɏɗɫɐɱ çɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɜɞɜɑɞɱɎè, ɥɚ ɘɱɝɞɫɞɨ 
ɚɛɚɜəɱ ɝɗɚɎɌ, ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ Ɏ ɞɌɖɔɡ ɝɔɝɞɑɘɌɡ, ɫɖ 

In foStream ( infostream.ua ), CyberAggregator.  

ȭɌɓɌ ɐɌəɔɡ ɛɜɌɖɞɔɣəɚ ɍɟɐɨ-ɫɖɚɲ ɞɜɌɐɔɢɱɕəɚɲ ɱəɠɚɜɘɌɢɱɕ-
əɚ-ɛɚɤɟɖɚɎɚɲ ɝɔɝɞɑɘɔ ɘɚɒɑ ɜɚɓɏɗɫɐɌɞɔɝɫ ɟ Ɏɔɏɗɫɐɱ ɏɜɌɠɌ, Ɏɑ-

ɜɤɔəɌɘɔ ɫɖɚɏɚ ɎɔɝɞɟɛɌɪɞɨ ɚɍ'ɯɖɞɔ ð ɞɑɜɘɔ, ɛɚəɫɞɞɫ, ɐɑɝɖɜɔɛ-

https://infostream.ua/
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ɞɚɜɔ ɞɌ ɱə., Ɍ ɜɑɍɜɌɘɔ ð ɲɡəɱ ɓɎ'ɫɓɖɔ. ȼɌɓɚɘ ɓ ɞɔɘ, ɚɝəɚɎɌ ɛɚɤɟ-
ɖɟ Ɏ ɢɔɡ ɎɔɛɌɐɖɌɡ ð ɛɚɤɟɖ Ɏɑɜɤɔə, ɞɚɍɞɚ ɛɚɤɟɖ ɚɍ'ɯɖɞɱɎ. Ȼɚ-

ɤɟɖ ɓɌ ɎɓɌɯɘɚɓɎ'ɫɓɖɌɘɔ, ɜɑɍɜɌɘɔ, ɓɐɌɯɞɨɝɫ əɌ ɛɑɜɤɔɕ ɛɚɏɗɫɐ 

ɘɑəɤ ɑɠɑɖɞɔɎəɔɘ. Ȱɱɕɝəɚ, ɫɖɥɚ ɛɜɔɛɟɝɞɔɞɔ, ɥɚ Ɏ ɏɜɌɠɱ N 
Ɏɑɜɤɔə, ɞɚ ɣɔɝɗɚ ɜɑɍɑɜ ɞɑɚɜɑɞɔɣəɚ ɘɚɒɑ ɝɞɌəɚɎɔɞɔ N(N ð 1)/2, 

ɞɚɍɞɚ, ɫɖɥɚ ɛɜɔɛɟɝɞɔɞɔ, ɥɚ Ɏɑɜɤɔə Ɏɝɨɚɏɚ 100 ɞɔɝ., ɞɚ ɜɑɍɑɜ 

ɘɚɒɑ ɎɔɫɎɔɞɔɝɫ ɍɗɔɓɨɖɚ 5 ɘɗɜɐ., ɥɚ ɎɱɐɛɚɎɱɐɌɯ ɐɚɝɔɞɨ Ɏɑɗɔɖɱɕ 
ɍɌɓɱ ɐɌəɔɡ əɌɎɱɞɨ ɓɌ ɝɟɣɌɝəɔɘɔ ɛɚəɫɞɞɫɘɔ. ȼɌɓɚɘ ɓ ɞɔɘ, ɫɖɥɚ 

ɫɖ Ɏɑɜɤɔəɔ ɏɜɌɠɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɞɌɖɱ ɛɚəɫɞɞɫ, ɫɖ ɱɘɑəɌ 
ɗɪɐɑɕ ɱ əɌɓɎɔ ɖɚɘɛɌəɱɕ ɓ əɚɎɔəəɔɡ ɐɚɖɟɘɑəɞɱɎ, ɞɚ ɎɔɫɎɗɫɯɞɨ-

ɝɫ, ɥɚ ɎɱɐɛɚɎɱɐəɌ ɘɌɞɜɔɢɫ ɱəɢɔɐɑəɞəɚɝɞɱ ɯ ɐɟɒɑ ɜɚɓɜɱɐɒɑəɚɪ. 

ȮɔɘɱɜɪɎɌəəɫ ɛɚɖɌɓɌɗɔ, ɥɚ ɓɌ ɖɱɗɨɖɚɝɞɱ ɚɖɜɑɘɔɡ ɛɚəɫɞɨ, Ɏɔɗɟ-
ɣɑəɔɡ ɱɓ 5 ɘɗə. əɚɎɔəəɔɡ ɐɚɖɟɘɑəɞɱɎ, ɥɚ ɐɚɜɱɎəɪɯ ɛɜɔɍɗɔɓəɚ N 

= 1,5 ɘɗə., ɖɱɗɨɖɱɝɞɨ ɓɎ'ɫɓɖɱɎ ɝɞɌəɚɎɔɗɌ ɗɔɤɑ v = 4 ɘɗə. 

ȶɜɱɘ ɞɚɏɚ, ɫɖ ɛɚɖɌɓɌɗɔ ɑɖɝɛɑɜɔɘɑəɞɔ, ɜɚɓɛɚɐɱɗ ɝɞɟɛɑəɱɎ 
Ɏɑɜɤɔə (ɝɞɟɛɱəɨ Ɏɑɜɤɔəɔ ð ɖɱɗɨɖɱɝɞɨ ɜɑɍɑɜ, ɥɚ ɓ əɑɲ Ɏɔɡɚɐɫɞɨ) 

ɟ ɛɚɐɱɍəɔɡ ɏɜɌɠɌɡ ð ɝɞɑɛɑəɑɎɔɕ, ɥɚ ɝɎɱɐɣɔɞɨ ɛɜɚ ɞɌɖ ɓɎɌəɟ 

ɍɑɓɘɌɝɤɞɌɍəɱɝɞɨ, ɞɚɍɞɚ ɛɜɚ ɞɑ, ɥɚ ɍɌɏɌɞɚ ɡɌɜɌɖɞɑɜɔɝɞɔɖ (ɓɚɖ-
ɜɑɘɌ, ɝɛɱɎɎɱɐəɚɤɑəəɫ ɖɱɗɨɖɚɝɞɱ Ɏɑɜɤɔə ɱ ɜɑɍɑɜ) ɘɌɪɞɨ ɓɌɗɔɤɌ-

ɞɔɝɫ əɌ ɚɐəɚɘɟ ɜɱɎəɱ. Ⱦɚɘɟ ɫɖ ɚɝəɚɎɌ ɛɚɍɟɐɚɎɔ ɍɌɓɔ ɐɌəɔɡ 

ɓɎ'ɫɓɖɱɎ ɎɔɫɎɗɫɯɞɨɝɫ ɞɑɡəɱɣəɚ ɘɚɒɗɔɎɔɘ ɎɔɖɚɜɔɝɞɌəəɫ ɜɑɍɑɜ 
ɜɚɓɏɗɫəɟɞɚɏɚ ɏɜɌɠɌ ð ɓɎ'ɫɓɖɱɎ ɘɱɒ ɚɖɜɑɘɔɘɔ ɛɚəɫɞɞɫɘɔ. 

ɋɖ ɘɌɝɔɎɔ ɐɚɖɟɘɑəɞɌɗɨəɚɲ ɱəɠɚɜɘɌɢɱɲ ɐɗɫ ɞɌɖɚɲ ɝɔɝɞɑɘɔ 

ɘɚɒɟɞɨ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔɝɫ ɐɌəɱ, ɥɚ əɌɐɡɚɐɫɞɨ Ɏɱɐ ɝɔɝɞɑɘ ɖɚə-
ɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ, ɞɌɖɔɡ ɫɖ InfoStream, X-SCIF, Attack Index, Ɍ 

ɞɌɖɚɒ ɜɑɓɟɗɨɞɌɞɔ ɘɚəɱɞɚɜɔəɏɟ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ Ɏɑɍ-ɝɗɟɒɍ, ɞɌ-

ɖɔɡ ɫɖ ɍɌɓɔ ɐɌəɔɡ ɍɱɚɏɜɌɠɱɕ ɗɪɐɑɕ, ɚɜɏɌəɱɓɌɢɱɕ, ɝɗɟɒɍ ɛɜɌɢɑɎ-
ɗɌɤɞɟɎɌəəɫ ɞɚɥɚ. 

ȣəɠɚɜɘɌɢɱɕəɱ ɎɓɌɯɘɚɓɎ'ɫɓɖɔ ɘɱɒ ɛɚəɫɞɞɫɘɔ ɎɔɫɎɗɫɪɞɨɝɫ 

ɤɗɫɡɚɘ ɚɍɜɚɍɖɔ ɐɚɖɟɘɑəɞɌɗɨəɔɡ ɘɌɝɔɎɱɎ ɱ ɘɚɒɟɞɨ ɓɍɑɜɱɏɌɞɔɝɫ 
ɟ ɝɛɑɢɱɌɗɨəɱɕ ɍɌɓɱ ɐɌəɔɡ. ȹɌɍɱɜ ɛɚəɫɞɨ, ɥɚ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ 

ɛɜɔ ɛɚɍɟɐɚɎɱ ɍɌɓɔ ɐɌəɔɡ ɓɎ'ɫɓɖɱɎ, ɠɚɜɘɟɯɞɨɝɫ ɤɗɫɡɚɘ ɑɖɝɞɜɌ-
ɏɟɎɌəəɫ ɐɌəɔɡ ɱɓ ɐɚɝɞɟɛəɚɏɚ ɖɚɜɔɝɞɟɎɌɣɑɎɱ ɞɑɖɝɞɚɎɚɏɚ ɘɌɝɔɎɟ, 

ɥɚ əɌɐɌɯ ɝɔɝɞɑɘɱ ɢɱɗɱɝəɚɝɞɱ. 

ȿ ɖɚɜɛɚɜɌɞɔɎəɱɕ ɱəɠɚɜɘɌɢɱɕəɱɕ ɱəɠɜɌɝɞɜɟɖɞɟɜɱ ɍɌɓɌ ɐɌəɔɡ 
ɓɎ'ɫɓɖɱɎ ɘɚɒɑ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔɝɫ ɜɱɓəɔɘ ɣɔəɚɘ, əɌɛɜɔɖɗɌɐ, 

ɚɖɜɑɘɚ, Ɍɍɚ ɲɲ ɘɚɒɗɔɎɚɝɞɱ ɘɚɒɟɞɨ ɍɟɞɔ ɐɚɛɚɎəɑəɱ ɘɚɒɗɔɎɚɝɞɫ-

ɘɔ əɌɫɎəɔɡ ɛɚɎəɚɞɑɖɝɞɚɎɔɡ ɞɌ/Ɍɍɚ ɠɌɖɞɚɏɜɌɠɱɣəɔɡ ɍɌɓ ɐɌəɔɡ. 
Ȼɜɔ ɢɨɚɘɟ ɚɝəɚɎəɔɘ ɜɑɓɟɗɨɞɌɞɚɘ ɜɚɍɚɞɔ ɯ ɛɚɍɟɐɚɎɌ ɞɌɖ ɓɎɌəɔɡ 

çɖɌɜɞ ɓɎ'ɫɓɖɱɎè, Ɍ ɫɖ ɛɚɍɱɣəɔɕ ɑɠɑɖɞ, ɥɚ ɜɑɌɗɱɓɟɯ çɜɑɒɔɘ ɐɚɎɑ-
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ɐɑəəɫè, ɘɚɒɑ ɜɚɓɏɗɫɐɌɞɔɝɫ Ɏɔɗɟɣɑəəɫ ɝɌɘɔɡ ɐɚɖɟɘɑəɞɱɎ ɫɖ 
ɐɒɑɜɑɗ ɓɎ'ɫɓɖɱɎ. 

Ȼɜɔ ɛɜɚɯɖɞɟɎɌəəɱ ɍɌɓ ɐɌəɔɡ ɓɎõɫɓɖɱɎ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɛɑ-

ɜɝɛɑɖɞɔɎəɱ ɜɱɤɑəəɫ ɟ ɝɠɑɜɱ ɝɞɎɚɜɑəəɫ ɱəɠɚɜɘɌɢɱɕəɚ-
ɌəɌɗɱɞɔɣəɔɡ ɝɔɝɞɑɘ, ɓɚɖɜɑɘɌ, ɞɑɚɜɱɫ ɞɌ ɞɑɡəɚɗɚɏɱɲ ɏɗɔɍɔəəɚɏɚ 

ɌəɌɗɱɓɟ ɞɑɖɝɞɱɎ ð Text Mining, ɟ ɞɚɘɟ ɣɔɝɗɱ ɘɑɞɚɐɔ ɑɖɝɞɜɌɏɟɎɌə-

əɫ ɱəɠɚɜɘɌɢɱɲ (Information Extraction), ɞɑɡəɚɗɚɏɱɲ ɍɌɓ ɐɌəɔɡ 
əɌɐɎɑɗɔɖɔɡ ɚɍɝɫɏɱɎ (Big Data), ɖɚəɢɑɛɢɱɫ çɝɖɗɌɐəɔɡ ɘɑɜɑɒè 

(Complex Networks).  
ȿ ɘɑɒɌɡ ɞɑɚɜɱɲ ɝɖɗɌɐəɔɡ ɘɑɜɑɒ ɎɔɎɣɌɪɞɨɝɫ ɡɌɜɌɖɞɑɜɔɝɞɔ-

ɖɔ, ɛɚɎ'ɫɓɌəɱ ɓ ɞɚɛɚɗɚɏɱɯɪ ɘɑɜɑɒ, Ɍ ɞɌɖɚɒ ɝɞɌɞɔɝɞɔɣəɱ ɠɑəɚɘɑ-

əɔ, ɜɚɓɛɚɐɱɗ ɎɌɏ ɚɖɜɑɘɔɡ Ɏɑɜɤɔə (ɫɖ ɫɖɔɡ ɘɚɒəɌ ɜɚɓɏɗɫɐɌɞɔ 
ɝɟɞəɚɝɞɱ, ɛɚəɫɞɞɫ, ɠɌɖɞɔ) ɱ ɜɑɍɑɜ, ɑɠɑɖɞɔ ɛɜɚɞɱɖɌəəɫ ɞɌ ɛɜɚɎɱ-

ɐəɚɝɞɱ Ɏ ɘɑɜɑɒɌɡ ɞɚɥɚ. 

ȽɡɑɘɌɞɔɣəɚ ɘɚɒɗɔɎɱ ɞɑɡəɚɗɚɏɱɣəɱ ɑɞɌɛɔ ɠɚɜɘɟɎɌəəɫ ɍɌɓɔ 
ɐɌəɔɡ ɓɎ'ɫɓɖɱɎ ɘɚɒəɌ ɛɚɐɌɞɔ ɞɌɖɔɘ ɣɔəɚɘ. 

ȳɌ ɐɚɛɚɘɚɏɚɪ ɛɜɚɏɜɌɘɔ-ɜɚɍɚɞɌ ɓɐɱɕɝəɪɯɞɨɝɫ ɝɖɌəɟɎɌəəɫ 

ɎɔɍɜɌəɔɡ Ɏɑɍ-ɜɑɝɟɜɝɱɎ, ɫɖɱ ɘɱɝɞɫɞɨ ɱəɠɚɜɘɌɢɱɪ, ɥɚ əɌɗɑɒɔɞɨ 
ɐɚ ɚɍ'ɯɖɞɱɎ ɐɚɝɗɱɐɒɑəɨ. Ȼɱɝɗɫ ɢɨɚɏɚ ɓɐɱɕɝəɪɯɞɨɝɫ ɑɖɝɞɜɌɏɟɎɌəəɫ 

əɑɚɍɡɱɐəɔɡ ɖɚɜɔɝɞɟɎɌɣɌɘ ɛɚəɫɞɨ, əɌɛɜɔɖɗɌɐ, əɌɕɘɑəɟɎɌəɨ 

ɍɜɑəɐɱɎ, ɖɚɘɛɌəɱɕ, ɑɗɑɖɞɜɚəəɔɡ Ɍɐɜɑɝ ɞɚɥɚ. ȮɱɐɱɍɜɌəɱ ɛɚəɫɞɞɫ 
ɞɌ ɎɱɐɛɚɎɱɐəɱ Ɏɱɐəɚɤɑəəɫ ɘɱɒ əɔɘɔ ɓɌɎɌəɞɌɒɟɪɞɨɝɫ ɐɚ ɍɌɓɔ 

ɐɌəɔɡ ɓɎ'ɫɓɖɱɎ, ɫɖɌ ɞɌɖɚɒ ɘɱɝɞɔɞɨ ɛɚɝɔɗɌəəɫ əɌ ɐɚɖɟɘɑəɞɔ-

ɛɑɜɤɚɐɒɑɜɑɗɌ. ȳɌɝɚɍɔ ɑɖɝɞɜɌɏɟɎɌəəɫ ɛɚəɫɞɨ, ɫɖ ɛɜɌɎɔɗɚ, ɚɜɱ-
ɯəɞɚɎɌəɱ əɌ ɚɍɜɚɍɖɟ ɐɚɖɟɘɑəɞɱɎ, ɝɖɌəɚɎɌəɔɡ ɓ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ, 

ɛɚɐɌəɔɡ ɜɱɓəɔɘɔ ɘɚɎɌɘɔ. 

ȳɌɛɜɚɛɚəɚɎɌəɔɕ ɛɱɐɡɱɐ ɐɚ ɛɚɤɟɖɟ, ɛɜɔɜɚɐəɚ, ɞɫɏəɑ ɓɌ ɝɚ-
ɍɚɪ ɐɑɫɖɱ ɚɝɚɍɗɔɎɚɝɞɱ Ɏ ɜɑɌɗɱɓɌɢɱɲ Ɍɜɡɱɞɑɖɞɟɜɔ ɍɌɓɔ ɐɌəɔɡ ɓɎ'ɫ-

ɓɖɱɎ ɛɚəɫɞɨ. ȹɔəɱ əɌɕɛɚɛɟɗɫɜəɱɤɚɪ ɛɗɌɞɠɚɜɘɚɪ ɐɗɫ ɞɌɖɚɲ ɍɌ-
ɓɔ ɐɌəɔɡ ɯ ɏɜɌɠɚɎɌ ȽȿȭȰ Neo4j. ȶɜɱɘ ɞɚɏɚ, ɌɜɡɱɞɑɖɞɟɜɌ ɍɌɓɔ 

ɐɌəɔɡ ɓɎ'ɫɓɖɱɎ ɘɌɯ ɍɟɞɔ ɚɜɱɯəɞɚɎɌəɌ əɌ ɞɌɖɱ ɘɚɒɗɔɎɱ ɓɌɝɞɚɝɟ-

ɎɌəəɫ, ɫɖ ɎɔɫɎɗɑəəɫ əɑɫɎəɔɡ ɓɎ'ɫɓɖɱɎ (əɑ ɎɔɫɎɗɑəɔɡ ɫɎəɚ ɖɚɘ-
ɛɗɑɖɝɚɘ ɑɖɝɞɜɌɏɟɎɌəəɫ ɛɚəɫɞɨ), ɛɚɤɟɖ ɚɖɜɑɘɔɡ ɚɍ'ɯɖɞɱɎ, Ɍ ɞɌ-

ɖɚɒ ɎɓɌɯɘɚɓɎ'ɫɓɚɖ ɓ əɌɫɎəɔɘɔ ɠɌɖɞɚɏɜɌɠɱɣəɔɘɔ ɍɌɓɌɘɔ ɐɌ-

əɔɡ. 
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2.5. ȶɚəɢɑɛɢɱɫ Big Data  

2.5.1. Ȼɚəɫɞɞɫ Big Data  

Ⱦɑɜɘɱə Big Data (Ɏɑɗɔɖɱ ɐɌəɱ) ɓ'ɫɎɔɎɝɫ ɫɖ əɚɎɔɕ ɞɑɜɘɱə ɱ ɗɚ-

ɏɚɞɔɛ ɟ ɜɑɐɌɖɢɱɕəɱɕ ɝɞɌɞɞɱ ȶɗɱɠɠɚɜɐɌ ȷɱəɣɌ, ɜɑɐɌɖɞɚɜɌ ɒɟɜəɌ-
ɗɟ Nature, 3 Ɏɑɜɑɝəɫ 2008 ɜɚɖɟ, ɫɖɔɕ ɛɜɔɝɎɫɞɔɎ ɢɱɗɔɕ ɝɛɑɢɱɌ-

ɗɨəɔɕ Ɏɔɛɟɝɖ ɚɐəɚɏɚ ɓ əɌɕɎɱɐɚɘɱɤɔɡ ɒɟɜəɌɗɱɎ ɞɑɘɱ çɥɚ ɘɚɒɟɞɨ 

ɚɓəɌɣɌɞɔ ɐɗɫ ɝɟɣɌɝəɚɲ əɌɟɖɔ əɌɍɚɜɔ Ɏɑɗɔɖɔɡ ɐɌəɔɡè. ȹɌɜɌɓɱ 
ɢɑɕ ɞɑɜɘɱə ɟɒɑ ɛɜɔɒɔɎɝɫ ɱ ɐɚɝɫɏ ɛɱɖɟ ɝɎɚɏɚ ɎɔɖɚɜɔɝɞɌəəɫ. Ⱦɟɞ 

ɝɗɚɎɚ çɎɑɗɔɖɱè ɍɟɗɚ ɛɚɎ'ɫɓɌəɑ əɑ ɝɞɱɗɨɖɔ ɓ ɫɖɚɪɝɨ ɖɱɗɨɖɱɝɞɪ, 

ɝɖɱɗɨɖɔ ɓ ɫɖɱɝəɚɪ ɚɢɱəɖɚɪ. ɃɌɝ ɛɱɐɞɎɑɜɐɔɎ ɝɗɟɤəɱɝɞɨ Ɏɔɐɱɗɑəəɫ 
Ɏɑɗɔɖɔɡ ɐɌəɔɡ ɫɖ ɚɖɜɑɘɚɏɚ ɠɑəɚɘɑəɟ. Ƚɨɚɏɚɐəɱ, ɓɏɱɐəɚ ɓ ɐɚɝɗɱ-

ɐɒɑəəɫɘɔ Ɍɏɑəɢɱɲ Gartner, ɞɑɜɘɱə Big Data ɟɒɑ ɛɑɜɑɞəɟɎ ɛɱɖ 

ɓəɌɘɑəɔɞɚɲ ɏɌɜɞəɑɜɱɎɝɨɖɚɲ ɖɜɔɎɚɲ Hype Cycle.  
ȹɌ ȼɔɝ. 7 əɌɎɑɐɑəɚ ɝɞɌɞɔɝɞɔɖɟ ɓɌɛɔɞɱɎ ɖɚɜɔɝɞɟɎɌɣɱɎ ɐɚ ɝɔɝ-

ɞɑɘɔ Google ɓɌ ɝɗɚɎɚɝɛɚɗɟɣɑəəɫɘ çBig Data è (ɝɑɜɎɱɝ Google 
Trends,  h ttps://trends.google.com/).  

 
ȼɔɝɟəɚɖ 7 ð ȰɔəɌɘɱɖɌ ɓɌɛɔɞɟ òBig Dataó 

ȿ 2012 ɜɚɢɱ ɟ ɝɞɌɞɞɱ15  ȰɌəɌ ȭɚɕɐ ɞɌ ȶɑɕɞ ȶɜɚɟɠɚɜɐ ɝɠɚɜ-

ɘɟɗɪɎɌɗɔ ɎɔɓəɌɣɑəəɫ Big Data ɫɖ ɖɟɗɨɞɟɜəɚɏɚ, ɞɑɡəɚɗɚɏɱɣəɚɏɚ 

ɞɌ əɌɟɖɚɎɚɏɚ ɠɑəɚɘɑəɟ, ɥɚ ɎɖɗɪɣɌɯ Ɏ ɝɑɍɑ: 

                                                                 
15 Boyd, D.; Crawford, K. (2012). "Critical Questions for Big D a-

ta ". Information, Communication & Society.  15 (5): 662 ð
679.  doi :10.1080/1369118X.2012.67887  

https://en.wikipedia.org/wiki/Doi_(identifier)
https://doi.org/10.1080%2F1369118X.2012.678878
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1.  Ⱦɑɡəɚɗɚɏɱɪ: ɘɌɖɝɔɘɱɓɌɢɱɫ ɚɍɣɔɝɗɪɎɌɗɨəɚɲ ɛɚɞɟɒəɚɝɞɱ ɞɌ 
ɝɖɗɌɐəɚɝɞɱ ɌɗɏɚɜɔɞɘɱɎ ɐɗɫ ɓɍɚɜɟ, ɌəɌɗɱɓɟ, ɓɎ'ɫɓɟɎɌəəɫ ɞɌ 

ɛɚɜɱɎəɫəəɫ Ɏɑɗɔɣɑɓəɔɡ əɌɍɚɜɱɎ ɐɌəɔɡ. 

2.  ȬəɌɗɱɓ: ɱəɞɑɜɛɜɑɞɌɢɱɫ Ɏɑɗɔɣɑɓəɔɡ əɌɍɚɜɱɎ ɐɌəɔɡ ɓ ɘɑɞɚɪ 
ɎɔɫɎɗɑəəɫ ɛɌɞɑɜəɱɎ ɐɗɫ ɠɚɜɘɟɗɪɎɌəəɫ ɑɖɚəɚɘɱɣəɔɡ, ɝɚ-

ɢɱɌɗɨəɔɡ, ɞɑɡəɱɣəɔɡ ɞɌ ɪɜɔɐɔɣəɔɡ ɞɎɑɜɐɒɑəɨ. 

3.  ȸɱɠɚɗɚɏɱɪ: ɓɌɏɌɗɨəɑ ɛɑɜɑɖɚəɌəəɫ, ɥɚ Ɏɑɗɔɣɑɓəɱ əɌɍɚɜɔ 
ɐɌəɔɡ ɜɑɛɜɑɓɑəɞɟɪɞɨ Ɏɔɥɟ ɠɚɜɘɟ ɓəɌəɨ ɞɌ Ɏɱɐɚɘɚɝɞɑɕ, 

ɫɖɱ ɘɚɒɟɞɨ ɏɑəɑɜɟɎɌɞɔ ɱəɝɌɕɞɔ, ɥɚ ɜɌəɱɤɑ ɍɟɗɔ əɑɘɚɒɗɔ-
Ɏɔɘɔ, ɞɌ ɓ ɚɜɑɚɗɚɘ ɱɝɞɔəəɚɝɞɱ, ɚɍ'ɯɖɞɔɎəɚɝɞɱ ɕ ɞɚɣəɚɝɞɱ. 

ȳɏɱɐəɚ ɓ ɢɔɘ ɎɔɓəɌɣɑəəɫɘ, Ɏɑɗɔɖɱ ɐɌəɱ ð ɢɑ ɞɑɜɘɱə, ɥɚ ɛɚ-

ɓəɌɣɌɯ ɍɑɓɗɱɣ əɌɍɚɜɱɎ ɐɌəɔɡ, əɌɝɞɱɗɨɖɔ ɚɍ'ɯɘəɔɡ ɱ ɝɖɗɌɐəɔɡ, ɥɚ 

ɟəɑɘɚɒɗɔɎɗɪɯ ɓɌɝɞɚɝɟɎɌəəɫ əɌɫɎəɔɡ ɞɜɌɐɔɢɱɕəɔɡ ɱəɝɞɜɟɘɑə-

ɞɱɎ ɖɑɜɟɎɌəəɫ ɍɌɓɌɘɔ ɐɌəɔɡ ɞɌ ɐɚɐɌɞɖɱɎ ɐɗɫ ɲɡ ɚɍɜɚɍɖɔ. Ȼɜɚ-

ɍɗɑɘɟ ɝɞɌəɚɎɗɫɞɨ ɓɍɱɜ, ɚɣɔɥɑəəɫ, ɓɍɑɜɱɏɌəəɫ, ɛɚɤɟɖ, ɐɚɝɞɟɛ, 

ɛɑɜɑɐɌɣɌ, ɌəɌɗɱɓ ɞɌ ɎɱɓɟɌɗɱɓɌɢɱɫ ɞɌɖɔɡ əɌɍɚɜɱɎ ɫɖ ɢɱɗɱɝəɚɲ ɝɟɞ-

əɚɝɞɱ, Ɍ əɑ ɗɚɖɌɗɨəɔɡ ɠɜɌɏɘɑəɞɱɎ. ɋɖ ɎɔɓəɌɣɌɗɨəɱ ɡɌɜɌɖɞɑɜɔɝ-

ɞɔɖɔ ɐɗɫ Ɏɑɗɔɖɔɡ ɐɌəɔɡ ɎɱɐɓəɌɣɌɪɞɨ çɞɜɔ Vè: ɚɍɝɫɏ (Ɍəɏɗ. 

volume, ɟ ɝɑəɝɱ Ɏɑɗɔɣɔəɔ ɠɱɓɔɣəɚɏɚ ɚɍ'ɯɘɟ), ɤɎɔɐɖɱɝɞɨ (Ɍəɏɗ. 

velocity, ɥɚ ɚɓəɌɣɌɯ Ɏ ɐɌəɚɘɟ ɖɚəɞɑɖɝɞɱ ɤɎɔɐɖɱɝɞɨ ɛɜɔɜɚɝɞɟ ɞɌ 

əɑɚɍɡɱɐəɱɝɞɨ ɎɔɝɚɖɚɤɎɔɐɖɱɝəɚɲ ɚɍɜɚɍɖɔ ɕ ɚɞɜɔɘɌəəɫ ɜɑɓɟɗɨɞɌ-

ɞɱɎ), ɜɱɓəɚɘɌəɱɞəɱɝɞɨ (Ɍəɏɗ. variety, ɟ ɝɑəɝɱ ɘɚɒɗɔɎɚɝɞɱ ɚɐəɚɣɌɝ-

əɚɲ ɚɍɜɚɍɖɔ ɜɱɓəɔɡ ɞɔɛɱɎ ɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɱ əɌɛɱɎɝɞɜɟɖɞɟɜɚɎɌ-

əɔɡ ɐɌəɔɡ). ȻɜɚɎɱɐəɚɪ ɡɌɜɌɖɞɑɜɔɝɞɔɖɚɪ ɞɟɞ ɯ ɚɍɝɫɏ ɐɌəɔɡ, 

ɫɖɔɕ ɘɌɯ ɍɟɞɔ ɜɚɓɏɗɫəɟɞɔɕ Ɏ Ɍɝɛɑɖɞɱ ɓɌɝɞɚɝɟəɖɱɎ. 

¶ Ƀɚɘɟ ɚɍɝɫɏ ɐɌəɔɡ ɛɑɜɑɞɎɚɜɔɎɝɫ əɌ ɛɜɚɍɗɑɘɟ? ȳɱ ɓɍɱɗɨ-

ɤɑəəɫɘ ɤɎɔɐɖɚɐɱɲ ɖɚɘɛ'ɪɞɑɜɱɎ ɞɌ ɚɍɝɫɏɟ ɛɌɘ'ɫɞɱ ɓɜɚɝ-
ɞɌɎ ɱ ɚɍɝɫɏ ɐɌəɔɡ. ȹɌɝɛɜɌɎɐɱ, ɓɜɚɝɞɌəəɫ ɐɌəɔɡ əɌɎɱɞɨ 

ɎɔɛɑɜɑɐɒɌɗɚ ɓɜɚɝɞɌəəɫ ɤɎɔɐɖɚɐɱɲ ɖɚɘɛ'ɪɞɑɜɱɎ, Ɍ ɗɔɤɑ 

ɐɑɫɖɱ Ɍɗɏɚɜɔɞɘɔ ɗɱəɱɕəɚ ɘɌɝɤɞɌɍɟɪɞɨɝɫ ɓɱ ɓɜɚɝɞɌəəɫɘ 
Ɏɡɱɐəɔɡ ɐɌəɔɡ. ȶɚɜɚɞɤɑ ɖɌɒɟɣɔ, ɐɌəɱ ɓɜɚɝɞɌɪɞɨ ɤɎɔ-

ɐɤɑ, əɱɒ əɌɤɌ ɓɐɌɞəɱɝɞɨ ɲɡ ɚɍɜɚɍɗɫɞɔ. ȾɌɖɔɘ ɣɔəɚɘ, 

ɚɍɝɫɏ ɐɌəɔɡ ɓɜɚɝɞɌɯ ɤɎɔɐɤɑ, əɱɒ ɚɍɣɔɝɗɪɎɌɗɨəɱ ɛɚɞɟ-
ɒəɚɝɞɱ. ȳ ɢɨɚɏɚ ɎɔɛɗɔɎɌɯ əɔɓɖɌ əɌɝɗɱɐɖɱɎ. 

¶ Ȱɑɫɖɱ ɘɑɞɚɐɔ ɞɌ ɛɜɔɕɚɘɔ, ɥɚ ɐɚɍɜɑ ɓɌɜɑɖɚɘɑəɐɟɎɌɗɔ 
ɝɑɍɑ Ɏ ɘɔəɟɗɚɘɟ, ɞɑɛɑɜ ɛɚɞɜɑɍɟɪɞɨ ɛɑɜɑɏɗɫɐɟ Ɍɍɚ ɓɌɘɱ-

əɔ, ɚɝɖɱɗɨɖɔ əɑ ɘɌɝɤɞɌɍɟɪɞɨɝɫ əɌ ɝɟɣɌɝəɔɕ ɚɍɝɫɏ ɐɌ-

əɔɡ. 

¶ Ȭɗɏɚɜɔɞɘɔ əɑ ɘɚɒɟɞɨ ɛɜɔɛɟɝɖɌɞɔ, ɥɚ Ɏɝɱ Ɏɔɡɱɐəɱ ɐɌəɱ 

Ɏɘɱɥɟɪɞɨɝɫ Ɏ ɚɛɑɜɌɞɔɎəɱɕ ɛɌɘ'ɫɞɱ. 
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¶ ȶɑɜɟɎɌəəɫ ɐɌəɔɘɔ ɝɌɘɑ ɛɚ ɝɚɍɱ ɝɞɌɯ əɑɞɜɔɎɱɌɗɨəɔɘ ɓɌ-
ɎɐɌəəɫɘ. 

¶ ȳɌɝɞɚɝɟɎɌəəɫ ɖɗɌɝɞɑɜɱɎ Ɍɍɚ ɍɌɏɌɞɚɫɐɑɜəɔɡ ɛɜɚɢɑɝɚɜɱɎ 
ɝɞɌɯ əɑɚɍɡɱɐəɱɝɞɪ, Ɍ əɑ ɜɚɓɖɱɤɤɪ. 

ȽɟɣɌɝəɱɝɞɨ ɐɑɘɚəɝɞɜɟɯ əɌɘ ɛɜɔɖɗɌɐɔ ɒɌɡɗɔɎɔɡ ɜɚɓɘɱɜɱɎ 

ɏɑəɑɜɚɎɌəɔɡ ɝɨɚɏɚɐəɱ ɚɢɔɠɜɚɎɌəɔɡ ɐɌəɔɡ. ɋɖ ɝɞɎɑɜɐɒɟɪɞɨ 

ɏɱɏɌəɞɔ ȣȾ-ɱəɐɟɝɞɜɱɲ (EMC, Cisco, IBM, Google), ɟ 2012 ɜɚɢɱ ɟ ɝɎɱɞɱ 

ɍɟɗɚ ɓɏɑəɑɜɚɎɌəɚ 2 ɓɑɞɌɍɌɕɞɔ (2 * 10İį) Ɍɍɚ 2 ɞɔɝɫɣɱ ɑɖɓɌɍɌɕɞɱɎ, 

Ɍɍɚ 2 ɞɔɝɫɣɱ ɘɱɗɨɫɜɐɱɎ ɏɱɏɌɍɌɕɞɱɎ ɱəɠɚɜɘɌɢɱɲ, Ɍ ɟ 2025 ɜɚɢɱ ɢɫ 

ɎɑɗɔɣɔəɌ ɓɌ ɐɌəɔɘɔ Statista (www.statista.com) ɐɚɝɫɏɗɌ 181 

ɓɑɞɌɍɌɕɞɱɎ. ȰɒɑɜɑɗɌɘɔ ɢɱɯɲ ɗɌɎɔəɔ ɐɌəɔɡ ɯ ɣɔɝɗɑəəɱ ɢɔɠɜɚɎɱ 

ɛɜɔɝɞɜɚɲ, ɥɚ ɖɚəɢɑəɞɜɟɪɞɨ ɱ ɝɛɜɫɘɚɎɟɪɞɨ ɟ ɍɑɓɐɚəəɱ ɛɜɚɝɞɚɜɔ 

ȣəɞɑɜəɑɞɟ ɛɜɚɐɟɖɢɱɪ ɗɪɐɝɨɖɚɏɚ ɜɚɓɟɘɟ ð ɞɎɱɞɔ, ɛɚɝɞɔ ɟ 

Facebook ɞɌ ȮȶɚəɞɌɖɞɱ, ɓɌɛɔɞɔ ɐɚ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ ɞɚɥɚ, Ɍ 

ɞɌɖɚɒ ɐɌəɱ Ɏɱɐ ɝɑəɝɚɜɱɎ ɱ ɖɚəɞɜɚɗɑɜɱɎ ɘɱɗɨɕɚəɱɎ ɛɜɔɝɞɜɚɲɎ, ɫɖɱ 

Ɏɔɘɱɜɪɪɞɨ ɞɑɘɛɑɜɌɞɟɜɟ ɞɌ Ɏɚɗɚɏɱɝɞɨ, ɝɞɌə ɐɚɜɱɏ ɱ ɖɚəɐɔɢɱɚəɑ-

ɜɱɎ ɞɌ ɍɌɏɌɞɚ ɱəɤɚɏɚ, ɥɚ ɝɨɚɏɚɐəɱ ɚɍ'ɯɐəɟɯɞɨɝɫ ɞɑɜɘɱəɚɘ "ȣəɞɑɜ-

əɑɞ ɜɑɣɑɕ" IOT (Internet of Things).  

ȺɐəɌɖ ɢɨɚɘɟ ɛɑɜɑɤɖɚɐɒɌɯ əɑ ɗɔɤɑ ɛɜɚɍɗɑɘɌ ɖɱɗɨɖɚɝɞɱ ð 

ɚɍɝɫɏ ɐɌəɔɡ, ɛɑɜɤɌ òVó. Ȱɗɫ Ɏɑɗɔɖɔɡ ɐɌəɔɡ, ɫɖ ɟɒɑ ɍɟɗɚ ɓɌɓəɌ-

ɣɑəɚ, ɎɌɒɗɔɎɌ ɐɜɟɏɌ òVó ð ɤɎɔɐɖɱɝɞɨ. ȼɑɓɟɗɨɞɌɞɔ ɚɍɜɚɍɖɔ Ɏɑɗɔ-

ɖɔɡ ɐɌəɔɡ ɘɌɪɞɨ ɍɟɞɔ ɚɞɜɔɘɌəɱ ɓɌ ɣɌɝ, ɥɚ ɎɔɓəɌɣɌɯɞɨɝɫ ɛɜɚ-

ɍɗɑɘɚɪ, ɫɖɟ Ɏɔɜɱɤɟɪɞɨ ɓɌ ɲɡ ɐɚɛɚɘɚɏɚɪ. ɂɑ ɐɌɝɞɨ ɘɚɒɗɔɎɱɝɞɨ 

ɛɑɜɑɞɎɚɜɔɞɔ ɌəɌɗɱɞɔɖɟ Ɏɑɗɔɖɔɡ ɐɌəɔɡ ɓ ɱəɝɞɜɟɘɑəɞɟ, ɥɚ Ɏɱɐɛɚ-

ɎɱɐɌɯ əɌ ɓɌɛɔɞɌəəɫ "ɡɞɚ Ɏɔəɑə?", ɡɌɜɌɖɞɑɜəɚɏɚ ɐɗɫ ɞɜɌɐɔɢɱɕ-

əɔɡ ɝɔɝɞɑɘ ɌəɌɗɱɞɔɖɔ, əɌ ɱəɝɞɜɟɘɑəɞ ɐɗɫ ɚɞɜɔɘɌəəɫ ɎɱɐɛɚɎɱɐɑɕ 

"ɥɚ ɜɚɍɔɞɔ?". ȬəɌɗɱɞɔɖ ɟ ɢɨɚɘɟ ɎɔɛɌɐɖɟ ɓ ɗɱɖɌɜɫ-

ɛɌɞɚɗɚɏɚɌəɌɞɚɘɌ ɛɑɜɑɞɎɚɜɪɯɞɨɝɫ əɌ ɞɑɜɌɛɑɎɞɌ. ɄɎɔɐɖɱɝɞɨ ɐɚɝ-

ɞɟɛɟ ɐɚ ɐɌəɔɡ, ɤɎɔɐɖɱɝɞɨ ɲɡ ɚɍɜɚɍɖɔ ɯ ɎɌɒɗɔɎɔɘ ɖɜɔɞɑɜɱɯɘ 

ɫɖɚɝɞɱ ɞɑɡəɚɗɚɏɱɕ, ɥɚ Ɏɡɚɐɫɞɨ ɟ Ɏɑɗɔɖɱ ɐɌəɱ. 

ȹɌɜɑɤɞɱ, ɞɜɑɞɫ òVó ð ɜɱɓəɚɘɌəɱɞəɱɝɞɨ ɐɌəɔɡ ɏɚɎɚɜɔɞɨ ɛɜɚ 

ɞɑ, ɥɚ Ɏɑɗɔɖɱ ɐɌəɱ ɘɌɪɞɨ ɑɠɑɖɞɔɎəɚ ɚɍɜɚɍɗɫɞɔɝɫ əɑɓɌɗɑɒəɚ Ɏɱɐ 

ɲɡəɨɚɲ ɝɞɜɟɖɞɟɜɚɎɌəɚɝɞɱ. Ⱦɟɞ ɛɜɔɕəɫɞɚ Ɏɔɐɱɗɫɞɔ ɞɜɔ ɚɝəɚɎəɱ 

Ɏɔɐɔ ɐɌəɔɡ ɓɌ ɝɞɟɛɑəɑɘ ɲɡ ɝɞɜɟɖɞɟɜɚɎɌəɚɝɞɱ. 

Ȼɑɜɤɔɕ ɜɱɎɑəɨ ð ɢɑ ɓɎɔɣəɱ ɝɞɜɟɖɞɟɜɚɎɌəɱ ɐɌəɱ, ɫɖɱ ɘɚɒɟɞɨ 

ɍɟɞɔ ɛɜɑɐɝɞɌɎɗɑəɱ ɚɖɜɑɘɔɘɔ ɕ ɓɌɓɐɌɗɑɏɱɐɨ ɎɔɓəɌɣɑəɔɘɔ ɛɚɗɫ-

ɘɔ, ɟ ɫɖɔɡ ɘɱɝɞɫɞɨɝɫ ɍɱɞɔ, ɥɚ ɘɌɪɞɨ ɜɱɓəɟ ɝɑɘɌəɞɔɖɟ. ȹɌɛɜɔ-

ɖɗɌɐ, ɟɝɱ ɞɌɍɗɔɢɱ ɘɌɪɞɨ ɟ ɎɔɓəɌɣɑəɚɘɟ ɛɚɗɱ ɓɌɐɌəɚɲ ɐɚɎɒɔəɔ 

ɓɌɏɚɗɚɎɖɔ, Ɏ ɱəɤɚɘɟ ɓɌɓɐɌɗɑɏɱɐɨ ɓɌɐɌəɚɘɟ ɛɚɗɱ ð ɚɐɔə ɱɓ ɠɌɖɞɱɎ, 
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Ɏ ɱəɤɚɘɟ ɛɚɗɱ ð ɱəɤɔɕ ɱɓ ɠɌɖɞɱɎ, ɥɚ ɎɔɓəɌɣɌɪɞɨ ɣɔɝɗɚɎɱ Ɍɍɚ 

ɞɑɖɝɞɚɎɱ ɓəɌɣɑəəɫ ɝɑɘɌəɞɔɣəɔɡ ɓɘɱəəɔɡ, ɫɖɱ ɘɱɝɞɫɞɨɝɫ Ɏ ɓɌɏɚ-

ɗɚɎɖɌɡ. ȽɞɜɟɖɞɟɜɚɎɌəɱ ɐɌəɱ ɐɚɍɜɑ ɓɍɑɜɱɏɌɞɔ Ɏ ɜɑɗɫɢɱɕəɔɡ ɍɌɓɌɡ 

ɐɌəɔɡ ɱ ɖɑɜɟɎɌɞɔ ɞɌɖɔɘɔ ɐɌəɔɘɔ ɓɜɟɣəɚ, ɎɔɖɚɜɔɝɞɚɎɟɪɣɔ ɝɛɑ-

ɢɱɌɗɨəɟ ɘɚɎɟ SQL ð Structured Query Language. ȹɑɓɎɌɒɌɪɣɔ əɌ 

ɝɎɚɪ ɛɚɤɔɜɑəɱɝɞɨ, ɞɌɖɱ ɐɌəɱ ɝɞɌəɚɎɗɫɞɨ ɗɔɤɑ 10% Ɏɱɐ ɟɝɨɚɏɚ 

ɚɍɝɫɏɟ ɓɏɑəɑɜɚɎɌəɔɡ ɐɌəɔɡ. 

Ȱɜɟɏɔɕ ɜɱɎɑəɨ ð ɢɑ əɌɛɱɎɝɞɜɟɖɞɟɜɚɎɌəɱ (semistructured) ɐɌ-

əɱ. ȰɌəɱ ɞɌɖɚɏɚ ɞɔɛɟ ɘɌɪɞɨ ɝɞɜɟɖɞɟɜəɱ ɜɚɓɐɱɗɨəɔɖɔ, Ɍɗɑ əɑ ɘɚ-

ɒɟɞɨ ɍɟɞɔ ɛɜɑɐɝɞɌɎɗɑəɱ ɟ Ɏɔɏɗɫɐɱ ɞɌɍɗɔɢɱ ɣɑɜɑɓ Ɏɱɐɝɟɞəɱɝɞɨ ɣɌɝ-

ɞɔəɔ ɌɞɜɔɍɟɞɱɎ ɟ ɜɱɓəɔɡ ɐɌəɔɡ. ȻɜɔɖɗɌɐɚɘ ɞɌɖɔɡ ɐɌəɔɡ ɘɚɒɟɞɨ 

ɝɗɟɏɟɎɌɞɔ ɠɌɕɗɔ ɟ ɠɚɜɘɌɞɱ SGML ð Standard Generalized 

Markup Language Ɍɍɚ BibTeX, ɟ ɫɖɔɡ əɑɘɌɯ ɎɔɓəɌɣɑəɚɲ ɝɡɑɘɔ 

ɓɍɑɜɱɏɌəəɫ ɐɌəɔɡ, Ɍɗɑ ɝɑɘɌəɞɔɣəɔɕ ɓɘɱɝɞ ɜɱɓəɔɡ ɑɗɑɘɑəɞɱɎ ɐɌ-

əɔɡ ɘɚɒɑ ɍɟɞɔ ɎɔɓəɌɣɑəɔɕ ɓɌ ɌəɌɗɱɓɚɘ ɝɌɘɚɏɚ ɠɌɕɗɟ. ȣəɚɐɱ ɞɌɖɱ 

ɐɌəɱ ɎɔɓəɌɣɌɪɞɨ ɫɖ ɞɌɖɱ, ɥɚ ɐɚɛɟɝɖɌɪɞɨ ɝɌɘɚɎɛɔɝ. ȭɌɏɌɞɚ ɐɌ-

əɔɡ, ɥɚ ɓɍɑɜɱɏɌɪɞɨɝɫ Ɏ ȣəɞɑɜəɑɞɱ, əɌɗɑɒɌɞɨ ɐɚ əɌɛɱɎɝɞɜɟɖɞɟɜɚ-

ɎɌəɔɡ, ɐɌəɔɡ ɍɱɍɗɱɚɏɜɌɠɱɣəɔɡ ɚɛɔɝɱɎ ɛɟɍɗɱɖɌɢɱɕ, əɌɟɖɚɎɔɡ ɐɌ-

əɔɡ. 

ȹɌɜɑɤɞɱ, əɑɝɞɜɟɖɞɟɜɚɎɌəɱ ɐɌəɱ, ɫɖɱ ɓɌ ɎɔɓəɌɣɑəəɫɘ əɑ ɘɚ-

ɒɟɞɨ ɛɱɐɛɌɐɌɞɔ ɛɱɐ ɜɌəɱɤɑ ɚɛɔɝɌəɱ Ɏɔɐɔ. Ȱɚ əɔɡ Ɏɡɚɐɫɞɨ ɞɑɖɝ-

ɞɔ, ɓɌɛɔɝɌəɱ ɝɔɘɎɚɗɌɘɔ ɜɱɓəɔɡ ɘɚɎ, ɓɌɛɔɝɔ ɓɎɟɖɱɎ, əɑɜɟɡɚɘɱ 

ɓɚɍɜɌɒɑəəɫ, ɎɱɐɑɚɠɌɕɗɔ, ɛɚɎɱɐɚɘɗɑəəɫ ɑɗɑɖɞɜɚəəɚɲ ɛɚɤɞɔ, 

ɞɎɱɞɔ, ɛɜɑɓɑəɞɌɢɱɲ ɞɌ ɱəɤɌ ɍɱɓəɑɝ-ɱəɠɚɜɘɌɢɱɫ ɛɚɓɌ ɎɔɎɌəɞɌɒɑə-

əɫɘɔ ɍɌɓ ɐɌəɔɡ. ȮɎɌɒɌɯɞɨɝɫ, ɥɚ Ɏɱɐ 80 ɐɚ 90 ɎɱɐɝɚɞɖɱɎ ɟɝɱɡ 

ɐɌəɔɡ Ɏ ɚɜɏɌəɱɓɌɢɱɫɡ əɌɗɑɒɌɞɨ ɐɚ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɐɌəɔɡ. 

ȹɑɜɱɐɖɚ ɐɚ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ Ɏɱɐəɚɝɫɞɨ ɱ ɎɎɑɐɑəɱ Ɏɔɥɑ əɌɛɱɎɝ-

ɞɜɟɖɞɟɜɚɎɌəɱ ɐɌəɱ. ȣəɚɐɱ ɤɖɌɗɟ ɜɱɓəɚɘɌəɱɞəɚɝɞɱ ɜɚɓɤɔɜɪɪɞɨ, 

ɎɔɖɚɜɔɝɞɚɎɟɪɣɔ ɢɱɗɟ ɤɖɌɗɟ Ɏɱɐ ɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɐɌəɔɡ ɐɚ ɛɚɎ-

əɱɝɞɪ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ. ȮɎɌɒɌɞɔɘɑɘɚ ɛɚɖɌɓəɔɖ ɎɌɜɱɌɞɔɎəɚɝɞɱ 

ɐɌəɔɡ əɟɗɨɚɎɔɘ ɐɗɫ ɛɚɎəɱɝɞɪ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɐɌəɔɡ ɱ ɞɌɖɔɘ, 

ɥɚ ɓɜɚɝɞɌɯ ɐɚ ɚɐɔəɔɢɱ ɐɗɫ ɐɚɍɜɑ ɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɱɓ ɜɑɗɫɢɱɕəɔɡ 

ɍɌɓ. 

ȹɌ ɐɟɘɖɟ ɟɣɌɝəɔɖɱɎ ȮɝɑɝɎɱɞəɨɚɏɚ ɑɖɚəɚɘɱɣəɚɏɚ ɠɚɜɟɘɟ 

2012 ɜɚɖɟ Ɏ ȰɌɎɚɝɱ, ɞɱ, ɡɞɚ ɚɝɱɐɗɌɯ ɞɑɘɟ ɱəɞɑɗɑɖɞɟɌɗɨəɚɏɚ ɌəɌɗɱ-

ɓɟ Ɏɑɗɔɖɔɡ ɐɌəɔɡ, ɝɞɌəɟɞɨ ɏɚɝɛɚɐɌɜɫɘɔ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɜɚɝ-

ɞɚɜɟ. ɂɱɕ ɞɑɘɱ ɍɟɗɚ ɛɜɔɝɎɫɣɑəɚ ɝɛɑɢɱɌɗɨəɟ ɐɚɛɚɎɱɐɨ əɌ ɀɚɜɟɘɱ 

çȮɑɗɔɖɱ ɐɌəɱ ð Ɏɑɗɔɖɔɕ ɎɛɗɔɎè. ȶɗɪɣɚɎɔɕ ɎɔɝəɚɎɚɖ ɐɚɛɚɎɱɐɱ ð 

ɢɔɠɜɚɎɱ ɌɖɞɔɎɔ ɝɞɌɪɞɨ əɑ ɘɑəɤ ɓəɌɣɟɥɔɘ ɑɖɚəɚɘɱɣəɔɘ Ɍɖɞɔ-
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Ɏɚɘ, əɱɒ ɓɚɗɚɞɚ ɣɔ ɎɌɗɪɞɌ. Ȱɚɝɗɱɐɒɑəəɫ, ɛɜɚɎɑɐɑəɱ ɛɜɚɠɑɝɚ-

ɜɚɘ ȭɜɱəɨɕɚɗɠɝɚəɚɘ (E. Brynjolfsson) ɞɌ ɐɎɚɘɌ ɕɚɏɚ ɖɚɗɑɏɌɘɔ ɟ 

2012 ɜɚɢɱ, ɛɚɖɌɓɌɗɔ, ɥɚ ɌəɌɗɱɓ ɱ ɛɜɚɏəɚɓɟɎɌəəɫ əɌ ɚɝəɚɎɱ Ɏɑɗɔ-

ɖɔɡ ɐɌəɔɡ ɍɑɜɑɞɨɝɫ əɌ ɚɓɍɜɚɯəəɫ ɖɚɜɛɚɜɌɞɔɎəɚɪ Ȭɘɑɜɔɖɚɪ. 

Ȯɚəɔ ɎɔɎɣɔɗɔ 179 Ɏɑɗɔɖɔɡ ɖɚɘɛɌəɱɕ ɱ ɎɔɫɎɔɗɔ, ɥɚ ɞɱ ɓ əɔɡ, ɡɞɚ 

ɎɓɫɎ əɌ ɚɓɍɜɚɯəəɫ ɱəɞɑɗɑɖɞɟɌɗɨəɔɕ ɌəɌɗɱɓ Ɏɑɗɔɖɔɡ ɐɌəɔɡ ɓɌ 

ɚɝɞɌəəɱ ɛɱɎɞɚɜɌ ɜɚɖɟ, ɚɞɜɔɘɌɗɔ əɑɏɌɕəɑ ɛɚɖɜɌɥɑəəɫ ɑɖɚəɚɘɱɣ-

əɔɡ ɛɚɖɌɓəɔɖɱɎ əɌ 5-6%. 

ȹɔəɱ ɛɚɞɜɑɍɔ ɝɟɝɛɱɗɨɝɞɎɌ ɜɚɍɗɫɞɨ əɑɚɍɡɱɐəɚɪ ɛɚɫɎɟ ɠɌɡɱɎ-

ɢɱɎ ɱɓ Ɏɑɗɔɖɔɡ ɐɌəɔɡ ɫɖ ɚɖɜɑɘɚɲ ɛɜɚɠɑɝɱɲ. ȹɌɓɎɌ ɢɱɯɲ ɛɜɚɠɑɝɱɲ ð 

Data Scientist ð ɐɚɝɗɱɐəɔɖ ɐɌəɔɡ. Ȯɱɐɚɘɔɕ ɒɟɜəɌɗ Harvard 

Business Review ɞɌɖ ɚɓɌɏɗɌɎɔɎ ɚɐɔə ɓɱ ɝɎɚɲɡ ɎɔɛɟɝɖɱɎ: òData 

Scientist: The Sexiest Job of the 21st Centuryó ð ɐɚɝɗɱɐəɔɖ ɐɌəɔɡ 

ð əɌɕɛɜɔɎɌɍɗɔɎɱɤɌ ɜɚɍɚɞɌ 21 ɝɞɚɗɱɞɞɫ. 

2.5.2 . Ⱦɑɡəɱɖɔ Big Data   

ȽɛɚɣɌɞɖɟ ɛɑɜɑɗɱɣɔɘɚ ɞɱ ɠɟəɖɢɱɚəɌɗɨəɱ ɚɛɑɜɌɢɱɲ əɌɐ ɐɌəɔ-
ɘɔ, ɘɑɞɚɐɔ ɲɡ ɓɍɑɜɱɏɌəəɫ ɞɌ ɚɍɜɚɍɖɔ. ȳɎɱɝəɚ, ɢɑɕ ɛɑɜɑɗɱɖ əɑ 

Ɏɔɣɑɜɛɟɯ Ɏɝɱɯɲ ɜɱɓəɚɘɌəɱɞəɚɝɞɱ ɞɑɡəɱɖ, ɥɚ ɐɔəɌɘɱɣəɚ ɜɚɓɎɔɎɌ-

ɪɞɨɝɫ, ɛɜɚɞɑ ɐɚɓɎɚɗɫɯ ɛɚɍɌɣɔɞɔ, ɥɚ ɘɚɒəɌ ɜɚɍɔɞɔ ɓ Ɏɑɗɔɖɔɘɔ 
ɐɌəɔɘɔ ɐɗɫ ɐɚɝɫɏəɑəəɫ ɢɱɗɑɕ, ɥɚ ɝɞɚɫɞɨ ɛɑɜɑɐ ɐɚɝɗɱɐəɔɖɚɘ. 

Å ȶɚəɝɚɗɱɐɌɢɱɫ ɐɌəɔɡ; 

Å ȶɗɌɝɔɠɱɖɌɢɱɫ, ɖɗɌɝɞɑɜɔɓɌɢɱɫ; 
Å ȸɌɤɔəəɑ əɌɎɣɌəəɫ; 

Å ȮɱɓɟɌɗɱɓɌɢɱɫ. 

ȶɚəɝɚɗɱɐɌɢɱɫ ɐɌəɔɡ 

ɂɑ ɢɱɗɔɕ əɌɍɱɜ ɞɑɡəɱɖ, ɝɛɜɫɘɚɎɌəɔɡ əɌ Ɏɔɗɟɣɑəəɫ ɐɌəɔɡ ɓ 

ɜɱɓəɔɡ ɐɒɑɜɑɗ, ɓɌɍɑɓɛɑɣɑəəɫ ɲɡəɨɚɲ ɫɖɚɝɞɱ, ɛɑɜɑɞɎɚɜɑəəɫ Ɏ ɯɐɔ-

əɔɕ ɠɚɜɘɌɞ ɞɌ ɓɌɎɌəɞɌɒɑəəɫ ɟ ɝɡɚɎɔɥɑ ɐɌəɔɡ ð çɌəɌɗɱɞɔɣəɟ 
ɛɱɝɚɣəɔɢɪè (analytic sandbox) Ɍɍɚ çɚɓɑɜɚ ɐɌəɔɡè (data lake). Ⱦɑɡ-

əɱɖɔ ɖɚəɝɚɗɱɐɌɢɱɲ ɐɌəɔɡ ɜɱɓəɫɞɨɝɫ ɓɌ Ɏɔɐɚɘ ɌəɌɗɱɞɔɖɔ, ɥɚ Ɏɔ-

ɖɚəɟɯɞɨɝɫ ɝɔɝɞɑɘɚɪ: 

Å ȻɌɖɑɞəɌ ɌəɌɗɱɞɔɖɌ (batch oriented);  

Å ȬəɌɗɱɞɔɖɌ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ (real time oriented); 

Å ȯɱɍɜɔɐəɌ ɌəɌɗɱɞɔɖɌ (hybrid). 
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Ȼɜɔ ɛɌɖɑɞəɱɕ ɌəɌɗɱɞɔɢɱ ɛɑɜɱɚɐɔɣəɚ Ɏɔɖɚəɟɯɞɨɝɫ ɎɔɎɌəɞɌ-
ɒɑəəɫ ɐɌəɔɡ ɓ ɜɱɓəɔɡ ɐɒɑɜɑɗ, ɐɌəɱ ɌəɌɗɱɓɟɪɞɨɝɫ əɌ əɌɫɎəɱɝɞɨ 

ɓɍɱɕəɔɡ ɠɜɌɏɘɑəɞɱɎ, ɤɟɘɟ ɞɌ Ɏɔɖɚəɟɯɞɨɝɫ ɲɡ ɠɱɗɨɞɜɌɢɱɫ. Ȼɜɔ 

ɎɔɖɚəɌəəɱ ɌəɌɗɱɞɔɖɔ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ ɐɌəɱ ɛɜɚɐɟɖɟɪɞɨɝɫ ɐɒɑɜɑ-
ɗɌɘɔ ɍɑɓɛɑɜɑɜɎəɚ ɕ ɟɞɎɚɜɪɪɞɨ əɌɍɱɜ ɛɚɞɚɖɱɎ ɐɌəɔɡ. ȬəɌɗɱɓ ɢɔɡ 

ɛɚɞɚɖɱɎ ɱ ɝɎɚɯɣɌɝəɑ ɚɞɜɔɘɌəəɫ ɜɑɓɟɗɨɞɌɞɱɎ ɟ ɓɌɐɌəɚɘɟ ɞɑɘɛɱ 

ɎɔɘɌɏɌɪɞɨ ɓɌɍɑɓɛɑɣɔɞɔ Ɍɝɔəɡɜɚəəɑ ɚɞɜɔɘɌəəɫ ɐɌəɔɡ ɟ Ɏɔɏɗɫɐɱ 
ɐɑɫɖɔɡ ɛɚɎɱɐɚɘɗɑəɨ ɱ ɘɌɜɤɜɟɞɔɓɟɎɌɞɔ ɢɱ ɛɚɎɱɐɚɘɗɑəəɫ Ɏ ɛɚɞɜɱ-

ɍəɱ ɚɍɜɚɍəɱ Ɏɟɓɗɔ ɐɗɫ ɚɍɜɚɍɖɔ. Ȱɗɫ ɏɱɍɜɔɐəɚɲ ɌəɌɗɱɞɔɖɔ, ɫɖ 
ɛɜɌɎɔɗɚ, ɛɚɎɱɐɚɘɗɑəəɫ ɐɌəɔɡ ɘɌɪɞɨ ɍɟɞɔ əɑ ɞɱɗɨɖɔ ɘɌɜɤɜɟɞɔ-

ɓɚɎɌəɱ əɌ ɚɍɜɚɍɖɟ, Ɍɗɑ ɕ ɱəɞɑɏɜɚɎɌəɱ Ɏ ɌəɌɗɱɞɔɣəɟ ɛɱɝɚɣəɔɢɪ 

ɐɗɫ ɛɚɐɌɗɨɤɚɲ ɚɍɜɚɍɖɔ ɓɌ ɜɑɓɟɗɨɞɌɞɌɘɔ əɌɖɚɛɔɣɑəəɫ ɐɌəɔɡ ɓɌ 
ɓəɌɣəɱ ɱəɞɑɜɎɌɗɔ ɣɌɝɟ. 

ȰɌəɱ, ɚɞɜɔɘɌəɱ Ɏ ɜɑɓɟɗɨɞɌɞɱ ɖɚəɝɚɗɱɐɌɢɱɲ, ɘɌɪɞɨ ɎɱɐɛɚɎɱɐɌ-

ɞɔ ɛɑɎəɔɘ ɖɜɔɞɑɜɱɫɘ ɫɖɚɝɞɱ. ɋɖɱɝɞɨ ɐɌəɔɡ - ɢɑ ɖɜɔɞɑɜɱɕ, ɥɚ 
ɎɔɓəɌɣɌɯ ɛɚɎəɚɞɟ, ɞɚɣəɱɝɞɨ, ɌɖɞɟɌɗɨəɱɝɞɨ ɱ ɘɚɒɗɔɎɱɝɞɨ ɱəɞɑɜɛ-

ɜɑɞɌɢɱɲ ɐɌəɔɡ. ȰɌəɱ ɘɚɒɟɞɨ ɍɟɞɔ Ɏɔɝɚɖɚɲ ɞɌ əɔɓɨɖɚɲ ɫɖɚɝɞɱ. ȰɌəɱ 

Ɏɔɝɚɖɚɲ ɫɖɚɝɞɱ - ɢɑ ɛɚɎəɱ, ɞɚɣəɱ, ɌɖɞɟɌɗɨəɱ ɐɌəɱ, ɫɖɱ ɛɱɐɐɌɪɞɨɝɫ 
ɱəɞɑɜɛɜɑɞɌɢɱɲ. ȾɌɖɱ ɐɌəɱ ɓɌɍɑɓɛɑɣɟɪɞɨ ɚɞɜɔɘɌəəɫ ɫɖɱɝəɚɏɚ ɜɑ-

ɓɟɗɨɞɌɞɟ: ɓəɌəɨ, ɫɖɱ ɓɘɚɒɟɞɨ ɛɱɐɞɜɔɘɟɎɌɞɔ ɛɜɚɢɑɝ ɛɜɔɕəɫɞɞɫ 

ɜɱɤɑəɨ. 
Ƚɟɖɟɛəɱɝɞɨ ɛɜɚɢɑɝɱɎ, ɥɚ ɎɔɓəɌɣɌɪɞɨ ɖɚəɝɚɗɱɐɌɢɱɪ, əɌɓɔ-

ɎɌɪɞɨ ETL ð Extraction -Transformation -Loading (ȮɔɐɚɍɟɎɌəəɫ-

ȻɑɜɑɞɎɚɜɑəəɫ-ȳɌɎɌəɞɌɒɑəəɫ). ȿ ɓɌɝɞɚɝɟəɖɌɡ ɍɱɓəɑɝ-ɌəɌɗɱɞɔɖɔ 
ɐɚ ɛɜɚɢɑɝɱɎ ETL ɎɖɗɪɣɌɗɔɝɫ Ɏɑɗɨɘɔ ɝɖɗɌɐəɱ ɛɑɜɑɞɎɚɜɑəəɫ ɐɌ-

əɔɡ, ɞɌɖɱ ɫɖ ɖɎɌəɞɟɎɌəəɫ, ɥɚ ɐɚɓɎɚɗɫɯ ɓəɔɓɔɞɔ ɚɍɝɫɏ ɚɍɜɚɍɗɪ-

ɎɌəɔɡ ɐɌəɔɡ, əɚɜɘɌɗɱɓɌɢɱɫ ð ɛɜɚɢɑɝ ɛɜɔɎɑɐɑəəɫ ɜɑɗɫɢɱɕəɔɡ 
ɞɌɍɗɔɢɨ ɐɚ ɖɌəɚəɱɣəɚɏɚ Ɏɔɏɗɫɐɟ Ɍɍɚ ɣɔɝɗɚɎɔɡ ɐɌəɔɡ ɐɚ ɯɐɔəɚɏɚ 

ɘɌɝɤɞɌɍɟ, ɖɚɐɟɎɌəəɫ ɐɌəɔɡ ð ɎɎɑɐɑəəɫ ɟəɱɖɌɗɨəɔɡ ɖɚɐɱɎ ɐɗɫ 
ɝɞɔɝəɑəəɫ ɐɌəɔɡ. ȿ ɞɑɡəɱɖɌɡ Ɏɑɗɔɖɔɡ ɐɌəɔɡ ɓɌɓɎɔɣɌɕ ɎɎɌɒɌ-

ɪɞɨ, ɥɚ əɑɚɍɡɱɐəɚ ɛɜɌɢɪɎɌɞɔ ɍɑɓɛɚɝɑɜɑɐəɨɚ ɓ ɍɜɟɐəɔɘɔ ɐɌəɔ-

ɘɔ, ɚɝɖɱɗɨɖɔ əɑɜɱɐɖɚ ɝɌɘɑ ɡɌɜɌɖɞɑɜ ɓɍɚɲɎ ɘɚɒɑ ɝɞɌɞɔ ɛɜɑɐɘɑ-
ɞɚɘ ɌəɌɗɱɓɟ, Ɍ ɝɞɔɝəɑəəɫ ɐɌəɔɡ ɯ ɠɟəɖɢɱɯɪ ɎɗɌɝəɑ ɌəɌɗɱɞɔɣəɔɡ 

ɌɗɏɚɜɔɞɘɱɎ. ȸɚɒɗɔɎɱɝɞɨ ɒɑ ɓɍɑɜɱɏɌəəɫ ɐɌəɔɡ ɟ Ɏɔɡɱɐəɚɘɟ Ɏɔ-

ɏɗɫɐɱ ɘɌɪɞɨ əɌɐɌɎɌɞɔ ɞɑɡəɱɣəɱ ɓɌɝɚɍɔ ɌəɌɗɱɞɔɣəɚɲ ɝɔɝɞɑɘɔ. 
ɋɖɱɝɞɨ Ɏɑɗɔɖɔɡ ɐɌəɔɡ əɑɜɱɐɖɚ ɎɌɒɖɚ ɚɢɱəɔɞɔ ɘɑɞɚɐɌɘɔ ɠɚɜɘɌ-

ɗɨəɔɡ ɌɗɏɚɜɔɞɘɱɎ, ɱ ɞɚɐɱ ɎɐɌɪɞɨɝɫ ɐɚ ɎɱɓɟɌɗɱɓɌɢɱɲ əɌ ɜɌəəɨɚɘɟ 

ɑɞɌɛɱ ɐɚɝɗɱɐɒɑəəɫ. ȶɜɱɘ ɚɢɱəɖɔ ɫɖɚɝɞɱ ɞɌ Ɏɔɍɚɜɟ ɘɑɞɚɐɟ ɛɜɑ-
ɛɜɚɢɑɝɔəɏɟ, ɎɱɓɟɌɗɱɓɌɢɱɫ ɘɚɒɑ ɐɚɛɚɘɚɏɞɔ ɛɑɜɑɕɞɔ ɐɚ ɎɌɒɗɔɎɚɏɚ 
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ɑɞɌɛɟ ɌəɌɗɱɞɔɖɔ ð Ɏɔɍɚɜɟ ɘɚɐɑɗɑɕ, ɏɱɛɚɞɑɓ ɐɗɫ ɐɚɝɫɏəɑəəɫ ɖɱə-
ɢɑɎɚɲ ɘɑɞɔ ð ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ. 

ȮɱɓɟɌɗɱɓɌɢɱɫ 

ȾɑɡəɱɖɌ ɎɱɓɟɌɗɱɓɌɢɱɲ ɯ ɛɚɞɟɒəɔɘ ɘɑɞɚɐɚɘ ɱəɞɑɗɑɖɞɟɌɗɨəɚɏɚ 
ɌəɌɗɱɓɟ ɐɌəɔɡ. ɋɖ ɛɜɌɎɔɗɚ, ɲɲ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɐɗɫ ɛɑɜɑɏɗɫɐɟ ɞɌ 

ɎɑɜɔɠɱɖɌɢɱɲ ɐɌəɔɡ ɛɑɜɑɐ ɝɞɎɚɜɑəəɫɘ ɘɚɐɑɗɱ, Ɍ ɞɌɖɚɒ ɛɱɝɗɫ ɏɑ-

əɑɜɌɢɱɲ ɛɜɚɏəɚɓɱɎ. ȮɱɓɟɌɗɱɓɌɢɱɫ ð ɢɑ ɛɑɜɑɞɎɚɜɑəəɫ ɣɔɝɗɚɎɔɡ ɐɌ-
əɔɡ əɌ ɛɑɎəɔɕ ɎɱɓɟɌɗɨəɔɕ ɚɍɜɌɓ, ɓ ɘɑɞɚɪ ɝɛɜɚɥɑəəɫ ɝɛɜɔɕəɫɞ-

ɞɫ Ɏɑɗɔɖɔɡ ɘɌɝɔɎɱɎ ɱəɠɚɜɘɌɢɱɲ. 
Ȱɗɫ ɓɐɱɕɝəɑəəɫ ɎɱɓɟɌɗɱɓɌɢɱɲ ɝɗɟɏɟɪɞɨ ɎɱɓɟɌɗɱɓɌɞɚɜɔ, ɫɖɱ ɘɚ-

ɒɟɞɨ ɍɟɞɔ Ɍɍɚ ɚɖɜɑɘɔɘ ɓɌɝɞɚɝɟəɖɚɘ, Ɍɍɚ ɛɗɌɏɱəɚɘ, Ɍɍɚ ɣɌɝɞɔ-

əɚɪ ɱəɤɚɏɚ ɓɌɝɞɚɝɟəɖɟ. ȸɚɒɗɔɎɚɝɞɱ ɎɱɓɟɌɗɱɓɌɞɚɜɱɎ ɐɟɒɑ ɤɔɜɚ-
ɖɱ. ȹɌɜɌɓɱ Ɏɚəɔ ɘɚɒɟɞɨ ɛɜɑɐɝɞɌɎɗɫɞɔ ɱəɠɚɜɘɌɢɱɪ ɛɜɌɖɞɔɣəɚ Ɏ 

ɟɝɱɡ ɘɔɝɗɔɘɔɡ ɎɔɐɌɡ, Ɍɍɔ ɗɔɤɑ ɌəɌɗɱɞɔɖ ɘɱɏ ɝɠɚɜɘɟɗɪɎɌɞɔ, ɥɚ 

Ɏɱə ɡɚɣɑ ɍɌɣɔɞɔ. 

ȮɱɓɟɌɗɱɓɌɢɱɫ ɞɑɖɝɞɱɎ 

ɋɖɥɚ ɐɌəɱ ɯ ɞɑɖɝɞɌɘɔ ɛɜɔɜɚɐəɚɪ ɘɚɎɚɪ, ɞɚ ɛɑɜɎɔəəɟ ɐɚ-

ɛɚɘɚɏɟ Ɏ ɌəɌɗɱɓɱ ɘɚɒɑ əɌɐɌɞɔ ɎɱɓɟɌɗɱɓɌɢɱɫ ɓɌ ɐɚɛɚɘɚɏɚɪ ɜɚɓɘɱ-
ɣɑəɚɏɚ ɞɑɖɝɞɟ. ȮɱɓɟɌɗɱɓɌɞɚɜ ɛɱɐɜɌɡɚɎɟɯ ɣɌɝɞɚɞɟ ɓɏɌɐɟɎɌəəɫ ɞɚɏɚ 

ɣɔ ɱəɤɚɏɚ ɝɗɚɎɌ ɱ ɛɜɔɝɎɚɪɯ ɝɗɚɎɌɘ ɟɘɚɎəɟ ɎɌɏɟ, ɫɖɌ ɓɌɗɑɒɔɞɨ 

Ɏɱɐ ɢɱɯɲ ɣɌɝɞɚɞɔ. ȽɗɚɎɌ ɜɱɓəɚɲ ɎɌɏɔ ɛɜɔ ɎɱɓɟɌɗɱɓɌɢɱɲ ɘɌɪɞɨ ɜɱɓəɑ 
ɜɚɓɘɱɣɌəəɫ, Ɍ ɚɞɒɑ, ɜɱɓəɑ ɛɜɑɐɝɞɌɎɗɑəəɫ əɌ ɑɖɜɌəɱ. Ⱥɐəɱ ɝɗɚɎɌ 

ɎɔɏɗɫɐɌɪɞɨ ɍɱɗɨɤɔɘɔ ɓɌ ɱəɤɱ. ɂɑɕ ɞɔɛ ɎɱɓɟɌɗɱɓɌɢɱɲ ɐɚɛɚɘɌɏɌɯ 

ɐɚɝɗɱɐəɔɖɟ ɐɟɒɑ ɤɎɔɐɖɚ Ɏɡɚɛɔɞɔ ɚɝəɚɎəɱ ɐɟɘɖɔ ɞɑɖɝɞɟ. 

ȮɱɓɟɌɗɱɓɌɢɱɫ ɖɗɌɝɞɑɜɱɎ 

Ⱥɐəɱɯɪ ɓ ɣɌɝɞɚ ɎɔɖɚɜɔɝɞɚɎɟɎɌəɔɡ ɎɱɓɟɌɗɱɓɌɢɱɕ ɯ ɎɱɓɟɌɗɱɓɌ-

ɢɱɫ ɖɗɌɝɞɑɜɱɎ. ȶɗɌɝɞɑɜɌɘɔ əɌɓɔɎɌɪɞɨ ɏɜɟɛɔ Ɏ ɣɚɘɟɝɨ ɝɡɚɒɔɡ 
Ɍɍɚ ɍɗɔɓɨɖɔɡ ɓɌ ɎɗɌɝɞɔɎɚɝɞɫɘɔ ɚɍ'ɯɖɞɱɎ. Ȭɗɏɚɜɔɞɘɔ ɖɗɌɝɞɑɜɔ-

ɓɌɢɱɲ, ɞɚɍɞɚ ɜɚɓɍɔɞɞɫ ɘəɚɒɔəɔ ɚɍ'ɯɖɞɱɎ əɌ ɏɜɟɛɔ, ɘɔ ɜɚɓɏɗɫəɑɘɚ 
əɔɒɣɑ, Ɍ ɞɟɞ ɛɚɖɌɒɑɘɚ ɗɔɤɑ, ɫɖ ɘɚɒɑ ɍɟɞɔ ɎɱɓɟɌɗɱɓɚɎɌəɌ ɲɡəɫ 

ɜɚɍɚɞɌ. ȭɱɗɨɤɱɝɞɨ ɎɱɓɟɌɗɱɓɌɞɚɜɱɎ ɛɱɐɞɜɔɘɟɯ Ɍɗɏɚɜɔɞɘɔ ɖɗɌɝɞɑɜɔ-

ɓɌɢɱɲ ɱ ɓɐɌɞəɌ ɜɚɓɐɱɗɫɞɔ ɐɌəɱ əɌ ɖɗɌɝɞɑɜɔ. ȳɌɓɎɔɣɌɕ ɐɗɫ ɎɱɓɟɌɗɨ-
əɚɏɚ ɛɜɑɐɝɞɌɎɗɑəəɫ ɖɗɌɝɞɑɜɱɎ ɐɗɫ ɚɍ'ɯɖɞɱɎ ɓ ɜɱɓəɔɡ ɖɗɌɝɞɑɜɱɎ 

ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɖɚəɞɜɌɝɞəɱ ɖɚɗɨɚɜɔ. 

ȮɱɓɟɌɗɱɓɌɢɱɫ ɌɝɚɢɱɌɢɱɕ 

ȮɱɓɟɌɗɱɓɌɢɱɫ ɌɝɚɢɱɌɢɱɕ ɐɑɘɚəɝɞɜɟɯ ɣɌɝɞɚɞɟ, ɓ ɫɖɚɪ ɞɱ ɣɔ ɱə-

ɤɱ ɑɗɑɘɑəɞɔ ɓ'ɫɎɗɫɪɞɨɝɫ ɜɌɓɚɘ ɟ əɌɍɚɜɱ ɐɌəɔɡ, ɓɌ ɜɌɡɟəɚɖ ɣɚɏɚ 
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ɎɔɓəɌɣɌɯɞɨɝɫ ɝɞɜɟɖɞɟɜɌ ɚɜɏɌəɱɓɌɢɱɲ ɐɌəɔɡ (əɌɛɜɔɖɗɌɐ, ɘɚɒɑ 
ɕɞɔɝɫ ɛɜɚ ɞɑ, ɫɖɱ ɛɜɚɐɟɖɞɔ ɣɌɝɞɚ ɛɜɚɐɌɪɞɨɝɫ ɜɌɓɚɘ). ȾɌɖɚɒ 

ɘɚɒɗɔɎɌ ɎɱɓɟɌɗɱɓɌɢɱɫ ɱəɠɚɜɘɌɢɱɲ ɛɜɚ ɝɔɗɟ ɌɝɚɢɱɌɢɱɲ ɐɌəɔɡ. 

ȮɱɓɟɌɗɱɓɌɢɱɫ ɏɱɛɚɞɑɓ 

ȮɱɓɟɌɗɱɓɌɢɱɫ ɏɱɛɚɞɑɓ ɐɚɓɎɚɗɫɯ ɛɚɖɌɓɟɎɌɞɔ ɎɔɫɎɗɑəɱ ɓɌɖɚ-

əɚɘɱɜəɚɝɞɱ, ɥɚ ɛɱɐɞɎɑɜɐɒɟɪɞɨ Ɏɔɝɟəɟɞɱ ɏɱɛɚɞɑɓɔ. ȻɜɑɐɝɞɌɎɗɑə-

əɫ ɱəɠɚɜɘɌɢɱɲ Ɏ ɜɱɓəɔɡ ɎɱɓɟɌɗɱɓɌɞɚɜɌɡ Ɏɱɐɜɱɓəɫɯɞɨɝɫ. ȹɌɛɜɔ-
ɖɗɌɐ, ɫɖɥɚ ɜɫɐɖɔ ɖɜɟɏɚɎɔɡ 3D-ɐɱɌɏɜɌɘ ɎɱɐɚɍɜɌɒɌɪɞɨ ɚɓəɌɖɔ, 

ɎɔɖɚɜɔɝɞɌəɱ ɖɗɌɝɔɠɱɖɌɞɚɜɚɘ, ɞɚ ɖɚɒəɌ ɖɜɟɏɚɎɌ ɐɱɌɏɜɌɘɌ Ɏɱɐɚ-
ɍɜɌɒɌɯ ɕɘɚɎɱɜəɱɝɞɨ ɞɚɏɚ, ɥɚ ɎɑɗɔɣɔəɌ ɚɓəɌɖɔ Ɍɍɚ ɐɱɌɛɌɓɚə 

ɓəɌɣɑəɨ ɛɱɐɡɚɐɫɞɨ ɐɗɫ ɖɗɌɝɔɠɱɖɌɢɱɲ. ȹɌ ɜɔɝɟəɖɟ 2.10, ɛɚɐɌəɚɘɟ 

əɔɒɣɑ, ɌəɌɗɱɓɟɯɞɨɝɫ ɓɌɜɛɗɌɞɌ ɛɜɌɢɪɪɣɚɏɚ əɌɝɑɗɑəəɫ ȽɄȬ. 
ȮɱɓɟɌɗɱɓɌɞɚɜ ɎɱɐɚɍɜɌɒɌɯ Ɍɞɜɔɍɟɞɔ, ɫɖɱ ɘɚɒɟɞɨ ɎɛɗɔɎɌɞɔ əɌ 

ɖɗɌɝɔɠɱɖɌɢɱɪ ɓɌ ɓɌɜɛɗɌɞɚɪ. Ȭɞɜɔɍɟɞɔ ɛɜɑɐɝɞɌɎɗɑəɱ ɜɫɐɌɘɔ 

ɖɜɟɏɚɎɔɡ ɞɜɔɎɔɘɱɜəɔɡ ɐɱɌɏɜɌɘ. ȮɔɝɚɞɌ ɖɜɟɏɚɎɚɲ ɐɱɌɏɜɌɘɔ (ɢɔ-
ɗɱəɐɜɌ) ɛɚɖɌɓɟɯ ɖɱɗɨɖɱɝɞɨ ɓɌɛɔɝɱɎ ɟ ɐɌəɱɕ ɖɌɞɑɏɚɜɱɲ; ɖɚɗɱɜ ɛɚɖɌ-

ɓɟɯ, ɥɚ ɓɌɜɛɗɌɞɌ ɍɱɗɨɤɌ Ɍɍɚ ɘɑəɤɌ ɓɌ 50 ɞɔɝ. ɐɚɗ. ȹɌ ɖɚɒɑə 

Ɍɞɜɔɍɟɞ ɘɚɒɑ ɍɟɞɔ ɖɱɗɨɖɌ ɖɜɟɏɚɎɔɡ ɐɱɌɏɜɌɘ, əɌɛɜɔɖɗɌɐ, ɐɗɫ 
ɛɚɓəɌɣɑəəɫ ɝɞɌɞɱ (ɣɚɗɚɎɱɣɌ/ɒɱəɚɣɌ) ɯ ɐɎɱ ɐɱɌɏɜɌɘɔ, Ɍ ɐɗɫ Ɏɱɖɟ ð 

Ɏɱɝɱɘ ɐɱɌɏɜɌɘ. Ȥɡəɫ ɖɱɗɨɖɱɝɞɨ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɖɱɗɨɖɚɝɞɱ ɓɌɖɚəɚɘɱɜ-

əɚɝɞɑɕ, ɎɔɫɎɗɑəɔɡ ɎɱɓɟɌɗɱɓɌɞɚɜɚɘ. 

ȮɱɓɟɌɗɱɓɌɢɱɫ ɐɑɜɑɎ ɜɱɤɑəɨ 

ȮɱɓɟɌɗɱɓɌɢɱɫ ɐɑɜɑɎ ɜɱɤɑəɨ ɐɚɓɎɚɗɫɯ ɛɜɑɐɝɞɌɎɔɞɔ ɱɯɜɌɜɡɱɣəɚ 

ɚɜɏɌəɱɓɚɎɌəɟ ɱəɠɚɜɘɌɢɱɪ ɟ Ɏɔɏɗɫɐɱ ɗɌəɐɤɌɠɞɟ ɞɌ ɚɏɗɫɐɌɞɔ Ɏɝɪ 
ɘəɚɒɔəɟ ɐɌəɔɡ Ɍɍɚ ɲɡ ɣɌɝɞɔəɟ ɟ Ɏɔɏɗɫɐɱ ɎɟɓɗɱɎ ɱ ɏɱɗɚɖ. ȷɌəɐ-

ɤɌɠɞ ɘɚɒɑ ɍɟɞɔ ɫɖ ɐɎɚɎɔɘɱɜəɔɘ, ɞɌɖ ɱ ɞɜɔɎɔɘɱɜəɔɘ. ȶɱɗɨɖɱɝəɱ 

ɞɌ ɜɑɗɫɢɱɕəɱ ɡɌɜɌɖɞɑɜɔɝɞɔɖɔ ɐɌəɔɡ ɝɞɌɪɞɨ Ɏɔɐɔɘɔɘɔ ɓɌ ɐɚɛɚ-
ɘɚɏɚɪ ɱɯɜɌɜɡɱɣəɚ ɓ'ɯɐəɌəɔɡ ɎɟɓɗɱɎ. 

ȶɗɌɝɔɠɱɖɌɢɱɫ 

ȾɑɡəɱɖɌ ɖɗɌɝɔɠɱɖɌɢɱɲ ɯ ɚɐəɱɯɪ ɓ ɍɌɓɚɎɔɡ ɘɑɞɚɐɔɖ ɱəɞɑɗɑɖ-

ɞɟɌɗɨəɚɏɚ ɌəɌɗɱɓɟ Ɏɑɗɔɖɔɡ ɐɌəɔɡ. Ȥɲ əɑɜɱɐɖɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ 

ɛɜɔ ɛɚɍɟɐɚɎɱ ɘɚɐɑɗɱ ɌəɌɗɱɞɔɣəɔɡ ɝɔɝɞɑɘ ɛɚɜɫɐ ɓ ɥɑ ɚɐəɱɯɪ ɞɑ-
ɡəɱɖɚɪ - ɖɗɌɝɞɑɜɔɓɌɢɱɯɪ. ȶɗɌɝɔɠɱɖɌɢɱɫ - ɢɑ ɜɚɓɛɚɐɱɗ ɚɍ'ɯɖɞɱɎ 

(ɝɛɚɝɞɑɜɑɒɑəɨ, ɛɚɐɱɕ) ɐɚɝɗɱɐɒɑəəɫ ɓɌ ɓɌɓɐɌɗɑɏɱɐɨ Ɏɱɐɚɘɔɘɔ 

ɖɗɌɝɌɘɔ əɌ ɛɱɐɝɞɌɎɱ ɛɚɐɱɍəɚɝɞɱ ɚɓəɌɖ. ȹɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɖɗɌɝɔɠɱ-
ɖɌɢɱɲ, ɖɗɌɝɞɑɜɔɓɌɢɱɫ Ɏɔɖɚəɟɯ ɜɚɓɛɚɐɱɗ ɚɍ'ɯɖɞɱɎ (ɝɛɚɝɞɑɜɑɒɑəɨ, 

ɛɚɐɱɕ) ɓɌ əɑɎɱɐɚɘɔɘɔ ɓɌɓɐɌɗɑɏɱɐɨ ɖɗɌɝɌɘɔ. 
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ȶɗɌɝɔɠɱɖɌɢɱɫ Ɏɔɖɚəɟɯɞɨɝɫ ɎɱɐɛɚɎɱɐəɚ ɐɚ ɛɜɔəɢɔɛɱɎ ɘɌ-
ɤɔəəɚɏɚ əɌɎɣɌəəɫ ɓ ɟɣɔɞɑɗɑɘ (Supervised Machine Learning). 

Ȱɗɫ ɛɜɚɎɑɐɑəəɫ ɖɗɌɝɔɠɱɖɌɢɱɲ ɓɌ ɐɚɛɚɘɚɏɚɪ ɘɌɞɑɘɌɞɔɣəɔɡ ɘɑ-

ɞɚɐɱɎ əɑɚɍɡɱɐəɚ ɘɌɞɔ ɠɚɜɘɌɗɨəɔɕ ɚɛɔɝ ɚɍ'ɯɖɞɌ, ɫɖɔɘ ɘɚɒəɌ 
ɚɛɑɜɟɎɌɞɔ, ɎɔɖɚɜɔɝɞɚɎɟɪɣɔ ɘɌɞɑɘɌɞɔɣəɔɕ ɌɛɌɜɌɞ ɖɗɌɝɔɠɱɖɌ-

ɢɱɲ. ȶɚɒɑə ɚɍ'ɯɖɞ (ɓɌɛɔɝ ɍɌɓɔ ɐɌəɔɡ) ɛɚɎɔəɑə ɘɱɝɞɔɞɔ ɱəɠɚɜɘɌ-

ɢɱɪ ɛɜɚ ɐɑɫɖɱ ɚɓəɌɖɔ ɚɍ'ɯɖɞɌ. 
Ȼɜɚɢɑɝ ɖɗɌɝɔɠɱɖɌɢɱɲ, ɫɖ ɛɜɌɎɔɗɚ, ɓɎɚɐɔɞɨɝɫ ɐɚ əɌɝɞɟɛəɔɡ 

ɖɜɚɖɱɎ. 

1.  ȹɌɍɱɜ Ɏɔɡɱɐəɔɡ ɐɌəɔɡ (Ɍɍɚ Ɏɔɍɱɜɖɟ ɐɌəɔɡ) ɜɚɓɍɔɎɌɪɞɨ əɌ 

ɐɎɱ ɘəɚɒɔəɔ: əɌɎɣɌɗɨəɟ ɞɌ ɞɑɝɞɚɎɟ. ȹɌɎɣɌɗɨəɌ ɘəɚɒɔəɌ - 

ɘəɚɒɔəɌ, ɫɖɌ ɎɖɗɪɣɌɯ ɐɌəɱ, ɥɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɐɗɫ 
ɖɚəɝɞɜɟɪɎɌəəɫ ɘɚɐɑɗɱ. ȸəɚɒɔəɌ ɘɱɝɞɔɞɨ Ɏɡɱɐəɱ ɞɌ Ɏɔɡɱɐ-

əɱ (ɢɱɗɨɚɎɱ) ɓəɌɣɑəəɫ ɛɜɔɖɗɌɐɱɎ. Ȯɔɡɱɐəɱ ɓəɌɣɑəəɫ ɛɜɔɓəɌ-

ɣɑəɱ ɐɗɫ əɌɎɣɌəəɫ ɘɚɐɑɗɱ. ȾɑɝɞɚɎɌ ɘəɚɒɔəɌ ɞɌɖɚɒ ɘɱɝ-
ɞɔɞɨ Ɏɡɱɐəɱ ɞɌ Ɏɔɡɱɐəɱ ɓəɌɣɑəəɫ ɛɜɔɖɗɌɐɱɎ. Ⱦɟɞ Ɏɔɡɱɐəɱ 

ɓəɌɣɑəəɫ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɐɗɫ ɛɑɜɑɎɱɜɖɔ ɘɚɐɑɗɱ. 

2.  ȶɚɒɑə ɚɍ'ɯɖɞ əɌɍɚɜɟ ɐɌəɔɡ əɌɗɑɒɔɞɨ ɐɚ ɚɐəɚɏɚ ɓ ɎɔɓəɌ-
ɣɑəɔɡ ɖɗɌɝɱɎ. ȹɌ ɢɨɚɘɟ ɑɞɌɛɱ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ əɌɎɣɌɗɨəɌ 

ɘəɚɒɔəɌ, əɌ əɱɕ ɎɱɐɍɟɎɌɯɞɨɝɫ ɖɚəɝɞɜɟɪɎɌəəɫ ɘɚɐɑɗɱ. 

ȺɞɜɔɘɌəɌ ɘɚɐɑɗɨ ɛɚɐɌɯɞɨɝɫ ɖɗɌɝɔɠɱɖɌɢɱɕəɔɘɔ ɛɜɌɎɔɗɌ-
ɘɔ, ɐɑɜɑɎɚɘ ɜɱɤɑəɨ Ɍɍɚ ɘɌɞɑɘɌɞɔɣəɔɘɔ ɠɚɜɘɟɗɌɘɔ. 

3.  Ȯɔɖɚəɟɯɞɨɝɫ ɚɢɱəɖɌ ɛɜɌɎɔɗɨəɚɝɞɱ ɘɚɐɑɗɱ. Ȯɱɐɚɘɱ ɓəɌɣɑəəɫ 

ɓ ɞɑɝɞɚɎɚɲ ɘəɚɒɔəɔ ɛɚɜɱɎəɪɪɞɨɝɫ ɓ ɜɑɓɟɗɨɞɌɞɌɘɔ Ɏɔɖɚ-
ɜɔɝɞɌəəɫ ɚɞɜɔɘɌəɚɲ ɘɚɐɑɗɱ. Ⱥɍɣɔɝɗɪɯɞɨɝɫ ɜɱɎɑəɨ ɞɚɣəɚɝɞɱ 

- Ɏɱɐɝɚɞɚɖ ɛɜɌɎɔɗɨəɚ ɖɗɌɝɔɠɱɖɚɎɌəɔɡ ɚɍ'ɯɖɞɱɎ ɟ ɞɑɝɞɚɎɱɕ 

ɘəɚɒɔəɱ. 

ȶɗɌɝɞɑɜɔɓɌɢɱɫ 

ȾɑɡəɱɖɌ ɖɗɌɝɞɑɜɔɓɌɢɱɲ ɯ ɛɱɐɡɚɐɚɘ ɐɚ ɖɗɌɝɔɠɱɖɌɢɱɲ ɐɌəɔɡ ɟ 
ɎɔɛɌɐɖɟ, ɖɚɗɔ ɓɌɓɐɌɗɑɏɱɐɨ əɑɎɱɐɚɘɚ, ɐɚ ɫɖɚɏɚ ɖɗɌɝɟ ɘɌɯ ɍɟɞɔ 

Ɏɱɐəɑɝɑəɔɕ ɍɟɐɨ-ɫɖɔɕ əɌɫɎəɔɕ ɚɍ'ɯɖɞ. ȶɗɌɝɞɑɜɔɓɌɢɱɫ ɓɐɱɕɝəɪ-

ɯɞɨɝɫ ɌɎɞɚɘɌɞɔɣəɔɘ ɓəɌɡɚɐɒɑəəɫɘ ɏɜɟɛ, əɌ ɫɖɱ ɘɌɪɞɨ ɍɟɞɔ 
ɜɚɓɍɔɞɱ ɌəɌɗɱɓɚɎɌəɱ ɚɍ'ɯɖɞɔ. ȾɌɖɔɕ ɛɜɚɢɑɝ ɘɚɒɑ ɜɚɓɏɗɫɐɌɞɔɝɫ 

ɫɖ ɘɌɤɔəəɑ əɌɎɣɌəəɫ ɍɑɓ ɟɣɔɞɑɗɫ (Unsupervised Machine 

Learning). Ȯɱɐɚɘɚ ɛɚəɌɐ 100 ɜɱɓəɔɡ ɌɗɏɚɜɔɞɘɱɎ. 

ȸɌɤɔəəɑ əɌɎɣɌəəɫ 

Ⱦɑɜɘɱə çɘɌɤɔəəɑ əɌɎɣɌəəɫè, ɤɎɔɐɤɑ ɓɌ Ɏɝɑ, ɞɜɌɛɗɫɎɝɫ 

ɎɌɘ əɑ ɜɌɓ. ɁɚɣɌ ɕɚɏɚ əɑɜɱɐɖɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɫɖ ɝɔəɚəɱɘ 
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ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ, əɌɝɛɜɌɎɐɱ ɘɌɤɔəəɑ əɌɎɣɌəəɫ ð ɢɑ ɚɐɔə ɱɓ 
ɕɚɏɚ ɑɗɑɘɑəɞɱɎ. Ȼɜɔ ɢɨɚɘɟ ɚɍɔɐɎɌ ɛɚəɫɞɞɫ əɌɜɚɐɔɗɔɝɫ Ɏ ȸɌɝ-

ɝɌɣɟɝɑɞɝɨɖɚɘɟ ɞɑɡəɚɗɚɏɱɣəɚɘɟ ɱəɝɞɔɞɟɞɱ əɌɛɜɔɖɱəɢɱ 1950-ɡ ɜɚ-

ɖɱɎ. 
ȸɌɤɔəəɑ əɌɎɣɌəəɫ (machine learning, ML) ð ɖɗɌɝ ɘɑɞɚɐɱɎ 

ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ, ɡɌɜɌɖɞɑɜəɚɪ ɜɔɝɚɪ ɫɖɔɡ ɯ əɑ ɛɜɫɘɑ Ɏɔɜɱ-

ɤɑəəɫ ɓɌɐɌɣɱ, Ɍ əɌɎɣɌəəɫ Ɏ ɛɜɚɢɑɝɱ ɓɌɝɞɚɝɟɎɌəəɫ Ɏɔɜɱɤɑəɨ 
ɘəɚɒɔəɔ ɛɚɐɱɍəɔɡ ɓɌɐɌɣ. Ȱɗɫ ɛɚɍɟɐɚɎɔ ɞɌɖɔɡ ɘɑɞɚɐɱɎ Ɏɔɖɚɜɔ-

ɝɞɚɎɟɪɞɨɝɫ ɓɌɝɚɍɔ ɘɌɞɑɘɌɞɔɣəɚɲ ɝɞɌɞɔɝɞɔɖɔ, ɣɔɝɑɗɨəɔɡ ɘɑɞɚ-
ɐɱɎ, ɘɑɞɚɐɱɎ ɚɛɞɔɘɱɓɌɢɱɲ, ɞɑɚɜɱɲ ɕɘɚɎɱɜəɚɝɞɑɕ, ɞɑɚɜɱɲ ɏɜɌɠɱɎ, 

ɜɱɓəɱ ɞɑɡəɱɖɔ ɜɚɍɚɞɔ ɓ ɐɌəɔɘɔ Ɏ ɢɔɠɜɚɎɱɕ ɠɚɜɘɱ. 

ȼɚɓɜɱɓəɫɪɞɨ ɐɎɌ ɞɔɛɔ əɌɎɣɌəəɫ: 

Å ȹɌɎɣɌəəɫ ɓɌ ɛɜɑɢɑɐɑəɞɌɘɔ, Ɍɍɚ ɱəɐɟɖɞɔɎəɑ əɌɎɣɌə-
əɫ, ɻɜɟəɞɟɯɞɨɝɫ əɌ ɎɔɫɎɗɑəəɱ ɑɘɛɱɜɔɣəɔɡ ɓɌɖɚəɚɘɱɜəɚɝ-

ɞɑɕ ɟ ɐɌəɔɡ. 

Å ȰɑɐɟɖɞɔɎəɑ əɌɎɣɌəəɫ ɛɑɜɑɐɍɌɣɌɯ ɠɚɜɘɌɗɱɓɌɢɱɪ ɓəɌəɨ 
ɑɖɝɛɑɜɞɱɎ ɞɌ ɲɡ ɛɑɜɑəɑɝɑəəɫ Ɏ ɖɚɘɛ'ɪɞɑɜ ɟ Ɏɔɏɗɫɐɱ ɍɌɓɔ 
ɓəɌəɨ. 

ȰɑɐɟɖɞɔɎəɑ əɌɎɣɌəəɫ ɛɜɔɕəɫɞɚ Ɏɱɐəɚɝɔɞɔ ɐɚ ɏɌɗɟɓɱ ɑɖɝɛɑ-

ɜɞəɔɡ ɝɔɝɞɑɘ, ɞɚɘɟ ɞɑɜɘɱəɔ ɘɌɤɔəəɑ əɌɎɣɌəəɫ ɱ əɌɎɣɌəəɫ ɓɌ 
ɛɜɑɢɑɐɑəɞɌɘɔ ɘɚɒəɌ ɎɎɌɒɌɞɔ ɝɔəɚəɱɘɌɘɔ. 

ȭɌɏɌɞɚ ɘɑɞɚɐɱɎ ɱəɐɟɖɞɔɎəɚɏɚ əɌɎɣɌəəɫ ɜɚɓɜɚɍɗɫɗɔɝɫ ɫɖ 

ɌɗɨɞɑɜəɌɞɔɎɌ ɖɗɌɝɔɣəɔɘ ɝɞɌɞɔɝɞɔɣəɔɘ ɛɱɐɡɚɐɌɘ. ȭɌɏɌɞɚ ɘɑɞɚ-
ɐɱɎ ɞɱɝəɚ ɛɚɎ'ɫɓɌəɱ ɓ Ɏɔɗɟɣɑəəɫɘ ɱəɠɚɜɘɌɢɱɲ (information 

extraction, information retrieval), ɱəɞɑɗɑɖɞɟɌɗɨəɔɘ ɌəɌɗɱɓɚɘ ɐɌ-

əɔɡ (data mining). 

ȹɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɞɜɌɐɔɢɱɕəɚɏɚ Ȼȳ, ɫɖɑ ɣɟɐɚɎɚ ɝɛɜɌɎɗɫɯɞɨɝɫ ɓ 

ɎɔɖɚəɌəəɫɘ ɱəɝɞɜɟɖɢɱɕ, Ɍɗɑ əɑ ɓɐɌɞəɑ ɐɚ ɱɘɛɜɚɎɱɓɌɢɱɲ, ɝɔɝɞɑɘɔ 

ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ ɛɚ ɝɟɞɱ ɛɜɚɏɜɌɘɟɪɞɨ ɝɑɍɑ ɝɌɘɱ, ɝɌɘɚɝɞɱɕ-
əɚ ɜɚɓɜɚɍɗɫɪɣɔ ɱəɝɞɜɟɖɢɱɲ ɤɗɫɡɚɘ ɟɓɌɏɌɗɨəɑəəɫ Ɏɱɐɚɘɔɡ Ɏɱɐɚ-

ɘɚɝɞɑɕ. 

ȶɗɌɝɔɣəɔɕ ɛɜɔɖɗɌɐ ð ɜɚɓɛɱɓəɌɎɌəəɫ ɚɍɜɌɓɱɎ. ȻɚɖɌɒɱɞɨ ɝɔɝ-
ɞɑɘɱ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ ɐɚɝɞɌɞəɪ ɖɱɗɨɖɱɝɞɨ ɓəɱɘɖɱɎ ɝɚɍɌɖ ɓ 

ɛɚɓəɌɣɖɚɪ çɝɚɍɌɖɌè, Ɍ ɞɌɖɚɒ ɖɚɞɱɎ, ɐɑɜɑɎ ɞɌ ɱəɤɔɡ ɚɍ'ɯɖɞɱɎ, 
ɛɚɓəɌɣɑəɔɡ çəɑ ɝɚɍɌɖɌè, ɱ ɎɚəɌ ɓ ɣɌɝɚɘ ɛɚɣəɑ ɐɚɍɜɑ Ɏɱɐɜɱɓəɫɞɔ 

ɝɚɍɌɖ. ȣ ɐɗɫ ɢɨɚɏɚ ɲɕ əɑ ɛɚɞɜɱɍəɚ ɍɟɐɑ ɛɚɫɝəɪɎɌɞɔ, ɫɖ ɝɌɘɑ Ɏɚ-

əɔ ɎɔɏɗɫɐɌɪɞɨ. 
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ȹɌɎɣɌəəɫ ɓ ɟɣɔɞɑɗɑɘ ɱ ɍɑɓ 

ȳɏɌɐɌəɔɕ Ɏɔɐ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ əɌɓɔɎɌɯɞɨɝɫ əɌɎɣɌə-

əɫɘ ɓ ɟɣɔɞɑɗɑɘ. ɂɑ ɚɓəɌɣɌɯ, ɥɚ ɡɞɚɝɨ ɛɚɓəɌɕɚɘɔɎ Ɍɗɏɚɜɔɞɘ ɓ 

Ɏɑɗɔɣɑɓəɔɘ ɚɍɝɫɏɚɘ əɌɎɣɌɗɨəɔɡ ɐɌəɔɡ, ɛɑɜɑɏɗɫɐɌɪɣɔ ɜɑɓɟɗɨ-
ɞɌɞɔ ɞɌ ɖɚɜɔɏɟɪɣɔ əɌɗɌɤɞɟɎɌəəɫ ɐɚɞɔ, ɐɚɖɔ əɑ ɍɟɗɚ ɐɚɝɫɏəɟɞɚ 

ɛɚɞɜɱɍəɚɲ ɞɚɣəɚɝɞɱ ɖɗɌɝɔɠɱɖɌɢɱɲ ɐɌəɔɡ, ɫɖɱ ɝɔɝɞɑɘɌ ɥɑ çəɑ ɍɌ-

ɣɔɗɌè. ɂɑ ɞɑ ɝɌɘɑ, ɥɚ əɌɞɔɝɖɌɞɔ ɖəɚɛɖɟ çəɑ ɝɛɌɘè ɟ ɛɚɤɞɚɎɱɕ 
ɛɜɚɏɜɌɘɱ, ɖɚɗɔ ɠɱɗɨɞɜ ɎɔɛɌɐɖɚɎɚ ɛɑɜɑɡɚɛɗɪɯ ɛɚɞɜɱɍəɑ ɎɌɘ ɛɚ-

Ɏɱɐɚɘɗɑəəɫ. Ƀɔɘ ɣɌɝɞɱɤɑ Ɏɔ ɢɑ ɜɚɍɔɞɑ, ɞɔɘ ɞɚɣəɱɤɔɘ ɝɞɌɯ 
ɠɱɗɨɞɜ. 

ȾɔɛɚɎɱ ɓɌɐɌɣɱ əɌɎɣɌəəɫ ɓ ɟɣɔɞɑɗɑɘ ð ɖɗɌɝɔɠɱɖɌɢɱɫ ɞɌ ɛɜɚ-

ɏəɚɓɟɎɌəəɫ (Ɍɍɚ ɜɑɏɜɑɝɱɕəɔɕ ɌəɌɗɱɓ). ȼɚɓɛɱɓəɌɎɌəəɫ ɝɛɌɘɟ ɞɌ 
ɚɍɜɌɓɱɎ ð ɓɌɐɌɣɱ ɖɗɌɝɔɠɱɖɌɢɱɲ, Ɍ ɛɜɚɏəɚɓɟɎɌəəɫ ɖɚɞɔɜɟɎɌəɨ Ɍɖ-

ɢɱɕ ð ɖɗɌɝɔɣəɔɕ ɛɜɔɖɗɌɐ ɜɑɏɜɑɝɱɲ. 

Ȼɜɔ əɌɎɣɌəəɱ ɍɑɓ ɟɣɔɞɑɗɫ ɝɔɝɞɑɘɌ ɛɑɜɑɏɗɫɐɌɯ ɏɱɏɌəɞɝɨɖɱ 
ɚɍɝɫɏɔ ɐɌəɔɡ, ɓɌɛɌɘ'ɫɞɚɎɟɪɣɔ, ɫɖ ɎɔɏɗɫɐɌɪɞɨ çəɚɜɘɌɗɨəɱè ɐɌəɱ, 

ɥɚɍ ɚɞɜɔɘɌɞɔ ɘɚɒɗɔɎɱɝɞɨ ɜɚɓɛɱɓəɌɎɌɞɔ ɌəɚɘɌɗɱɲ ɞɌ ɛɜɔɡɚɎɌəɱ 

ɓɌɖɚəɚɘɱɜəɚɝɞɱ. ȹɌɎɣɌəəɫ ɍɑɓ ɟɣɔɞɑɗɫ ɖɚɜɔɝəɑ, ɖɚɗɔ Ɏɔ ɞɚɣəɚ 
əɑ ɓəɌɯɞɑ, ɥɚ ɝɌɘɑ ɤɟɖɌɯɞɑ ð ɟ ɢɨɚɘɟ ɎɔɛɌɐɖɟ ɝɔɝɞɑɘɟ ɘɚɒəɌ 

ɓɘɟɝɔɞɔ ɎɌɘ ɐɚɛɚɘɚɏɞɔ. 

Ƚɔɝɞɑɘɔ əɌɎɣɌəəɫ ɍɑɓ ɟɣɔɞɑɗɫ ɘɚɒɟɞɨ ɎɔɫɎɗɫɞɔ ɓɌɖɚəɚ-
ɘɱɜəɚɝɞɱ ɟ Ɏɑɗɔɣɑɓəɔɡ ɚɍɝɫɏɌɡ ɐɌəɔɡ əɌɍɌɏɌɞɚ ɤɎɔɐɤɑ, əɱɒ 

ɗɪɐɔ. ȽɌɘɑ ɞɚɘɟ ɍɌəɖɔ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɲɡ ɐɗɫ ɎɔɫɎɗɑəəɫ ɤɌɡ-

ɜɌɕɝɨɖɔɡ ɚɛɑɜɌɢɱɕ, ɘɌɜɖɑɞɚɗɚɏɔ ð ɐɗɫ ɱɐɑəɞɔɠɱɖɌɢɱɲ ɖɗɱɯəɞɱɎ ɓɱ 
ɝɡɚɒɔɘɔ ɌɞɜɔɍɟɞɌɘɔ, Ɍ Ȼȳ ɍɑɓɛɑɖɔ ð ɐɗɫ ɜɚɓɛɱɓəɌɎɌəəɫ ɤɖɱɐ-

ɗɔɎɚɲ ɌɖɞɔɎəɚɝɞɱ Ɏ ɘɑɜɑɒɱ. 

ȻɜɔɖɗɌɐɔ ɓɌɐɌɣ əɌɎɣɌəəɫ ɍɑɓ ɟɣɔɞɑɗɫ ð ɖɗɌɝɞɑɜɔɓɌɢɱɫ ɞɌ 
ɛɚɤɟɖ ɛɜɌɎɔɗ ɌɝɚɢɱɌɢɱɲ. ȻɑɜɤɌ ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ, ɓɚɖɜɑɘɌ, ɐɗɫ 

ɝɑɏɘɑəɞɌɢɱɲ ɖɗɱɯəɞɱɎ, Ɍ əɌ ɛɚɤɟɖɟ ɛɜɌɎɔɗ ɌɝɚɢɱɌɢɱɲ ɻɜɟəɞɟɪɞɨɝɫ 
ɘɑɡɌəɱɓɘɔ ɎɔɐɌɣɱ ɜɑɖɚɘɑəɐɌɢɱɕ. 

Ƚɛɚɝɚɍɔ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ 

ȼɚɓɐɱɗ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ, ɓ ɚɐəɚɏɚ ɍɚɖɟ, ɟɞɎɚɜɔɎɝɫ Ɏ 
ɜɑɓɟɗɨɞɌɞɱ ɛɚɐɱɗɟ əɌɟɖɔ ɛɜɚ əɑɕɜɚəəɱ ɘɑɜɑɒɱ əɌ ɘɑɞɚɐɔ əɌ-

ɎɣɌəəɫ ɘɑɜɑɒ ɱ Ɏɔɐɔ ɲɡ Ɍɜɡɱɞɑɖɞɟɜɔ, ɓ ɱəɤɚɏɚ ɍɚɖɟ ð ɟɎɱɍɜɌɎ ɟ 

ɝɑɍɑ ɘɑɞɚɐɔ ɘɌɞɑɘɌɞɔɣəɚɲ ɝɞɌɞɔɝɞɔɖɔ. ȳɌɓəɌɣɑəɱ əɔɒɣɑ ɝɛɚɝɚ-
ɍɔ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ Ɏɔɡɚɐɫɞɨ ɓ ɎɔɛɌɐɖɟ ɎɔɖɚɜɔɝɞɌəəɫ 

əɑɕɜɚɘɑɜɑɒ, ɡɚɣɌ ɱɝəɟɪɞɨ ɕ ɱəɤɱ ɘɑɞɚɐɔ, ɥɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ 

ɛɚəɫɞɞɫ əɌɎɣɌɗɨəɚɲ Ɏɔɍɱɜɖɔ ð əɌɛɜɔɖɗɌɐ, ɐɔɝɖɜɔɘɱəɌəɞəɔɕ 
ɌəɌɗɱɓ, ɫɖɔɕ ɚɛɑɜɟɯ ɟɓɌɏɌɗɨəɑəɚɪ ɐɔɝɛɑɜɝɱɯɪ ɞɌ ɖɚɎɌɜɱɌɢɱɯɪ 
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ɝɛɚɝɞɑɜɑɒɟɎɌəɚɲ ɝɞɌɞɔɝɞɔɖɔ, Ɍɍɚ ɍɌɕɯɝɱɎɝɨɖɱ ɖɗɌɝɔɠɱɖɌɞɚɜɔ. 
ȭɌɓɚɎɱ Ɏɔɐɔ əɑɕɜɚɘɑɜɑɒ, ɞɌɖɱ ɫɖ ɛɑɜɢɑɛɞɜɚə ɱ ɍɌɏɌɞɚɤɌɜɚɎɔɕ 

ɛɑɜɢɑɛɞɜɚə (Ɍ ɞɌɖɚɒ ɲɡəɱ ɘɚɐɔɠɱɖɌɢɱɲ), ɘɚɒɟɞɨ əɌɎɣɌɞɔɝɫ ɫɖ ɓ 

ɟɣɔɞɑɗɑɘ, ɞɌɖ ɱ ɍɑɓ ɟɣɔɞɑɗɫ, ɓ ɛɱɐɖɜɱɛɗɑəəɫɘ ɱ ɝɌɘɚɚɜɏɌəɱɓɌɢɱ-
ɯɪ. Ȭɗɑ ɐɑɫɖɱ əɑɕɜɚɘɑɜɑɒɱ ɞɌ ɍɱɗɨɤɱɝɞɨ ɝɞɌɞɔɝɞɔɣəɔɡ ɘɑɞɚɐɱɎ 

ɘɚɒəɌ Ɏɱɐəɑɝɞɔ ɞɱɗɨɖɔ ɐɚ ɚɐəɚɏɚ ɓɱ ɝɛɚɝɚɍɱɎ əɌɎɣɌəəɫ. Ⱦɚɘɟ, 

ɫɖɥɚ ɛɚɞɜɱɍəɚ ɖɗɌɝɔɠɱɖɟɎɌɞɔ ɘɑɞɚɐɔ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ 
ɓɌɗɑɒəɚ Ɏɱɐ ɝɛɚɝɚɍɟ əɌɎɣɌəəɫ, ɍɟɐɑ əɑɖɚɜɑɖɞəɔɘ Ɏɱɐəɚɝɔɞɔ 

əɑɕɜɚɘɑɜɑɒɱ ɐɚ ɛɑɎəɚɏɚ Ɏɔɐɟ, ɛɜɌɎɔɗɨəɱɤɑ ɍɟɗɚ ɍ ɞɔɛɱɓɟɎɌɞɔ 
Ɍɗɏɚɜɔɞɘɔ əɌɎɣɌəəɫ əɑɕɜɚəəɔɡ ɘɑɜɑɒ. 

¶ ȹɌɎɣɌəəɫ ɓ ɟɣɔɞɑɗɑɘ ð ɐɗɫ ɖɚɒəɚɏɚ ɛɜɑɢɑɐɑəɞɟ ɓɌɐɌɯɞɨ-

ɝɫ ɛɌɜɌ çɝɔɞɟɌɢɱɫ, əɑɚɍɡɱɐəɑ ɜɱɤɑəəɫè. 

¶ ȹɌɎɣɌəəɫ ɍɑɓ ɟɣɔɞɑɗɫ ð ɐɗɫ ɖɚɒəɚɏɚ ɛɜɑɢɑɐɑəɞɟ ɓɌɐɌ-

ɯɞɨɝɫ ɞɱɗɨɖɔ çɝɔɞɟɌɢɱɫè, ɛɚɞɜɱɍəɚ ɓɏɜɟɛɟɎɌɞɔ ɚɍ'ɯɖɞɔ Ɏ 
ɖɗɌɝɞɑɜɔ, ɎɔɖɚɜɔɝɞɚɎɟɪɣɔ ɐɌəɱ ɛɜɚ ɛɚɛɌɜəɟ ɛɚɐɱɍəɱɝɞɨ 

ɚɍ'ɯɖɞɱɎ, ɞɌ/Ɍɍɚ ɓəɔɓɔɞɔ ɜɚɓɘɱɜəɱɝɞɨ ɐɌəɔɡ. 

¶ ȬɖɞɔɎəɑ əɌɎɣɌəəɫ ð Ɏɱɐɜɱɓəɫɯɞɨɝɫ ɞɔɘ, ɥɚ Ɍɗɏɚɜɔɞɘ, 
ɫɖɔɕ əɌɎɣɌɯɞɨɝɫ, ɘɌɯ ɘɚɒɗɔɎɱɝɞɨ ɝɌɘɚɝɞɱɕəɚ ɛɜɔɓəɌɣɌ-

ɞɔ əɌɝɞɟɛəɟ ɐɚɝɗɱɐɒɟɎɌəɟ ɝɔɞɟɌɢɱɪ, əɌ ɫɖɱɕ ɝɞɌəɑ Ɏɱɐɚ-
ɘɌ ɛɜɌɎɔɗɨəɌ ɎɱɐɛɚɎɱɐɨ. 

¶ ȹɌɎɣɌəəɫ ɓ ɣɌɝɞɖɚɎɔɘ ɓɌɗɟɣɑəəɫɘ ɟɣɔɞɑɗɫ (semi-

supervised learning)  ð ɐɗɫ ɣɌɝɞɔəɔ ɛɜɑɢɑɐɑəɞɱɎ ɓɌɐɌɯɞɨɝɫ 
ɛɌɜɌ çɝɔɞɟɌɢɱɫ, əɑɚɍɡɱɐəɑ ɜɱɤɑəəɫè, Ɍ ɐɗɫ ɣɌɝɞɔəɔ ð 

ɞɱɗɨɖɔ çɝɔɞɟɌɢɱɫè. 

¶ ȾɜɌəɝɐɟɖɞɔɎəɑ əɌɎɣɌəəɫ ð əɌɎɣɌəəɫ ɓ ɣɌɝɞɖɚɎɔɘ ɓɌɗɟ-
ɣɑəəɫɘ ɟɣɔɞɑɗɫ, ɖɚɗɔ ɛɜɚɏəɚɓ ɛɑɜɑɐɍɌɣɌɯɞɨɝɫ ɜɚɍɔɞɔ 

ɞɱɗɨɖɔ ɐɗɫ ɛɜɑɢɑɐɑəɞɱɎ ɓ ɞɑɝɞɚɎɚɲ Ɏɔɍɱɜɖɔ. 

¶ ȭɌɏɌɞɚɓɌɐɌɣəɑ əɌɎɣɌəəɫ (multi -task learning)  ð ɚɐəɚɣɌɝ-

əɑ əɌɎɣɌəəɫ ɏɜɟɛɱ ɎɓɌɯɘɚɛɚɎ'ɫɓɌəɔɡ ɓɌɐɌɣ, ɐɗɫ ɖɚɒəɚɲ ɓ 
ɫɖɔɡ ɓɌɐɌɪɞɨɝɫ ɝɎɚɲ ɛɌɜɔ çɝɔɞɟɌɢɱɫ, əɑɚɍɡɱɐəɑ ɜɱɤɑəəɫè. 

¶ ȭɌɏɌɞɚɎɌɜɱɌəɞəɑ əɌɎɣɌəəɫ (multiple-instance learning)  ð 

əɌɎɣɌəəɫ, ɖɚɗɔ ɛɜɑɢɑɐɑəɞɔ ɘɚɒɟɞɨ ɍɟɞɔ ɚɍ'ɯɐəɌəɱ Ɏ 
ɏɜɟɛɔ, ɟ ɖɚɒəɱɕ ɓ ɫɖɔɡ ɐɗɫ Ɏɝɱɡ ɛɜɑɢɑɐɑəɞɱɎ ɯ çɝɔɞɟɌɢɱɫè, 

Ɍɗɑ ɞɱɗɨɖɔ ɐɗɫ ɚɐəɚɏɚ ɓ əɔɡ (ɛɜɔɣɚɘɟ, əɑɎɱɐɚɘɚ ɫɖɚɏɚ) ɯ 

ɛɌɜɌ çɝɔɞɟɌɢɱɫ, əɑɚɍɡɱɐəɑ ɜɱɤɑəəɫè. 

¶ ȭɟɝɞɔəɏ (boosting ð ɛɚɖɜɌɥɑəəɫ) ð ɢɑ ɛɜɚɢɑɐɟɜɌ ɛɚɝɗɱ-

ɐɚɎəɚɲ ɛɚɍɟɐɚɎɔ ɖɚɘɛɚɓɔɢɱɲ ɌɗɏɚɜɔɞɘɱɎ ɘɌɤɔəəɚɏɚ əɌ-
ɎɣɌəəɫ, ɖɚɗɔ ɖɚɒɑə əɌɝɞɟɛəɔɕ Ɍɗɏɚɜɔɞɘ ɛɜɌɏəɑ ɖɚɘɛɑ-

əɝɟɎɌɞɔ əɑɐɚɗɱɖɔ ɖɚɘɛɚɓɔɢɱɲ Ɏɝɱɡ ɛɚɛɑɜɑɐəɱɡ ɌɗɏɚɜɔɞɘɱɎ. 

¶ ȭɌɕɯɝɱɎɝɨɖɌ ɘɑɜɑɒɌ. 
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Ȭɗɏɚɜɔɞɘɔ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ ɛɚɞɜɑɍɟɪɞɨ ɐɌəɔɡ, ɫɖɚɘɚ-
ɏɌ ɍɱɗɨɤɚɲ ɖɱɗɨɖɚɝɞɱ ɐɌəɔɡ ɓ ɫɖɚɘɚɏɌ ɤɔɜɤɚɏɚ əɌɍɚɜɟ ɐɒɑɜɑɗ. 

Ƀɔɘ ɍɱɗɨɤɑ Ɏɚəɔ çɒɔɎɗɫɞɨɝɫè ɢɔɘɔ ɐɌəɔɘɔ, ɞɔɘ çɜɚɓɟɘəɱɤɔ-

ɘɔè ɝɞɌɪɞɨ ɱ ɞɔɘ ɍɱɗɨɤɔɕ ɲɡəɱɕ ɛɚɞɑəɢɱɌɗ ɟ ɛɜɔɕəɫɞɞɱ ɜɱɤɑəɨ. ȣ 
ɡɘɌɜɔ ɐɌɪɞɨ ɢɱ Ɏɑɗɔɖɱ ɐɌəɱ. 

Ȯɑɗɔɖɱ ɐɌəɱ ɚɍɱɢɫɪɞɨ əɌɘ ɓəɌɕɞɔ ɍɌɏɌɞɚ ɢɱəəɚɏɚ Ɏ ɛɜɚɢɑɝɱ 

ɢɔɠɜɚɎɚɲ ɞɜɌəɝɠɚɜɘɌɢɱɲ, Ɏ ɞɚɕ ɣɌɝ ɫɖ ɡɘɌɜɌ ɛɜɚɛɚəɟɯ ɍɟɐɱɎɑ-
ɗɨəɱ ɍɗɚɖɔ ɐɗɫ ɢɨɚɏɚ ɛɜɚɢɑɝɟ. ȸɌɤɔəəɑ əɌɎɣɌəəɫ, ɝɎɚɯɪ ɣɑɜ-

ɏɚɪ, ɝɞɌɗɚ ɛɑɜɤɔɘ ɛɚ-ɝɛɜɌɎɒəɨɚɘɟ ɛɜɚɘɔɝɗɚɎɔɘ ɱəɝɞɜɟɘɑə-
ɞɚɘ ɐɗɫ ɘɌɝɤɞɌɍəɚɏɚ ɚɝɎɚɯəəɫ ɢɔɡ əɚɎɔɡ ɢɱəəɚɝɞɑɕ. ȻɜɔɎɌɍ-

ɗɔɎɱɝɞɨ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ Ɏ ɞɚɘɟ, ɥɚ ɘɚɒɗɔɎɚɝɞɱ ɕɚɏɚ Ɏɔ-

ɖɚɜɔɝɞɌəəɫ ɛɜɌɖɞɔɣəɚ ɍɑɓɘɑɒəɱ. Ȯɚəɚ ɘɚɒɑ ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɫ 
ɝɖɜɱɓɨ, ɐɑ ɎɌɒɗɔɎɔɕ ɤɎɔɐɖɔɕ ɌəɌɗɱɓ ɐɌəɔɡ, ɱ ɝɛɜɌɎɔɞɔ ɛɜɚɝɞɚ-

ɞɌɖɔ ɜɑɎɚɗɪɢɱɕəɔɕ ɑɠɑɖɞ ɞɌɘ, ɐɑ ɎɌɒɗɔɎɚ ɎɔɫɎɗɫɞɔ ɞɑəɐɑəɢɱɲ 

Ɍɍɚ ɌəɚɘɌɗɱɲ Ɏ Ɏɑɗɔɖɔɡ əɌɍɚɜɌɡ ɐɌəɔɡ ð Ɏɱɐ ɖɗɱəɱɣəɔɡ ɐɚɝɗɱ-
ɐɒɑəɨ ɐɚ ɝɠɑɜɔ ɍɑɓɛɑɖɔ ɞɌ ɖɚəɞɜɚɗɪ ɓɌ ɐɚɞɜɔɘɌəəɫɘ ɝɞɌəɐɌɜ-

ɞɱɎ. 

Ⱥɍɘɑɒɑəəɫ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ 

ȶɚɒəɌ ɝɔɝɞɑɘɌ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ ɝɞɎɚɜɪɯ ɎɗɌɝəɟ ɝɡɑɘɟ 

ɓɎ'ɫɓɖɱɎ, ɫɎɗɫɪɣɔ ɝɚɍɚɪ ɥɚɝɨ əɌ ɖɤɞɌɗɞ ɣɚɜəɚɲ ɝɖɜɔəɨɖɔ. Ȯɔ 

əɑ ɓɘɚɒɑɞɑ ɤɗɫɡɚɘ ɱəɒɑəɑɜəɚɏɚ ɌəɌɗɱɓɟ ɓ'ɫɝɟɎɌɞɔ, ɫɖ ɝɌɘɑ Ɏɔ-
ɖɚəɟɯɞɨɝɫ ɖɗɌɝɔɠɱɖɌɢɱɫ, Ɍɗɑ ɢɑ ɕ əɑ ɘɌɯ ɓəɌɣɑəəɫ, ɏɚɗɚɎəɑ, 

ɥɚɍ ɛɜɌɢɪɎɌɗɚ. 

ȺɐəɌɖ ɝɔɝɞɑɘɌ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ ɡɚɜɚɤɌ əɌɝɞɱɗɨɖɔ, 
əɌɝɖɱɗɨɖɔ ɞɚɣəɱ əɌɎɣɌɗɨəɱ ɐɌəɱ: ɫɖɥɚ ɛɚɐɌɞɔ ɲɕ əɌ Ɏɡɱɐ çɝɘɱɞɞɫè, 

ɞɚ ɕ ɜɑɓɟɗɨɞɌɞ ɍɟɐɑ ɎɱɐɛɚɎɱɐəɔɘ. Ȼɜɔ əɑɛɜɌɎɔɗɨəɚɘɟ əɌɎɣɌəəɱ 

Ɍɍɚ əɌɐɞɚ ɘɌɗɚɘɟ ɜɚɓɘɱɜɱ əɌɎɣɌɗɨəɚɲ Ɏɔɍɱɜɖɔ Ɍɗɏɚɜɔɞɘ ɘɚɒɑ 
ɎɔɐɌɎɌɞɔ əɑɎɱɜəɱ ɜɑɓɟɗɨɞɌɞɔ. 

2.5.3.  Ⱦɑɡəɚɗɚɏɱɲ ɞɌ ɱəɝɞɜɟɘɑəɞɔ Big Data   

ȼɚɓɏɗɫəɑɘɚ ɍɌɓɚɎɱ ɞɑɡəɚɗɚɏɱɲ ɞɌ ɱəɝɞɜɟɘɑəɞɔ, ɫɖɱ əɌ ɝɨɚɏɚɐəɱ 

əɌɍɟɗɔ əɌɕɍɱɗɨɤɚɏɚ ɛɚɤɔɜɑəəɫ ɟ Ɏɱɐɚɘɔɡ ɛɜɚɯɖɞɌɡ. ɂɑɕ ɛɑɜɑ-
ɗɱɖ əɑ Ɏɔɣɑɜɛɟɯ Ɏɝɱɡ ɟɒɑ ɌɛɜɚɍɚɎɌəɔɡ ɞɑɡəɚɗɚɏɱɕ ɱ, ɞɔɘ ɍɱɗɨɤɑ, 

ɞɔɡ, ɥɚ ɛɑɜɑɍɟɎɌɪɞɨ ɟ ɜɚɓɜɚɍɢɱ, ɚɐəɌɖ Ɏɱə ɐɌɯ ɓɘɚɏɟ ɚɞɜɔɘɌɞɔ 

ɐɚɝɞɌɞəɨɚ ɢɱɗɱɝəɑ ɟɫɎɗɑəəɫ ɛɜɚ ɞɑ, çɣɔɘè ɝɨɚɏɚɐəɱ ɖɚɜɔɝɞɟɪɞɨɝɫ 
ɐɚɝɗɱɐəɔɖɔ ɐɌəɔɡ ɱ ɫɖɔɘɔ ɱəɝɞɜɟɘɑəɞɌɘɔ əɑɚɍɡɱɐəɚ Ɏɚɗɚɐɱɞɔ, 

ɥɚɍ ɜɚɓɏɚɜəɟɞɔ ɛɜɚɯɖɞ ɱɓ ɎɔɖɚɜɔɝɞɌəəɫɘ Ɏɑɗɔɖɔɡ ɐɌəɔɡ. 

Ⱦɑɡəɚɗɚɏɱɲ Ɏɑɗɔɖɔɡ ɐɌəɔɡ ɘɌɪɞɨ ɓɌɍɑɓɛɑɣɟɎɌɞɔ ɜɱɤɑəəɫ-
ɘɔ ɞɌ ɱəɝɞɜɟɘɑəɞɌɘɔ, ɥɚ ɐɌɪɞɨ ɓɘɚɏɟ ɜɑɌɗɱɓɚɎɟɎɌɞɔ ɚɛɔɝɌəɱ 
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Ɏɔɥɑ ɞɑɡəɱɖɔ əɌ ɓəɌɣəɔɡ ɚɍɝɫɏɌɡ ɜɱɓəɚɜɱɐəɔɡ ɐɌəɔɡ ɱɓ əɑɚɍɡɱɐ-
əɚɪ ɤɎɔɐɖɱɝɞɪ. ȰɚɝɫɏɌɯɞɨɝɫ ɢɑ Ɏɔɝɚɖɚɪ ɛɌɜɌɗɑɗɱɓɌɢɱɯɪ ɚɍɣɔɝ-

ɗɑəɨ ɱ ɜɚɓɛɚɐɱɗɑəɔɘ ɓɍɑɜɱɏɌəəɫɘ ɐɌəɔɡ. ȹɑɓɎɌɒɌɪɣɔ əɌ ɛɚɞɜɑ-

ɍɟ ɟ ɓəɌɣəɱɕ ɚɍɣɔɝɗɪɎɌɗɨəɱɕ ɛɚɞɟɒəɚɝɞɱ ɞɌ ɛɌɘ'ɫɞɱ, ɫɖ ɛɜɌɎɔɗɚ, 
ɜɚɓɏɚɜɞɌəəɫ ɛɜɚɏɜɌɘəɔɡ ɛɜɚɐɟɖɞɱɎ Ɏɑɗɔɖɔɡ ɐɌəɔɡ ɓɐɱɕɝəɪɯɞɨ-

ɝɫ əɌ ɖɗɌɝɞɑɜɌɡ ɱɓ ɖɚɘɛ'ɪɞɑɜɱɎ ɝɑɜɑɐəɨɚɏɚ Ɍɍɚ əɌɎɱɞɨ əɔɓɨɖɚɏɚ 

ɖɗɌɝɟ (commodity computers). ɂɑ ɐɌɯ ɓɘɚɏɟ ɘɌɝɤɞɌɍɟɎɌɞɔ ɝɔɝ-
ɞɑɘɔ Ɏɑɗɔɖɔɡ ɐɌəɔɡ ɍɑɓ ɓɌɗɟɣɑəəɫ ɝɟɞɞɯɎɔɡ ɎɔɞɜɌɞ. ȺɝɞɌəəɱɘ 

ɣɌɝɚɘ ɐɗɫ ɜɚɓɏɚɜɞɌəəɫ ɝɔɝɞɑɘ Ɏɑɗɔɖɔɡ ɐɌəɔɡ ɐɑɐɌɗɱ ɤɔɜɤɑ 
ɓɌɝɞɚɝɚɎɟɪɞɨɝɫ ɡɘɌɜəɱ ɝɑɜɎɱɝɔ (cloud computing services). ȿ ɜɌɓɱ 

ɱɘɛɗɑɘɑəɞɌɢɱɲ ɝɔɝɞɑɘɔ Ɏ ɡɘɌɜɱ Ɏɟɓɗɔ ɚɍɣɔɝɗɪɎɌɗɨəɚɏɚ ɖɗɌɝɞɑɜɌ 

ɜɑɌɗɱɓɟɪɞɨɝɫ əɌ ɎɱɜɞɟɌɗɨəɔɡ ɘɌɤɔəɌɡ ɡɘɌɜəɚɲ ɱəɠɜɌɝɞɜɟɖɞɟɜɔ 
ɞɌ ɏəɟɣɖɚ ɌɐɌɛɞɟɪɞɨɝɫ ɐɚ ɓɌɎɐɌəəɫ, ɓəɔɒɟɪɣɔ ɎɔɞɜɌɞɔ əɌ Ɏɔ-

ɖɚɜɔɝɞɌəəɫ. ɂɑ ɝɗɟɏɟɯ ɐɚɐɌɞɖɚɎɔɘ ɣɔəəɔɖɚɘ, ɥɚ ɛɜɔɎɌɍɗɪɯ 

ɍɌɏɌɞɨɚɡ ɜɚɓɜɚɍəɔɖɱɎ ɍɟɐɟɎɌɞɔ ɝɔɝɞɑɘɔ Ɏɑɗɔɖɔɡ ɐɌəɔɡ əɌ ɡɘɌ-
ɜəɔɡ ɛɗɌɞɠɚɜɘɌɡ. 

ȹɌɕɛɚɛɟɗɫɜəɱɤɚɪ ɞɑɡəɚɗɚɏɱɯɪ Ɏɑɗɔɖɔɡ ɐɌəɔɡ, ɥɚ ɎɎɌɒɌ-

ɯɞɨɝɫ ɐɑ-ɠɌɖɞɚ ɝɞɌəɐɌɜɞɚɘ ɐɗɫ ɛɚɍɟɐɚɎɔ ɝɔɝɞɑɘ ɌəɌɗɱɞɔɖɔ, ɫɖɱ 
ɛɜɌɢɪɪɞɨ ɟ ɛɌɖɑɞəɚɘɟ ɜɑɒɔɘɱ, ɯ ɝɟɖɟɛəɱɝɞɨ ɜɱɤɑəɨ ɞɌ ɛɜɚɏɜɌ-

ɘəɔɡ ɍɱɍɗɱɚɞɑɖ, ɚɍ'ɯɐəɌəɔɡ ɛɱɐ əɌɓɎɚɪ Hadoop. ɋɖɥɚ Ɏɑɗɔɖɱ 

ɐɌəɱ əɌɐɡɚɐɫɞɨ ɟ Ɏɔɏɗɫɐɱ ɎɔɝɚɖɚɤɎɔɐɖɱɝəɔɡ ɛɚɞɚɖɱɎ ɱ ɜɑɌɏɟ-
ɎɌəəɫ ɝɔɝɞɑɘɔ ɘɌɯ ɎɱɐɍɟɎɌɞɔɝɫ ɓ ɘɌɗɚɪ ɓɌɞɜɔɘɖɚɪ, ɞɚ ɓɌɘɱɝɞɨ 

ɛɌɖɑɞəɚɲ ɌəɌɗɱɞɔɖɔ ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ ɌəɌɗɱɞɔɖɌ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ. 

Ⱦɟɞ ɛɚɖɔ ɥɚ əɑ Ɏɔəɔɖɗɚ ɐɑ-ɠɌɖɞɚ ɝɞɌəɐɌɜɞəɔɡ ɛɱɐɡɚɐɱɎ, ɱ ɓ-
ɛɚɘɱɒ əɌɕɛɚɛɟɗɫɜəɱɤɔɡ ɘɔ ɜɚɓɏɗɫəɑɘɚ ɞɑɡəɚɗɚɏɱɪ ɛɱɐ əɌɓɎɚɪ 

Storm.  

Apache Hadoop  

Ȼɱɐ əɌɓɎɚɪ Hadoop ɝɛɱɗɨəɚɞɌ Apache ɛɜɚɝɟɎɌɯ ɞɑɡəɚɗɚɏɱɪ, 
ɥɚ ɍɌɓɟɯɞɨɝɫ əɌ ɎɔɖɚɜɔɝɞɌəəɱ ɝɛɑɢɱɌɗɨəɚɲ ɱəɠɜɌɝɞɜɟɖɞɟɜɔ ɐɗɫ 

ɛɌɜɌɗɑɗɨəɚɲ ɚɍɜɚɍɖɔ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɐɌəɔɡ. Hadoop ɓɌɍɑɓɛɑɣɟɯ 
ɝɑɜɑɐɚɎɔɥɑ ɐɗɫ ɠɟəɖɢɱɚəɌɗɨəɚɏɚ ɛɜɚɏɜɌɘɟɎɌəəɫ ɓɌɐɌɣ, ɌɎɞɚ-

ɘɌɞɔɣəɚɏɚ ɜɚɓɛɌɜɌɗɑɗɪɎɌəəɫ ɜɚɍɱɞ, ɓɘɱɥɑəəɫ ɚɍɣɔɝɗɪɎɌɗɨəɚɏɚ 

əɌɎɌəɞɌɒɑəəɫ ɐɚ ɐɌəɔɡ. Hadoop ɝɞɎɚɜɔɎ ȰɌɏ ȶɌɞɞɱəɏ ð ɞɎɚɜɑɢɨ 
Apache Lucene, ɍɱɍɗɱɚɞɑɖɔ ɞɑɖɝɞɚɎɚɏɚ ɛɚɤɟɖɟ, ɥɚ ɤɔɜɚɖɚ Ɏɔ-

ɖɚɜɔɝɞɚɎɟɯɞɨɝɫ. Hadoop ɛɚɡɚɐɔɞɨ Ɏɱɐ Apache Nutch ð ɝɔɝɞɑɘɔ 

Ɏɑɍɛɚɤɟɖɟ ɓ Ɏɱɐɖɜɔɞɔɘ ɖɚɐɚɘ, ɫɖɌ ɝɌɘɌ ɛɚ ɝɚɍɱ ɍɟɗɌ ɣɌɝɞɔəɚɪ 
ɛɜɚɯɖɞɟ Lucene. 

Ȼɜɚɯɖɞ Nutch ɍɟɗɚ ɓɌɛɟɥɑəɚ ɟ 2002 ɜɚɢɱ. ȻɜɌɢɑɓɐɌɞəɔɕ 

ɚɏɗɫɐɌɣ ɞɌ ɛɚɤɟɖɚɎɌ ɝɔɝɞɑɘɌ ɓ'ɫɎɔɗɔɝɫ ɐɟɒɑ ɤɎɔɐɖɚ. ȺɐəɌɖ 
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ɜɚɓɜɚɍəɔɖɔ ɓɜɚɓɟɘɱɗɔ, ɥɚ ɲɡəɫ ɌɜɡɱɞɑɖɞɟɜɌ əɑ ɘɌɝɤɞɌɍɟɎɌɞɔ-
ɘɑɞɨɝɫ əɌ ɘɱɗɨɫɜɐɔ Ɏɑɍ-ɝɞɚɜɱəɚɖ. ȰɚɛɚɘɚɏɌ ɛɜɔɕɤɗɌ ɟ 2003 

ɜɚɢɱ, ɖɚɗɔ ɍɟɗɚ ɚɛɟɍɗɱɖɚɎɌəɚ ɝɞɌɞɞɪ ɓ ɚɛɔɝɚɘ Ɍɜɡɱɞɑɖɞɟɜɔ GFS 

(Google File System) ð ɜɚɓɛɚɐɱɗɑəɚɲ ɠɌɕɗɚɎɚɲ ɝɔɝɞɑɘɔ, ɫɖɌ Ɏɔɖɚ-
ɜɔɝɞɚɎɟɎɌɗɌɝɫ Ɏ ɜɑɌɗɨəɔɡ ɛɜɚɯɖɞɌɡ Google16 . 

ȿ 2004 ɜɚɢɱ ɍɟɗɌ ɚɛɟɍɗɱɖɚɎɌəɌ ɝɞɌɞɞɫ, Ɏ ɫɖɱɕ ɖɚɘɛɌəɱɫ 

Google ɛɜɑɐɝɞɌɎɔɗɌ ɝɎɱɞɚɎɱ ɞɑɡəɚɗɚɏɱɪ MapReduce17. ȹɌ ɛɚɣɌɞ-
ɖɟ 2005 ɜɚɖɟ ɟ ɜɚɓɜɚɍəɔɖɱɎ Nutch ɓ'ɫɎɔɗɌɝɫ ɛɜɌɢɑɓɐɌɞəɌ ɜɑɌɗɱ-

ɓɌɢɱɫ MapReduce əɌ ɍɌɓɱ Nutch, Ɍ ɐɚ ɝɑɜɑɐɔəɔ ɜɚɖɟ Ɏɝɱ ɚɝəɚɎəɱ 
Ɍɗɏɚɜɔɞɘɔ Nutch ɍɟɗɔ ɌɐɌɛɞɚɎɌəɱ ɐɗɫ ɎɔɖɚɜɔɝɞɌəəɫ 

MapReduce ɞɌ NDFS. ȸɚɒɗɔɎɚɝɞɱ ɓɌɝɞɚɝɟɎɌəəɫ NDFS ɞɌ ɜɑɌɗɱ-

ɓɌɢɱɲ MapReduce ɟ Nutch Ɏɔɡɚɐɔɗɔ ɐɌɗɑɖɚ ɓɌ ɘɑɒɱ ɛɚɤɟɖɟ, ɱ Ɏ 
ɗɪɞɚɘɟ 2006 ɜɚɖɟ ɍɟɗɚ ɟɞɎɚɜɑəɚ əɑɓɌɗɑɒəɔɕ ɛɱɐɛɜɚɯɖɞ Lucene, 

ɥɚ ɚɞɜɔɘɌɎ əɌɓɎɟ Hadoop. Ȼɜɔɍɗɔɓəɚ Ɏ ɞɚɕ ɝɌɘɔɕ ɣɌɝ ȰɌɏ ȶɌɞ-

ɞɱəɏ ɎɝɞɟɛɔɎ ɐɚ ɖɚɘɛɌəɱɲ Yahoo!, ɫɖɌ əɌɐɌɗɌ ɖɚɘɌəɐɟ ɞɌ ɜɑɝɟɜ-
ɝɔ ɐɗɫ ɛɑɜɑɞɎɚɜɑəəɫ Hadoop əɌ ɝɔɝɞɑɘɟ, ɥɚ ɛɜɌɢɪɯ ɟ Ɏɑɍ-

ɘɌɝɤɞɌɍɌɡ. ȼɑɓɟɗɨɞɌɞɔ ɍɟɗɔ ɛɜɚɐɑɘɚəɝɞɜɚɎɌəɱ ɟ ɗɪɞɚɘɟ 2008 

ɜɚɖɟ, ɖɚɗɔ ɖɚɘɛɌəɱɫ Yahoo! ɚɏɚɗɚɝɔɗɌ, ɥɚ ɎɔɖɚɜɔɝɞɚɎɟɎɌəɔɕ 
əɑɪ ɛɚɤɟɖɚɎɔɕ ɱəɐɑɖɝ ɍɟɎ ɓɏɑəɑɜɚɎɌəɔɕ 10000-ɫɐɑɜəɔɘ ɖɗɌɝ-

ɞɑɜɚɘ Hadoop. 

ȣɝɞɚɜɱɫ Hadoop ɍɑɓɛɚɝɑɜɑɐəɨɚ ɛɚɎ'ɫɓɌəɌ ɓ ɜɚɓɜɚɍɖɚɪ 
Google File System (2003 ɜɱɖ), Ɍ ɛɚɞɱɘ ɜɑɌɗɱɓɌɢɱɯɪ ɞɑɡəɚɗɚɏɱɲ 

MapReduce (2004 ɜɱɖ). ȹɌ ɚɝəɚɎɱ ɢɔɡ ɖɚɘɛɚəɑəɞɱɎ ɟ 2005 ɜɚɢɱ 

ɓ'ɫɎɔɎɝɫ ɐɚɐɌɞɚɖ ɛɚɤɟɖɟ ɱəɠɚɜɘɌɢɱɲ Apache Nutch, ɫɖɔɕ əɌ-
ɝɞɟɛəɚɏɚ ɜɚɖɟ ɐɌɎ ɐɚɜɚɏɟ ɛɜɚɯɖɞɟ Apache Hadoop. 
ɁɚɣɌ Hadoop əɌɕɣɌɝɞɱɤɑ Ɍɝɚɢɱɪɪɞɨ ɱɓ MapReduce ɞɌ ɜɚɓɛɚɐɱ-

ɗɑəɚɪ ɠɌɕɗɚɎɚɪ ɝɔɝɞɑɘɚɪ (HDFS, ɜɌəɱɤɑ ɓɎɌəɚɪ NDFS), ɢɔɘ 
ɞɑɜɘɱəɚɘ ɣɌɝɞɚ ɛɚɓəɌɣɌɪɞɨ ɢɱɗɟ ɜɚɐɔəɟ ɎɓɌɯɘɚɛɚɎ'ɫɓɌəɔɡ ɛɜɚ-

ɯɖɞɱɎ, ɚɍ'ɯɐəɌəɔɡ ɱəɠɜɌɝɞɜɟɖɞɟɜɚɪ ɜɚɓɛɚɐɱɗɑəɔɡ ɚɍɣɔɝɗɑəɨ ɞɌ 
ɎɑɗɔɖɚɘɌɝɤɞɌɍəɚɲ ɚɍɜɚɍɖɔ ɐɌəɔɡ. ȿɝɱ ɍɌɓɚɎɱ ɛɜɚɯɖɞɔ, ɥɚ ɜɚɓɏ-

ɗɫɐɌɪɞɨɝɫ Ɏ ɖəɔɓɱ, Ɏɑɐɟɞɨɝɫ ɠɚəɐɚɘ Apache Software 

Foundation, ɫɖɔɕ əɌɐɌɯ ɛɱɐɞɜɔɘɖɟ ɝɛɱɗɨəɚɞɱ ɛɜɚɯɖɞɱɎ ɓ Ɏɱɐɖɜɔ-
ɞɔɘ ɖɚɐɚɘ ð ɎɖɗɪɣɌɪɣɔ Ɏɔɡɱɐəɔɕ HTTP-ɝɑɜɎɑɜ, Ɏɱɐ ɫɖɚɏɚ ɛɚɡɚ-

ɐɔɞɨ əɌɓɎɌ. ȳ ɜɚɓɤɔɜɑəəɫɘ ɑɖɚɝɔɝɞɑɘɔ Hadoop ɓ'ɫɎɗɫɪɞɨɝɫ 

                                                                 
16

 Sanjay Ghemawat, Howard Gobioff, Shun -Tak Leung, çThe Google 
File System è, ɚɖɞɫɍɜɨ 2003 ɏ., http://labs.google.com/papers/gfs.html. 

17
 Jeffrey Dean, Sanjay Ghemawat, çMapReduce: Simplified Data 

Processing on Large Clusters è, ɐɑɖɌɍɜɨ 2004 ɏɚɐɌ, 
ht tp://labs.google.com/papers/mapreduce.html.  
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əɚɎɱ ɛɜɚɯɖɞɔ, əɑ ɚɍɚɎ'ɫɓɖɚɎɚ ɞɱ, ɥɚ ɓəɌɡɚɐɫɞɨɝɫ ɛɱɐ ɟɛɜɌɎɗɱə-
əɫɘ Apache, Ɍɗɑ ɫɖɱ əɌɐɌɪɞɨ ɐɚɐɌɞɖɚɎɱ ɠɟəɖɢɱɲ Hadoop Ɍɍɚ 

ɟɞɎɚɜɪɪɞɨ ɌɍɝɞɜɌɖɢɱɲ Ɏɔɥɚɏɚ ɜɱɎəɫ əɌ ɚɝəɚɎɱ ɍɌɓɚɎɚɲ ɠɟəɖɢɱɚ-

əɌɗɨəɚɝɞɱ. 
ȹɔɒɣɑ ɖɚɜɚɞɖɚ ɛɑɜɑɜɌɡɚɎɌəɱ ɛɜɚɯɖɞɔ Hadoop. 

Common  ð əɌɍɱɜ ɖɚɘɛɚəɑəɞɱɎ ɞɌ ɱəɞɑɜɠɑɕɝɱɎ ɐɗɫ ɜɚɓɛɚɐɱ-

ɗɑəɔɡ ɠɌɕɗɚɎɔɡ ɝɔɝɞɑɘ ɞɌ ɓɌɏɌɗɨəɚɏɚ ɎɎɑɐɑəəɫ/ɎɔɎɑɐɑəəɫ (ɝɑ-
ɜɱɌɗɱɓɌɢɱɫ, Java RPC, ɝɞɜɟɖɞɟɜɔ ɐɌəɔɡ). 

Avro  ð ɝɔɝɞɑɘɌ ɝɑɜɱɌɗɱɓɌɢɱɲ ɐɗɫ ɎɔɖɚəɌəəɫ ɑɠɑɖɞɔɎəɔɡ 
ɘɱɒɘɚɎəɔɡ ɎɔɖɗɔɖɱɎ RPC ɞɌ ɐɚɎɏɚɝɞɜɚɖɚɎɚɏɚ ɓɍɑɜɱɏɌəəɫ ɐɌəɔɡ. 

MapReduce  ð ɘɚɐɑɗɨ ɜɚɓɛɚɐɱɗɑəɚɲ ɚɍɜɚɍɖɔ ɐɌəɔɡ ɞɌ Ɏɔɖɚ-

əɌɎɣɑ ɝɑɜɑɐɚɎɔɥɑ, ɥɚ ɛɜɌɢɪɯ əɌ Ɏɑɗɔɖɔɡ ɖɗɌɝɞɑɜɌɡ ɞɔɛɚɎɔɡ 
ɘɌɤɔə. 

HDFS  ð ɜɚɓɛɚɐɱɗɑəɌ ɠɌɕɗɚɎɌ ɝɔɝɞɑɘɌ, ɥɚ ɛɜɌɢɪɯ əɌ Ɏɑ-

ɗɔɖɔɡ ɖɗɌɝɞɑɜɌɡ ɝɞɌəɐɌɜɞəɔɡ ɘɌɤɔə. 
Pig ð ɘɚɎɌ ɟɛɜɌɎɗɱəəɫ ɛɚɞɚɖɚɘ ɐɌəɔɡ ɞɌ ɎɔɖɚəɌɎɣɑ ɝɑɜɑ-

ɐɚɎɔɥɑ ɐɗɫ ɌəɌɗɱɓɟ ɐɟɒɑ Ɏɑɗɔɖɔɡ əɌɍɚɜɱɎ ɐɌəɔɡ. Pig ɛɜɌɢɪɯ Ɏ 

HDFS ɞɌ ɖɗɌɝɞɑɜɌɡ MapReduce. 
Hive  ð ɜɚɓɛɚɐɱɗɑəɑ ɝɡɚɎɔɥɑ ɐɌəɔɡ. Hive ɟɛɜɌɎɗɫɯ ɐɌəɔɘɔ, 

ɥɚ ɓɍɑɜɱɏɌɪɞɨɝɫ Ɏ HDFS, ɞɌ əɌɐɌɯ ɘɚɎɟ ɓɌɛɔɞɱɎ əɌ ɍɌɓɱ SQL (ɫɖɱ 

ɛɑɜɑɞɎɚɜɪɪɞɨɝɫ ɫɐɜɚɘ ɣɌɝɟ ɎɔɖɚəɌəəɫ əɌ ɓɌɎɐɌəəɫ 
MapReduce) ɐɗɫ ɜɚɍɚɞɔ ɓ ɢɔɘɔ ɐɌəɔɘɔ. 

HBase  ð ɜɚɓɛɚɐɱɗɑəɌ ɝɞɚɎɛɢɑɎɚ-ɚɜɱɯəɞɚɎɌəɌ ɍɌɓɌ ɐɌəɔɡ. 

HBase ɎɔɖɚɜɔɝɞɚɎɟɯ HDFS ɐɗɫ ɚɜɏɌəɱɓɌɢɱɲ ɓɍɑɜɱɏɌəəɫ ɐɌəɔɡ ɱ 
ɛɱɐɞɜɔɘɟɯ ɫɖ ɛɌɖɑɞəɱ ɚɍɣɔɝɗɑəəɫ ɓ ɎɔɖɚɜɔɝɞɌəəɫɘ MapReduce, 

ɞɌɖ ɱ ɞɚɣɖɚɎɱ ɓɌɛɔɞɔ (ɐɚɎɱɗɨəɑ ɣɔɞɌəəɫ ɐɌəɔɡ). 

ZooKeeper  ð ɜɚɓɛɚɐɱɗɑəɔɕ ɖɚɚɜɐɔəɌɢɱɕəɔɕ ɝɑɜɎɱɝ Ɏɔɝɚɖɚɲ 
ɐɚɝɞɟɛəɚɝɞɱ. ZooKeeper əɌɐɌɯ ɛɜɔɘɱɞɔɎɔ, ɫɖɱ ɘɚɒɟɞɨ Ɏɔɖɚɜɔɝ-

ɞɚɎɟɎɌɞɔɝɫ ɐɗɫ ɛɚɍɟɐɚɎɔ ɜɚɓɛɚɐɱɗɑəɔɡ ɐɚɐɌɞɖɱɎ (əɌɛɜɔɖɗɌɐ, 
ɜɚɓɛɚɐɱɗɑəɱ ɍɗɚɖɟɎɌəəɫ). 

Sqoop ð ɱəɝɞɜɟɘɑəɞ ɑɠɑɖɞɔɎəɚɏɚ ɘɌɝɚɎɚɏɚ ɛɑɜɑɝɔɗɌəəɫ 

ɐɌəɔɡ ɘɱɒ ɝɞɜɟɖɞɟɜɚɎɌəɔɘɔ ɝɡɚɎɔɥɌɘɔ (ɞɌɖɔɘɔ, ɫɖ ɜɑɗɫɢɱɕəɱ 
ɍɌɓɔ ɐɌəɔɡ) ɞɌ HDFS. 

Oozie  ð ɝɑɜɎɱɝ ɓɌɛɟɝɖɟ ɞɌ ɛɗɌəɟɎɌəəɫ ɓɌɎɐɌəɨ Hadoop 

(ɎɖɗɪɣɌɪɣɔ ɓɌɎɐɌəəɫ MapReduce, Pig, Hive ɞɌ Sqoop). 
Hadoop ɝɖɗɌɐɌɯɞɨɝɫ ɓ ɣɚɞɔɜɨɚɡ ɠɟəɖɢɱɚəɌɗɨəɔɡ ɣɌɝɞɔə: 

Å Hadoop Common; 

Å Hadoop HDFS; 
Å Hadoop MapReduce; 

Å Hadoop YARN. 
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Hadoop Common  ð ɢɑ əɌɍɱɜ ɍɱɍɗɱɚɞɑɖ ɞɌ ɟɞɔɗɱɞ, əɑɚɍɡɱɐəɔɡ 
ɐɗɫ əɚɜɘɌɗɨəɚɏɚ ɠɟəɖɢɱɚəɟɎɌəəɫ ɞɑɡəɚɗɚɏɱɲ. Ȱɚ ɕɚɏɚ ɝɖɗɌɐɟ 

Ɏɡɚɐɔɞɨ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɕ ɝɛɜɚɥɑəɔɕ ɱəɞɑɜɛɜɑɞɌɞɚɜ ɖɚɘɌəɐəɚɏɚ 

ɜɫɐɖɌ. 
ȶɚɗɔ əɌɍɱɜ ɐɌəɔɡ ɛɑɜɑɜɚɝɞɌɯ ɯɘəɱɝɞɨ ɚɐəɱɯɲ ɠɱɓɔɣəɚɲ ɘɌ-

ɤɔəɔ, ɕɚɏɚ ɐɚɎɚɐɔɞɨɝɫ ɜɚɓɛɚɐɱɗɫɞɔ ɛɚ ɖɱɗɨɖɚɡ ɜɱɓəɔɡ ɘɌɤɔəɌɡ. 

ɀɌɕɗɚɎɱ ɝɔɝɞɑɘɔ, ɥɚ ɖɑɜɟɪɞɨ ɓɍɑɜɱɏɌəəɫɘ ɐɌəɔɡ ɟ ɘɑɜɑɒɱ, əɌ-
ɓɔɎɌɪɞɨɝɫ ɜɚɓɛɚɐɱɗɑəɔɘɔ ɠɌɕɗɚɎɔɘɔ ɝɔɝɞɑɘɌɘɔ. Ⱥɝɖɱɗɨɖɔ Ɏɚ-

əɔ ɛɜɌɢɪɪɞɨ ɟ ɘɑɜɑɒɑɎɚɘɟ ɝɑɜɑɐɚɎɔɥɱ, ɛɜɚɑɖɞɟɎɌɗɨəɔɖɟ ɐɚ-
Ɏɚɐɔɞɨɝɫ ɎɜɌɡɚɎɟɎɌɞɔ Ɏɝɱ ɝɖɗɌɐəɚɥɱ ɘɑɜɑɒɑɎɚɏɚ ɛɜɚɏɜɌɘɟɎɌə-

əɫ, ɞɚɘɟ ɜɚɓɛɚɐɱɗɑəɱ ɠɌɕɗɚɎɱ ɝɔɝɞɑɘɔ ɝɖɗɌɐəɱɤɱ ɓɌ ɓɎɔɣɌɕəɱ 

ɐɔɝɖɚɎɱ ɠɌɕɗɚɎɱ ɝɔɝɞɑɘɔ. ȹɌɛɜɔɖɗɌɐ, ɚɐəɌ ɓ əɌɕɝɑɜɕɚɓəɱɤɔɡ 
ɛɜɚɍɗɑɘ ð ɓɜɚɍɔɞɔ ɞɌɖ, ɥɚɍ ɠɌɕɗɚɎɌ ɝɔɝɞɑɘɌ ɛɑɜɑɒɔɎɌɗɌ ɓɍɚɲ 

ɚɖɜɑɘɔɡ ɎɟɓɗɱɎ ɍɑɓ ɎɞɜɌɞɔ ɐɌəɔɡ. Hadoop ɛɚɝɞɌɣɌɯɞɨɝɫ ɓ ɜɚɓɛɚ-

ɐɱɗɑəɚɪ ɠɌɕɗɚɎɚɪ ɝɔɝɞɑɘɚɪ, ɫɖɌ əɌɓɔɎɌɯɞɨɝɫ HDFS (Hadoop 
Distributed Filesystem). ȣəɚɐɱ ð ɟ ɝɞɌɜɱɕ ɐɚɖɟɘɑəɞɌɢɱɲ ɣɔ ɖɚəɠɱ-

ɏɟɜɌɢɱɫɡ Ɍɍɚ ɟ əɑɠɚɜɘɌɗɨəɚɘɟ ɝɛɱɗɖɟɎɌəəɱ ð ɞɌɖɚɒ ɓɟɝɞɜɱɣɌɯɞɨ-

ɝɫ ɝɖɚɜɚɣɑəəɫ çDFSè; Ɏɚəɚ ɚɓəɌɣɌɯ ɞɑ ɝɌɘɑ. HDFS ð ɚɝəɚɎəɌ 
ɠɌɕɗɚɎɌ ɝɔɝɞɑɘɌ Hadoop, ɫɖɱɕ ɛɜɔɝɎɫɣɑəɚ ɢɑɕ ɜɚɓɐɱɗ, Ɍɗɑ Ɏ 

Hadoop ɞɌɖɚɒ ɜɑɌɗɱɓɚɎɌəɚ ɌɍɝɞɜɌɖɢɱɪ ɟɓɌɏɌɗɨəɑəɚɲ ɠɌɕɗɚɎɚɲ 

ɝɔɝɞɑɘɔ, ɱ ɘɔ ɛɜɔəɌɏɱɐəɚ ɜɚɓɏɗɫəɑɘɚ ɱəɞɑɏɜɌɢɱɪ Hadoop ɓ ɱə-
ɤɔɘɔ ɝɔɝɞɑɘɌɘɔ ɓɍɑɜɱɏɌəəɫ ɐɌəɔɡ (əɌɛɜɔɖɗɌɐ, ɗɚɖɌɗɨəɚɪ 

ɠɌɕɗɚɎɚɪ ɝɔɝɞɑɘɚɪ ɞɌ Amazon S3). 

HDFS (Hadoop Distributed File System)  ð ɢɑ ɜɚɓɛɚɐɱɗɑəɌ 
ɠɌɕɗɚɎɌ ɝɔɝɞɑɘɌ ɐɗɫ ɓɍɑɜɱɏɌəəɫ ɐɌəɔɡ əɌ ɍɑɓɗɱɣɱ ɘɌɤɔə ɟ Ɏɑ-

ɗɔɖɔɡ ɚɍɝɫɏɌɡ. ȽɛɜɚɯɖɞɚɎɌəɚ ɞɌɖ, ɥɚɍ ɓɌɍɑɓɛɑɣɟɎɌɞɔ: 

Å ȹɌɐɱɕəɑ ɓɍɑɜɱɏɌəəɫ ɐɌəɔɡ əɌ ɐɑɤɑɎɚɘɟ əɑəɌɐɱɕəɚɘɟ ɚɍ-
ɗɌɐəɌəəɱ; 

Å Ȯɔɝɚɖɟ ɛɜɚɛɟɝɖəɟ ɓɐɌɞəɱɝɞɨ ɣɔɞɌəəɫ-ɓɌɛɔɝɟ; 
Å ȻɚɞɚɖɚɎɔɕ ɐɚɝɞɟɛ ɐɚ ɐɌəɔɡ; 

Å Ƚɛɜɚɥɑəɟ ɘɚɐɑɗɨ ɟɓɏɚɐɒɑəɚɝɞɱ; 

Å Ȭɜɡɱɞɑɖɞɟɜɟ, ɌəɌɗɚɏɱɣəɟ Google File System. 
ɀɌɕɗɚɎɌ ɝɔɝɞɑɘɌ HDFS ɝɛɜɚɯɖɞɚɎɌəɌ ɐɗɫ ɓɍɑɜɱɏɌəəɫ ɐɟɒɑ 

Ɏɑɗɔɖɔɡ ɠɌɕɗɱɎ ɓɱ ɛɚɞɚɖɚɎɚɪ ɝɡɑɘɚɪ ɐɚɝɞɟɛɟ ɐɚ ɐɌəɔɡ ɟ ɖɗɌɝ-

ɞɑɜɌɡ ɓɎɔɣɌɕəɔɡ ɘɌɤɔə18. ȼɚɓɏɗɫəɑɘɚ ɢɑ ɞɎɑɜɐɒɑəəɫ ɍɱɗɨɤ 
ɐɑɞɌɗɨəɚ. 
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ȹɌɐɎɑɗɔɖɱ ɠɌɕɗɔ 

Ȼɱɐ çəɌɐɎɑɗɔɖɔɘɔè Ɏ ɢɨɚɘɟ ɖɚəɞɑɖɝɞɱ ɘɌɪɞɨɝɫ əɌ ɟɎɌɓɱ 

ɠɌɕɗɔ, ɜɚɓɘɱɜ ɫɖɔɡ ɝɞɌəɚɎɔɞɨ ɝɚɞəɱ ɘɑɏɌɍɌɕɞ, ɏɱɏɌɍɌɕɞ ɱ ɞɑɜɌ-

ɍɌɕɞ. ȳɌɜɌɓ ɱɝəɟɪɞɨ ɖɗɌɝɞɑɜɔ Hadoop, Ɏ ɫɖɔɡ ɓɍɑɜɱɏɌɪɞɨɝɫ ɛɑ-
ɞɌɍɌɕɞɔ ɐɌəɔɡ19 . 

ȻɚɞɚɖɚɎɔɕ ɐɚɝɞɟɛ ɐɚ ɐɌəɔɡ 

Ȯ ɚɝəɚɎɟ HDFS ɓɌɖɗɌɐɑəɚ ɖɚəɢɑɛɢɱɪ ɚɐəɚɜɌɓɚɎɚɏɚ ɓɌɛɔ-
ɝɟ/ɍɌɏɌɞɚɜɌɓɚɎɚɏɚ ɣɔɞɌəəɫ ɫɖ əɌɕɑɠɑɖɞɔɎəɱɤɟ ɝɡɑɘɟ ɚɍɜɚɍɖɔ 

ɐɌəɔɡ. ȹɌɍɱɜ ɐɌəɔɡ ɓɌɓɎɔɣɌɕ ɏɑəɑɜɟɯɞɨɝɫ Ɍɍɚ ɖɚɛɱɪɯɞɨɝɫ ɓ 
ɐɒɑɜɑɗɌ, ɛɱɝɗɫ ɣɚɏɚ ɓ əɔɘ Ɏɔɖɚəɟɪɞɨɝɫ ɜɱɓəɱ ɌəɌɗɱɞɔɣəɱ ɚɛɑɜɌ-

ɢɱɲ. ȿ ɖɚɒəɱɕ ɚɛɑɜɌɢɱɲ ɓɌɐɱɫəɌ ɎɑɗɔɖɌ ɣɌɝɞɔəɌ əɌɍɚɜɟ ɐɌəɔɡ 

(Ɍɍɚ Ɏɑɝɨ əɌɍɱɜ), ɞɚɘɟ ɣɌɝ ɣɔɞɌəəɫ Ɏɝɨɚɏɚ əɌɍɚɜɟ ɐɌəɔɡ ɎɌɒɗɔ-
Ɏɱɤɔɕ ɓɌ ɓɌɞɜɔɘɖɟ ɣɔɞɌəəɫ ɛɑɜɤɚɏɚ ɓɌɛɔɝɟ. 

ȳɎɔɣɌɕəɑ ɚɍɗɌɐəɌəəɫ 

Hadoop əɑ ɎɔɘɌɏɌɯ ɐɚɜɚɏɚɏɚ ɚɍɗɌɐəɌəəɫ Ɏɔɝɚɖɚɲ əɌɐɱɕəɚɝ-
ɞɱ. ȽɔɝɞɑɘɌ ɝɛɜɚɯɖɞɚɎɌəɌ ɐɗɫ ɜɚɍɚɞɔ əɌ ɝɞɌəɐɌɜɞəɚɘɟ ɚɍɗɌɐ-

əɌəəɱ (ɓɌɏɌɗɨəɚɐɚɝɞɟɛəɑ ɚɍɗɌɐəɌəəɫ, ɫɖɑ ɘɚɒɑ ɍɟɞɔ ɛɜɔɐɍɌəɑ ɟ 

ɍɌɏɌɞɨɚɡ ɠɱɜɘ) ɓ ɐɚɝɔɞɨ Ɏɔɝɚɖɚɪ ɕɘɚɎɱɜəɱɝɞɪ ɎɱɐɘɚɎɔ ɚɖɜɑɘɔɡ 
ɎɟɓɗɱɎ ɟ ɖɗɌɝɞɑɜɱ (ɛɜɔəɌɕɘəɱ, ɐɗɫ Ɏɑɗɔɖɔɡ ɖɗɌɝɞɑɜɱɎ). Ⱦɑɡəɚɗɚɏɱɫ 

HDFS ɝɛɜɚɯɖɞɚɎɌəɌ ɞɌɖɔɘ ɣɔəɚɘ, ɥɚɍ ɟ ɜɌɓɱ ɎɱɐɘɚɎɔ ɝɔɝɞɑɘɌ 

ɛɜɚɐɚɎɒɟɎɌɗɌ ɜɚɍɚɞɟ ɍɑɓ ɝɖɱɗɨɖɔ-əɑɍɟɐɨ ɛɚɘɱɞəɚɏɚ ɛɑɜɑɜɔɎɌə-
əɫ. ȾɌɖɚɒ ɝɗɱɐ Ɏɔɐɱɗɔɞɔ ɚɍɗɌɝɞɱ ɓɌɝɞɚɝɟɎɌəəɫ, ɐɗɫ ɫɖɔɡ əɌɜɌɓɱ 

HDFS ɛɱɐɡɚɐɔɞɨ əɑ əɌɕɖɜɌɥɔɘ ɣɔəɚɘ (ɛɜɔ ɞɚɘɟ, ɥɚ Ɏ ɘɌɕɍɟɞ-

əɨɚɘɟ ɝɔɞɟɌɢɱɫ ɘɚɒɑ ɓɘɱəɔɞɔɝɫ): 

ɄɎɔɐɖɔɕ ɐɚɝɞɟɛ ɐɚ ɐɌəɔɡ 

ȰɚɐɌɞɖɔ, ɥɚ ɎɔɘɌɏɌɪɞɨ ɐɚɝɞɟɛɟ ɐɚ ɐɌəɔɡ ɓ ɘɱəɱɘɌɗɨəɚɪ 

ɓɌɞɜɔɘɖɚɪ (ɟ ɐɱɌɛɌɓɚəɱ ɐɑɝɫɞɖɱɎ ɘɱɗɱɝɑɖɟəɐ), ɛɚɏɌəɚ ɛɚɯɐəɟ-
ɪɞɨɝɫ ɓ HDFS. ȹɌɏɌɐɌɯɘɚ, ɥɚ ɝɔɝɞɑɘɌ HDFS ɚɛɞɔɘɱɓɚɎɌəɌ ɐɗɫ 

ɓɌɍɑɓɛɑɣɑəəɫ Ɏɔɝɚɖɚɲ ɛɜɚɛɟɝɖəɚɲ ɓɐɌɞəɚɝɞɱ ɛɑɜɑɐɌɣɱ ɐɌəɔɡ, ɓɌ 
ɫɖɟ ɐɚɎɚɐɔɞɨɝɫ ɜɚɓɛɗɌɣɟɎɌɞɔɝɫ ɟɛɚɎɱɗɨəɑəəɫɘ ɐɚɝɞɟɛɟ. HBase 

əɌɜɌɓɱ ɖɜɌɥɑ ɛɱɐɡɚɐɔɞɨ ɐɗɫ ɚɜɏɌəɱɓɌɢɱɲ ɐɚɝɞɟɛɟ ɐɚ ɐɌəɔɡ ɓ ɘɱ-

əɱɘɌɗɨəɚɪ ɓɌɞɜɔɘɖɚɪ. 

                                                                 
19

 çScaling Hadoop to 4000 nodes at Yahoo! è, 

h t tp://developer.yahoo.net/blogs/hadoop/2008/09/scaling_hadoop_to_4
000_nodes_a.html.  
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ȭɌɏɌɞɚɣɔɝɑɗɨəɱ ɐɜɱɍəɱ ɠɌɕɗɔ 

Ⱥɝɖɱɗɨɖɔ Ɏɟɓɚɗ ɱɘɑə ɓɍɑɜɱɏɌɯ ɘɑɞɌɐɌəɱ ɠɌɕɗɚɎɚɲ ɝɔɝɞɑɘɔ Ɏ 

ɛɌɘ'ɫɞɱ, ɘɑɒɌ ɖɱɗɨɖɚɝɞɱ ɠɌɕɗɱɎ ɟ ɠɌɕɗɚɎɱɕ ɝɔɝɞɑɘɱ ɎɔɓəɌɣɌɯɞɨ-

ɝɫ ɚɍɝɫɏɚɘ ɛɌɘ'ɫɞɱ ɎɟɓɗɌ ɱɘɑə. ɋɖ ɛɚɖɌɓɟɯ ɐɚɝɎɱɐ, ɖɚɒɑə ɠɌɕɗ, 
ɖɌɞɌɗɚɏ ɱ ɍɗɚɖ ɓɌɕɘɌɪɞɨ ɍɗɔɓɨɖɚ 150 ɍɌɕɞ. ȾɌɖɔɘ ɣɔəɚɘ, əɌ-

ɛɜɔɖɗɌɐ, ɫɖɥɚ ɟ ɎɌɝ ɯ ɘɱɗɨɕɚə ɠɌɕɗɱɎ, ɖɚɒɑə ɓ ɫɖɔɡ ɓɌɕɘɌɯ 

ɚɐɔə ɍɗɚɖ, ɐɗɫ ɓɍɑɜɱɏɌəəɫ ɱəɠɚɜɘɌɢɱɲ ɛɚɞɜɱɍəɚ əɑ ɘɑəɤɑ 300 
ȸɍɌɕɞ ɛɌɘ'ɫɞɱ. ȳɍɑɜɱɏɌəəɫ ɘɱɗɨɕɚəɱɎ ɠɌɕɗɱɎ ɥɑ ɛɜɔɕəɫɞəɑ, Ɍɗɑ 

ɘɱɗɨɫɜɐɔ ɠɌɕɗɱɎ ɟɒɑ Ɏɔɡɚɐɫɞɨ ɓɌ ɘɑɒɱ ɘɚɒɗɔɎɚɝɞɑɕ ɝɟɣɌɝəɚɏɚ 
ɚɍɗɌɐəɌəəɫ. 

ȸəɚɒɔəəɱ ɐɒɑɜɑɗɌ ɓɌɛɔɝɟ, ɐɚɎɱɗɨəɱ ɘɚɐɔɠɱɖɌɢɱɲ 

ɠɌɕɗɱɎ 

ȳɌɛɔɝ ɟ ɠɌɕɗɔ HDFS ɘɚɒɑ ɎɔɖɚəɟɎɌɞɔɝɫ ɞɱɗɨɖɔ ɚɐəɔɘ 

ɐɒɑɜɑɗɚɘ. ȳɌɛɔɝ ɓɌɎɒɐɔ ɓɐɱɕɝəɪɯɞɨɝɫ Ɏ ɖɱəɑɢɨ ɠɌɕɗɟ. Ȼɱɐɞɜɔ-

ɘɖɌ ɘəɚɒɔəəɔɡ ɐɒɑɜɑɗ ɓɌɛɔɝɟ Ɍɍɚ ɘɚɐɔɠɱɖɌɢɱɲ ɓ ɐɚɎɱɗɨəɔɘ 
ɓɘɱɥɑəəɫɘ ɟ ɠɌɕɗɱ Ɏɱɐɝɟɞəɫ. (ȸɚɒɗɔɎɚ, ɢɱ ɘɚɒɗɔɎɚɝɞɱ ɍɟɐɟɞɨ 

ɛɱɐɞɜɔɘɟɎɌɞɔɝɫ Ɏ ɘɌɕɍɟɞəɨɚɘɟ, Ɍɗɑ, ɤɎɔɐɤɑ ɓɌ Ɏɝɑ, Ɏɚəɔ ɍɟ-

ɐɟɞɨ Ɏɱɐəɚɝəɚ əɑɑɠɑɖɞɔɎəɔɘɔ). 
Ȯ ɚɝəɚɎɱ Ɍɜɡɱɞɑɖɞɟɜɔ HDFS ɗɑɒɌɞɨ Ɏɟɓɗɔ ɓɍɑɜɱɏɌəəɫ ð 

ɝɑɜɎɑɜɔ ɝɞɌəɐɌɜɞəɚɲ Ɍɜɡɱɞɑɖɞɟɜɔ, əɌ Ɏəɟɞɜɱɤəɱɡ ɐɔɝɖɌɡ ɫɖɔɡ 

ɓɍɑɜɱɏɌɪɞɨɝɫ ɐɌəɱ. Ȱɗɫ Ɏɝɱɡ ɐɌəɔɡ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɯɐɔəɔɕ 
Ɍɐɜɑɝəɔɕ ɛɜɚɝɞɱɜ. Ȼɜɔ ɢɨɚɘɟ ɓɌɍɑɓɛɑɣɟɯɞɨɝɫ ɛɌɜɌɗɑɗɨəɑ ɎɎɑ-

ɐɑəəɫ-ɎɔɎɑɐɑəəɫ ɱəɠɚɜɘɌɢɱɲ ɓ ɜɱɓəɔɡ ɎɟɓɗɱɎ. ȾɌɖɔɘ ɣɔəɚɘ, ɏɌ-

ɜɌəɞɟɯɞɨɝɫ ɎɔɝɚɖɌ ɛɜɚɛɟɝɖəɌ ɓɐɌɞəɱɝɞɨ ɝɔɝɞɑɘɔ. 
HDFS ɚɛɑɜɟɯ əɌ ɐɎɚɡ ɜɱɎəɫɡ: ɛɜɚɝɞɚɜɟ ɱɘɑə (Namespace) 

ɞɌ ɓɍɑɜɱɏɌəəɫ ɍɗɚɖɱɎ ɐɌəɔɡ (Block Storage Service). Ȼɜɚɝɞɱɜ ɱɘɑə 

ɛɱɐɞɜɔɘɟɯɞɨɝɫ ɢɑəɞɜɌɗɨəɔɘ Ɏɟɓɗɚɘ ɱɘɑə (Namenode), ɥɚ ɓɍɑɜɱ-
ɏɌɯ ɘɑɞɌɐɌəɱ ɠɌɕɗɚɎɚɲ ɝɔɝɞɑɘɔ ɞɌ ɘɑɞɌɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɜɚɓɛɚ-

ɐɱɗ ɍɗɚɖɱɎ ɠɌɕɗɱɎ. 
Ƀɔɝɑɗɨəɱ Ɏɟɓɗɔ ɐɌəɔɡ (Datanode) ɍɑɓɛɚɝɑɜɑɐəɨɚ ɓɍɑɜɱɏɌɪɞɨ 

ɠɌɕɗɔ. Ȯɟɓɚɗ ɱɘɑə ɎɱɐɛɚɎɱɐɌɯ ɓɌ ɚɍɜɚɍɖɟ ɚɛɑɜɌɢɱɕ ɠɌɕɗɚɎɚɲ 

ɝɔɝɞɑɘɔ ð Ɏɱɐɖɜɔɞɞɫ ɞɌ ɓɌɖɜɔɞɞɫ ɠɌɕɗɱɎ, ɘɌəɱɛɟɗɫɢɱɫ ɓ ɖɌɞɌɗɚ-
ɏɌɘɔ ɞɚɥɚ. Ȯɟɓɗɔ ɐɌəɔɡ ɎɱɐɛɜɌɢɨɚɎɟɪɞɨ ɚɛɑɜɌɢɱɲ ɱɓ ɓɌɛɔɝɟ ɞɌ 

ɣɔɞɌəəɫ ɐɌəɔɡ. Ȯɟɓɚɗ ɱɘɑə ɞɌ Ɏɟɓɗɔ ɐɌəɔɡ ɓɌɍɑɓɛɑɣɟɪɞɨɝɫ Ɏɑɍ-

ɝɑɜɎɑɜɌɘɔ, ɥɚ ɎɱɐɚɍɜɌɒɌɪɞɨ ɛɚɞɚɣəɔɕ ɝɞɌɞɟɝ ɞɌ ɐɚɓɎɚɗɫɪɞɨ 
ɛɑɜɑɏɗɫɐɌɞɔ Ɏɘɱɝɞ ɠɌɕɗɚɎɚɲ ɝɔɝɞɑɘɔ. 

ȿ HDFS əɑɘɌɯ POSIX-ɝɟɘɱɝəɚɝɞɱ. ȹɑ ɛɜɌɢɪɪɞɨ Unix-

ɖɚɘɌəɐɔ ls, cp ɞɚɥɚ. Ȱɗɫ ɘɚəɞɟɎɌəəɫ HDFS Ɏ ȺȽ Linux əɑɚɍ-
ɡɱɐəɱ ɝɛɑɢɱɌɗɨəɱ ɱəɝɞɜɟɘɑəɞɔ, əɌɛɜɔɖɗɌɐ, HDFS-Fuse. ɀɌɕɗɔ 
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ɍɗɚɖɚɎɚ ɜɚɓɛɚɐɱɗɫɪɞɨɝɫ ɘɱɒ ɎɟɓɗɌɘɔ. Ȯɝɱ ɍɗɚɖɔ Ɏ HDFS (ɖɜɱɘ 
ɚɝɞɌəəɨɚɏɚ ɍɗɚɖɟ ɠɌɕɗɟ) ɘɌɪɞɨ ɚɐəɌɖɚɎɔɕ ɜɚɓɘɱɜ ð Ɏɱɐ 64 ɐɚ 

256 ȸɍ. 

Ȱɗɫ ɓɌɍɑɓɛɑɣɑəəɫ ɝɞɱɕɖɚɝɞɱ ɐɚ ɎɱɐɘɚɎ ɝɑɜɎɑɜɱɎ, ɖɚɒɑə 
ɍɗɚɖ ɘɚɒɑ ɍɟɞɔ ɐɟɍɗɨɚɎɌəɔɕ əɌ ɐɑɖɱɗɨɖɚɡ ɎɟɓɗɌɡ. ȶɚɑɠɱɢɱɯəɞ 

ɜɑɛɗɱɖɌɢɱɲ (ɖɱɗɨɖɱɝɞɨ ɎɟɓɗɱɎ, əɌ ɫɖɔɡ ɘɌɯ ɍɟɞɔ ɜɚɓɘɱɥɑəɔɕ ɖɚ-

ɒɑə ɍɗɚɖ) ɎɔɓəɌɣɌɯɞɨɝɫ Ɏ əɌɗɌɤɞɟɎɌəəɫɡ ɠɌɕɗɟ. ɀɌɕɗɔ Ɏ HDFS 
ɘɚɒɟɞɨ ɍɟɞɔ ɓɌɛɔɝɌəɱ ɗɔɤɑ ɚɐɔə ɜɌɓ (ɘɚɐɔɠɱɖɌɢɱɫ əɑ ɛɱɐɞɜɔ-

ɘɟɯɞɨɝɫ), Ɍ ɓɌɛɔɝ ɟ ɠɌɕɗ Ɏ ɚɐɔə ɣɌɝ ɘɚɒɑ Ɏɑɝɞɔ ɞɱɗɨɖɔ ɚɐɔə 
ɛɜɚɢɑɝ. ȾɌɖɔɘ ɛɜɚɝɞɔɘ ɣɔəɚɘ ɜɑɌɗɱɓɟɯɞɨɝɫ ɟɓɏɚɐɒɑəɱɝɞɨ ɐɌəɔɡ. 

Hadoop MapReduce  

MapReduce ð ɢɑ ɘɚɐɑɗɨ ɛɜɚɏɜɌɘɟɎɌəəɫ, ɚɜɱɯəɞɚɎɌəɌ əɌ 

ɚɍɜɚɍɖɟ ɐɌəɔɡ. ɂɫ ɘɚɐɑɗɨ ɛɜɚɝɞɌ, Ɍɗɑ əɑ əɌɝɞɱɗɨɖɔ, ɥɚɍ ɟ ɲɲ 

ɖɚəɞɑɖɝɞɱ əɑ ɘɚɒəɌ ɍɟɗɚ ɜɑɌɗɱɓɟɎɌɞɔ ɖɚɜɔɝəɱ ɛɜɚɏɜɌɘɔ. Hadoop 
ɐɚɓɎɚɗɫɯ ɓɌɛɟɝɖɌɞɔ ɛɜɚɏɜɌɘɔ MapReduce, əɌɛɔɝɌəɱ ɜɱɓəɔɘɔ 

ɘɚɎɌɘɔ; ɟ ɢɨɚɘɟ ɜɚɓɐɱɗɱ ɘɔ ɜɚɓɏɗɫəɑɘɚ ɚɐəɟ ɕ ɞɟ ɝɌɘɟ ɛɜɚɏɜɌ-

ɘɟ, əɌɛɔɝɌəɟ ɘɚɎɌɘɔ Java, Ruby, Python ɞɌ C++. Ȭɗɑ əɌɕɎɌɒ-
ɗɔɎɱɤɑ ɛɚɗɫɏɌɯ Ɏ ɞɚɘɟ, ɥɚ ɛɜɚɏɜɌɘɔ MapReduce ɛɌɜɌɗɑɗɨəɱ ɓɌ 

ɝɎɚɯɪ ɛɜɔɜɚɐɚɪ, Ɍ ɚɞɒɑ, ɎɑɗɔɖɚɘɌɝɤɞɌɍəɔɕ ɌəɌɗɱɓ ɐɌəɔɡ ɝɞɌɯ 

ɐɚɝɞɟɛəɔɘ ɐɗɫ Ɏɝɱɡ, ɟ ɖɚɏɚ Ɏ ɜɚɓɛɚɜɫɐɒɑəəɱ ɯ ɐɚɝɞɌɞəɨɚ ɖɚɘ-
ɛ'ɪɞɑɜɱɎ. ȻɑɜɑɎɌɏɔ MapReduce ɛɚɎəɚɪ ɘɱɜɚɪ ɛɜɚɫɎɗɫɪɞɨɝɫ Ɏ 

ɜɚɍɚɞɱ ɓ Ɏɑɗɔɖɔɘɔ əɌɍɚɜɌɘɔ ɐɌəɔɡ, ɞɚɒ ɛɚɣəɑɘɚ ɓ ɜɚɓɏɗɫɐɟ 
ɚɐəɚɏɚ ɓ ɞɌɖɔɡ əɌɍɚɜɱɎ. 

Hadoop MapReduce ð ɢɑ əɌɕɍɱɗɨɤ ɛɚɛɟɗɫɜəɌ ɛɜɚɏɜɌɘəɌ 

ɜɑɌɗɱɓɌɢɱɫ ɘɚɐɑɗɱ ɛɌɜɌɗɑɗɨəɚɲ ɚɍɜɚɍɖɔ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɐɌəɔɡ 
ɤɗɫɡɚɘ ɛɚɐɱɗɟ əɌ əɑɓɌɗɑɒəɱ ɓɌɐɌɣɱ, ɥɚ Ɏɔɜɱɤɟɪɞɨɝɫ ɠɟəɖɢɱɫ-

ɘɔ Map ɱ Reduce. Ȭɗɏɚɜɔɞɘ MapReduce ɚɞɜɔɘɟɯ əɌ Ɏɡɱɐ 3 Ɍɜɏɟ-

ɘɑəɞɔ: Ɏɔɡɱɐəɟ ɖɚɗɑɖɢɱɪ ɐɌəɔɡ, Map ɠɟəɖɢɱɪ, Reduce ɠɟəɖ-
ɢɱɪ, ɱ ɛɚɎɑɜɞɌɯ ɜɑɓɟɗɨɞɟɪɣɟ ɖɚɗɑɖɢɱɪ ɐɌəɔɡ. 

Ȯɔɡɱɐəɔɘɔ ɖɚɗɑɖɢɱɫɘɔ ɐɌəɔɡ ɯ əɌɍɚɜɔ ɓɌɛɔɝɱɎ ɝɛɑɢɱɌɗɨ-

əɚɏɚ Ɏɔɐɟ. ɂɑ ɝɞɜɟɖɞɟɜɌ ɐɌəɔɡ ɞɔɛɟ ȶɗɪɣ, ȳəɌɣɑəəɫ (KEY, 
VALUE). ȶɚɜɔɝɞɟɎɌɣɑɎɱ əɑɚɍɡɱɐəɚ ɓɌɐɌɞɔ ɠɟəɖɢɱɲ ɚɍɜɚɍɖɔ Map ɱ 

Reduce. Ȭɗɏɚɜɔɞɘ ɝɌɘ ɛɱɖɗɟɯɞɨɝɫ ɛɜɚ ɝɚɜɞɟɎɌəəɫ ɐɌəɔɡ, ɓɌɛɟɝɖ 

ɠɟəɖɢɱɕ ɚɍɜɚɍɖɔ, ɛɚɎɞɚɜəɑ ɎɔɖɚəɌəəɫ ɞɜɌəɓɌɖɢɱɕ, ɥɚ ɎɛɌɗɔ, 
ɞɌ ɍɌɏɌɞɚ ɛɜɚ ɥɚ ɥɑ. ȼɑɓɟɗɨɞɟɪɣɌ ɖɚɗɑɖɢɱɫ ɝɖɗɌɐɌɯɞɨɝɫ ɓ ɜɑ-

ɓɟɗɨɞɌɞɱɎ ɌəɌɗɱɓɟ Ɏ ɗɑɏɖɚɘɟ ɐɗɫ ɱəɞɑɜɛɜɑɞɌɢɱɲ Ɏɔɏɗɫɐɱ. 

ȼɚɍɚɞɌ Ɍɗɏɚɜɔɞɘɟ MapReduce ɝɖɗɌɐɌɯɞɨɝɫ ɓ ɞɜɨɚɡ ɚɝəɚɎ-
əɔɡ ɑɞɌɛɱɎ: Map, Group ɞɌ Reduce. ɋɖ ɛɑɜɤɔɕ ɑɞɌɛ əɌɐ ɖɚɒəɔɘ 

ɑɗɑɘɑəɞɚɘ Ɏɔɡɱɐəɚɲ ɖɚɗɑɖɢɱɲ Ɏɔɖɚəɟɯɞɨɝɫ Map ɠɟəɖɢɱɫ. ɋɖ ɛɜɌ-
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Ɏɔɗɚ, ɎɚəɌ ɛɜɔɕɘɌɯ əɌ Ɏɡɱɐ ɚɐɔə ɓɌɛɔɝ Ɏɔɐɟ (KEY, VALUE) ɱ 
ɛɚɎɑɜɞɌɯ ɛɚ əɱɕ ɐɑɫɖɟ ɖɱɗɨɖɱɝɞɨ əɚɎɔɡ ɓɌɛɔɝɱɎ (KEY1, VALUE1), 

(KEY2, VALUE2), ..., ɞɚɍɞɚ ɛɑɜɑɞɎɚɜɪɯ Ɏɡɱɐəɟ ɛɌɜɟ {ɖɗɪɣ: ɓəɌ-

ɣɑəəɫ} əɌ əɌɍɱɜ ɛɜɚɘɱɒəɔɡ ɛɌɜ. ȾɌɖɚɒ ɢɫ ɠɟəɖɢɱɫ ɎɱɐɱɏɜɌɯ 
ɜɚɗɨ ɠɱɗɨɞɜɌ ð ɫɖɥɚ ɐɗɫ ɐɌəɚɲ ɛɌɜɔ əɱɫɖɔɡ ɛɜɚɘɱɒəɔɡ ɓəɌɣɑəɨ 

ɛɚɎɑɜɞɌɞɔ əɑ ɛɚɞɜɱɍəɚ, ɠɟəɖɢɱɫ ɛɚɎɑɜɞɌɯ ɛɚɜɚɒəɱɕ ɝɛɔɝɚɖ. 

ȸɚɒəɌ ɝɖɌɓɌɞɔ, ɥɚ ɚɍɚɎ'ɫɓɚɖ Map ɠɟəɖɢɱɲ ɖɚəɎɑɜɞɟɎɌɞɔ 
ɑɗɑɘɑəɞɔ Ɏɔɡɱɐəɚɲ ɖɚɗɑɖɢɱɲ Ɏ əɟɗɨ Ɍɍɚ ɖɱɗɨɖɌ ɑɖɓɑɘɛɗɫɜɱɎ ɚɍ'ɯɖ-

ɞɱɎ {ɖɗɪɣ: ɓəɌɣɑəəɫ}. 
ȹɌ ɐɜɟɏɚɘɟ ɑɞɌɛɱ (Group) Ɍɗɏɚɜɔɞɘ ɝɚɜɞɟɯ Ɏɝɱ ɛɌɜɔ {ɖɗɪɣ: 

ɓəɌɣɑəəɫ} ɱ ɝɞɎɚɜɪɯ əɚɎɱ ɑɖɓɑɘɛɗɫɜɔ ɚɍ'ɯɖɞɱɎ, ɓɏɜɟɛɚɎɌəɱ ɓɌ 

ɖɗɪɣɑɘ. ȺɛɑɜɌɢɱɫ ɏɜɟɛɟɎɌəəɫ Ɏɔɖɚəɟɯɞɨɝɫ Ɏɝɑɜɑɐɔəɱ Ɍɗɏɚɜɔɞ-
ɘɟ MapReduce ɱ ɖɚɜɔɝɞɟɎɌɣɑɘ əɑ ɓɌɐɌɯɞɨɝɫ. ɀɟəɖɢɱɫ Reduce 

ɛɚɎɑɜɞɌɯ ɑɖɓɑɘɛɗɫɜɔ ɚɍ'ɯɖɞɌ {ɖɗɪɣ: ɓɏɚɜəɟɞɑ ɓəɌɣɑəəɫ}, ɫɖɱ 

ɎɖɗɪɣɌɪɞɨɝɫ ɐɚ ɜɑɓɟɗɨɞɟɪɣɚɲ ɖɚɗɑɖɢɱɲ. 
Ȱɗɫ ɛɜɔɖɗɌɐɟ ɜɚɓɏɗɫəɑɘɚ ɝɛɜɚɥɑəɔɕ ɎɌɜɱɌəɞ ɓɌɐɌɣɱ, ɥɚ 

ɝɞɚɲɞɨ ɛɑɜɑɐ ɛɚɤɟɖɚɎɔɘɔ ɝɔɝɞɑɘɌɘɔ. Ȼɜɔɛɟɝɞɔɘɚ, ɟ əɌɝ ɯ ɍɌɓɌ 

ɐɌəɔɡ ɝɞɚɜɱəɚɖ Ɏ ȣəɞɑɜəɑɞɱ, ɱ ɘɔ ɡɚɣɑɘɚ ɓəɌɞɔ, ɝɖɱɗɨɖɔ ɜɌɓɱɎ 
ɛɚɝɔɗɌɪɞɨɝɫ əɌ ɖɚɒəɟ ɝɞɚɜɱəɖɟ. ȹɑɡɌɕ ɯ ɝɞɚɜɱəɖɌ first.com  ɱɓ 

ɛɚɝɔɗɌəəɫɘɔ əɌ first.com ,  second.com ,  third.com , ɝɞɚɜɱəɖɌ 

second.com  ɓ ɐɎɚɘɌ ɛɚɝɔɗɌəəɫɘɔ əɌ first.com  ɱ ɝɞɚɜɱəɖɌ 
third.com , əɌ ɫɖɱɕ əɑɘɌɯ ɛɚɝɔɗɌəɨ ɎɓɌɏɌɗɱ. 

Ʌɚɍ ɘɌɞɔ ɯɐɔəɔɕ ɠɚɜɘɌɞ Ɏɔɡɱɐəɚɲ ɖɚɗɑɖɢɱɲ ɐɌəɔɡ, ɎɔɓəɌ-

ɣɔɘɚ Ɏɔɐ ɖɚɒəɚɲ ɓɍɑɜɑɒɑəɚɲ ɝɞɚɜɱəɖɔ ɫɖ (KEY = URL, VALUE = 
TEXT). ȼɑɓɟɗɨɞɌɞɔ ɗɑɏɖɚ ɱəɞɑɜɛɜɑɞɟɪɞɨɝɫ. 

ɋɖ ɍɌɓɚɎɌ ɘɚɎɌ əɌɛɔɝɌəəɫ ɠɟəɖɢɱɕ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ 

Java. Ȱɗɫ ɛɜɚɏɜɌɘɟɎɌəəɫ ɱɝəɟɯ ɛɚɛɟɗɫɜəɔɕ Hadoop ɛɗɌɏɱə Ɏ 
Eclipse. Ȭɗɑ ɘɚɒəɌ ɚɍɱɕɞɔɝɫ ɱ ɍɑɓ əɨɚɏɚ: ɟɞɔɗɱɞɔ Hadoop 

streaming ɐɚɓɎɚɗɫɪɞɨ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɫɖ Map ɱ Reduce ɍɟɐɨ-
ɫɖɔɕ ɎɔɖɚəɟɎɌəɔɕ ɠɌɕɗ, ɥɚ ɛɜɌɢɪɯ ɓɱ ɝɞɌəɐɌɜɞəɔɘ ɎɎɑɐɑə-

əɫɘ-ɎɔɎɑɐɑəəɫɘ ɚɛɑɜɌɢɱɕəɚɲ ɝɔɝɞɑɘɔ (əɌɛɜɔɖɗɌɐ, ɟɞɔɗɱɞɔ ɖɚ-

ɘɌəɐəɚɏɚ ɜɫɐɖɌ UNIX, ɝɖɜɔɛɞɔ Python, Ruby ɞɚɥɚ), ɯ ɞɌɖɚɒ 
SWIG-ɝɟɘɱɝəɔɕ ɛɜɔɖɗɌɐəɔɕ ɱəɞɑɜɠɑɕɝ ɛɜɚɏɜɌɘɟɎɌəəɫ Hadoop 

pipes əɌ C++. ȶɜɱɘ ɞɚɏɚ, ɐɚ ɝɖɗɌɐɟ ɐɔɝɞɜɔɍɟɞɔɎɱɎ Hadoop Ɏɡɚ-

ɐɫɞɨ ɜɑɌɗɱɓɌɢɱɲ ɜɱɓəɔɡ ɚɍɜɚɍəɔɖɱɎ, ɫɖɱ əɌɕɣɌɝɞɱɤɑ Ɏɔɖɚɜɔɝɞɚ-
Ɏɟɪɞɨɝɫ Ɏ ɜɚɓɛɚɐɱɗɑəɱɕ ɚɍɜɚɍɢɱ. 

ȺɝɚɍɗɔɎɱɝɞɪ Hadoop ɯ ɛɑɜɑɘɱɥɑəəɫ ɚɍɣɔɝɗɑəɨ ɫɖɚɘɚɏɌ 

ɍɗɔɒɣɑ ɐɚ ɐɌəɔɡ. Ⱦɚɘɟ ɖɚɜɔɝɞɟɎɌɢɨɖɱ ɓɌɐɌɣɱ ɓɌɛɟɝɖɌɪɞɨɝɫ əɌ 
ɞɚɘɟ Ɏɟɓɗɱ, ɫɖɔɕ ɘɱɝɞɔɞɨ ɐɌəɱ ɐɗɫ ɚɍɜɚɍɖɔ. Ȼɱɝɗɫ ɓɌɖɱəɣɑəəɫ 

https://first.com/
https://first.com/
https://second.com/
https://third.com/
https://second.com/
https://first.com/
https://third.com/
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ɠɌɓɔ Map ɎɱɐɍɟɎɌɯɞɨɝɫ ɛɑɜɑɘɱɥɑəəɫ ɛɜɚɘɱɒəɔɡ ɝɛɔɝɖɱɎ ɐɌəɔɡ 
ɐɗɫ ɚɍɜɚɍɖɔ ɠɟəɖɢɱɯɪ Reduce. 

ȳɌɟɎɌɒɔɘɚ ɞɟɞ, ɥɚ ɖɜɱɘ Hadoop ɱɝəɟɪɞɨ ɜɱɓəɱ ɱɘɛɗɑɘɑəɞɌ-

ɢɱɲ MapReduce. ȽɛɚɣɌɞɖɟ MapReduce ɍɟɎ ɜɑɌɗɱɓɚɎɌəɔɕ ɖɚɘɛɌ-
əɱɯɪ Google. Ȼɱɓəɱɤɑ ɓ'ɫɎɔɗɔɝɫ ɱəɤɱ ɜɑɌɗɱɓɌɢɱɲ Ɍɗɏɚɜɔɞɘɟ. ȼɚɓ-

Ɏɔɞɖɚɘ MapReduce Ɏɱɐ Google ɝɞɌɎ ɛɜɚɯɖɞ ɓ Ɏɱɐɖɜɔɞɔɘ ɖɚɐɚɘ ð 

MySpace Qizmt (MySpace's O pen Source Mapreduce Framework). 
ȣəɤɚɪ Ɏɱɐɚɘɚɪ Ɏɑɜɝɱɯɪ Ɍɗɏɚɜɔɞɘɟ ɯ ɞɌ, ɥɚ ɜɑɌɗɱɓɚɎɌəɌ Ɏ ɝɔɝ-

ɞɑɘɱ MongoDB. 
Hadoop YARN  (Yet Another Resource Negotiator) ð ɛɗɌɞɠɚɜɘɌ 

ɟɛɜɌɎɗɱəəɫ ɜɑɝɟɜɝɌɘɔ ɝɔɝɞɑɘɔ, ɎɱɐɛɚɎɱɐɌɗɨəɌ ɓɌ ɜɚɓɛɚɐɱɗ ɚɍɣɔ-

ɝɗɪɎɌɗɨəɔɡ ɜɑɝɟɜɝɱɎ ɝɑɜɎɑɜɱɎ ɞɌ ɜɚɓɖɗɌɐ ɎɔɖɚəɌəəɫ ɖɚɜɔɝɞɟ-
ɎɌɢɨɖɔɡ ɓɌɐɌɣ. 

ȿ ɛɑɜɤɔɡ Ɏɑɜɝɱɫɡ Hadoop MapReduce ɎɖɗɪɣɌɎ ɛɗɌəɟɎɌɗɨ-

əɔɖ ɓɌɎɐɌəɨ JobTracker, ɛɚɣɔəɌɪɣɔ ɓ Ɏɑɜɝɱɲ 2.0 (2013 ɜ.) ɢɪ 
ɠɟəɖɢɱɪ ɛɑɜɑəɑɝɑəɚ Ɏ YARN. ȿ əɱɕ ɘɚɐɟɗɨ Hadoop MapReduce 

ɜɑɌɗɱɓɚɎɌəɚ ɛɚɎɑɜɡ YARN. ȻɜɚɏɜɌɘəɱ ɱəɞɑɜɠɑɕɝɔ ɓɐɑɍɱɗɨɤɚɏɚ 

ɓɍɑɜɑɒɑəɚ, ɚɐəɌɖ ɛɚɎəɚɲ ɓɎɚɜɚɞəɚɲ ɝɟɘɱɝəɚɝɞɱ əɑɘɌɯ. 
YARN ɱəɚɐɱ əɌɓɔɎɌɪɞɨ ɖɗɌɝɞɑɜəɚɪ ɚɛɑɜɌɢɱɕəɚɪ ɝɔɝɞɑɘɚɪ. 

ɂɑ ɓɟɘɚɎɗɑəɚ ɞɔɘ, ɥɚ ɛɗɌɞɠɚɜɘɌ ɎɱɐɌɯ ɱəɞɑɜɠɑɕɝɚɘ ɘɱɒ ɌɛɌ-

ɜɌɞəɔɘɔ ɜɑɝɟɜɝɌɘɔ ɞɌ ɜɱɓəɔɘɔ ɐɚɐɌɞɖɌɘɔ, ɥɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ 
ɚɍɣɔɝɗɪɎɌɗɨəɱ ɛɚɞɟɒəɚɝɞɱ. ȺɝəɚɎɚɪ YARN ɯ ɗɚɏɱɣəɚ ɝɌɘɚɝɞɱɕ-

əɔɕ ɐɑɘɚə ð ɛɗɌəɟɎɌɗɨəɔɖ ɜɑɝɟɜɝɱɎ (ResourceManager), ɥɚ Ɍɍɝ-

ɞɜɌɏɟɯ Ɏɝɱ ɚɍɣɔɝɗɪɎɌɗɨəɱ ɜɑɝɟɜɝɔ ɖɗɌɝɞɑɜɌ ɞɌ ɖɑɜɟɯ ɲɡ əɌɐɌə-
əɫɘ ɐɚɐɌɞɖɌɘ ɜɚɓɛɚɐɱɗɑəɚɲ ɚɍɜɚɍɖɔ. ȵɚɘɟ ɛɱɐɓɎɱɞəɱ ɣɔɝɗɑəəɱ 

ɘɑəɑɐɒɑɜɔ ɎɟɓɗɱɎ (Node Manager), ɎɱɐɛɚɎɱɐɌɗɨəɱ ɓɌ Ɏɱɐɝɞɑɒɑəəɫ 

ɛɚɞɚɣəɚɏɚ ɝɞɌɞɟɝɟ ɞɌ əɌɎɌəɞɌɒɑəəɫ ɚɖɜɑɘɔɡ ɝɑɜɎɑɜɱɎ. 
ȻɜɌɢɪɎɌɞɔ ɛɱɐ ɟɛɜɌɎɗɱəəɫɘ YARN ɘɚɒɟɞɨ ɫɖ MapReduce-

ɛɜɚɏɜɌɘɔ, ɞɌɖ ɱ ɍɟɐɨ-ɫɖɱ ɱəɤɱ ɜɚɓɛɚɐɱɗɑəɱ ɐɚɐɌɞɖɔ, ɥɚ ɛɱɐɞɜɔ-
ɘɟɪɞɨ ɎɱɐɛɚɎɱɐəɱ ɛɜɚɏɜɌɘəɱ ɱəɞɑɜɠɑɕɝɔ. YARN ɓɌɍɑɓɛɑɣɟɯ ɘɚɒ-

ɗɔɎɱɝɞɨ ɛɌɜɌɗɑɗɨəɚɏɚ ɎɔɖɚəɌəəɫ ɖɱɗɨɖɚɡ ɜɱɓəɔɡ ɓɌɐɌɣ ɟ ɜɌɘɖɌɡ 

ɝɔɝɞɑɘɔ ɝɑɜɎɑɜɱɎ. 
ȼɚɓɜɚɍəɔɖɟ ɜɚɓɛɚɐɱɗɑəɚɏɚ ɐɚɐɌɞɖɌ əɑɚɍɡɱɐəɚ ɜɑɌɗɱɓɟɎɌɞɔ 

ɝɛɑɢɱɌɗɨəɔɕ ɖɗɌɝ ɟɛɜɌɎɗɱəəɫ ɐɚɐɌɞɖɚɘ (AppMaster), ɫɖɔɕ Ɏɱɐ-

ɛɚɎɱɐɌɯ ɓɌ ɖɚɚɜɐɔəɌɢɱɪ ɓɌɎɐɌəɨ ɟ ɜɌɘɖɌɡ ɞɔɡ ɜɑɝɟɜɝɱɎ, ɫɖɱ əɌ-
ɐɌɝɞɨ ɛɗɌəɟɎɌɗɨəɔɖ ɜɑɝɟɜɝɱɎ. ȻɗɌəɟɎɌɗɨəɔɖ ɜɑɝɟɜɝɱɎ ɎɱɐɛɚɎɱ-

ɐɌɯ ɓɌ ɝɞɎɚɜɑəəɫ ɑɖɓɑɘɛɗɫɜɱɎ ɖɗɌɝɟ ɟɛɜɌɎɗɱəəɫ ɐɚɐɌɞɖɚɘ ɞɌ 

ɎɓɌɯɘɚɐɱɲ ɓ əɔɘɔ ɣɑɜɑɓ ɘɑɜɑɒɑɎɔɕ ɛɜɚɞɚɖɚɗ. 
ȹɌ ɚɝəɚɎɱ Hadoop ɝɞɎɚɜɑəɚ ɢɱɗɔɕ ɜɫɐ ɛɜɚɐɟɖɞɱɎ ɐɗɫ ɚɍɜɚɍ-

ɖɔ ɐɌəɔɡ. Ⱥɝɨ ɝɛɔɝɚɖ ɗɔɤɑ əɌɕɍɱɗɨɤ ɛɚɛɟɗɫɜəɔɡ ɓ əɔɡ: 
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Å Pig ð ɎɔɝɚɖɚɜɱɎəɑɎɌ ɘɚɎɌ ɛɚɞɚɖɱɎ ɐɌəɔɡ ɐɗɫ ɛɌɜɌɗɑɗɨəɚ-
ɏɚ ɛɜɚɏɜɌɘɟɎɌəəɫ; 

Å HBase  ð ɜɚɓɛɚɐɱɗɑəɌ ɍɌɓɌ ɐɌəɔɡ, ɫɖɌ ɓɌɍɑɓɛɑɣɟɯ ɓɍɑɜɱ-
ɏɌəəɫ Ɏɑɗɔɖɔɡ ɞɌɍɗɔɢɨ; 

Å Cassandra  ð ɝɞɱɕɖɌ ɐɚ ɛɚɘɔɗɚɖ, ɐɑɢɑəɞɜɌɗɱɓɚɎɌəɌ ɍɌɓɌ 
ɐɌəɔɡ; 

Å Hive  ð ɝɡɚɎɔɥɑ ɐɌəɔɡ ɓ ɠɟəɖɢɱɫɘɔ ɚɍ'ɯɐəɌəəɫ ɐɌəɔɡ ɞɌ 
ɤɎɔɐɖɚɏɚ ɛɚɤɟɖɟ; 

Å Mahout  ð ɍɱɍɗɱɚɞɑɖɌ ɘɑɞɚɐɱɎ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ ɞɌ Ɏɔ-
ɐɚɍɟɎɌəəɫ ɓəɌəɨ. 

Hadoop ɯ ɐɟɒɑ ɐɔəɌɘɱɣəɚɪ ɞɑɡəɚɗɚɏɱɯɪ, ɥɚ ɜɚɓɎɔɎɌɯɞɨɝɫ. 

Ⱦɚɘɟ əɌɕɝɎɱɒɱɤɟ ɱəɠɚɜɘɌɢɱɪ ɜɑɖɚɘɑəɐɟɯɞɨɝɫ ɚɞɜɔɘɟɎɌɞɔ Ɏ 
ȣəɞɑɜəɑɞɱ əɌ ɝɌɕɞɱ http://hadoop.apache.org/ . 

Storm ð ɝɔɝɞɑɘɌ ɛɚɞɚɖɚɎɚɲ ɚɍɜɚɍɖɔ 

Storm ɯ ɍɑɓɖɚɤɞɚɎəɚɪ ɞɑɡəɚɗɚɏɱɯɪ ɞɌ ɛɜɚɏɜɌɘəɚɪ ɜɑɌɗɱɓɌ-

ɢɱɯɪ ɜɚɓɛɚɐɱɗɑəɚɲ ɚɍɣɔɝɗɪɎɌɗɨəɚɲ ɝɔɝɞɑɘɔ ɜɑɌɗɨəɚɏɚ. ɂɫ ɝɔɝ-
ɞɑɘɌ ɐɚɓɎɚɗɫɯ ɍɟɐɟɎɌɞɔ əɌɐɱɕəɟ ɚɍɜɚɍɖɟ əɑɚɍɘɑɒɑəɔɡ ɛɚɞɚɖɱɎ 

ɐɌəɔɡ ɛɚɐɱɍəɚ ɐɚ ɞɚɏɚ, ɫɖ Hadoop ɜɚɍɔɞɨ ɢɑ ɓ ɛɌɖɑɞəɚɪ ɚɍɜɚɍ-

ɖɚɪ. Storm ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ ɐɗɫ ɌəɌɗɱɞɔɖɔ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ, ɚə-
ɗɌɕəɚɎɚɏɚ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ, ɍɑɓɛɑɜɑɜɎəɔɡ ɚɍɣɔɝɗɑəɨ, ɜɚɓ-

ɛɚɐɱɗɑəɔɡ ETL ɞɌ ɱəɤɔɡ ɚɛɑɜɌɢɱɕ ɓ ɛɚɞɚɖɌɘɔ Ɏɑɗɔɖɔɡ ɐɌəɔɡ. 

Storm ɘɚɒɑ ɱəɞɑɏɜɟɎɌɞɔɝɫ ɓ ɞɑɡəɚɗɚɏɱɫɘɔ ɣɑɜɏ ɱ ɍɌɓ ɐɌəɔɡ, 
ɫɖɱ Ɏɒɑ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ, ɱ əɑ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɘɚɎɔ ɛɜɚɏɜɌɘɟ-

ɎɌəəɫ. ȺɝəɚɎɚɪ Storm ɯ Storm ɞɚɛɚɗɚɏɱɲ ɞɌ Storm ɖɗɌɝɞɑɜ. ȶɗɌ-

ɝɞɑɜ ɯ ɚɍ'ɯɖɞɚɘ, ɛɚɐɱɍəɔɘ ɐɚ Hadoop ɖɗɌɝɞɑɜɟ, Ɍ ɓɌɘɱɝɞɨ ɓɌɛɟɝ-
ɖɟ MapReduce job ɞɟɞ ɓɌɛɟɝɖɌɪɞɨɝɫ Storm topologies. Jobs ɱ 

Topologies ɘɌɪɞɨ ɖɗɪɣɚɎɟ Ɏɱɐɘɱəəɱɝɞɨ ð ɛɑɜɤɱ Ɏ əɚɜɘɌɗɨəɚɘɟ 

ɜɑɒɔɘɱ ɓɌɎɑɜɤɟɪɞɨ ɜɚɍɚɞɟ, Ɍ ɐɜɟɏɱ ɚɍɜɚɍɗɫɪɞɨ ɛɚɎɱɐɚɘɗɑəəɫ 
ɓɌɎɒɐɔ. ȿ Storm ɖɗɌɝɞɑɜɱ ɯ ɐɎɌ ɞɔɛɔ ɎɟɓɗɱɎ: master node ɞɌ 

worker nodes. ȹɌ master node ɓɌɛɟɝɖɌɯɞɨɝɫ ɐɑɘɚə, ɫɖɔɕ əɌɓɔ-

ɎɌɯɞɨɝɫ Nimbus, ɛɚɐɱɍəɔɕ ɐɚ JobTracker Ɏ Hadoop. Nimbus Ɏɱɐ-
ɛɚɎɱɐɌɗɨəɔɕ ɓɌ ɜɚɓɛɚɐɱɗ ɖɚɐɟ ɛɚ ɜɚɍɚɣɔɡ ɎɟɓɗɌɡ ɖɗɌɝɞɑɜɌ, ɜɚɓ-

ɛɚɐɱɗ ɓɌɐɌɣ ɛɚ ɘɌɤɔəɌɡ ɞɌ ɓɌɛɟɝɖ ɱ ɓɟɛɔəɖɟ ɜɚɍɚɣɔɡ ɛɜɚɢɑɝɱɎ. 
ȶɚɒɑə ɜɚɍɚɣɔɕ ɛɜɚɢɑɝ Ɏɔɖɚəɟɯ ɛɱɐɘəɚɒɔəɟ ɞɚɛɚɗɚɏɱɲ. ȻɜɌɢɪ-

ɪɣɌ ɞɚɛɚɗɚɏɱɫ ɝɖɗɌɐɌɯɞɨɝɫ ɓ ɍɌɏɌɞɨɚɡ ɜɚɍɚɣɔɡ ɛɜɚɢɑɝɱɎ, ɜɚɓɛɚ-

ɐɱɗɑəɔɡ ɛɚ ɍɌɏɌɞɨɚɡ ɘɌɤɔəɌɡ. ȶɚɒɑə ɜɚɍɚɣɔɕ Ɏɟɓɚɗ (worker 
node) ɘɌɯ ɐɑɘɚəɌ ɛɱɐ əɌɓɎɚɪ Supervisor. ɂɑɕ ɘɚɐɟɗɨ ɝɗɟɡɌɯ Ɏɝɱ 

http://hadoop.apache.org/
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ɛɜɚɢɑɝɔ əɌ ɝɎɚɲɕ ɘɌɤɔəɱ ɞɌ ɓɌɛɟɝɖɌɯ ɱ ɓɟɛɔəɫɯ ɲɡ ɓ ɱəɱɢɱɌɞɔɎɔ 
Nimbus. ȶɚɚɜɐɔəɌɢɱɫ ɘɱɒ Nimbus ɞɌ ɎɝɱɘɌ Supervisor ɛɜɚɎɚ-

ɐɔɞɨɝɫ ɣɑɜɑɓ ɝɛɑɢɱɌɗɨəɔɕ ɖɗɌɝɞɑɜ, ɫɖɔɕ əɌɓɔɎɌɯɞɨɝɫ Zookeeper. 

ɂɑɕ ɖɗɌɝɞɑɜ ɞɌɖɚɒ ɓɍɑɜɱɏɌɯ əɌ ɝɎɚɯɘɟ ɐɔɝɖɚɎɚɘɟ ɛɜɚɝɞɚɜɱ ɝɞɌə 
Ɏɝɱɡ ɛɜɚɢɑɝɱɎ, ɥɚ ɐɚɓɎɚɗɫɯ ɎɱɐəɚɎɗɪɎɌɞɔ ɛɱɝɗɫ ɓɍɚɪ ɚɖɜɑɘɚ 

ɍɟɐɨ-ɫɖɟ ɘɌɤɔəɟ ɜɚɍɚɣɚɏɚ ɖɗɌɝɞɑɜɌ. 

Ʌɚɍ ɎɔɖɚəɌɞɔ ɚɍɣɔɝɗɑəəɫ Ɏ ɜɑɌɗɨəɚɘɟ ɣɌɝɱ əɌ Storm, ɛɚ-
ɞɜɱɍəɚ ɝɞɎɚɜɔɞɔ ɞɚɛɚɗɚɏɱɪ (topologies) ð ɏɜɌɠ ɚɍɣɔɝɗɑəɨ. ȶɚɒɑə 

Ɏɟɓɚɗ ɟ ɞɚɛɚɗɚɏɱɲ ɘɱɝɞɔɞɨ ɗɚɏɱɖɟ ɛɜɚɢɑɝɔəɏɟ ɱ ɗɱəɖ ɘɱɒ ɎɟɓɗɌɘɔ, 
ɫɖɔɕ ɛɚɖɌɓɟɯ, ɫɖ ɐɌəɱ ɘɌɪɞɨ ɍɟɞɔ ɛɑɜɑɐɌəɱ ɘɱɒ ɎɟɓɗɌɘɔ. 

ȺɝəɚɎəɚɪ ɌɍɝɞɜɌɖɢɱɯɪ Ɏ Storm ɯ ɛɚɞɱɖ (stream). Ȼɚɞɚɖɚɘ 

əɌɓɔɎɌɯɞɨɝɫ əɑɚɍɘɑɒɑəɌ ɛɚɝɗɱɐɚɎəɱɝɞɨ ɖɚɜɞɑɒɱɎ (tuples). Ȱɒɑ-
ɜɑɗɌ ɛɚɞɚɖɱɎ ɐɌəɔɡ ɐɗɫ ɚɍɜɚɍɖɔ ɛɜɑɐɝɞɌɎɗɑəɱ Ɏ ɞɚɛɚɗɚɏɱɲ Ɍɍɝɞ-

ɜɌɖɢɱɯɪ, ɫɖɌ əɌɓɔɎɌɯɞɨɝɫ spout, Ɍ ɚɍɜɚɍəɔɖɔ ɛɚɞɚɖɱɎ, ɫɖɱ ɘɚ-

ɒɟɞɨ ɎɔɖɚəɟɎɌɞɔ ɠɟəɖɢɱɲ, ɠɱɗɨɞɜɟɎɌɞɔ ɛɚɞɚɖɔ, ɌɏɜɑɏɟɎɌɞɔ Ɍɍɚ 
ɚɍ'ɯɐəɟɎɌɞɔ ɛɚɞɚɖɔ ɐɌəɔɡ, ɎɓɌɯɘɚɐɱɫɞɔ ɓ ɍɌɓɌɘɔ ɐɌəɔɡ, əɌɓɔ-

ɎɌɪɞɨɝɫ bolt. 

Ƚɞɑɖ Elastic 

ȳɌ ɚɝɞɌəəɱ ɖɱɗɨɖɌ ɜɚɖɱɎ ɓ'ɫɎɔɗɔɝɫ ɜɱɓəɱ ɝɔɝɞɑɘɔ ɐɗɫ ɓɍɑɜɱ-

ɏɌəəɫ ɞɌ ɚɍɜɚɍɖɔ Ɏɑɗɔɖɔɡ ɘɌɝɔɎɱɎ ɐɌəɔɡ. Ƚɑɜɑɐ əɔɡ ɘɚɒəɌ 
Ɏɔɐɱɗɔɞɔ ɛɜɚɯɖɞɔ ɑɖɚɝɔɝɞɑɘɔ Hadoop, ɐɑɫɖɱ ɍɌɓɔ ɐɌəɔɡ (ȭȰ) 

NoSQL, Ɍ ɞɌɖɚɒ ɛɚɤɟɖɚɎɱ ɞɌ ɌəɌɗɱɞɔɣəɱ ɝɔɝɞɑɘɔ əɌ ɖɤɞɌɗɞ 
Elasticsearch. Hadoop ɱ ɍɟɐɨ-ɫɖɌ ɍɌɓɌ ɐɌəɔɡ NoSQL ɘɌɪɞɨ ɝɎɚɲ 

ɛɑɜɑɎɌɏɔ ɞɌ ɚɍɗɌɝɞɱ ɓɌɝɞɚɝɟɎɌəəɫ. 

Elastic Stack ð ɢɑ ɎɑɗɔɖɌ ɑɖɚɝɔɝɞɑɘɌ ɖɚɘɛɚəɑəɞɱɎ, ɫɖɱ ɝɗɟ-
ɒɌɞɨ ɐɗɫ ɛɚɤɟɖɟ ɞɌ ɚɍɜɚɍɖɔ ɐɌəɔɡ. ȺɝəɚɎəɱ ɖɚɘɛɚəɑəɞɔ 

El ast ic Stack ð ɢɑ Kibana, Logstash, Beats, X -Pack ɞɌ 

Elasticsearch. ɋɐɜɚɘ Elastic Stack ɎɔɝɞɟɛɌɯ ɛɚɤɟɖɚɎɌ ɝɔɝɞɑɘɌ 
Elasticsearch, ɫɖɌ əɌɐɌɯ ɘɚɒɗɔɎɚɝɞɱ ɐɗɫ ɓɍɑɜɱɏɌəəɫ, ɛɚɤɟɖɟ ɞɌ 

ɚɍɜɚɍɖɔ ɐɌəɔɡ. ȿɞɔɗɱɞɌ Kibana, ɫɖɟ ɞɌɖɚɒ əɌɓɔɎɌɪɞɨ Ɏɱɖəɚɘ Ɏ 

Elastic Stack, ɯ ɣɟɐɚɎɔɘ ɓɌɝɚɍɚɘ ɎɱɓɟɌɗɱɓɌɢɱɲ ɞɌ ɖɚɜɔɝɞɟɎɌɢɨɖɔɘ 
ɱəɞɑɜɠɑɕɝɚɘ ɐɗɫ Elastic Stack. ȶɚɘɛɚəɑəɞɔ Logstash ɞɌ Beats 

ɐɚɓɎɚɗɫɪɞɨ ɛɑɜɑɐɌɎɌɞɔ ɐɌəɱ Ɏ Elastic Stack. X-Pack əɌɐɌɯ ɛɚ-

ɞɟɒəɔɕ ɠɟəɖɢɱɚəɌɗ: ɘɚɒəɌ əɌɗɌɤɞɚɎɟɎɌɞɔ ɘɚəɱɞɚɜɔəɏ, ɐɚɐɌ-
ɎɌɞɔ ɜɱɓəɱ ɝɛɚɎɱɥɑəəɫ, ɎɝɞɌəɚɎɗɪɎɌɞɔ ɛɌɜɌɘɑɞɜɔ ɍɑɓɛɑɖɔ ɐɗɫ 

ɛɱɐɏɚɞɚɎɖɔ ɎɌɤɚɲ ɝɔɝɞɑɘɔ ɐɚ ɑɖɝɛɗɟɌɞɌɢɱɲ. Ⱥɝɖɱɗɨɖɔ 

Elasticsearch ɯ ɫɐɜɚɘ Elastic Stack... 
Elasticsearch ð ɢɑ ɎɔɝɚɖɚɘɌɝɤɞɌɍɚɎɌəɌ ɜɚɓɛɚɐɱɗɑəɌ ɛɚɤɟ-

ɖɚɎɌ ɝɔɝɞɑɘɌ ɛɚɎəɚɞɑɖɝɞɚɎɚɏɚ ɛɚɤɟɖɟ ɞɌ ɌəɌɗɱɓɟ ɐɌəɔɡ, ɥɚ 
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ɛɜɌɢɪɯ Ɏ ɜɑɒɔɘɱ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ. ȿɞɔɗɱɞɌ ɐɚɓɎɚɗɫɯ ɓɍɑɜɱɏɌɞɔ, 
ɤɟɖɌɞɔ ɞɌ ɌəɌɗɱɓɟɎɌɞɔ Ɏɑɗɔɖɱ ɚɍɝɫɏɔ ɐɌəɔɡ. ȳɌɓɎɔɣɌɕ Ɏɔɖɚɜɔɝ-

ɞɚɎɟɯɞɨɝɫ ɫɖ ɍɌɓɚɎɔɕ ɘɑɡɌəɱɓɘ/ɞɑɡəɚɗɚɏɱɫ, ɐɚɛɚɘɌɏɌɪɣɔ ɐɚɐɌ-

ɞɖɌɘ ɓɱ ɝɖɗɌɐəɔɘɔ ɠɟəɖɢɱɫɘɔ ɛɚɤɟɖɟ. Elasticsearch ɯ ɚɝəɚɎ-
əɔɘ ɖɚɘɛɚəɑəɞɚɘ Elastic Stack. 

Elasticsearch ɫɖ ɝɑɜɢɑ Elastic Stack ɎɱɐɱɏɜɌɯ ɚɝəɚɎəɟ ɜɚɗɨ ɟ 

ɛɚɤɟɖɟ ɞɌ ɌəɌɗɱɓɱ ɐɌəɔɡ. ȮɚəɌ ɛɚɍɟɐɚɎɌəɌ əɌ ɟəɱɖɌɗɨəɱɕ ɞɑɡəɚ-
ɗɚɏɱɲ ð Apache Lucene. ȳɌɎɐɫɖɔ ɢɨɚɘɟ Elasticsearch ɐɚɖɚɜɱəəɚ 

Ɏɱɐɜɱɓəɫɯɞɨɝɫ Ɏɱɐ ɞɜɌɐɔɢɱɕəɔɡ ɜɱɤɑəɨ ɐɗɫ ɜɑɗɫɢɱɕəɔɡ ɍɌɓ ɐɌəɔɡ 
ɣɔ NoSQL. ȹɔɒɣɑ ɛɑɜɑɜɌɡɚɎɌəɱ ɚɝəɚɎəɱ ɛɑɜɑɎɌɏɔ ɎɔɖɚɜɔɝɞɌəəɫ 

Elasticsearch ɫɖ ɝɡɚɎɔɥɌ ɐɌəɔɡ: 

Å əɑɝɞɜɟɖɞɟɜɚɎɌəɱɝɞɨ, ɐɚɖɟɘɑəɞɚɚɜɱɯəɞɚɎɌəɱɝɞɨ; 
Å ɘɚɒɗɔɎɱɝɞɨ ɛɚɤɟɖɟ; 

Å ɘɚɒɗɔɎɱɝɞɨ ɌəɌɗɱɓɟ ɐɌəɔɡ; 

Å ɛɱɐɞɜɔɘɖɌ ɖɚɜɔɝɞɟɎɌɢɨɖɔɡ ɍɱɍɗɱɚɞɑɖ ɞɌ REST API; 
Å ɗɑɏɖɑ ɟɛɜɌɎɗɱəəɫ ɞɌ ɘɌɝɤɞɌɍɟɎɌəəɫ; 

Å ɜɚɍɚɞɌ Ɏ ɛɝɑɎɐɚɜɑɌɗɨəɚɘɟ ɣɌɝɱ; 

Å ɎɔɝɚɖɌ ɤɎɔɐɖɱɝɞɨ ɜɚɍɚɞɔ; 
Å ɝɞɱɕɖɱɝɞɨ ɐɚ ɛɚɘɔɗɚɖ ɞɌ ɓɍɚɲɎ. 

Ⱥɏɗɫɐ ɖɚɘɛɚəɑəɞɱɎ Elastic Stack 

Ȱɑɫɖɱ ɖɚɘɛɚəɑəɞɔ ɟəɱɎɑɜɝɌɗɨəɱ, ɲɡ ɘɚɒəɌ ɓɌɝɞɚɝɚɎɟɎɌɞɔ ɍɑɓ 

Elastic Stack Ɍɍɚ ɱəɤɔɡ ɱəɝɞɜɟɘɑəɞɱɎ. 

Elasticsearch  

Elasticsearch ɓɍɑɜɱɏɌɯ Ɏɝɱ ɎɌɤɱ ɐɌəɱ, əɌɐɌɯ ɘɚɒɗɔɎɚɝɞɱ ɛɚ-
ɤɟɖɟ ɞɌ ɌəɌɗɱɓɟ Ɏ ɘɌɝɤɞɌɍɚɎɌəɚɘɟ Ɏɔɏɗɫɐɱ. ȸɔ Ɏɒɑ ɜɚɓɏɗɫɐɌɗɔ 

ɛɑɜɑɎɌɏɔ ɞɌ ɛɜɔɣɔəɔ ɎɔɖɚɜɔɝɞɌəəɫ Elasticsearch. Ȯɔ ɘɚɒɑɞɑ 

ɛɜɌɢɪɎɌɞɔ ɓ Elasticsearch ɍɑɓ ɍɟɐɨ-ɫɖɔɡ ɱəɤɔɡ ɖɚɘɛɚəɑəɞɱɎ, 
ɥɚɍ ɚɝəɌɝɞɔɞɔ ɝɎɱɕ ɐɚɐɌɞɚɖ ɱəɝɞɜɟɘɑəɞɌɘɔ ɐɗɫ ɛɚɤɟɖɟ ɞɌ ɌəɌ-

ɗɱɓɟ ɐɌəɔɡ. 

Ʌɚɍ ɛɜɌɢɪɎɌɞɔ ɓ ɜɑɗɫɢɱɕəɔɘɔ ɍɌɓɌɘɔ ɐɌəɔɡ, ɛɚɞɜɱɍəɚ ɜɚ-
ɓɍɔɜɌɞɔɝɫ Ɏ ɞɌɖɔɡ ɛɚəɫɞɞɫɡ, ɫɖ ɜɫɐɖɔ, ɝɞɚɎɛɢɱ, ɞɌɍɗɔɢɱ ɞɌ ɝɡɑ-

ɘɔ. Elasticsearch ɞɌ ɱəɤɱ ɝɡɚɎɔɥɌ, ɚɜɱɯəɞɚɎɌəɱ əɌ ɐɚɖɟɘɑəɞɔ, 

ɛɜɌɢɪɪɞɨ ɓɌ ɱəɤɔɘ ɛɜɔəɢɔɛɚɘ. ȽɔɝɞɑɘɌ Elasticsearch ɘɌɯ 
ɣɱɞɖɟ ɚɜɱɯəɞɌɢɱɪ əɌ ɐɚɖɟɘɑəɞɔ. ȹɌɕɖɜɌɥɑ ɐɗɫ əɑɲ ɛɱɐɡɚɐɫɞɨ 

JSON -ɐɚɖɟɘɑəɞɔ. Ȯɚəɔ ɚɜɏɌəɱɓɚɎɌəɱ ɓɌ ɐɚɛɚɘɚɏɚɪ ɜɱɓəɔɡ ɞɔɛɱɎ 

ɞɌ ɱəɐɑɖɝɱɎ. ȰɌɗɱ ɘɔ ɜɚɓɏɗɫəɑɘɚ ɖɗɪɣɚɎɱ ɛɚəɫɞɞɫ Elasticsearch: 

Å ɱəɐɑɖɝ; 

Å ɞɔɛ; 
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Å ɐɚɖɟɘɑəɞ; 
Å ɖɗɌɝɞɑɜ; 

Å Ɏɟɓɚɗ; 

Å ɤɌɜɐɔ ɞɌ ɖɚɛɱɲ; 
Å ɜɚɓɘɱɞɖɟ ɞɌ ɞɔɛɔ ɐɌəɔɡ; 

Å ɱəɎɑɜɞɚɎɌəɔɕ ɱəɐɑɖɝ. 

ȣəɐɑɖɝ  

ȣəɐɑɖɝ ð ɢɑ ɖɚəɞɑɕəɑɜ, ɫɖɔɕ Ɏ Elasticsearch ɓɍɑɜɱɏɌɯ ɐɚɖɟ-
ɘɑəɞɔ ɚɐəɚɏɚ ɞɔɛɟ ɞɌ ɖɑɜɟɯ əɔɘɔ. ȣəɐɑɖɝ ɘɚɒɑ ɘɱɝɞɔɞɔ ɐɚɖɟ-

ɘɑəɞɔ ɚɐəɚɏɚ ɞɔɛɟ. ȣəɐɑɖɝɔ Ɏ Elasticsearch ɛɜɔɍɗɔɓəɚ ɌəɌɗɚɏɱɣ-

əɱ ɓɌ ɝɞɜɟɖɞɟɜɚɪ ɍɌɓɱ ɐɌəɔɡ ɟ ɜɑɗɫɢɱɕəɔɡ ɍɌɓɌɡ ɐɌəɔɡ. Ȼɜɚɐɚ-
Ɏɒɟɪɣɔ ɌəɌɗɚɏɱɪ, ɞɔɛ Ɏ Elasticsearch ɎɱɐɛɚɎɱɐɌɯ ɞɌɍɗɔɢɱ, Ɍ ɐɚ-

ɖɟɘɑəɞ ð ɓɌɛɔɝɟ Ɏ əɱɕ. 

Ⱦɔɛ 

Ⱦɔɛɔ ɐɚɛɚɘɌɏɌɪɞɨ ɗɚɏɱɣəɚ ɏɜɟɛɟɎɌɞɔ Ɍɍɚ ɚɜɏɌəɱɓɚɎɟɎɌɞɔ 
ɚɐəɚɞɔɛəɱ ɐɚɖɟɘɑəɞɔ ɓɌ ɱəɐɑɖɝɌɘɔ. 

ȳɌɓɎɔɣɌɕ ɐɚɖɟɘɑəɞɔ ɓ əɌɕɍɱɗɨɤ ɛɚɤɔɜɑəɔɘ əɌɍɚɜɚɘ ɛɚɗɱɎ 

ɏɜɟɛɟɪɞɨɝɫ ɛɱɐ ɚɐəɔɘ ɞɔɛɚɘ. Elasticsearch əɑ ɎɔɘɌɏɌɯ əɌɫɎəɚ-
ɝɞɱ ɝɞɜɟɖɞɟɜɔ, ɐɚɓɎɚɗɫɪɣɔ ɎɌɘ ɓɍɑɜɱɏɌɞɔ ɍɟɐɨ-ɫɖɱ ɐɚɖɟɘɑəɞɔ 

JSON ɓ ɍɟɐɨ-ɫɖɔɘ əɌɍɚɜɚɘ ɛɚɗɱɎ ɛɱɐ ɚɐəɔɘ ɞɔɛɚɘ. ȹɌ ɛɜɌɖɞɔɢɱ 

ɝɗɱɐ ɟəɔɖɌɞɔ ɓɘɱɤɟɎɌəəɫ ɜɱɓəɔɡ Ɏɱɐɚɘɚɝɞɑɕ Ɏ ɚɐəɚɘɟ ɞɔɛɱ, ɞɌ-
ɖɔɡ ɫɖ çɖɗɱɯəɞɔè ɞɌ çɛɜɚɐɟɖɞɔè. ȸɌɯ ɝɑəɝ ɓɍɑɜɱɏɌɞɔ ɲɡ ɟ ɜɱɓəɔɡ 

ɞɔɛɌɡ ɞɌ ɓ ɜɱɓəɔɘɔ ɱəɐɑɖɝɌɘɔ. 

Ȱɚɖɟɘɑəɞ 

ɋɖ ɟɒɑ ɍɟɗɚ ɝɖɌɓɌəɚ, JSON-ɐɚɖɟɘɑəɞɔ əɌɕɖɜɌɥɑ ɛɱɐɡɚɐɫɞɨ 

ɐɗɫ ɎɔɖɚɜɔɝɞɌəəɫ Ɏ Elasticsearch. Ȱɚɖɟɘɑəɞ ɝɖɗɌɐɌɯɞɨɝɫ ɓ ɖɱ-
ɗɨɖɚɡ ɛɚɗɱɎ ɱ ɯ ɍɌɓɚɎɚɪ ɚɐɔəɔɢɑɪ ɱəɠɚɜɘɌɢɱɲ, ɥɚ ɓɍɑɜɱɏɌɯɞɨɝɫ Ɏ 

Elasticsearch. ȹɌɛɜɔɖɗɌɐ, ɟ ɎɌɝ ɘɚɒɑ ɍɟɞɔ ɐɚɖɟɘɑəɞ, ɥɚ Ɏɱɐɛɚ-

ɎɱɐɌɯ ɚɐəɚɘɟ ɛɜɚɐɟɖɞɟ, ɚɐəɚɘɟ ɖɗɱɯəɞɟ Ɍɍɚ ɚɐəɱɕ ɛɚɓɔɢɱɲ ɓɌɘɚɎ-
ɗɑəəɫ. 

Ȱɚɖɟɘɑəɞɔ ɘɱɝɞɫɞɨ ɖɱɗɨɖɌ ɛɚɗɱɎ. ȿ ɐɚɖɟɘɑəɞɌɡ JSON ɖɚɒəɑ 
ɛɚɗɑ ɘɌɯ ɛɑɎəɔɕ ɞɔɛ. ȿ ɛɜɔɖɗɌɐɱ ɓ ɖɌɞɌɗɚɏɚɘ ɛɜɚɐɟɖɞɱɎ, ɫɖɔɕ 

ɘɔ ɍɌɣɔɗɔ ɜɌəɱɤɑ, ɍɟɗɔ ɛɚɗɫ sku, title, description, price ɞɌ ɱə. 

ȶɚɒəɑ ɛɚɗɑ ɞɌ ɕɚɏɚ ɓəɌɣɑəəɫ ɘɚɒəɌ ɛɚɍɌɣɔɞɔ ɫɖ ɛɌɜɟ çɖɗɪɣ ð 
ɓəɌɣɑəəɫè Ɏ ɐɚɖɟɘɑəɞɱ, ɐɑ ɖɗɪɣ ð ɢɑ ɱɘ'ɫ ɛɚɗɫ, Ɍ ɓəɌɣɑəəɫ ð 

ɓəɌɣɑəəɫ ɛɚɗɫ. 
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Ȯɟɓɚɗ 

Elasticsearch ð ɢɑ ɜɚɓɛɚɐɱɗɑəɌ ɝɔɝɞɑɘɌ. ȮɚəɌ ɝɖɗɌɐɌɯɞɨɝɫ ɓ 
ɍɑɓɗɱɣɱ ɛɜɚɢɑɝɱɎ, ɓɌɛɟɥɑəɔɡ əɌ ɜɱɓəɔɡ ɛɜɔɝɞɜɚɫɡ ɟ ɘɑɜɑɒɱ ɞɌ 

ɎɓɌɯɘɚɐɱɪɣɔɡ ɓ ɱəɤɔɘɔ ɛɜɚɢɑɝɌɘɔ. ȿ ɜɚɓɐɱɗɱ 1 ɘɔ ɓɌɎɌəɞɌɒɔ-

ɗɔ, ɎɝɞɌəɚɎɔɗɔ ɞɌ ɓɌɛɟɝɞɔɗɔ Elasticsearch. ȾɌɖɔɘ ɣɔəɚɘ ɘɔ 
ɓɌɛɟɝɞɔɗɔ ɞɌɖ ɓɎɌəɔɕ ɚɐɔəɔɣəɔɕ Ɏɟɓɚɗ ɖɗɌɝɞɑɜɌ Elasticsearch. 

Ȯɟɓɚɗ Elasticsearch ð ɢɑ ɚɐɔəɔɣəɔɕ ɝɑɜɎɑɜ ɝɔɝɞɑɘɔ, ɫɖɔɕ ɘɚɒɑ 

ɍɟɞɔ ɣɌɝɞɔəɚɪ Ɏɑɗɔɖɚɏɚ ɖɗɌɝɞɑɜɌ ɎɟɓɗɱɎ. Ȯɱə ɍɑɜɑ ɟɣɌɝɞɨ Ɏ ɱə-
ɐɑɖɝɟɎɌəəɱ, ɛɚɤɟɖɟ ɞɌ ɎɔɖɚəɌəəɱ ɱəɤɔɡ ɚɛɑɜɌɢɱɕ, ɥɚ ɛɱɐɞɜɔ-

ɘɟɪɞɨɝɫ Elasticsearch. ȶɚɒəɚɘɟ Ɏɟɓɗɟ Elasticsearch ɟ ɘɚɘɑəɞ 

ɓɌɛɟɝɖɟ ɛɜɔɝɎɚɪɪɞɨɝɫ ɟəɱɖɌɗɨəɔɕ ɱɐɑəɞɔɠɱɖɌɞɚɜ ɞɌ ɱɘ'ɫ. 
ȶɚɒəɚɘɟ Ɏɟɓɗɟ Elasticsearch ɎɱɐɛɚɎɱɐɌɯ ɚɝəɚɎəɔɕ ɖɚəɠɱɏɟɜɌ-

ɢɱɕəɔɕ ɠɌɕɗ, ɫɖɔɕ ɓəɌɡɚɐɔɞɨɝɫ Ɏ ɛɱɐɖɌɞɌɗɚɓɱ əɌɗɌɤɞɟɎɌəɨ. 

ɀɚɜɘɌɞ ɠɌɕɗɟ YML (YAML Ain't Markup Language). Ȯɔ ɘɚɒɑɞɑ 
ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɢɑɕ ɠɌɕɗ ɐɗɫ ɓɘɱəɔ ɓəɌɣɑəɨ ɓɌ ɓɌɘɚɎɣɟɎɌə-

əɫɘ, ɞɌɖɔɡ ɫɖ ɱɘ'ɫ ɎɟɓɗɌ, ɛɚɜɞɔ, ɱɘ'ɫ ɖɗɌɝɞɑɜɌ. 

ȹɌ ɍɌɓɚɎɚɘɟ ɜɱɎəɱ Ɏɟɓɚɗ ɎɱɐɛɚɎɱɐɌɯ ɚɐəɚɘɟ ɓɌɛɟɥɑəɚɘɟ 
ɛɜɚɢɑɝɟ Elasticsearch. Ȯɱə ɎɱɐɛɚɎɱɐɌɯ ɓɌ ɟɛɜɌɎɗɱəəɫ ɎɱɐɛɚɎɱɐ-

əɚɪ ɕɚɘɟ ɣɌɝɞɔəɚɪ ɐɌəɔɡ. 

ȶɗɌɝɞɑɜ 

ȶɗɌɝɞɑɜ ɘɱɝɞɔɞɨ ɚɐɔə Ɍɍɚ ɖɱɗɨɖɌ ɱəɐɑɖɝɱɎ ɱ ɎɱɐɛɚɎɱɐɌɯ ɓɌ 
ɎɔɖɚəɌəəɫ ɞɌɖɔɡ ɚɛɑɜɌɢɱɕ, ɫɖ ɛɚɤɟɖ, ɱəɐɑɖɝɟɎɌəəɫ ɞɌ ɌɏɜɑɏɌ-

ɢɱɲ. ȶɗɌɝɞɑɜ ɠɚɜɘɟɯɞɨɝɫ ɚɐəɔɘ Ɍɍɚ ɖɱɗɨɖɚɘɌ ɎɟɓɗɌɘɔ. ȭɟɐɨ-

ɫɖɔɕ Ɏɟɓɚɗ Elasticsearch ɓɌɎɒɐɔ ɯ ɣɌɝɞɔəɚɪ ɖɗɌɝɞɑɜɌ, əɌɎɱɞɨ 
ɫɖɥɚ ɢɑ ɖɗɌɝɞɑɜ ɚɐɔəɔɣəɚɏɚ ɎɟɓɗɌ. ȳɌ ɓɌɘɚɎɣɟɎɌəəɫɘ ɖɚɒɑə 

Ɏɟɓɚɗ əɌɘɌɏɌɯɞɨɝɫ ɛɜɔɯɐəɌɞɔɝɫ ɐɚ ɖɗɌɝɞɑɜɌ ɓ ɱɘ'ɫɘ 

Elasticsearch. ɋɖɥɚ Ɏɔ ɓɌɛɟɝɖɌɯɞɑ ɖɱɗɨɖɌ ɎɟɓɗɱɎ Ɏɝɑɜɑɐɔəɱ ɚɐəɱ-
ɯɲ ɘɑɜɑɒɱ ɍɑɓ ɓɘɱəɔ ɛɌɜɌɘɑɞɜɌ cluster.name  ɟ ɠɌɕɗɱ 

config/elasticsearch.yml, Ɏɚəɔ ɌɎɞɚɘɌɞɔɣəɚ ɚɍ'ɯɐəɟɪɞɨɝɫ Ɏ ɖɗɌ-

ɝɞɑɜ. 
ȶɗɌɝɞɑɜ ɝɖɗɌɐɌɯɞɨɝɫ ɓ ɖɱɗɨɖɚɡ ɎɟɓɗɱɎ, ɖɚɒɑə ɓ ɫɖɔɡ ɎɱɐɛɚɎɱ-

ɐɌɯ ɓɌ ɓɍɑɜɱɏɌəəɫ ɝɎɚɯɲ ɣɌɝɞɔəɔ ɐɌəɔɡ ɞɌ ɟɛɜɌɎɗɱəəɫ əɑɪ. Ⱥɐɔə 

ɖɗɌɝɞɑɜ ɘɚɒɑ ɓɍɑɜɱɏɌɞɔ ɚɐɔə Ɍɍɚ ɖɱɗɨɖɌ ɱəɐɑɖɝɱɎ. ȣəɐɑɖɝ ɗɚɏɱɣəɚ 
ɏɜɟɛɟɯ ɜɱɓəɱ ɞɔɛɔ ɐɚɖɟɘɑəɞɱɎ. 

ɄɌɜɐɔ ɞɌ ɖɚɛɱɲ 

ɄɌɜɐɔ ɐɚɛɚɘɌɏɌɪɞɨ ɜɚɓɛɚɐɱɗɔɞɔ ɱəɐɑɖɝ ɛɚ ɖɗɌɝɞɑɜɟ. Ȯɚəɔ 

ɜɚɓɛɚɐɱɗɫɪɞɨ ɐɚɖɟɘɑəɞɔ ɓ ɚɐəɚɏɚ ɱəɐɑɖɝɟ ɛɚ ɜɱɓəɔɡ ɎɟɓɗɌɡ. Ⱥɍ-

https://cluster.name/
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ɝɫɏ ɱəɠɚɜɘɌɢɱɲ, ɫɖɔɕ ɘɚɒɑ ɓɍɑɜɱɏɌɞɔɝɫ Ɏ ɚɐəɚɘɟ Ɏɟɓɗɱ, ɚɍɘɑɒɟ-
ɯɞɨɝɫ ɐɔɝɖɚɎɔɘ ɛɜɚɝɞɚɜɚɘ, ɚɛɑɜɌɞɔɎəɚɪ ɛɌɘ'ɫɞɞɪ ɞɌ ɚɍɣɔɝɗɪ-

ɎɌɗɨəɔɘɔ ɘɚɒɗɔɎɚɝɞɫɘɔ ɢɨɚɏɚ ɎɟɓɗɌ. ɄɌɜɐɔ ɐɚɛɚɘɌɏɌɪɞɨ ɜɚɓ-

ɛɚɐɱɗɫɞɔ ɐɌəɱ ɚɐəɚɏɚ ɱəɐɑɖɝɟ ɛɚ Ɏɝɨɚɘɟ ɖɗɌɝɞɑɜɟ ɱ ɞɔɘ ɝɌɘɔɘ 
ɚɛɞɔɘɱɓɟɎɌɞɔ ɜɑɝɟɜɝɔ ɖɗɌɝɞɑɜɌ. 

Ȼɜɚɢɑɝ ɛɚɐɱɗɟ ɐɌəɔɡ ɛɚ ɤɌɜɐɌɡ əɌɓɔɎɌɯɞɨɝɫ ɤɌɜɐɟɎɌəəɫɘ. 

ɂɑ əɑɎɱɐ'ɯɘəɌ ɣɌɝɞɔəɌ Elasticsearch, əɑɚɍɡɱɐəɌ ɐɗɫ ɘɌɝɤɞɌɍɚ-
ɎɌəɚɲ ɞɌ ɛɌɜɌɗɑɗɨəɚɲ ɜɚɍɚɞɔ ɓ ɎɔɖɚəɌəəɫɘ ɚɛɞɔɘɱɓɌɢɱɲ: 

Å ɐɔɝɖɚɎɚɏɚ ɛɜɚɝɞɚɜɟ ɛɚ ɜɱɓəɔɡ ɎɟɓɗɌɡ ɖɗɌɝɞɑɜɌ; 
Å ɚɍɣɔɝɗɪɎɌɗɨəɚɲ ɛɚɞɟɒəɚɝɞɱ ɛɚ ɜɱɓəɔɡ ɎɟɓɗɌɡ ɖɗɌɝɞɑɜɌ. 

ȼɚɓɛɚɐɱɗɑəɱ ɝɔɝɞɑɘɔ əɌ ɖɤɞɌɗɞ Elasticsearch ɛɜɔɝɞɚɝɚɎɌəɱ 

ɐɚ ɜɚɍɚɞɔ əɌɎɱɞɨ ɛɜɔ əɑɛɚɗɌɐɖɌɡ ɚɍɗɌɐəɌəəɫ. Ȱɗɫ ɢɨɚɏɚ ɛɑɜɑɐ-
ɍɌɣɑəɱ ɜɑɛɗɱɖɔ ɤɌɜɐɱɎ, Ɍɍɚ ɖɚɛɱɲ. ȶɚɒɑə ɤɌɜɐ ɱəɐɑɖɝɟ ɘɚɒɑ 

ɍɟɞɔ əɌɗɌɤɞɚɎɌəɔɕ ɞɌɖɔɘ ɣɔəɚɘ, ɥɚɍ ɟ əɨɚɏɚ ɍɟɗɚ ɐɑɫɖɑ ɣɔɝɗɚ 

ɖɚɛɱɕ Ɍɍɚ əɑ ɍɟɗɚ ɒɚɐəɚɲ. ȼɑɛɗɱɖɔ ɤɌɜɐɱɎ ð ɢɑ ɐɚɐɌɞɖɚɎɱ ɖɚɛɱɲ 
ɚɜɔɏɱəɌɗɨəɚɏɚ Ɍɍɚ ɛɑɜɎɔəəɚɏɚ ɤɌɜɐɌ ɐɗɫ ɓɌɍɑɓɛɑɣɑəəɫ Ɏɔɝɚɖɚ-

ɏɚ ɜɱɎəɫ ɐɚɝɞɟɛəɚɝɞɱ ɐɌəɔɡ. 

ȼɚɓɘɱɞɖɌ ɞɌ ɞɔɛɔ ɐɌəɔɡ 

Elasticsearch ð əɑɝɞɜɟɖɞɟɜɚɎɌəɌ ɝɔɝɞɑɘɌ, ɓɌɎɐɫɖɔ ɣɚɘɟ Ɏ 

əɱɕ ɘɚɒəɌ ɓɍɑɜɱɏɌɞɔ ɐɚɖɟɘɑəɞɔ ɓ ɍɟɐɨ-ɫɖɚɪ ɖɱɗɨɖɱɝɞɪ ɛɚɗɱɎ ɱ 
ɞɔɛɱɎ ɛɚɗɱɎ. ȿ ɜɑɌɗɨəɚɝɞɱ ɐɌəɱ əɱɖɚɗɔ əɑ ɍɟɎɌɪɞɨ Ɍɍɝɚɗɪɞəɚ 

ɍɑɓɝɞɜɟɖɞɟɜəɔɘɔ. ȳɌɎɒɐɔ ɯ ɛɑɎəɔɕ əɌɍɱɜ ɛɚɗɱɎ, ɝɛɱɗɨəɔɕ ɐɗɫ 
Ɏɝɱɡ ɐɚɖɟɘɑəɞɱɎ ɢɨɚɏɚ ɞɔɛɟ. ɀɌɖɞɔɣəɚ ɞɔɛɔ Ɏɝɑɜɑɐɔəɱ ɱəɐɑɖɝɱɎ 

ɛɚɎɔəəɱ ɝɞɎɚɜɪɎɌɞɔɝɫ əɌ ɚɝəɚɎɱ ɝɛɱɗɨəɔɡ ɛɚɗɱɎ. ȳɌɓɎɔɣɌɕ ɚɐɔə 

ɞɔɛ ɐɚɖɟɘɑəɞɱɎ Ɏɝɑɜɑɐɔəɱ ɱəɐɑɖɝɟ ɘɱɝɞɔɞɨ ɖɱɗɨɖɌ ɝɛɱɗɨəɔɡ ɛɚ-
ɗɱɎ. 

Ⱦɔɛɔ ɐɌəɔɡ 

Elasticsearch ɛɱɐɞɜɔɘɟɯ ɤɔɜɚɖɔɕ əɌɍɱɜ ɞɔɛɱɎ ɐɌəɔɡ ɐɗɫ ɜɱ-

ɓəɔɡ ɝɢɑəɌɜɱɲɎ ɓɍɑɜɱɏɌəəɫ ɞɑɖɝɞɚɎɔɡ ɐɌəɔɡ, ɣɔɝɑɗ, ɍɟɗɑɎɔɡ, ɍɱ-

əɌɜəɔɡ ɚɍ'ɯɖɞɱɎ, ɘɌɝɔɎɱɎ, ɚɍ'ɯɖɞɱɎ, ɎɖɗɌɐɑəɔɡ ɞɔɛɱɎ, ɏɑɚɞɚɣɚɖ, 
ɏɑɚɠɚɜɘ ɞɌ ɍɌɏɌɞɨɚɡ ɱəɤɔɡ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ ɞɔɛɱɎ ɐɌəɔɡ, əɌ-

ɛɜɔɖɗɌɐ, Ɍɐɜɑɝ IPv4 ɞɌ IPv6. ȿ ɐɚɖɟɘɑəɞɱ ɖɚɒəɑ ɛɚɗɑ ɘɌɯ Ɍɝɚɢɱ-

ɕɚɎɌəɔɕ ɞɔɛ ɐɌəɔɡ. 

Logstash  

ȿɞɔɗɱɞɌ Logstash ɐɚɛɚɘɌɏɌɯ ɢɑəɞɜɌɗɱɓɟɎɌɞɔ ɐɌəɱ, ɛɚɎ'ɫɓɌəɱ 

ɓ ɛɚɐɱɫɘɔ, ɞɌɖɱ ɫɖ Ɏɱɐɚɘɚɝɞɱ ɓ ɠɌɕɗɱɎ ɜɑɯɝɞɜɌɢɱɲ (ɗɚɏɱɎ), ɜɱɓəɱ 

ɛɚɖɌɓəɔɖɔ (ɘɑɞɜɔɖɔ) Ɍɍɚ ɍɟɐɨ-ɫɖɱ ɱəɤɱ ɐɌəɱ Ɏ ɍɟɐɨ-ɫɖɚɘɟ ɠɚɜ-



85 

 

ɘɌɞɱ. ȮɚəɌ ɘɚɒɑ ɎɔɖɚəɌɞɔ ɚɍɜɚɍɖɟ ɐɌəɔɡ ɐɚ ɞɚɏɚ, ɫɖ ɝɠɚɜɘɟ-
ɎɌɞɔ ɛɚɞɜɱɍəɟ ɎɌɘ Ɏɔɍɱɜɖɟ. ɂɑ ɖɗɪɣɚɎɔɕ ɖɚɘɛɚəɑəɞ Elastic 

Stack, ɫɖɔɕ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɐɗɫ ɓɍɚɜɟ ɞɌ ɚɍɜɚɍɖɔ ɎɌɤɔɡ ɖɚə-

ɞɑɕəɑɜɱɎ ɐɌəɔɡ. 
Logstash ð ɢɑ ɖɚɘɛɚəɑəɞ əɌ ɝɞɚɜɚəɱ ɝɑɜɎɑɜɌ. ȵɚɏɚ ɘɑɞɌ ð 

ɎɔɖɚəɌɞɔ ɓɍɱɜ ɐɌəɔɡ ɓ Ɏɑɗɔɣɑɓəɚɲ ɖɱɗɨɖɚɝɞɱ ɐɒɑɜɑɗ ɎɎɑɐɑəəɫ Ɏ 

ɘɌɝɤɞɌɍɚɎɌəɚɘɟ Ɏɔɏɗɫɐɱ, ɚɍɜɚɍɔɞɔ ɱəɠɚɜɘɌɢɱɪ ɞɌ ɎɱɐɛɜɌɎɔɞɔ 
ɲɲ ɓɌ ɘɱɝɢɑɘ ɛɜɔɓəɌɣɑəəɫ. ȳɌ ɓɌɘɚɎɣɟɎɌəəɫɘ ɛɑɜɑɞɎɚɜɑəɌ ɱə-

ɠɚɜɘɌɢɱɫ əɌɐɡɚɐɔɞɨ ɐɚ Elasticsearch, Ɍɗɑ Ɏɔ ɘɚɒɑɞɑ ɎɔɍɜɌɞɔ 
ɚɐɔə ɓ ɍɌɏɌɞɨɚɡ ɱəɤɔɡ ɎɌɜɱɌəɞɱɎ ɎɔɎɑɐɑəəɫ. ȬɜɡɱɞɑɖɞɟɜɌ 

Logstash ɍɌɓɟɯɞɨɝɫ əɌ ɛɗɌɏɱəɌɡ ɱ ɗɑɏɖɚ ɜɚɓɤɔɜɪɯɞɨɝɫ. Ȼɱɐɞɜɔ-

ɘɟɪɞɨɝɫ ɞɜɔ Ɏɔɐɔ ɛɗɌɏɱəɱɎ: ɎɎɑɐɑəəɫ, ɠɱɗɨɞɜɌɢɱɲ ɞɌ ɎɔɎɑɐɑəəɫ. 

Kibana  

Kibana ð ɢɑ ɱəɝɞɜɟɘɑəɞ ɎɱɓɟɌɗɱɓɌɢɱɲ ɐɗɫ Elastic Stack, ɫɖɔɕ 
ɐɚɛɚɘɚɒɑ ɎɌɘ əɌɚɣəɚ ɛɜɑɐɝɞɌɎɔɞɔ ɐɌəɱ Ɏ Elasticsearch. ȵɚɏɚ 

ɞɌɖɚɒ ɣɌɝɞɚ əɌɓɔɎɌɪɞɨ Ɏɱɖəɚɘ Ɏ Elastic Stack. ȿ Kibana ɛɜɚɛɚ-

əɟɯɞɨɝɫ ɍɑɓɗɱɣ ɎɌɜɱɌəɞɱɎ ɎɱɓɟɌɗɱɓɌɢɱɕ, ɞɌɖɔɡ ɫɖ ɏɱɝɞɚɏɜɌɘɌ, ɖɌɜ-
ɞɌ, ɗɱəɱɕəɱ ɏɜɌɠɱɖɔ, ɣɌɝɚɎɱ ɜɫɐɔ ɞɌ ɱə. Ȯɔ ɘɚɒɑɞɑ ɝɞɎɚɜɪɎɌɞɔ 

ɎɱɓɟɌɗɱɓɌɢɱɲ ɍɟɖɎɌɗɨəɚ ɛɌɜɚɪ ɖɗɌɢɌəɨ ɘɔɤɱ ɞɌ ɐɚɝɗɱɐɒɟɎɌɞɔ 

ɝɎɚɲ ɐɌəɱ Ɏ ɱəɞɑɜɌɖɞɔɎəɚɘɟ Ɏɔɏɗɫɐɱ. ȶɜɱɘ ɞɚɏɚ, ɯ ɘɚɒɗɔɎɱɝɞɨ 
ɝɞɎɚɜɪɎɌɞɔ ɖɜɌɝɔɎɱ ɛɌəɑɗɱ ɟɛɜɌɎɗɱəəɫ, ɥɚ ɝɖɗɌɐɌɪɞɨɝɫ ɓ ɜɱɓ-

əɔɡ ɎɱɓɟɌɗɱɓɌɢɱɕ, ɐɱɗɔɞɔɝɫ əɔɘɔ, Ɍ ɞɌɖɚɒ ɚɞɜɔɘɟɎɌɞɔ Ɏɔɝɚɖɚɫ-
ɖɱɝəɱ ɓɎɱɞɔ. 

ȿ Kibana ɞɌɖɚɒ ɛɑɜɑɐɍɌɣɑəɱ ɱəɝɞɜɟɘɑəɞɔ ɐɗɫ ɟɛɜɌɎɗɱəəɫ ɞɌ 

ɜɚɓɜɚɍɖɔ. Ȯɔ ɘɚɒɑɞɑ ɖɑɜɟɎɌɞɔ əɌɗɌɤɞɟɎɌəəɫɘɔ X-Pack ɐɗɫ 
ɓɌɍɑɓɛɑɣɑəəɫ ɍɑɓɛɑɖɔ Ɏ Elastic Stack, Ɍ ɓɌ ɐɚɛɚɘɚɏɚɪ ɱəɝɞɜɟɘɑ-

əɞɱɎ ɜɚɓɜɚɍəɔɖɌ ɝɞɎɚɜɪɎɌɞɔ ɞɌ ɞɑɝɞɟɎɌɞɔ ɓɌɛɔɞɔ REST API. 

Kibana Console ɫɎɗɫɯ ɝɚɍɚɪ ɓɜɟɣəɔɕ ɜɑɐɌɖɞɚɜ, ɫɖɔɕ ɛɱɐɞɜɔɘɟɯ 
ɠɟəɖɢɱɪ ɌɎɞɚɓɌɎɑɜɤɑəəɫ ɞɌ ɠɚɜɘɌɞɟɎɌəəɫ ɓɌɛɔɞɱɎ ɛɱɐ ɣɌɝ ɲɡ 

əɌɛɔɝɌəəɫ. 

REST ɚɓəɌɣɌɯ Representational State Transfer. ɂɑ Ɍɜɡɱɞɑɖɞɟ-
ɜəɔɕ ɝɞɔɗɨ ɐɗɫ ɎɓɌɯɘɚɐɱɲ ɝɔɝɞɑɘ ɚɐəɌ ɓ ɚɐəɚɪ. REST ɜɚɓɎɔɎɌɎ-

ɝɫ ɜɌɓɚɘ ɱɓ ɛɜɚɞɚɖɚɗɚɘ HTTP, ɱ ɘɌɕɒɑ Ɏɝɱ ɝɔɝɞɑɘɔ, ɓɌɝəɚɎɌəɱ əɌ 

REST, ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ HTTP ɫɖ ɝɎɱɕ ɛɜɚɞɚɖɚɗ. HTTP ɛɱɐɞɜɔɘɟɯ 
ɜɱɓəɱ ɘɑɞɚɐɔ: GET, POST, PUT, DELETE, HEAD ɞɌ ɱə. ȹɌɛɜɔ-

ɖɗɌɐ, GET ɛɜɔɓəɌɣɑəɔɕ ɐɗɫ ɚɞɜɔɘɌəəɫ Ɍɍɚ ɛɚɤɟɖɟ ɣɚɏɚ-

əɑɍɟɐɨ, POST ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɐɗɫ ɝɞɎɚɜɑəəɫ əɚɎɚɏɚ ɜɑɝɟɜɝɟ, 
PUT ɘɚɒɑ ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɫ ɐɗɫ ɝɞɎɚɜɑəəɫ Ɍɍɚ ɚəɚɎɗɑəəɫ ɱɝəɟɪ-

ɣɚɏɚ ɜɑɝɟɜɝɟ, Ɍ DELETE ð ɐɗɫ ɍɑɓɛɚɎɚɜɚɞəɚɏɚ ɎɔɐɌɗɑəəɫ. 
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Elastic Cloud  

Elastic Cloud ð ɢɑ ɡɘɌɜəɔɕ ɝɑɜɎɱɝ ɓ ɟɛɜɌɎɗɱəəɫ ɖɚɘɛɚəɑə-
ɞɌɘɔ Elastic Stack, ɥɚ əɌɐɌɯɞɨɝɫ ɖɚɘɛɌəɱɯɪ Elastic 

(https://www.elastic.co/ )  ɌɎɞɚɜɚɘ ɞɌ ɜɚɓɜɚɍəɔɖɚɘ Elasticsearch 

ɞɌ ɱəɤɔɡ ɖɚɘɛɚəɑəɞɱɎ Elastic Stack. Ȯɝɱ ɖɚɘɛɚəɑəɞɔ ɛɜɚɐɟɖɞɟ 
(ɚɖɜɱɘ X-Pack ɞɌ Elastic Cloud) ɝɞɎɚɜɑəɱ əɌ ɍɌɓɱ Ɏɱɐɖɜɔɞɚɏɚ ɖɚɐɟ. 

ȶɚɘɛɌəɱɫ Elastic ɚɍɝɗɟɏɚɎɟɯ Ɏɝɱ ɖɚɘɛɚəɑəɞɔ Elastic Stack, ɛɜɚ-

Ɏɚɐɔɞɨ ɞɜɑəɱəɏɔ, Ɏɔɖɚəɟɯ ɜɚɓɜɚɍɖɟ ɞɌ əɌɐɌɯ ɡɘɌɜəɱ ɝɑɜɎɱɝɔ. 

Ⱥɖɜɱɘ Elastic Cloud, ɯ ɕ ɱəɤɱ ɡɘɌɜəɱ ɜɱɤɑəəɫ, ɐɚɝɞɟɛəɱ ɐɗɫ 

Elasticsearch, əɌɛɜɔɖɗɌɐ Amazon Web Services (AWS). ȺɝəɚɎəɌ 

ɛɑɜɑɎɌɏɌ Elastic Cloud Ɏ ɞɚɘɟ, ɥɚ Ɏɱə ɝɞɎɚɜɑəɔɕ ɱ ɚɍɝɗɟɏɚɎɟɯɞɨ-
ɝɫ ɌɎɞɚɜɌɘɔ Elasticsearch ɞɌ ɱəɤɔɡ ɖɚɘɛɚəɑəɞɱɎ Elastic Stack. 

ɋɖ Ɏɔ ɘɚɒɑɞɑ ɍɌɣɔɞɔ, Elasticsearch ɞɌ Elastic Stack ɘɚɒəɌ 

ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɐɗɫ ɤɔɜɚɖɚɏɚ ɝɛɑɖɞɜɟ ɓɌɐɌɣ. Elastic Stack ð 
ɢɑ ɛɗɌɞɠɚɜɘɌ ɓ ɜɚɓɤɔɜɑəɔɘ əɌɍɚɜɚɘ ɱəɝɞɜɟɘɑəɞɱɎ ɐɗɫ ɝɞɎɚ-

ɜɑəəɫ ɖɚɘɛɗɑɖɝəɔɡ ɜɱɤɑəɨ ɛɚɤɟɖɟ ɞɌ ɌəɌɗɱɞɔɖɔ. ȮɚəɌ ɛɱɐɡɚ-

ɐɔɞɨ ɐɗɫ ɜɚɓɜɚɍəɔɖɱɎ, ɌɜɡɱɞɑɖɞɚɜɱɎ, ɍɱɓəɑɝ-ɌəɌɗɱɞɔɖɱɎ ɞɌ ɝɔɝɞɑ-
ɘəɔɡ ɌɐɘɱəɱɝɞɜɌɞɚɜɱɎ. ɂɱɗɖɚɘ ɘɚɒɗɔɎɚ ɝɞɎɚɜɔɞɔ ɜɱɤɑəəɫ əɌ 

ɍɌɓɱ Elastic Stack, ɘɌɕɒɑ əɑ ɎɐɌɪɣɔɝɨ ɐɚ əɌɛɔɝɌəəɫ ɖɚɐɟ, Ɏɔ-

ɖɗɪɣəɚ ɓɌ ɜɌɡɟəɚɖ ɓɘɱəɔ ɖɚəɠɱɏɟɜɌɢɱɲ. ȮɚɐəɚɣɌɝ ɝɔɝɞɑɘɌ 
Elasticsearch ɐɟɒɑ ɏəɟɣɖɌ, ɚɞɒɑ, ɜɚɓɜɚɍəɔɖɔ ɞɌ ɛɜɚɏɜɌɘɱɝɞɔ 

ɘɚɒɟɞɨ ɍɟɐɟɎɌɞɔ ɛɚɞɟɒəɱ ɐɚɐɌɞɖɔ ɓɌɎɐɫɖɔ ɤɔɜɚɖɱɕ ɛɱɐɞɜɔɘɢɱ 
ɘɚɎ ɛɜɚɏɜɌɘɟɎɌəəɫ ɞɌ REST API. 

Sphinxsearch  

Ʌɑ ɚɐəɌ ɛɚɎəɚɞɑɖɝɞɚɎɌ ɛɚɤɟɖɚɎɌ ɝɔɝɞɑɘɌ ɐɗɫ Ɏɑɗɔɖɔɡ ɐɌ-

əɔɡ ð Sphinxsearch   (Ɏɱɐ SQL Phrase Index) ð ɛɚɤɔɜɪɯɞɨɝɫ ɓɌ 

ɗɱɢɑəɓɱɯɪ GNU GPL Ɍɍɚ, ɐɗɫ Ɏɑɜɝɱɕ 3.0+ ɍɑɓ Ɏɔɡɱɐəɔɡ ɖɚɐɱɎ. Ȯɱ-
ɐɘɱəəɚɪ ɚɝɚɍɗɔɎɱɝɞɪ ɯ ɎɔɝɚɖɌ ɤɎɔɐɖɱɝɞɨ ɱəɐɑɖɝɌɢɱɲ ɞɌ ɛɚɤɟɖɟ, 

Ɍ ɞɌɖɚɒ ɱəɞɑɏɜɌɢɱɫ ɓ ɱɝəɟɪɣɔɘɔ ȽȿȭȰ (MySQL, PostgreSQL) ɞɌ 

API ɐɗɫ ɛɚɤɔɜɑəɔɡ ɘɚɎ Ɏɑɍ-ɛɜɚɏɜɌɘɟɎɌəəɫ (ɚɠɱɢɱɕəɚ ɛɱɐɞɜɔ-
ɘɟɪɞɨɝɫ PHP, Python, Java; ɱɝəɟɪɞɨ ɜɑɌɗɱɓɚɎɌəɱ ɝɛɱɗɨəɚɞɚɪ API 

ɐɗɫ Perl, Ruby, .NET ɞɌ C++). Ⱥɠɱɢɱɕəɔɕ ɝɌɕɞ ɝɔɝɞɑɘɔ ð

 http://sphinxsearch.com/ . 

ȽɔɝɞɑɘɌ Sphinxsearch ɘɌɯ ɞɌɖɱ ɚɝɚɍɗɔɎɚɝɞɱ: 

Å ȮɔɝɚɖɌ ɤɎɔɐɖɱɝɞɨ ɱəɐɑɖɝɌɢɱɲ (ɐɚ 10-15 ȸȭ/ɝɑɖ əɌ ɖɚɒəɑ 
ɫɐɜɚ ɛɜɚɢɑɝɚɜɌ); 

https://www.elastic.co/
http://sphinxsearch.com/
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Å ȮɔɝɚɖɌ ɤɎɔɐɖɱɝɞɨ ɛɚɤɟɖɟ (ɐɚ 150ð250 ɓɌɛɔɞɱɎ əɌ ɝɑɖɟ-
əɐɟ əɌ ɖɚɒəɑ ɫɐɜɚ ɛɜɚɢɑɝɚɜɌ ɓ 1 000 000 ɐɚɖɟɘɑəɞɱɎ); 

Å ȮɑɗɔɖɌ ɘɌɝɤɞɌɍɚɎɌəɱɝɞɨ (əɌɕɍɱɗɨɤɔɕ Ɏɱɐɚɘɔɕ ɖɗɌɝɞɑɜ 
ɱəɐɑɖɝɟɯ ɐɚ 3 000 000 000 ɐɚɖɟɘɑəɞɱɎ ɱ ɛɱɐɞɜɔɘɟɯ ɛɚəɌɐ 

50 ɘɱɗɨɕɚəɱɎ ɓɌɛɔɞɱɎ əɌ ɐɑəɨ); 

Å ȻɱɐɞɜɔɘɖɌ ɜɚɓɛɚɐɱɗɑəɚɏɚ ɛɚɤɟɖɟ; 

Å ȻɱɐɞɜɔɘɖɌ ɖɱɗɨɖɚɡ ɛɚɗɱɎ ɛɚɎəɚɞɑɖɝɞɚɎɚɏɚ ɛɚɤɟɖɟ Ɏ ɐɚ-
ɖɟɘɑəɞɱ (ɐɚ 32 ɓɌ ɓɌɘɚɎɣɟɎɌəəɫɘ); 

Å ȻɱɐɞɜɔɘɖɌ ɖɱɗɨɖɚɡ ɐɚɐɌɞɖɚɎɔɡ ɌɞɜɔɍɟɞɱɎ ɐɗɫ ɖɚɒəɚɏɚ 
ɐɚɖɟɘɑəɞɌ (ɞɚɍɞɚ ɏɜɟɛɔ, ɣɌɝɚɎɱ ɘɱɞɖɔ ɞɚɥɚ); 

Å ȻɱɐɞɜɔɘɖɌ ɚɐəɚɍɌɕɞɚɎɔɡ ɖɚɐɟɎɌəɨ ɞɌ UTF-8; 

Å ȻɱɐɞɜɔɘɖɌ ɘɚɜɠɚɗɚɏɱɣəɚɏɚ ɛɚɤɟɖɟ ð əɌɫɎəɱ ɎɍɟɐɚɎɌəɱ 
ɘɚɐɟɗɱ ɐɗɫ Ɍəɏɗɱɕɝɨɖɚɲ, ɜɚɝɱɕɝɨɖɚɲ ɞɌ ɣɑɝɨɖɚɲ ɘɚɎ; ɐɚɝɞɟ-

ɛəɱ ɘɚɐɟɗɱ ɐɗɫ ɠɜɌəɢɟɓɨɖɚɲ, ɱɝɛɌəɝɨɖɚɲ, ɛɚɜɞɟɏɌɗɨɝɨɖɚɲ, 
ɱɞɌɗɱɕɝɨɖɚɲ, ɜɟɘɟəɝɨɖɚɲ, əɱɘɑɢɨɖɚɲ, ɏɚɗɗɌəɐɝɨɖɚɲ, ɤɎɑɐ-

ɝɨɖɚɲ, əɚɜɎɑɓɨɖɚɲ, ɐɌɞɝɨɖɚɲ, ɠɱəɝɨɖɚɲ, ɟɏɚɜɝɨɖɚɲ ɘɚɎ; 

Å ȹɌɞɔɎəɌ ɛɱɐɞɜɔɘɖɌ ɱɝəɟɪɣɔɡ ȽȿȭȰ PostgreSQL ɞɌ 
MySQL, ɛɱɐɞɜɔɘɖɌ ODBC ɝɟɘɱɝəɔɡ ɍɌɓ ɐɌəɔɡ (MS SQL, 
Oracle ɞɚɥɚ). 

ȿ 2017 ɜɚɢɱ ɖɚɘɌəɐɌ Manticore Software ɓɜɚɍɔɗɌ ɠɚɜɖ 

Sphinxsearch 2.3.2, ɫɖɔɕ əɌɓɎɌɗɔ Manticore Search. ȳɌ ɝɗɚɎɌɘɔ 
ɜɚɓɜɚɍəɔɖɱɎ, ɘɑəɑɐɒɘɑəɞ ɝɔɝɞɑɘɔ Sphinxsearch əɑ ɝɛɜɌɎɗɫɎɝɫ 

ɱɓ ɝɟɛɜɚɎɚɐɚɘ ɝɔɝɞɑɘɔ, Ɍ ɝɌɘɑ, əɑ ɎɔɛɜɌɎɗɫɗɔɝɫ ɎɔɫɎɗɑəɱ ɛɚ-

ɘɔɗɖɔ, əɑ ɜɑɌɗɱɓɚɎɟɎɌɗɔɝɫ ɚɏɚɗɚɤɑəɱ ɘɚɒɗɔɎɚɝɞɱ, ɐɱɌɗɚɏ ɖɚɜɔɝ-
ɞɟɎɌɣɱɎ ɓ ɜɚɓɜɚɍəɔɖɌɘɔ Sphinxsearch ɍɟɎ ɟɝɖɗɌɐəɑəɔɕ. Sphinx 

Ɏɑɜɝɱɲ 3 Ɏɒɑ ɘɚɒəɌ ɝɛɜɔɕɘɌɞɔ ɫɖ ɛɜɚɛɜɱɯɞɌɜəɑ ɜɱɤɑəəɫ ɐɗɫ 
ɚɍɘɑɒɑəɚɏɚ ɖɚɗɌ ɖɚɜɔɝɞɟɎɌɣɱɎ. ɀɌɖɞɔɣəɚ əɚɎɌ Ɏɑɜɝɱɫ ɝɔɝɞɑɘɔ 

(Manticore Search) ɎɔɜɱɤɔɗɌ ɍɌɏɌɞɚ ɓ ɢɔɡ ɛɜɚɍɗɑɘ, Ɏ ɞɚɘɟ ɣɔɝɗɱ, 

ɓɌɍɑɓɛɑɣɑəɌ ɛɱɐɞɜɔɘɖɌ ɖɚɐɟ Ɏ ɢɱɗɚɘɟ, ɚɜɏɌəɱɓɚɎɌəɚ ɝɟɣɌɝəɟ 
ɎɓɌɯɘɚɐɱɪ ɓ ɖɚɜɔɝɞɟɎɌɣɌɘɔ Sphinxsearch ɞɌ Manticore, ɜɑɌɗɱɓɚ-

ɎɌəɚ ɞɌɖɱ ɘɚɒɗɔɎɚɝɞɱ, ɛɜɔɞɌɘɌəəɱ, ɓɚɖɜɑɘɌ, Elasticsearch: ɜɑɛ-

ɗɱɖɌɢɱɫ, auto id, JSON ɱəɞɑɜɠɑɕɝ, ɘɚɒɗɔɎɱɝɞɨ ɝɞɎɚɜɔ-
ɞɔ/ɎɔɐɌɗɔɞɔ ɱəɐɑɖɝ əɌ ɗɨɚɞɟ, əɌɫɎəɱɝɞɨ ɝɡɚɎɔɥɌ ɐɚɖɟɘɑəɞɱɎ, 

ɜɚɓɎɔəɑəɔɡ real-time ɱəɐɑɖɝɱɎ. 

Neo4j  

Neo4j ð ɢɑ ɏɜɌɠɚɎɌ ɝɔɝɞɑɘɌ ɟɛɜɌɎɗɱəəɫ ɍɌɓɌɘɔ ɐɌəɔɡ ɓ Ɏɱɐ-

ɖɜɔɞɔɘ ɖɚɐɚɘ, ɘɚɎɚɪ Java, ɓ ɛɱɐɞɜɔɘɖɚɪ ɞɜɌəɓɌɖɢɱɕ (ACID). 
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ȽɞɌəɚɘ əɌ 2015 ɜɱɖ ɎɎɌɒɌɯɞɨɝɫ əɌɕɛɚɤɔɜɑəɱɤɚɪ ɏɜɌɠɚɎɚɪ 
ȽȿȭȰ20. ȼɚɓɜɚɍəɔɖ ð ɌɘɑɜɔɖɌəɝɨɖɌ ɖɚɘɛɌəɱɫ Neo Technology, 

ɜɚɓɜɚɍɖɌ Ɏɑɐɑɞɨɝɫ ɓ 2003 ɜɚɖɟ. 

ȰɌəɱ ɓɍɑɜɱɏɌɯ ɟ ɎɗɌɝəɚɘɟ ɠɚɜɘɌɞɱ, ɝɛɑɢɱɌɗɱɓɚɎɌəɚ ɛɜɔɝɞɚ-
ɝɚɎɌəɚɘɟ ɐɗɫ ɛɜɑɐɝɞɌɎɗɑəəɫ ɏɜɌɠɚɎɚɲ ɱəɠɚɜɘɌɢɱɲ, ɞɌɖɔɕ ɛɱɐɡɱɐ 

ɟ ɛɚɜɱɎəɫəəɱ ɓ ɘɚɐɑɗɪɎɌəəɫɘ ɏɜɌɠɚɎɚɲ ɍɌɓɔ ɐɌəɔɡ ɓɌɝɚɍɌɘɔ 

ɜɑɗɫɢɱɕəɚɲ ȽȿȭȰ ɐɚɓɎɚɗɫɯ ɓɌɝɞɚɝɚɎɟɎɌɞɔ ɐɚɐɌɞɖɚɎɟ ɚɛɞɔɘɱɓɌ-
ɢɱɪ ɟ ɎɔɛɌɐɖɟ ɐɌəɔɡ ɓ ɍɱɗɨɤ ɝɖɗɌɐəɚɪ ɝɞɜɟɖɞɟɜɚɪ. ȾɌɖɚɒ 

ɝɞɎɑɜɐɒɟɯɞɨɝɫ ɛɜɚ əɌɫɎəɱɝɞɨ ɝɛɑɢɱɌɗɨəɔɡ ɚɛɞɔɘɱɓɌɢɱɕ ɐɗɫ SSD-
əɌɖɚɛɔɣɟɎɌɣɱɎ, ɛɜɔ ɢɨɚɘɟ ɐɗɫ ɚɍɜɚɍɖɔ ɏɜɌɠɌ əɑ ɛɚɞɜɱɍəɑ ɕɚɏɚ 

ɛɚɘɱɥɑəəɫ ɢɱɗɖɚɘ Ɏ ɚɛɑɜɌɞɔɎəɟ ɛɌɘ'ɫɞɨ ɚɍɣɔɝɗɪɎɌɗɨəɚɏɚ Ɏɟɓ-

ɗɌ, ɞɌɖɔɘ ɣɔəɚɘ, ɘɚɒɗɔɎɌ ɚɍɜɚɍɖɌ ɐɚɝɔɞɨ Ɏɑɗɔɖɔɡ ɏɜɌɠɱɎ. 
ȺɝəɚɎəɱ ɚɍɗɌɝɞɱ ɓɌɝɞɚɝɟɎɌəəɫ: ɝɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ, ɝɔɝɞɑɘɔ əɌ-

ɐɌəəɫ ɜɑɖɚɘɑəɐɌɢɱɕ, ɎɔɫɎɗɑəəɫ ɤɌɡɜɌɕɝɞɎɌ, ɖɌɜɞɚɏɜɌɠɱɣəɱ 

ɝɔɝɞɑɘɔ. 

Ⱦɑɜɘɱəɚɗɚɏɱɫ ɏɜɌɠɚɎɔɡ ɍɌɓ ɐɌəɔɡ 

Å graph database, ɏɜɌɠɚɎɌ ɍɌɓɌ ɐɌəɔɡ ð ɢɑ ɍɌɓɌ ɐɌəɔɡ ɛɚ-
ɍɟɐɚɎɌəɌ əɌ ɏɜɌɠɌɡ ð ɎɟɓɗɌɡ ɞɌ ɓɎ'ɫɓɖɌɡ ɘɱɒ əɔɘɔ 

Å Cypher  ð ɢɑ ɘɚɎɌ ɐɗɫ əɌɛɔɝɌəəɫ ɓɌɛɔɞɱɎ ɐɚ ɍɌɓɔ ɐɌəɔɡ 
Neo4j (ɛɜɔɍɗɔɓəɚ, ɫɖ SQL Ɏ MySQL) 

Å node, əɚɐɌ ð ɚɍ'ɯɖɞ ɟ ɍɌɓɱ ɐɌəɔɡ, Ɏɟɓɚɗ ɏɜɌɠɌ. ȶɱɗɨɖɱɝɞɨ 
ɎɟɓɗɱɎ ɚɍɘɑɒɑəɌ 2 Ɏ ɝɞɑɛɑəɱ 35 ~ 34 ɘɱɗɨɫɜɐɔ 

Å node label, ɘɱɞɖɌ əɚɐɔ ð ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɫɖ ɟɘɚɎəɔɕ 
çɞɔɛ əɚɐɔè. ȹɌɛɜɔɖɗɌɐ, əɚɐɔ ɞɔɛɟ movie ɘɚɒɟɞɨ ɍɟɞɔ 

ɛɚɎ'ɫɓɌəɱ ɓ əɚɐɌɘɔ ɞɔɛɟ actor. ȸɱɞɖɔ əɚɐ ð ɜɑɯɝɞɜɚɓɌɗɑ-
ɒəɱ, ɛɜɔɣɚɘɟ Cypher əɑ ɎɔɐɌɯ ɛɚɘɔɗɚɖ, ɫɖɥɚ əɌɍɜɌɞɔ 

əɌɓɎɟ əɑ Ɏ ɞɚɘɟ ɜɑɏɱɝɞɜɱ. 

Å relation  ð ɢɑ ɓɎ'ɫɓɚɖ ɘɱɒ ɐɎɚɘɌ əɚɐɌɘɔ, ɜɑɍɜɚ ɏɜɌɠɌ. ȶɱ-
ɗɨɖɱɝɞɨ ɓɎ'ɫɓɖɱɎ ɚɍɘɑɒɑəɌ 2 Ɏ ɝɞɑɛɑəɱ 35 ~ 34 ɘɱɗɨɫɜɐɔ 

Å relation identifier, ɞɔɛ ɓɎ'ɫɓɖɟ Ɏ Neo4j. ȸɌɖɝɔɘɌɗɨəɌ ɖɱɗɨ-
ɖɱɝɞɨ ɞɔɛɱɎ ɓɎ'ɫɓɖɱɎ 32767 

Å properties, ɎɗɌɝɞɔɎɚɝɞɱ əɚɐɔ ð ɢɑ əɌɍɱɜ ɐɌəɔɡ, ɫɖɱ ɘɚɒəɌ 
ɛɜɔɓəɌɣɔɞɔ əɚɐɱ. ȹɌɛɜɔɖɗɌɐ, ɫɖɥɚ əɚɐɌ ð ɢɑ ɞɚɎɌɜ, ɞɚ ɟ 
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ɎɗɌɝɞɔɎɚɝɞɫɡ əɚɐɔ ɘɚɒəɌ ɓɍɑɜɱɏɌɞɔ id ɞɚɎɌɜɟ ɓ ɍɌɓɔ 
MySQL 

Å node ID, ID əɚɐɔ ð ɟəɱɖɌɗɨəɔɕ ɱɐɑəɞɔɠɱɖɌɞɚɜ əɚɐɔ. ȳɌ 
ɓɌɘɚɎɣɟɎɌəəɫɘ, ɛɱɐ ɣɌɝ ɛɑɜɑɏɗɫɐɟ ɜɑɓɟɗɨɞɌɞɟ ɎɱɐɚɍɜɌ-

ɒɌɯɞɨɝɫ ɝɌɘɑ ɢɑɕ ID. 

ȳɍɑɜɱɏɌəəɫ ɐɌəɔɡ ɟ Neo4j 

ɀɌɕɗ nodestore.db ɘɱɝɞɔɞɨ ɓɌɛɔɝɔ ɛɑɎəɚɏɚ ɜɚɓɘɱɜɟ, ɥɚ ɘɱɝ-

ɞɫɞɨ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ əɚɐɟ: 

ȸɱɞɖɌ, ɫɖɌ ɛɚɖɌɓɟɯ, ɣɔ ɓɌɛɔɝ ɌɖɞɔɎəɌ; 

ȮɖɌɓɱɎəɔɖ əɌ ɛɑɜɤɔɕ ɓɎ'ɫɓɚɖ, ɫɖɔɕ ɘɱɝɞɔɞɨ ɐɌəɌ əɚɐɌ; 

ȮɖɌɓɱɎəɔɖ əɌ ɛɑɜɤɟ ɎɗɌɝɞɔɎɱɝɞɨ, ɫɖɟ ɘɱɝɞɔɞɨ ɐɌəɌ əɚɐɌ, 

ɫɖɌ əɑ ɘɱɝɞɔɞɨ ɎɗɌɝəɚɏɚ ɱɐɑəɞɔɠɱɖɌɞɚɜɌ. Ⱥɝɖɱɗɨɖɔ ɖɚɒɑə ɓɌɛɔɝ 
ɟ nodestore.db ɓɌɕɘɌɯ ɚɐəɌɖɚɎɟ ɖɱɗɨɖɱɝɞɨ ɘɱɝɢɫ, ɘɚɒəɌ ɜɚɓɜɌ-

ɡɟɎɌɞɔ ɎɖɌɓɱɎəɔɖ əɌ əɚɐɟ. 

ɀɌɕɗ relationshipstore.db ɞɌɖɚɒ ɘɱɝɞɔɞɨ ɓɌɛɔɝɔ ɚɐəɌɖɚɎɚɏɚ 
ɜɚɓɘɱɜɟ, ɫɖɱ ɚɛɔɝɟɪɞɨ ɓɎ'ɫɓɖɔ, Ɍɗɑ Ɏɚəɔ ɝɖɗɌɐɌɪɞɨɝɫ ɓ əɌɝɞɟɛ-

əɔɡ ɑɗɑɘɑəɞɱɎ: 

Å ȸɱɞɖɌ, ɫɖɌ ɛɚɖɌɓɟɯ, ɣɔ ɓɌɛɔɝ ɌɖɞɔɎəɌ; 

Å ȮɖɌɓɱɎəɔɖ əɌ əɚɐɟ, ɫɖɌ ɘɱɝɞɔɞɨ ɢɑɕ ɓɎ'ɫɓɚɖ; 

Å ȮɖɌɓɱɎəɔɖ əɌ əɚɐɟ, ɐɚ ɫɖɚɲ ɢɑɕ ɓɎ'ɫɓɚɖ əɌɛɜɌɎɗɑəɚ; 

Å Ȯɔɐ ɓɎ'ɫɓɖɟ; 

Å ȮɖɌɓɱɎəɔɖ əɌ ɓɎ'ɫɓɚɖ, ɫɖɔɕ ɝɞɚɲɞɨ ɛɚɛɑɜɑɐɟ (Ɏ ɘɑɒɌɡ ɐɌ-
əɚɲ əɚɐɔ); 

Å ȮɖɌɓɱɎəɔɖ əɌ ɓɎ'ɫɓɚɖ, ɫɖɔɕ ɝɞɚɲɞɨ ɛɚɓɌɐɟ (Ɏ ɘɑɒɌɡ ɐɌəɚɲ 
əɚɐɔ); 

Å ȮɖɌɓɱɎəɔɖ əɌ ɓɎ'ɫɓɚɖ, ɫɖɔɕ ɝɞɚɲɞɨ ɛɚɛɑɜɑɐɟ (Ɏ ɘɑɒɌɡ 
ȹɚɐɔ, Ɏ ɫɖɱɕ ɢɑɕ ɓɎ'ɫɓɚɖ əɌɛɜɌɎɗɑəɚ); 

Å ȮɖɌɓɱɎəɔɖ əɌ ɓɎ'ɫɓɚɖ, ɫɖɔɕ ɝɞɚɲɞɨ ɛɚɓɌɐɟ (Ɏ ɘɑɒɌɡ ȹɚɐɔ, 
Ɏ ɫɖɱɕ ɢɑɕ ɓɎ'ɫɓɚɖ əɌɛɜɌɎɗɑəɚ); 

Å ȮɖɌɓɱɎəɔɖ əɌ ɛɑɜɤɟ ɎɗɌɝɞɔɎɱɝɞɨ ɐɌəɚɏɚ ɓɎ'ɫɓɖɟ. 

ɋɖ ɘɚɐɑɗɨ ɐɌəɔɡ ɎɔɍɜɌəɚ ɚɜɱɯəɞɚɎɌəɔɕ ɏɜɌɠ ɎɗɌɝɞɔɎɚɝɞɑɕ: 

Å ȸɱɝɞɔɞɨ Ɏɟɓɗɔ (nodes) ɞɌ ɓɎ'ɫɓɖɔ (relationships). 

Å Ȯɟɓɗɔ ɘɌɪɞɨ ɎɗɌɝɞɔɎɚɝɞɱ (properties). Ȯɟɓɗɔ ɘɚɒəɌ ɜɚɓɏ-
ɗɫɐɌɞɔ ɫɖ ɐɚɖɟɘɑəɞɔ, ɥɚ ɘɱɝɞɫɞɨ ɎɗɌɝɞɔɎɚɝɞɱ ɟ Ɏɔɏɗɫɐɱ 

ɛɌɜ ɖɗɪɣ-ɓəɌɣɑəəɫ. 
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Å Ȯɟɓɗɔ ɘɚɒɟɞɨ ɍɟɞɔ ɛɚɓəɌɣɑəɱ ɚɐəɱɯɪ Ɍɍɚ ɖɱɗɨɖɚɘɌ ɘɱɞ-
ɖɌɘɔ (labels). ȸɱɞɖɔ ɏɜɟɛɟɪɞɨ Ɏɟɓɗɔ, ɎɖɌɓɟɪɣɔ ɜɚɗɨ, ɫɖɟ 
Ɏɚəɔ ɎɱɐɱɏɜɌɪɞɨ ɟ əɌɍɚɜɱ ɐɌəɔɡ. 

Ⱥɐəɚɘɟ Ɏɟɓɗɟ ɘɚɒəɌ ɛɜɔɛɔɝɟɎɌɞɔ ɖɱɗɨɖɌ ɘɱɞɚɖ (ɚɝɖɱɗɨɖɔ 

Ɏɟɓɗɔ ɘɚɒɟɞɨ ɎɱɐɱɏɜɌɎɌɞɔ ɖɱɗɨɖɌ ɜɱɓəɔɡ ɜɚɗɑɕ ɟ ɜɱɓəɔɡ ɐɚɘɑ-
əɌɡ). ȳɎ'ɫɓɖɔ ɓɎ'ɫɓɟɪɞɨ Ɏɟɓɗɔ ɞɌ ɝɞɜɟɖɞɟɜɟɪɞɨ ɏɜɌɠ. ȳɎ'ɫɓɖɔ 

ɱɘɑəɚɎɌəɱ (ɓɌɎɒɐɔ ɘɌɪɞɨ ɚɐəɑ ɱɘ'ɫ) ɱ əɌɛɜɌɎɗɑəɱ (ɓɌɎɒɐɔ ɘɌɪɞɨ 

əɌɛɜɫɘɚɖ, ɛɚɣɌɞɖɚɎɔɕ ɞɌ ɖɱəɢɑɎɔɕ Ɏɟɓɗɔ). ȳɎ'ɫɓɖɔ ɞɌɖɚɒ ɘɚ-
ɒɟɞɨ ɘɱɝɞɔɞɔ ɎɗɌɝɞɔɎɚɝɞɱ. ɂɑ ɐɚɓɎɚɗɫɯ ɎɎɑɝɞɔ ɐɚɐɌɞɖɚɎɱ ɘɑɞɌ-

ɐɌəɱ Ɏ ɏɜɌɠɔ, Ɍɗɏɚɜɔɞɘɔ, ɐɚɐɌɞɔ ɐɚɐɌɞɖɚɎɟ ɝɑɘɌəɞɔɖɟ ɓɎ'ɫɓ-
ɖɌɘ, ɚɍɘɑɒɟɎɌɞɔ ɓɌɛɔɞɔ Ɏ ɜɑɒɔɘɱ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ. 

ȺɝəɚɎəɱ ɞɜɌəɓɌɖɢɱɕəɱ ɘɚɒɗɔɎɚɝɞɱ ð ɛɱɐɞɜɔɘɖɌ ACID ɞɌ Ɏɱɐ-

ɛɚɎɱɐəɱɝɞɨ ɝɛɑɢɔɠɱɖɌɢɱɫɘ JTA, JTS ɞɌ XA. ȣəɞɑɜɠɑɕɝ ɛɜɚɏɜɌɘɟ-
ɎɌəəɫ ɐɚɐɌɞɖɱɎ ɐɗɫ ȽȿȭȰ ɜɑɌɗɱɓɚɎɌəɔɕ ɐɗɫ ɍɌɏɌɞɨɚɡ ɘɚɎ ɛɜɚ-

ɏɜɌɘɟɎɌəəɫ, ɎɖɗɪɣɌɪɣɔ Java, Python, Clojure, Ruby, PHP, ɞɌ-

ɖɚɒ ɜɑɌɗɱɓɚɎɌəɚ API ɟ ɝɞɔɗɱ REST. ȼɚɓɤɔɜɔɞɔ ɛɜɚɏɜɌɘəɔɕ ɱə-
ɞɑɜɠɑɕɝ ɘɚɒəɌ ɫɖ ɓɌ ɐɚɛɚɘɚɏɚɪ ɝɑɜɎɑɜəɔɡ ɛɗɌɏɱəɱɎ, ɞɌɖ ɱ ɓɌ 

ɐɚɛɚɘɚɏɚɪ əɑɖɑɜɚɎɌəɔɡ ɜɚɓɤɔɜɑəɨ (unmanaged extensions); 

ɛɗɌɏɱəɔ ɘɚɒɟɞɨ ɐɚɐɌɎɌɞɔ əɚɎɱ ɜɑɝɟɜɝɔ ɐɚ REST-ɱəɞɑɜɠɑɕɝɟ ɐɗɫ 
ɖɱəɢɑɎɔɡ ɖɚɜɔɝɞɟɎɌɣɱɎ, Ɍ ɜɚɓɤɔɜɑəəɫ ɐɚɓɎɚɗɫɪɞɨ ɚɞɜɔɘɌɞɔ 

ɛɚɎəɔɕ ɖɚəɞɜɚɗɨ əɌɐ ɛɜɚɏɜɌɘəɔɘ ɱəɞɑɜɠɑɕɝɚɘ, ɱ ɘɚɒɟɞɨ ɘɱɝ-

ɞɔɞɔ ɐɚɎɱɗɨəɔɕ ɖɚɐ, ɞɚɘɟ ɲɡ ɝɗɱɐ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɓ ɚɍɑɜɑɒəɱɝ-
ɞɪ. 

ȿ ȽȿȭȰ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ Cypher ð ɐɑɖɗɌɜɌɞɔɎəɌ ɘɚɎɌ ɓɌ-

ɛɔɞɱɎ ɐɚ ɏɜɌɠɱɎ. ȽɔəɞɌɖɝɔɝ ɢɱɯɲ ɘɚɎɔ ɝɡɚɒɔɕ əɌ ɝɔəɞɌɖɝɔɝ 
SQL. Ȼɱɐɞɜɔɘɟɪɞɨɝɫ ɚɛɑɜɌɢɱɲ ɓɱ ɝɞɎɚɜɑəəɫ, Ɏɔɍɱɜɖɔ, ɚəɚɎɗɑəəɫ, 

ɎɔɐɌɗɑəəɫ ɐɌəɔɡ. Cypher ɚɛɔɝɟɯ ɏɜɌɠɔ, ɎɔɖɚɜɔɝɞɚɎɟɪɣɔ ɝɛɑ-

ɢɔɠɱɖɌɢɱɪ ɓɌ ɓɜɌɓɖɚɘ ð ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɛɜɚɝɞɌ ɠɚɜɘɌ ASCII-
ɏɜɌɠɱɖɔ, ɖɚɜɔɝɞɟɎɌɣ ɘɌɗɪɯ ɣɌɝɞɔəɟ ɏɜɌɠɌ, ɫɖɌ ɕɚɏɚ ɢɱɖɌɎɔɞɨ, 

ɓɌ ɐɚɛɚɘɚɏɚɪ ASCII ɝɔɘɎɚɗɱɎ; Ɏɑɜɤɔəɔ ɍɑɜɟɞɨɝɫ Ɏ ɐɟɒɖɔ, ɲɡ 
ɘɱɞɖɔ ɛɜɚɛɔɝɟɪɞɨɝɫ ɛɱɝɗɫ ç:è; ɐɗɫ ɝɞɎɚɜɑəəɫ ɖɱɗɨɖɚɡ ɎɟɓɗɱɎ ɲɡ 

ɝɗɱɐ ɛɑɜɑɜɌɡɟɎɌɞɔ ɣɑɜɑɓ è,ç; ɓɎ'ɫɓɖɔ ɎɱɐɚɍɜɌɒɌɪɞɨɝɫ ɝɞɜɱɗɖɌɘɔ 

(-> ɱ <-), Ɍ əɌɓɎɔ ɓɎ'ɫɓɖɱɎ ɎɖɌɓɟɪɞɨɝɫ Ɏɝɑɜɑɐɔəɱ ɖɎɌɐɜɌɞəɔɡ ɐɟ-
ɒɚɖ ɛɱɝɗɫ ç:è; ɎɗɌɝɞɔɎɚɝɞɱ ɎɟɓɗɱɎ ɞɌ ɓɎ'ɫɓɖɱɎ (ɛɌɜɔ ɖɗɪɣ-

ɓəɌɣɑəəɫ) ɛɜɚɛɔɝɟɪɞɨɝɫ ɟ ɠɱɏɟɜəɔɡ ɐɟɒɖɌɡ. 

ȸɚɎɌ ɓɌɛɔɞɱɎ Cypher ð əɌɕɛɚɤɔɜɑəɱɤɌ ɘɚɎɌ ɓɌɛɔɞɱɎ ɐɚ 
ɏɜɌɠɚɎɔɡ ɍɌɓ ɐɌəɔɡ, ɥɚ ɓɟɘɚɎɗɑəɚ ɲɲ ɎɔɖɚɜɔɝɞɌəəɫɘ ɟ ȽȿȭȰ 

Neo4j. Cypher ɯ ɐɑɖɗɌɜɌɞɔɎəɚɪ ɘɚɎɚɪ ɱ ɐɚɓɎɚɗɫɯ ɝɞɎɚɜɪɎɌɞɔ, 

ɚəɚɎɗɪɎɌɞɔ ɞɌ ɎɔɐɌɗɫɞɔ Ɏɑɜɤɔəɔ, ɜɑɍɜɌ, ɘɱɞɖɔ ɞɌ ɎɗɌɝɞɔɎɚɝɞɱ, 
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Ɍ ɞɌɖɚɒ ɖɑɜɟɎɌɞɔ ɱəɐɑɖɝɌɘɔ ɞɌ ɚɍɘɑɒɑəəɫɘɔ. Ȱɗɫ ɚɞɜɔɘɌəəɫ 
ɐɌəɔɡ ɓɱ ɝɡɚɎɔɥɌ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɓɌɛɔɞ, ɥɚ ɘɱɝɞɔɞɨ ɤɌɍɗɚə 

ɠɱɗɨɞɜɌɢɱɲ, ɫɖɔɕ ɐɚɓɎɚɗɫɯ ɚɞɜɔɘɟɎɌɞɔ: 

Å (n)->(m) ð Ɏɝɱ əɌɛɜɌɎɗɑəɱ ɜɑɍɜɌ ɓ Ɏɑɜɤɔəɔ n ɟ Ɏɑɜɤɔəɟ m; 
Å (n:Person) ð Ɏɝɱ Ɏɑɜɤɔəɔ ɓ ɘɱɞɖɚɪ Person; 

Å (n:Person:Russian) ð Ɏɝɱ Ɏɑɜɤɔəɔ, ɥɚ ɘɌɪɞɨ ɚɍɔɐɎɱ ɘɱɞɖɔ 

Person ɞɌ Russian; 
Å (n:Person {name:{value}}) ð Ɏɝɱ Ɏɑɜɤɔəɔ ɓ ɘɱɞɖɚɪ Person ɱ 

ɎɱɐɠɱɗɨɞɜɚɎɌəɱ ɓɌ ɐɚɐɌɞɖɚɎɚɪ ɎɗɌɝɞɔɎɱɝɞɪ; 
Å (n:Person) -> (m) ð ɜɑɍɜɌ ɘɱɒ ɎɑɜɤɔəɌɘɔ n ɓ ɘɱɞɖɚɪ 

Person ɞɌ m; 

Å (n)--(m) ð Ɏɝɱ əɑəɌɛɜɌɎɗɑəɱ ɜɑɍɜɌ ɘɱɒ ɎɑɜɤɔəɌɘɔ n ɞɌ m. 

ȳɌɛɔɞɔ Ɏ Neo4j ɘɚɒəɌ ɜɚɍɔɞɔ ɕ ɱəɤɔɘɔ ɝɛɚɝɚɍɌɘɔ, əɌ-

ɛɜɔɖɗɌɐ, ɍɑɓɛɚɝɑɜɑɐəɨɚ ɣɑɜɑɓ Java API ɞɌ ɘɚɎɚɪ Gremlin, ɝɞɎɚ-

ɜɑəɱɕ ɟ ɛɜɚɯɖɞɱ ɓ Ɏɱɐɖɜɔɞɔɘ ɖɚɐɚɘ TinkerPop. Cypher ɯ əɑ ɞɱɗɨ-
ɖɔ ɘɚɎɚɪ ɓɌɛɔɞɱɎ, Ɍɗɑ ɕ ɘɚɎɚɪ ɘɌəɱɛɟɗɪɎɌəəɫ ɐɌəɔɘɔ, ɚɝɖɱɗɨ-

ɖɔ əɌɐɌɯ ɠɟəɖɢɱɲ CRUD ɐɗɫ ɏɜɌɠɚɎɚɏɚ ɝɡɚɎɔɥɌ. 

Gephi  

Gephi ð ɢɑ ɛɌɖɑɞ ɛɜɚɏɜɌɘəɚɏɚ ɓɌɍɑɓɛɑɣɑəəɫ ɓ Ɏɱɐɖɜɔɞɔɘ 

ɖɚɐɚɘ ɐɗɫ ɌəɌɗɱɓɟ ɞɌ ɎɱɓɟɌɗɱɓɌɢɱɲ ɏɜɌɠɱɎ (ɘɑɜɑɒ). 
Gephi ( https://gephi.org/ ) - ɢɑ əɌɜɌɓɱ əɌɕɛɚɛɟɗɫɜəɱɤɌ ɛɜɚɏɜɌɘɌ 

ɎɱɓɟɌɗɱɓɌɢɱɲ ɞɌ ɌəɌɗɱɓɟ ɘɑɜɑɒ ɱ ɏɜɌɠɱɎ (çɘɑɜɑɒɑɎɔɡ ɏɜɌɠɱɎè). 
Gephi ɓɌɍɑɓɛɑɣɟɯ ɤɎɔɐɖɑ ɖɚɘɛɚəɟɎɌəəɫ, ɑɠɑɖɞɔɎəɟ ɠɱɗɨɞɜɌ-

ɢɱɪ ɞɌ ɱəɞɑɜɌɖɞɔɎəɑ ɐɚɝɗɱɐɒɑəəɫ ɐɌəɔɡ, Ɍ ɞɌɖɚɒ ɯ ɚɐəɔɘ ɓ 

əɌɕɖɜɌɥɔɡ ɎɌɜɱɌəɞɱɎ ɐɗɫ ɎɱɓɟɌɗɱɓɌɢɱɲ ɎɑɗɔɖɚɘɌɝɤɞɌɍəɔɡ ɘɑ-
ɜɑɒ. Gephi ð ɢɑ ɘɟɗɨɞɔɛɗɌɞɠɚɜɘəɑ ɛɜɚɏɜɌɘəɑ ɓɌɍɑɓɛɑɣɑəəɫ, 

ɫɖɑ ɛɚɤɔɜɪɯɞɨɝɫ ɓ Ɏɱɐɖɜɔɞɔɘ ɖɚɐɚɘ ɓɏɱɐəɚ ɓ ɗɱɢɑəɓɱɫɘɔ CDDL 

1.0 ɞɌ GNU General Public License v3. ȳɌ Ɍɐɜɑ-
ɝɚɪ https://gephi.org/  ɐɚɝɞɟɛəɱ Ɏɑɜɝɱɲ ɐɗɫ Mac OS X, Windows 

ɞɌ Linux ɞɌ Ɏɔɡɱɐəɱ ɖɚɐɔ. 

Gephi ɌɖɞɔɎəɚ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ Ɏ ɢɱɗɱɕ əɔɓɢɱ ɌɖɌɐɑɘɱɣəɔɡ 
ɐɚɝɗɱɐəɔɢɨɖɔɡ ɛɜɚɯɖɞɱɎ, ɓɚɖɜɑɘɌ ɝɚɢɱɚɗɚɏɱɣəɔɡ; ɞɌɖɚɒ ɤɎɔɐɖɚ 

ɚɞɜɔɘɌɎ ɛɚɛɟɗɫɜəɱɝɞɨ ɝɑɜɑɐ ɒɟɜəɌɗɱɝɞɱɎ. ȳɌɜɌɓ ɕɚɏɚ ɖɚɜɔɝɞɟ-

ɎɌɢɨɖɑ ɝɑɜɑɐɚɎɔɥɑ ɓəɌɣəɚ ɜɚɓɤɔɜɔɗɚɝɫ - ɓɌ ɐɚɛɚɘɚɏɚɪ ɢɨɚɏɚ 
ɛɌɖɑɞɌ ɘɚɒəɌ ɓɌɕɘɌɞɔɝɫ ɍɟɐɨ-ɫɖɚɪ ɞɑɘɚɪ ɘɑɜɑɒɑɎɚɏɚ ɌəɌɗɱɓɟ. 

Gephi ɎɔɖɚɜɔɝɞɚɎɟɎɌɎɝɫ, ɝɑɜɑɐ ɱəɤɚɏɚ, ɐɗɫ ɎɱɓɟɌɗɱɓɌɢɱɲ ɏɗɚɍɌ-

ɗɨəɚɲ ɓɎ'ɫɓəɚɝɞɱ ɖɚəɞɑəɞɟ New York Times ɱ ɎɔɎɣɑəəɫ ɘɑɜɑɒɑɎɚ-
ɏɚ ɞɜɌɠɱɖɟ Twitter ɛɱɐ ɣɌɝ ɝɚɢɱɌɗɨəɔɡ ɡɎɔɗɪɎɌəɨ; Gephi əɌɐɔ-

https://gephi.org/
https://gephi.org/
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ɡɌɎ ɝɞɎɚɜɑəəɫ LinkedIn InMaps ɱ ɍɟɎ ɎɔɖɚɜɔɝɞɌəɔɕ ɐɗɫ ɎɱɓɟɌɗɱ-
ɓɌɢɱɲ ɢɱɗɚɲ ɘɑɜɑɒɱ Truthy. 

Gephi ɐɚɓɎɚɗɫɯ ɚɍɜɚɍɗɫɞɔ ɏɜɌɠɚɎɱ ɝɞɜɟɖɞɟɜɔ ɐɚɝɔɞɨ Ɏɑɗɔ-

ɖɔɡ ɚɍɝɫɏɱɎ (ɐɚ 1 ɘɗə ɎɟɓɗɱɎ) əɌ ɛɑɜɝɚəɌɗɨəɚɘɟ ɖɚɘɛ'ɪɞɑɜɱ ɓɌ 
ɜɌɡɟəɚɖ ɑɠɑɖɞɔɎəɔɡ ɌɗɏɚɜɔɞɘɱɎ. ȼɚɓɜɚɍəɔɖɔ Gephi ɚɛɔɝɟɪɞɨ 

ɢɪ ɛɜɚɏɜɌɘɟ ɫɖ çɥɚɝɨ əɌ ɖɤɞɌɗɞ Photoshop, Ɍɗɑ ɐɗɫ ɐɌəɔɡè. 

ȻɜɚɏɜɌɘɌ ɎɖɗɪɣɌɯ ɍɑɓɗɱɣ ɜɱɓəɔɡ ɌɗɏɚɜɔɞɘɱɎ ɖɚɘɛɚəɟɎɌəəɫ 
(ɜɚɓɘɱɥɑəəɫ ɏɜɌɠɱɖɱɎ əɌ ɛɗɚɥɔəɱ) ɱ ɐɚɓɎɚɗɫɯ əɌɗɌɤɞɚɎɟɎɌɞɔ 

ɖɚɗɨɚɜɔ, ɜɚɓɘɱɜɔ ɞɌ ɘɱɞɖɔ Ɏ ɏɜɌɠɌɡ. Gephi ɯ ɱəɞɑɜɌɖɞɔɎəɔɘ 
ɛɜɚɏɜɌɘəɔɘ ɓɌɍɑɓɛɑɣɑəəɫɘ ɱ əɌɐɌɯ ɓɌɝɚɍɔ ɐɗɫ ɎɔɫɎɗɑəəɫ ɝɛɱ-

ɗɨəɚɞ, Ɍ ɞɌɖɚɒ əɌɐɌɯɞɨɝɫ ɘɚɒɗɔɎɱɝɞɨ ɜɚɓɜɌɡɟəɖɟ əɌɕɖɚɜɚɞɤɔɡ 

ɤɗɫɡɱɎ Ɍɍɚ Ɏɱɐəɚɝəɚɲ ɎɱɐɝɞɌəɱ Ɏɱɐ ɍɟɐɨ-ɫɖɚɏɚ ɎɟɓɗɌ ɐɚ ɐɌəɚɏɚ 
ɎɟɓɗɌ. ȻɗɌɏɱəɔ Ɏɱɐ Gephi ɐɚɓɎɚɗɫɪɞɨ ɜɚɓɤɔɜɪɎɌɞɔ ɲɲ ɠɟəɖɢɱɚ-

əɌɗɨəɱɝɞɨ ɞɌ ɐɚɐɌɎɌɞɔ əɚɎɱ Ɍɗɏɚɜɔɞɘɔ, ɘɌɖɑɞɔ ɞɌ ɱəɝɞɜɟɘɑəɞɔ 

ɎɔɘɱɜɪɎɌəɨ. Gephi ɘɌɯ ɍɌɏɌɞɚɛɚɞɚɖɚɎɟ ɝɡɑɘɟ ɚɍɜɚɍɖɔ ɐɌəɔɡ ɱ, 
ɞɌɖɔɘ ɣɔəɚɘ, ɐɚɓɎɚɗɫɯ ɎɔɖɚəɟɎɌɞɔ ɖɱɗɨɖɌ ɎɔɐɱɎ ɌəɌɗɱɓɟ ɚɐəɚ-

ɣɌɝəɚ. 

ȣəɞɑɜɠɑɕɝ ɖɚɜɔɝɞɟɎɌɣɌ ɝɔɝɞɑɘɔ Gephi ɎɖɗɪɣɌɯ ɞɜɔ ɚɝəɚɎəɱ 
ɜɚɓɐɱɗɔ (ɎɱɖəɌ): 

Å  çȷɌɍɚɜɌɞɚɜɱɫ ɐɌəɔɡè: ɞɟɞ ɓɍɑɜɱɏɌɪɞɨɝɫ Ɏɝɱ Ɏɔɡɱɐəɱ ɐɌəɱ 

ɛɜɚ ɘɑɜɑɒɟ, Ɍ ɞɌɖɚɒ ɐɚɐɌɞɖɚɎɱ ɜɚɓɜɌɡɟəɖɚɎɱ ɓəɌɣɑəəɫ; 

Å  çȺɍɜɚɍɖɌ ɐɌəɔɡè: ɞɟɞ ɎɱɐɍɟɎɌɯɞɨɝɫ ɍɱɗɨɤɌ ɣɌɝɞɔəɌ ɚɛɑɜɌ-

ɢɱɕ ɖɚɜɔɝɞɟɎɌɣɌ, ɓɚɖɜɑɘɌ, ɜɟɣəɑ ɜɑɐɌɏɟɎɌəəɫ ɘɑɜɑɒ, 

ɞɑɝɞɟɎɌəəɫ ɘɌɖɑɞɱɎ, ɎɝɞɌəɚɎɗɑəəɫ ɠɱɗɨɞɜɱɎ; 

Å  çȻɚɛɑɜɑɐəɱɕ ɛɑɜɑɏɗɫɐè: ɞɟɞ ɟɞɚɣəɪɯɞɨɝɫ ɠɚɜɘɌ ɎɔɎɑɐɑə-

əɫ ɏɜɌɠɌ, ɫɖ ɛɜɌɎɔɗɚ, ɓɌ ɐɚɛɚɘɚɏɚɪ əɌɍɚɜɟ ɱəɝɞɜɟɘɑə-

ɞɱɎ ɏɜɌɠ ɐɚɚɛɜɌɢɨɚɎɟɯɞɨɝɫ, Ɏ ɞɚɘɟ ɣɔɝɗɱ, ɱ ɓ ɑɝɞɑɞɔɣəɚɲ 
ɞɚɣɖɔ ɓɚɜɟ. ȿ ɢɨɚɘɟ ɒ Ɏɱɖəɱ ɜɑɌɗɱɓɚɎɌəɚ Ɏɔɖɗɔɖ ɑɖɝɛɚɜ-

ɞɟ ɏɜɌɠɌ ɟ ɠɚɜɘɌɞɔ PDF, PNG ɞɌ SVG. 

ȻɜɚɏɜɌɘɌ ɎɖɗɪɣɌɯ ɍɑɓɗɱɣ ɜɱɓəɔɡ ɌɗɏɚɜɔɞɘɱɎ ɖɚɘɛɚəɟɎɌəəɫ 

(ɜɚɓɘɱɥɑəəɫ ɏɜɌɠɱɖɱɎ əɌ ɛɗɚɥɔəɱ) ɱ ɐɚɓɎɚɗɫɯ əɌɗɌɤɞɚɎɟɎɌɞɔ 

ɖɚɗɨɚɜɔ, ɜɚɓɘɱɜɔ ɞɌ ɘɱɞɖɔ Ɏ ɏɜɌɠɌɡ. Gephi ɯ ɱəɞɑɜɌɖɞɔɎəɔɘ 
ɛɜɚɏɜɌɘəɔɘ ɓɌɍɑɓɛɑɣɑəəɫɘ ɱ əɌɐɌɯ ɓɌɝɚɍɔ ɐɗɫ ɎɔɫɎɗɑəəɫ ɝɛɱ-

ɗɨəɚɞ, Ɍ ɞɌɖɚɒ əɌɐɌɯɞɨɝɫ ɘɚɒɗɔɎɱɝɞɨ ɜɚɓɜɌɡɟəɖɟ əɌɕɖɚɜɚɞɤɔɡ 

ɤɗɫɡɱɎ Ɍɍɚ Ɏɱɐəɚɝəɚɲ ɎɱɐɝɞɌəɱ Ɏɱɐ ɍɟɐɨ-ɫɖɚɏɚ ɎɟɓɗɌ ɐɚ ɐɌəɚɏɚ 
ɎɟɓɗɌ. ȻɗɌɏɱəɔ Ɏɱɐ Gephi ɐɚɓɎɚɗɫɪɞɨ ɜɚɓɤɔɜɪɎɌɞɔ ɲɲ ɠɟəɖɢɱɚ-

əɌɗɨəɱɝɞɨ ɞɌ ɐɚɐɌɎɌɞɔ əɚɎɱ Ɍɗɏɚɜɔɞɘɔ, ɘɌɖɑɞɔ ɞɌ ɱəɝɞɜɟɘɑəɞɔ 
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ɎɔɘɱɜɪɎɌəɨ. Gephi ɘɌɯ ɍɌɏɌɞɚɛɚɞɚɖɚɎɟ ɝɡɑɘɟ ɚɍɜɚɍɖɔ ɐɌəɔɡ ɱ, 
ɞɌɖɔɘ ɣɔəɚɘ, ɐɚɓɎɚɗɫɯ ɎɔɖɚəɟɎɌɞɔ ɖɱɗɨɖɌ ɎɔɐɱɎ ɌəɌɗɱɓɟ ɚɐəɚ-

ɣɌɝəɚ. 

ɂɱ ɞɜɔ ɚɝəɚɎəɱ ɜɚɓɐɱɗɔ ɚɡɚɛɗɪɪɞɨ ɍɑɓɗɱɣ ɎɖɗɌɐɚɖ, ɫɖɱ ɐɚ-
ɓɎɚɗɫɪɞɨ ɖɚɜɔɝɞɟɎɌɣɑɎɱ ɜɑɌɗɱɓɚɎɟɎɌɞɔ ɚɖɜɑɘɱ ɠɟəɖɢɱɲ. ȹɔɒɣɑ 

ɜɚɓɏɗɫɐɌɯɞɨɝɫ ɖɚɒəɑ ɓ ɚɝəɚɎəɔɡ ɞɌ Ɏɞɚɜɔəəɔɡ Ɏɱɖɚə - ɜɚɓɐɱɗɱɎ 

ɞɌ ɎɖɗɌɐɚɖ. 
Ȼɜɔ ɌəɌɗɱɓɱ Ɏɑɗɔɖɔɡ ɱ ɥɱɗɨəɔɡ ɘɑɜɑɒ, ɤɎɔɐɖɑ ɖɚɘɛɚəɟɎɌə-

əɫ (ɟɛɚɜɫɐɖɟɎɌəəɫ ɎɟɓɗɱɎ ɏɜɌɠɱɎ) ɯ Ɏɟɓɨɖɔɘ ɘɱɝɢɑɘ, ɚɝɖɱɗɨɖɔ 
ɍɱɗɨɤɱɝɞɨ ɝɖɗɌɐəɔɡ ɌɗɏɚɜɔɞɘɱɎ ɖɚɘɛɚəɟɎɌəəɫ ɯ ɎɔɘɚɏɗɔɎɔɘɔ 

ɐɚ ɛɌɜɌɘɑɞɜɱɎ ɛɜɚɢɑɝɚɜɌ, ɛɌɘ'ɫɞɱ ɞɌ ɣɌɝɟ ɎɔɖɚəɌəəɫ. Ȯɚɐəɚ-

ɣɌɝ, Gephi ɛɚɝɞɌɣɌɯɞɨɝɫ ɓ ɑɠɑɖɞɔɎəɔɘɔ ɌɗɏɚɜɔɞɘɌɘɔ ɖɚɘɛɚəɟ-
ɎɌəəɫ, ɞɌɖɔɘɔ ɫɖ Yifan -Hu, Force -directed. ȳɚɖɜɑɘɌ, Ɍɗɏɚɜɔɞɘ 

Yifan -Hu ɯ ɱɐɑɌɗɨəɔɘ ɎɌɜɱɌəɞɚɘ ɐɗɫ ɓɌɝɞɚɝɟɎɌəəɫ ɛɱɝɗɫ ɱəɤɔɡ, 

ɍɱɗɨɤ ɤɎɔɐɖɔɡ ɱ ɏɜɟɍɔɡ ɌɗɏɚɜɔɞɘɱɎ. ȿ ɞɚɕ ɣɌɝ, ɫɖ ɍɱɗɨɤɱɝɞɨ ɱɓ 
ɓɌɛɜɚɛɚəɚɎɌəɔɡ ɟ Gephi ɘɑɞɚɐɱɎ ɘɚɒɟɞɨ ɎɔɖɚəɟɎɌɞɔɝɫ ɛɜɚɞɫ-

ɏɚɘ ɛɜɔɕəɫɞəɚɏɚ ɣɌɝɟ, ɛɚɯɐəɌəəɫ, əɌɛɜɔɖɗɌɐ, OpenOrd ɞɌ 

Yifan -Hu, ɐɌɯ əɌɕɍɱɗɨɤ ɫɖɱɝəɱ ɎɱɓɟɌɗɨəɱ ɛɜɑɐɝɞɌɎɗɑəəɫ. ȳɎɱɝəɚ, 
ɛɜɌɎɔɗɨəɌ ɛɌɜɌɘɑɞɜɔɓɌɢɱɫ ɍɟɐɨ-ɫɖɚɏɚ Ɍɗɏɚɜɔɞɘɟ ɖɚɘɛɚəɟɎɌə-

əɫ ɘɚɒɑ ɎɛɗɔɎɌɞɔ ɫɖ əɌ ɜɚɍɚɞɟ, ɞɌɖ ɱ əɌ ɜɑɓɟɗɨɞɌɞ ɎɱɓɟɌɗɱɓɌɢɱɲ. 

Gephi ɐɚɓɎɚɗɫɯ ɓɌɎɌəɞɌɒɟɎɌɞɔ ɐɌəɱ ɘɑɜɑɒ ɟ ɠɚɜɘɌɞɌɡ 
GEXF, GDF, GML, GraphML, Pajek (NET), GraphViz (DOT), CSV, 

UCINET (DL), Tulip (TPL), Netdraw (VNA) ɞɌ ɞɌɍɗɔɢɨ Excel. ȶɜɱɘ 

ɞɚɏɚ, Gephi ɐɚɓɎɚɗɫɯ ɑɖɝɛɚɜɞɟɎɌɞɔ ɐɌəɱ ɘɑɜɑɒ ɟ ɠɚɜɘɌɞɌɡ 
JSON, CSV, Pajek (NET), GUESS (GDF), Gephi (GEFX), GML ɞɌ 

GraphML. ȳɌɎɐɫɖɔ ɢɨɚɘɟ Gephi ɘɚɒɑ ɎɓɌɯɘɚɐɱɫɞɔ ɓ ɱəɤɔɘɔ 

ɝɔɝɞɑɘɌɘɔ ɌəɌɗɱɓɟ ɞɌ ɎɱɓɟɌɗɱɓɌɢɱɲ ɏɜɌɠɱɎ. 

2.6.  ȸɌɞɑɘɌɞɔɣəɱ ɚɝəɚɎɔ  

ȿ ɐɌəɱɕ ɏɗɌɎɱ ɚɝəɚɎəɟ ɟɎɌɏɟ ɛɜɔɐɱɗɑəɚ ɜɚɓɛɱɓəɌɎɌəəɪ ɱə-

ɠɚɜɘɌɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ əɌ ɚɝəɚɎɱ ɎɔɎɣɑəəɫ ɐɔəɌɘɱɣəɔɡ ɎɗɌɝɞɔ-

Ɏɚɝɞɑɕ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ ɟ ɏɗɚɍɌɗɨəɔɡ ɖɚɘɛ'ɪɞɑɜəɔɡ ɘɑ-
ɜɑɒɌɡ, ɓɚɖɜɑɘɌ Ɏ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ. 

Ȱɗɫ ɐɚɝɗɱɐɒɑəəɫ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ Ɏ ȣəɞɑɜəɑɞɱ, ɞɚɍɞɚ 

ɛɚɞɚɖɟ ɛɚɎɱɐɚɘɗɑəɨ, ɫɖɱ ɛɟɍɗɱɖɟɪɞɨɝɫ əɌ ɝɞɚɜɱəɖɌɡ Ɏɑɍ-ɝɌɕɞɱɎ, 
ɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ, ɍɗɚɏɌɡ ɞɚɥɚ, ɘɌɯ ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɫ ɝɟ-

ɣɌɝəɔɕ ɱəɝɞɜɟɘɑəɞɌɜɱɕ. ȾɌɖ, Ɏɱɐɚɘɱ ɘɑɞɚɐɔ ɟɓɌɏɌɗɨəɑəəɫ ɱəɠɚ-

ɜɘɌɢɱɕəɔɡ ɘɌɝɔɎɱɎ (ɖɗɌɝɔɠɱɖɌɢɱɫ, ɠɌɓɚɎɑ ɟɖɜɟɛəɑəəɫ, ɖɗɌɝɞɑ-
ɜəɔɕ ɌəɌɗɱɓ ɞɚɥɚ) Ɏɒɑ əɑ ɓɌɎɒɐɔ ɛɜɔɐɌɞəɱ əɌɎɱɞɨ ɐɗɫ ɌɐɑɖɎɌɞ-
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əɚɏɚ ɖɱɗɨɖɱɝəɚɏɚ ɎɱɐɚɍɜɌɒɑəəɫ ɛɜɚɢɑɝɱɎ, ɥɚ ɎɱɐɍɟɎɌɪɞɨɝɫ Ɏ 
ɱəɠɚɜɘɌɢɱɕəɚɘɟ ɛɜɚɝɞɚɜɱ21 . 

ȶɱɗɨɖɱɝəɔɕ ɌəɌɗɱɓ ɐɔəɌɘɱɖɔ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ, ɫɖɱ ɏɑ-

əɑɜɟɪɞɨɝɫ Ɏ ȣəɞɑɜəɑɞɱ, ɝɞɌɯ ɝɨɚɏɚɐəɱ ɚɐəɔɘ ɱɓ əɌɕɍɱɗɨɤ ɱəɠɚɜ-
ɘɌɞɔɎəɔɡ ɘɑɞɚɐɱɎ ɐɚɝɗɱɐɒɑəəɫ ɌɖɞɟɌɗɨəɚɝɞɱ ɞɔɡ ɣɔ ɱəɤɔɡ ɞɑ-

ɘɌɞɔɣəɔɡ əɌɛɜɫɘɱɎ. ɂɫ ɐɔəɌɘɱɖɌ ɓɟɘɚɎɗɑəɌ ɜɱɓəɚɘɌəɱɞəɔɘɔ 

ɫɖɱɝəɔɘɔ ɣɔəəɔɖɌɘɔ, ɍɌɏɌɞɚ ɓ ɫɖɔɡ əɑ ɛɱɐɐɌɪɞɨɝɫ ɞɚɣəɚɘɟ 
ɚɛɔɝɟ. ȺɐəɌɖ ɓɌɏɌɗɨəɔɕ ɡɌɜɌɖɞɑɜ ɣɌɝɚɎɚɲ ɓɌɗɑɒəɚɝɞɱ ɖɱɗɨɖɚɝɞɱ 

ɞɑɘɌɞɔɣəɔɡ ɛɟɍɗɱɖɌɢɱɕ Ɏ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ Ɏɝɑ ɒ ɞɌɖɔ ɐɚɛɟɝɖɌɯ 
ɛɚɍɟɐɚɎɟ ɘɌɞɑɘɌɞɔɣəɔɡ ɘɚɐɑɗɑɕ, ɲɡ ɐɚɝɗɱɐɒɑəəɫ ɞɌ ɛɜɚɏəɚɓɟ-

ɎɌəəɫ. Ƚɛɚɝɞɑɜɑɒɑəəɫ ɣɌɝɚɎɔɡ ɓɌɗɑɒəɚɝɞɑɕ ɚɍɝɫɏɱɎ ɘɑɜɑɒɑɎɔɡ 

ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ ɛɑɜɑɖɚəɗɔɎɚ ɝɎɱɐɣɌɞɨ ɛɜɚ ɞɑ, ɥɚ ɘɑɡɌ-
əɱɓɘɔ ɲɡəɨɚɲ ɏɑəɑɜɌɢɱɲ ɞɌ ɛɚɤɔɜɑəəɫ, ɚɣɑɎɔɐəɚ, ɛɚɎ'ɫɓɌəɱ ɓɱ 

ɝɖɗɌɐəɔɘɔ əɑɗɱəɱɕəɔɘɔ ɛɜɚɢɑɝɌɘɔ.  

Ⱦɟɞ ɍɟɐɑ ɚɝəɚɎəɟ ɟɎɌɏɟ ɛɜɔɐɱɗɑəɚ ɓɌɎɐɌəəɫɘ OSINT ɓ ɜɚɓɛɱ-
ɓəɌɎɌəəɫ ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ əɌ ɚɝəɚɎɱ ɎɔɎɣɑəəɫ ɐɔəɌɘɱ-

ɣəɔɡ ɎɗɌɝɞɔɎɚɝɞɑɕ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ ɟ ɖɚɘɛ'ɪɞɑɜəɔɡ ɘɑ-

ɜɑɒɌɡ, ɓɚɖɜɑɘɌ, Ɏ ȣəɞɑɜəɑɞɱ. 

Ȱɗɫ ɎɔɎɣɑəəɫ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ ɟ ȣəɞɑɜəɑɞɱ, ɞɚɍɞɚ. 

ɛɚɞɚɖɟ ɛɚɎɱɐɚɘɗɑəɨ, ɫɖɱ ɛɟɍɗɱɖɟɪɞɨɝɫ əɌ ɝɞɚɜɱəɖɌɡ Ɏɑɍ-ɝɌɕɞɱɎ, 

ɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ, ɍɗɚɏɌɡ ɞɚɥɚ, ɘɌɯ ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɫ ɝɟ-
ɣɌɝəɔɕ ɱəɝɞɜɟɘɑəɞɌɜɱɕ. ȾɌɖ Ɏɱɐɚɘɱ ɘɑɞɚɐɔ ɟɓɌɏɌɗɨəɑəəɫ ɱəɠɚɜ-

ɘɌɢɱɕəɔɡ ɘɌɝɔɎɱɎ (ɖɗɌɝɔɠɱɖɌɢɱɫ, ɠɌɓɚɎɑ ɟɖɜɟɛəɑəəɫ, ɖɗɌɝɞɑɜ-

əɔɕ ɌəɌɗɱɓ ɞɚɥɚ) Ɏɒɑ əɑ ɓɌɎɒɐɔ ɛɜɔɐɌɞəɱ əɌɎɱɞɨ ɐɗɫ ɌɐɑɖɎɌɞ-
əɚɏɚ ɖɱɗɨɖɱɝəɚɏɚ ɎɱɐɚɍɜɌɒɑəəɫ ɛɜɚɢɑɝɱɎ, ɥɚ ɎɱɐɍɟɎɌɪɞɨɝɫ Ɏ 

ɱəɠɚɜɘɌɢɱɕəɚɘɟ ɛɜɚɝɞɚɜɱ22 . 

ȶɱɗɨɖɱɝəɔɕ ɌəɌɗɱɓ ɐɔəɌɘɱɖɔ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ, ɥɚ ɏɑ-
əɑɜɟɪɞɨɝɫ Ɏ ȣəɞɑɜəɑɞɱ, ɝɞɌɯ ɝɨɚɏɚɐəɱ ɚɐəɔɘ ɱɓ əɌɕɍɱɗɨɤ ɱəɠɚɜ-

ɘɌɞɔɎəɔɡ ɘɑɞɚɐɱɎ ɐɚɝɗɱɐɒɑəəɫ ɌɖɞɟɌɗɨəɚɝɞɱ ɞɔɡ ɣɔ ɱəɤɔɡ ɞɑ-
ɘɌɞɔɣəɔɡ əɌɛɜɫɘɖɱɎ. ɂɫ ɐɔəɌɘɱɖɌ ɚɍɟɘɚɎɗɑəɌ ɜɱɓəɚɘɌəɱɞəɔɘɔ 

                                                                 
21

 ȰɚɐɚəɚɎ Ⱥ.ȯ., ȷɌəɐɑ Ȱ.Ȯ., Ȼɟɞɫɞɱə Ȯ.ȯ. ȣəɠɚɜɘɌɢɱɕəɱ ɛɚɞɚɖɔ Ɏ 
ɏɗɚɍɌɗɨəɔɡ ɖɚɘɛ'ɪɞɑɜəɔɡ ɘɑɜɑɒɌɡ. - ȶɔɲɎ: ȹɌɟɖɚɎɌ ɐɟɘɖɌ, 2009, - 295 
ɝ. ISBN  978 -966 -00-0973 -9 

22 Information  Operations  Recognition . From Nonlinear Analysis to D e-

cision -Making. A. Dodonov, D. Lande, V. Tsyganok, O. Andriichuk, S. 

Kadenko, A. Graivoronskaya. - LAP Lambert Academic Publishing, 2019. 

- 292 p.   
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ɫɖɱɝəɔɘɔ ɠɌɖɞɚɜɌɘɔ, ɍɌɏɌɞɚ ɓ ɫɖɔɡ əɑ ɛɱɐɐɌɪɞɨɝɫ ɞɚɣəɚɘɟ 
ɚɛɔɝɟ. ȺɐəɌɖ ɓɌɏɌɗɨəɔɕ ɡɌɜɌɖɞɑɜ ɞɔɘɣɌɝɚɎɚɲ ɓɌɗɑɒəɚɝɞɱ ɖɱɗɨ-

ɖɚɝɞɱ ɞɑɘɌɞɔɣəɔɡ ɛɟɍɗɱɖɌɢɱɕ ɟ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ Ɏɝɑ ɒ ɞɌɖɔ ɐɚ-

ɛɟɝɖɌɯ ɛɚɍɟɐɚɎɟ ɘɌɞɑɘɌɞɔɣəɔɡ ɘɚɐɑɗɑɕ, ɲɡ ɐɚɝɗɱɐɒɑəəɫ, ɛɜɚ-
ɏəɚɓɟɎɌəəɫ. Ƚɛɚɝɞɑɜɑɒɑəəɫ ɣɌɝɚɎɔɡ ɓɌɗɑɒəɚɝɞɑɕ ɚɍɝɫɏɱɎ ɘɑ-

ɜɑɒɑɎɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ ɛɑɜɑɖɚəɗɔɎɚ ɝɎɱɐɣɌɞɨ, ɥɚ ɘɑ-

ɡɌəɱɓɘɔ ɲɡ ɏɑəɑɜɌɢɱɲ ɞɌ ɛɚɤɔɜɑəəɫ, ɚɣɑɎɔɐəɚ, ɛɚɎ'ɫɓɌəɱ ɓɱ ɝɖɗɌ-
ɐəɔɘɔ əɑɗɱəɱɕəɔɘɔ ɛɜɚɢɑɝɌɘɔ. ȽɌɘɑ ɢɱɕ ɞɑɘɱ ɛɜɔɝɎɫɣɑəɚ ɢɑɕ 

ɜɚɓɐɱɗ. 

Ȱɗɫ ɌəɌɗɱɓɟ ɣɌɝɚɎɔɡ ɜɫɐɱɎ, ɥɚ ɎɱɐɚɍɜɌɒɌɪɞɨ ɓɌɗɑɒəɱɝɞɨ 

ɚɍɝɫɏɱɎ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ Ɏɱɐ ɣɌɝɟ, ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɜɱɓ-

əɚɘɌəɱɞəɱ ɘɑɞɚɐɔ ɞɌ ɛɱɐɡɚɐɔ. ȿ ɢɨɚɘɟ ɎɔɫɎɗɫɯɞɨɝɫ, ɥɚ ɢɑ ɛɱɐ-
ɡɚɐɔ ɎɓɌɯɘɚɛɚɎ'ɫɓɌəɱ ɱ ɍɱɗɨɤɑ, ɖɗɪɣɚɎɟ ɜɚɗɨ ɏɜɌɯ ɛɚəɫɞɞɫ ɖɚɜɑ-

ɗɫɢɱɲ. ȮɔɖɗɌɐ ɛɚɍɟɐɚɎɌəɚ əɌɎɖɚɗɚ ɝɡɑɘɔ, ɛɚɖɌɓɌəɚɲ əɌ ȼɔɝ. 5.1, 

ɛɜɔɣɚɘɟ ɚɝɚɍɗɔɎɟ ɟɎɌɏɟ ɛɜɔɐɱɗɑəɚ ɎɓɌɯɘɚɓɎ'ɫɓɖɌɘ. 

2.6.1 ɃɌɝɚɎɱ  ɜɫɐɔ 

ɃɌɝɚɎɔɕ ɜɫɐ ð ɢɑ əɌɍɱɜ ɓəɌɣɑəɨ, ɥɚ ɝɛɚɝɞɑɜɱɏɌɪɞɨɝɫ, ɟɛɚ-
ɜɫɐɖɚɎɌəɔɡ ɓɌ ɣɌɝɚɘ. ȰɌɗɱ ɜɚɓɏɗɫɐɌɞɔɘɟɞɨɝɫ ɐɔɝɖɜɑɞəɱ ɣɌɝɚɎɱ 

ɜɫɐɔ, ɓəɌɣɑəəɫ ɫɖɔɡ ɠɱɖɝɟɎɌɗɔɝɫ ɣɑɜɑɓ ɜɱɎəɱ ɛɜɚɘɱɒɖɔ ɣɌɝɟ. 

ȻɚɓəɌɣɌɞɔɘɑɘɚ ɞɌɖɔɕ ɣɌɝɚɎɔɕ ɜɫɐ 
1 2
, ,...,

T
x x x  Ɍɍɚ ɝɖɚɜɚɣɑəɚ 

{}
1

T

t t
x

=
. Ȼɜɔ ɢɨɚɘɟ ɜɚɓɟɘɱɯɘɚ, ɥɚ, ɠɱɖɝɌɢɱɫ ɓəɌɣɑəɨ ɜɫɐɟ Ɏɱɐɍɟ-

ɎɌɗɚɝɫ ɣɑɜɑɓ ɜɱɎəɔɕ ɛɜɚɘɱɒɚɖ ɣɌɝɟ :h  

0 0 0 0
2 1, , ,..., ( ) .t t h t h t T h+ + + -. 

 

ɋɖɥɚ ɓəɌɣɑəəɫ ɣɌɝɚɎɚɏɚ ɜɫɐɟ ɚɐəɚɓəɌɣəɚ ɎɔɓəɌɣɌɪɞɨɝɫ ɘɌ-

ɞɑɘɌɞɔɣəɔɘ Ɏɱɐəɚɤɑəəɫɘ (əɌɛɜɔɖɗɌɐ, t
x A vt= Ösin( )), ɞɚ ɘɚɎɌ 

ɕɐɑ ɛɜɚ ɝɞɌɞɔɝɞɔɣəɔɕ ɣɌɝɚɎɔɕ ɜɫɐ. ȾɌɖɱ ɜɫɐɔ ɍɟɐɟɞɨ ɜɚɓɏɗɫɐɌ-

ɞɔɝɫ ɐɌɗɱ. ȬəɌɗɱɓɟɪɣɔ ɣɌɝɚɎɱ ɜɫɐɔ, ɘɔ ɍɟɐɑɘɚ ɜɚɓɏɗɫɐɌɞɔ ɲɡ ɫɖ 

ɜɑɌɗɱɓɌɢɱɪ ɝɞɚɡɌɝɞɔɣəɚɏɚ ɛɜɚɢɑɝɟ. 

ȰɌɗɱ ɫɖ ɛɜɔɖɗɌɐ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔɘɟɞɨɝɫ ɞɜɔ ɣɌɝɚɎɔɡ ɜɫɐɔ, 

ɫɖɱ ɍɟɗɔ ɚɞɜɔɘɌəɱ ɓɌ ɐɚɛɚɘɚɏɚɪ ɛɚɛɟɗɫɜəɚɏɚ ɘɑɜɑɒɑɎɚɏɚ ɝɑɜɎɱ-

ɝɟ Google Trends. ɂɱ ɣɌɝɚɎɱ ɜɫɐɔ ɎɱɐɚɍɜɌɒɌɪɞɨ ɜɱɎɑəɨ ɱəɞɑɜɑɝɟ 
ɐɚ ȰɚəɌɗɨɐɌ ȾɜɌɘɛɌ, ɁɱɗɗɌɜɱ ȶɗɱəɞɚə ɞɌ "ɜɚɝɱɕɝɨɖɔɡ ɡɌɖɑɜɱɎ" ɓ 

ɝɑɜɛəɫ 2016 ɜɚɖɟ ɛɚ ɖɎɱɞɑəɨ 2017 ɜɚɖɟ. ɃɌɝɚɎɱ ɜɫɐɔ, ɚɞɜɔɘɌəɱ 

ɓɌ ɐɚɛɚɘɚɏɚɪ Google Trends, ɛɚɖɌɓɟɪɞɨ ɐɔəɌɘɱɖɟ ɛɚɛɟɗɫɜəɚɝɞɱ 
ɛɚɤɟɖɚɎɚɏɚ ɓɌɛɔɞɟ. ȸɌɖɝɔɘɌɗɨəɌ ɞɚɣɖɌ əɌ ɏɜɌɠɱɖɟ ɐɚɜɱɎəɪɯ 
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100 ɱ ɎɱɐɛɚɎɱɐɌɯ ɐɌɞɱ, ɖɚɗɔ ɓɌɛɔɞ ɍɟɎ əɌɕɍɱɗɨɤ ɛɚɛɟɗɫɜəɔɘ, Ɍ 
ɱəɤɱ ɞɚɣɖɔ əɌ ɏɜɌɠɱɖɟ ɎɔɓəɌɣɌɪɞɨɝɫ ɟ ɎɱɐɝɚɞɖɚɎɚɘɟ ɝɛɱɎɎɱɐ-

əɚɤɑəəɱ ɐɚ ɘɌɖɝɔɘɟɘɟ. ȿɝɱ ɞɜɔ ɣɌɝɚɎɔɡ ɜɫɐɔ ɛɚɖɌɓɌəɱ əɌ ȼɔɝ. 

8. Ȱɗɫ ɛɜɚɝɞɚɞɔ ɛɚɝɔɗɌəɨ əɌ ɐɌəɱ ɜɫɐɔ əɌɐɌɗɱ ɛɚɓəɌɣɔɘɚ ɲɡ Ⱦ 
(Ȱ. ȾɜɌɘɛ), ȶ (Ɂ. ȶɗɱəɞɚə), Ɂ (çɜɚɝɱɕɝɨɖɱ ɡɌɖɑɜɔè). 

 

ȼɔɝɟəɚɖ 8 ð ɃɌɝɚɎɱ ɜɫɐɔ, ɥɚ ɎɱɐɚɍɜɌɒɌɪɞɨ ɓɌɢɱɖɌɎɗɑəɱɝɞɨ ɐɚ 

ȰɚəɌɗɨɐɌ ȾɜɌɘɛɌ (Ⱦ), ɁɱɗɗɌɜɱ ȶɗɱəɞɚə (ȶ) ɞɌ "ɜɚɝɱɕɝɨɖɔɡ ɡɌɖɑɜɱɎ" 
(Ɂ) ɓ 1 ɝɑɜɛəɫ 2016 ɜɚɖɟ ɛɚ 1 ɖɎɱɞəɫ 2017 ɜɚɖɟ ɓ Google 

Trends 23 . 

ȿ ɐɑɫɖɔɡ ɎɔɛɌɐɖɌɡ ɖɚɜɔɝəɚ ɜɚɓɏɗɫəɟɞɔ ɏɗɌɐɖɱɤɟ Ɏɑɜɝɱɪ Ɏɔ-

ɡɱɐəɚɏɚ ɣɌɝɚɎɚɏɚ ɜɫɐɟ. ȳɏɗɌɐɒɟɎɌəəɫ ɐɚɛɚɘɌɏɌɯ ɎɔɫɎɔɞɔ ɝɟɞ-

ɞɯɎɱ ɞɑəɐɑəɢɱɲ Ɏ ɐɔəɌɘɱɢɱ ɜɫɐɟ, ɛɜɔɡɚɎɌɎɤɔ ɛɜɔ ɢɨɚɘɟ ɤɟɘ ɞɌ 
ɜɱɓəɱ ɚɝɚɍɗɔɎɚɝɞɱ, ɥɚ ɎɔɫɎɗɫɪɞɨɝɫ ɛɜɔ əɑɎɑɗɔɖɔɡ ɘɌɝɤɞɌɍɌɡ. 

ȣɝəɟɪɞɨ ɜɱɓəɚɘɌəɱɞəɱ ɘɑɞɚɐɔ ɓɏɗɌɐɒɟɎɌəəɫ. ȹɌɕɍɱɗɨɤ ɛɜɚɝɞɔɕ 

ɝɛɚɝɱɍ ɓɏɗɌɐɒɟɎɌəəɫ - ɢɑ ɚɍɣɔɝɗɑəəɫ ɖɚɎɓəɚɏɚ ɝɑɜɑɐəɨɚɏɚ. 
Ȼɜɚɝɞɑ ɖɚɎɓəɑ ɝɑɜɑɐəɯ ɐɚɜɱɎəɪɯ ɝɑɜɑɐəɨɚɘɟ Ɍɜɔɠɘɑɞɔɣəɚɘɟ 

ɓəɌɣɑəəɪ ɑɗɑɘɑəɞɱɎ ɜɫɐɟ ɓ ɱəɞɑɜɎɌɗɟ ɓɌɐɌəɚɲ ɐɚɎɒɔəɔ, Ɍ ɝɌɘɑ: 

1

0

1
,

w

t t i

i

SMA x
w

-

-

=

= ä  

ʜʝ w ð h ʠʨʠʥʘ ʽʥʪʝʨʚʘʣʫ ʟʛʣʘʜʞʫʚʘʥʥʷ (ʢʽʣʴʢʽʩʪʴ ʝʣʝʤʝʥʪʽʚ, ʟʘ ̫ ʢʠ-

ʤʠ ʨʦʟʨʘʭʦʚʫʻʪʴʩʷ ʩʝʨʝʜʥʷ), t
SMAð ʟʥʘʯʝʥʥʷ ʧʨʦʩʪʦʛʦ ʢʦʚʟʥʦʛʦ ʩʝ-

                                                                 
23

Information Operations Recognition. From Nonlinear Analysis to D e-

cision -Making A. Dodonov, D. Lande, V. Tsyganok, O. Andriichuk, S. 

Kadenko, A. Graivoronskaya - LAP Lambert Academic Publishing, 2019. - 

292 p. ISBN -13: 978 -620 -0-27697 -1,  
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ʨʝʜʥʴʦʛʦ ʫ ʪʦʯʮʽ t . ʆʪʨʠʤʘʥʝ ʟʥʘʯʝʥʥʷ  
t

SMA ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʩʝʨʝ-

ʜʠʥʠ ʽʥʪʝʨʚʘʣʫ ʟʛʣʘʜʞʫʚʘʥʥʷ, ʪʦʤʫ ʟʛʣʘʜʞʝʥʠʡ ʨʷʜ 
t

y  ʤʦʞʝ ʙʫʪʠ 

ʚʠʟʥʘʯʝʥʠʡ ʷʢ 
2

.
t w

t

y SMA
è ø
+é ù
ê ú

=   

Ȼɜɔ ɎɔɖɚɜɔɝɞɌəəɱ ɓɏɗɌɐɒɟɎɌəəɫ ɖɚɎɓəɔɘ ɝɑɜɑɐəɱɘ, ɣɔɘ ɍɱ-

ɗɨɤɑ ɤɔɜɔəɌ ɱəɞɑɜɎɌɗɟ ɓɏɗɌɐɒɟɎɌəəɫ, ɞɔɘ ɍɱɗɨɤ ɏɗɌɐɖɚɪ Ɏɔɕ-
ɐɑ ɠɟəɖɢɱɫ. ȼɔɝ. 9 ɛɚɖɌɓɌəɚ, ɫɖ ɎɔɏɗɫɐɌɯ ɓɏɗɌɐɒɑəɔɕ ɜɫɐ Ⱦ  ɓɱ 

ɓɍɱɗɨɤɑəəɫɘ ɓəɌɣɑəəɫ w. 

 

ȼɔɝɟəɚɖ 9 ð Ȯɔɡɱɐəɔɕ ɜɫɐ Ⱦ ɞɌ ɓɏɗɌɐɒɑəɔɕ ɛɜɚɝɞɔɘ ɖɚɎɓəɔɘ 

ɝɑɜɑɐəɱɘ ɓ ɤɔɜɔəɚɪ ɱəɞɑɜɎɌɗɟ ɓɏɗɌɐɒɟɎɌəəɫ 2, 7, 12, 18 

ȼɑɓɟɗɨɞɌɞɔ ɓɏɗɌɐɒɟɎɌəəɫ ɜɫɐɟ ɘɚɒəɌ ɛɜɚɐɑɘɚəɝɞɜɟɎɌɞɔ əɌ 

ɏɜɌɠɱɖɟ, ɐɑ Ɏɱɝɨ Ɍɍɝɢɔɝ ɎɱɐɛɚɎɱɐɌɯ ɣɌɝɚɎɱɕ Ɏɱɝɱ, Ɍ ɎɓɐɚɎɒ Ɏɱɝɱ 
ɚɜɐɔəɌɞ ɎɱɐɖɗɌɐɑəɚ ɤɔɜɔəɟ ɓɏɗɌɐɒɟɪɣɚɏɚ ɱəɞɑɜɎɌɗɟ. ȹɌ ɏɜɌ-

ɠɱɖɟ ɛɚɖɌɓɌəɱ ɓəɌɣɑəəɫ y
t
w  ð ɞɚɍɞɚ ɱɝəɟɪɞɨ ɑɗɑɘɑəɞɔ ɓɏɗɌɐɒɑ-

əɚɏɚ ɜɫɐɟ ɟ ɞɚɣɢɱ t  ɛɜɔ ɎɔɖɚɜɔɝɞɌəəɱ ɱəɞɑɜɎɌɗɟ ɤɔɜɔəɚɪ w  
(ȼɔɝ. 10). Ȼɜɔ ɚɍɣɔɝɗɑəəɱ ɛɜɚɝɞɚɏɚ ɖɚɎɓəɚɏɚ ɝɑɜɑɐəɨɚɏɚ Ɏɝɱ ɞɚɣ-

ɖɔ, ɫɖɱ ɛɚɞɜɌɛɔɗɔ Ɏ ɓɏɗɌɐɒɟɪɣɔɕ ɱəɞɑɜɎɌɗ, ɘɌɪɞɨ ɚɐəɌɖɚɎɟ 

ɎɌɏɟ. 

ȳɜɚɓɟɘɱɗɚ, ɥɚ ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ əɑɜɱɎəɱ ɎɌɏɔ. Ⱥɞɒɑ, 

ɘɔ ɛɑɜɑɡɚɐɔɘɚ ɐɚ ɎɔɓəɌɣɑəəɫ ɓɎɌɒɑəɚɏɚ ɖɚɎɓəɚɏɚ ɝɑɜɑɐəɨɚɏɚ 

ɓəɌɣɑəəɫ: 
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ɐɑ 
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ȼɔɝɟəɚɖ 10 ð ȳəɌɣɑəəɫ ɓɏɗɌɐɒɑəɔɡ ɣɌɝɚɎɔɡ ɜɫɐɱɎ Ⱦ (Ɍ), ȶ (ɍ) ɞɌ Ɂ 

(Ɏ) ɓɌ ɐɚɛɚɘɚɏɚɪ ɛɜɚɝɞɚɏɚ ɖɚɎɓəɚɏɚ ɝɑɜɑɐəɨɚɏɚ Ɏ ɓɌɗɑɒəɚɝɞɱ Ɏɱɐ ɤɔɜɔ-

əɔ ɓɏɗɌɐɒɟɪɣɚɏɚ ɱəɞɑɜɎɌɗɟ  

ɋɖ ɛɜɔɖɗɌɐɔ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɣɌɝɚɎɱ ɜɫɐɔ Ⱦ, ȶ ɱ Ɂ, ɫɖɱ ɘɌɪɞɨ 
ɞɔɒəɑɎɟ ɛɑɜɱɚɐɔɣəɱɝɞɨ. Ȯɱɐɚɘɚ, ɥɚ ɛɟɍɗɱɖɌɢɱɫ ɛɚɎɱɐɚɘɗɑəɨ əɚ-

Ɏɔə ɣɌɝɞɚ ɎɱɐɍɟɎɌɯɞɨɝɫ ɓ ɞɔɒəɑɎɚɪ ɛɑɜɱɚɐɔɣəɱɝɞɪ, Ɍ ɞɌɖɚɒ 

ɌɖɞɔɎəɱɝɞɨ ɖɚɜɔɝɞɟɎɌɣɱɎ ɜɱɓəɔɞɨɝɫ Ɏ ɍɟɐəɱ ɱ Ɏɔɡɱɐəɱ ɐəɱ. ɂɑ ɡɌ-
ɜɌɖɞɑɜəɌ ɎɗɌɝɞɔɎɱɝɞɨ ɍɌɏɌɞɨɚɡ ɛɜɚɢɑɝɱɎ Ɏ ɱəɠɚɜɘɌɢɱɕəɚɘɟ ɛɜɚ-

ɝɞɚɜɱ. Ȱɗɫ ɞɚɏɚ ɥɚɍ Ɏɔɖɗɪɣɔɞɔ ɛɑɜɱɚɐɔɣəɟ ɖɚɘɛɚəɑəɞɟ ɓ ɜɫɐɱɎ, 

ɓɏɗɌɐɔɘɚ ɲɡ ɓɌ ɐɚɛɚɘɚɏɚɪ ɛɜɚɝɞɚɏɚ ɝɑɜɑɐəɨɚɏɚ ɖɚɎɓəɚɏɚ ɓ ɱəɞɑ-
ɜɎɌɗɚɘ ɤɔɜɔəɚɪ 7 (ɣɔɝɗɚ ɐəɱɎ ɟ ɞɔɒəɱ) ɎɱɐɛɚɎɱɐəɚ ɐɚ ɠɚɜɘɟɗɔ: 

3 2 1 1 2 3

7
,New t t t t t t t

t

x x x x x x x
x - - - + + +

+ + + + + +
=  

ɐɑ 
tx  ð Ɏɔɡɱɐəɱ ɓəɌɣɑəəɫ ɜɫɐɟ, New

tx ð əɚɎɑ ɓəɌɣɑəəɫ ɜɫɐɟ Ɏ ɘɚ-

ɘɑəɞ ɣɌɝɟ t. ȹɌ ȼɔɝ. 11 əɌɎɑɐɑəɱ ɓɏɗɌɐɒɑəɱ ɣɌɝɚɎɱ ɜɫɐɔ. 
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ȼɔɝɟəɚɖ 11 ð ɣɌɝɚɎɱ ɜɫɐɔ Ⱦ, ȶ ɱ Ɂ, ɓɏɗɌɐɒɑəɱ ɓɌ ɐɚɛɚɘɚɏɚɪ ɛɜɚɝɞɚɏɚ 
ɝɑɜɑɐəɨɚɏɚ ɖɚɎɓəɚɏɚ ɓ ɱəɞɑɜɎɌɗɚɘ ɐɚɎɒɔəɔ 7 

Ʌɑ ɚɐɔə ɣɌɝɞɚ ɎɔɖɚɜɔɝɞɚɎɟɎɌəɔɕ ɘɑɞɚɐ ɓɏɗɌɐɒɟɎɌəəɫ ɜɫɐɱɎ 

- ɢɑ ɑɖɝɛɚəɑəɢɱɌɗɨəɑ ɓɏɗɌɐɒɟɎɌəəɫ. Ȼɚɛɑɜɑɐəɱ ɓəɌɣɑəəɫ ɜɫɐɟ 

ɎɜɌɡɚɎɟɪɞɨɝɫ ɓ ɎɌɏɚɪ, ɥɚ ɑɖɝɛɚəɑəɢɱɌɗɨəɚ ɓɘɑəɤɟɯɞɨɝɫ. Ȼɚɓ-

əɌɣɔɘɚ ɑɗɑɘɑəɞɔ ɓɏɗɌɐɒɑəɚɏɚ ɜɫɐɟ
t

y , ɱ ɚɐɜɌɓɟ ɎɔɓəɌɣɔɘɚ  

0 0
y x= . ȹɌɝɞɟɛəɱ ɑɗɑɘɑəɞɔ ɜɫɐɟ 

t
y  ɚɞɜɔɘɟɪɞɨɝɫ ɓɌ ɐɚɛɚɘɚɏɚɪ 

ɜɑɖɟɜɝɔɎəɚɲ ɠɚɜɘɟɗɔ 

1
1( ) ,

t t t
y x ya a

-
= + -

 

ɐɑ 0 Ȁ 1 ð  ɖɚɑɠɱɢɱɯəɞ ɓɏɗɌɐɒɟɎɌəəɫ. ȺɣɑɎɔɐəɚ, ɥɚ ɛɜɔ 

Ȁ 1 ɜɫɐ, ɥɚ ɚɞɜɔɘɟɯɞɨɝɫ, 
t

y  ɝɛɱɎɛɌɐɌɯ ɓ Ɏɔɡɱɐəɔɘ 
t

x . ȾɌɖɔɘ 

ɣɔəɚɘ, ɫɖɥɚ ɓəɌɣɑəəɫ Ȁ ɍɗɔɓɨɖɑ ɐɚ 1, ɞɚ əɌɕɍɱɗɨɤɔɌ ɎɌɏɌ ɛɜɔ 

ɎɔɓəɌɣɑəəɱ 
t

y  ɛɜɔɓəɌɣɌɯɞɨɝɫ ɎɱɐɛɚɎɱɐəɚɘɟ 
t

x , Ɍ ɛɚɛɑɜɑɐəɫ 

ɱɝɞɚɜɱɫ ɘɌɗɚɓəɌɣɟɥɌ. ȳ ɱəɤɚɏɚ ɍɚɖɟ, ɫɖɥɚ ɍ Ȁ ɐɚɜɱɎəɪɎɌɗɚɝɨ 0, 

ɞɚ Ɏɑɝɨ ɜɫɐ 
t

y  ɓɏɗɌɐɔɎɝɫ ɍ ɐɚ ɚɐəɚɏɚ ɓəɌɣɑəəɫ 
0t

y y= . Ⱦɚɍɞɚ 

ɛɜɔ Ȁ ɍɗɔɓɨɖɚɘɟ ɐɚ 0 ɛɚɛɑɜɑɐəɫ ɱɝɞɚɜɱɫ ɜɫɐɟ ɎɜɌɡɚɎɟɯɞɨɝɫ ɓ 

ɍɱɗɨɤɚɪ ɎɌɏɚɪ, əɱɒ ɛɚɞɚɣəɑ  ɓəɌɣɑəəɫ. 

ȹɌ ȼɔɝ. 12 əɌɎɑɐɑəɚ ɜɫɐ Ⱦ, Ɍ ɞɌɖɚɒ ɎɱɐɛɚɎɱɐəɱ ɓɏɗɌɐɒɑəɱ ɜɫ-
ɐɔ ɛɜɔ ɜɱɓəɔɡ ɓəɌɣɑəəɫɡ ɛɌɜɌɘɑɞɜɟ Ȁ. 

ɋɖ ɱ ɟ ɎɔɛɌɐɖɟ ɓ ɛɜɚɝɞɔɘ ɖɚɎɓəɔɘ ɝɑɜɑɐəɱɘ, ɛɜɚɐɑɘɚəɝɞɜɟ-

ɯɘɚ ɜɑɓɟɗɨɞɌɞɔ ɓɏɗɌɐɒɟɎɌəəɫ ɜɫɐɟ əɌ ɏɜɌɠɱɖɟ. Ȯ ɐɌəɚɘɟ ɎɔɛɌ-

ɐɖɟ ɎɓɐɚɎɒ ɚɝɱ ɚɜɐɔəɌɞ ɎɱɐɖɗɌɐɑɘɚ ɛɌɜɌɘɑɞɜ Ȁ (ȼɔɝ. 13). ȹɌ 

ɏɜɌɠɱɖɌɡ əɌɎɑɐɑəɱ ɓəɌɣɑəəɫ  y
t
Ȁ ð ɓəɌɣɑəəɫ ɟ ɞɚɣɢɱ  t ɓɏɗɌɐɒɑ-

əɚɏɚ ɓ ɛɌɜɌɘɑɞɜɚɘ Ȁ Ɏɔɡɱɐəɚɏɚ ɜɫɐɟ. 
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ȼɔɝɟəɚɖ 12 ð ȻɚɣɌɞɖɚɎɔɕ ɜɫɐ Ⱦ ɞɌ ɓɏɗɌɐɒɑəɔɕ ɓɌ ɐɚɛɚɘɚɏɚɪ ɑɖɝ-
ɛɚəɑəɢɱɌɗɨəɚɏɚ ɓɏɗɌɐɒɟɎɌəəɫ ɓ ɛɌɜɌɘɑɞɜɚɘ, ɜɱɎəɔɘ 0,84, 0,63, 0,42, 
0,16  

 

 
 ͊

 
 ͋

 
 ͍

ȼɔɝɟəɚɖ 13 ð  ȳəɌɣɑəəɫ ɑɖɝɛɚəɑəɢɱɌɗɨəɚɏɚ ɓɏɗɌɐɒɑəɔɡ ɣɌɝɚɎɔɡ 
ɜɫɐɱɎ Ⱦ(Ɍ), ȶ(ɍ) ɞɌ Ɂ(Ɏ) ɓɌɗɑɒəɚ Ɏɱɐ ɛɌɜɌɘɑɞɜɌ Ȁ. ȮɓɐɚɎɒ  ɚɝɱ Ɍɍɝɢɔɝ 
ɎɱɐɖɗɌɐɑəɚ ɣɌɝ, Ɍ ɎɓɐɚɎɒ ɚɝɱ ɚɜɐɔəɌɞ ð ɛɌɜɌɘɑɞɜ Ȁ 

ȬəɌɗɱɞɔɖɌ Ɏ Elasticsearch ɛɜɔɓəɌɣɑəɌ ɐɗɫ ɚɞɜɔɘɌəəɫ ɛɚɎ-

əɚɲ ɖɌɜɞɔəɔ ɐɌəɔɡ. Ȼɜɔ ɛɚɤɟɖɟ ɐɑɞɌɗɨəɚ ɜɚɓɏɗɫɐɌɯɞɨɝɫ ɐɑɖɱɗɨ-
ɖɌ ɓɌɛɔɝɱɎ, ɌəɌɗɱɞɔɖɌ ɒ ɐɚɓɎɚɗɫɯ ɛɚɏɗɫəɟɞɔ əɌ ɐɌəɱ ɤɔɜɤɑ ɱ 

ɓɏɜɟɛɟɎɌɞɔ ɲɡ ɜɱɓəɔɘɔ ɝɛɚɝɚɍɌɘɔ. 

ȼɑɌɗɱɓɌɢɱɫ ɌɏɜɑɏɌɢɱɲ ɟ ɓɌɛɔɞɌɡ 

ȬɏɜɑɏɌɢɱɫ Ɏ Elasticsearch, ɫɖɌ ɎɔɓəɌɣɌɯɞɨɝɫ ɑɗɑɘɑəɞɚɘ 

aggregations, ɐɚɓɎɚɗɫɯ ɚɞɜɔɘɟɎɌɞɔ ɟɓɌɏɌɗɨəɑəɱ ɓɌ ɐɑɫɖɚɪ ɚɓəɌ-

ɖɚɪ ɐɌəɱ. Ȯɝɱ ɓɌɛɔɞɔ əɌ ɌɏɜɑɏɌɢɱɪ ɘɌɪɞɨ Ɏɔɏɗɫɐ: 

GET /<index_name>/<type_name>/_search  
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{ 

"query ": { ... ɞɔɛ ɓɌɛɔɞɟ ... },  

"aggregations ": { 

... ɞɔɛ ɌɏɜɑɏɌɢɱɲ ... 

} 

}, 

"size ": 0  

} 

ȱɗɑɘɑəɞ aggregations ɛɚɎɔəɑə ɘɱɝɞɔɞɔ ɠɌɖɞɔɣəɔɕ ɓɌɛɔɞ Ɍɏ-
ɜɑɏɌɢɱɲ. Ⱦɱɗɚ ɓɌɛɔɞɟ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɍɌɒɌəɚɏɚ ɞɔɛɟ ɌɏɜɑɏɌɢɱɲ. ȹɑ-

ɚɍɚɎ'ɫɓɖɚɎɔɕ ɑɗɑɘɑəɞ query ɎɖɌɓɟɯ ɖɚəɞɑɖɝɞ ɌɏɜɑɏɌɢɱɲ, ɞɚɍɞɚ 

ɫɖɥɚ əɑɚɍɡɱɐəɚ ɚɍɘɑɒɔɞɔ ɖɚəɞɑɖɝɞ ɌɏɜɑɏɌɢɱɲ, əɑɚɍɡɱɐəɚ ɎɖɌɓɌ-
ɞɔ ɑɗɑɘɑəɞ query. ȬɏɜɑɏɌɢɱɫ ɍɟɐɑ ɎɜɌɡɚɎɟɎɌɞɔ Ɏɝɱ ɐɚɖɟɘɑəɞɔ 

ɐɌəɚɏɚ ɱəɐɑɖɝɟ ɱ ɞɔɛɟ, ɫɖɥɚ əɑ ɎɖɌɓɌəɚ ɑɗɑɘɑəɞ query (ɘɔ ɘɚ-

ɒɑɘɚ ɎɎɌɒɌɞɔ ɕɚɏɚ ɜɱɎəɔɘ ɓɌɛɔɞɚɘ match_all, ɫɖɥɚ əɑɘɌɯ ɱə-
ɤɚɏɚ ɓɌɛɔɞɟ). ȹɌɛɜɔɖɗɌɐ, ɢɑɕ ɛɌɜɌɘɑɞɜ ɎɖɌɓɟɯɞɨɝɫ, ɫɖɥɚ əɑ-

ɚɍɡɱɐəɚ, ɥɚɍ ɌɏɜɑɏɌɢɱɫ ɛɜɌɢɪɎɌɗɌ əɑ ɓɌ ɎɝɱɘɌ ɐɌəɔɘɔ, Ɍ ɞɱɗɨɖɔ 

ɛɚ ɛɑɎəɔɘɔ ɐɚɖɟɘɑəɞɌɘɔ, ɫɖɱ ɎɱɐɛɚɎɱɐɌɪɞɨ ɖɚəɖɜɑɞəɔɘ ɟɘɚ-
ɎɌɘ.  

ȳɌɛɔɞ ɠɱɗɨɞɜɟɯ ɐɚɖɟɘɑəɞɔ, ɫɖɱ ɍɟɐɟɞɨ ɚɍɜɚɍɗɑəɱ ɑɗɑɘɑəɞɚɘ 

aggregations. ȱɗɑɘɑəɞ size ɎɖɌɓɟɯ, ɝɖɱɗɨɖɔ ɎɱɐɛɚɎɱɐəɔɡ ɛɚɤɟɖɟ 
ɐɚɖɟɘɑəɞɱɎ ɛɚɎɔəəɚ ɍɟɞɔ ɛɚɎɑɜəɟɞɚ ɟ ɎɱɐɛɚɎɱɐɱ. ȳəɌɣɑəəɫ ɓɌ 

ɓɌɘɚɎɣɟɎɌəəɫɘ ɝɞɌəɚɎɔɞɨ 10. ɋɖɥɚ ɓəɌɣɑəəɫ size əɑ ɎɖɌɓɌəɚ, 

ɎɱɐɛɚɎɱɐɨ ɍɟɐɑ ɘɱɝɞɔɞɔ əɑ ɍɱɗɨɤɑ ɐɑɝɫɞɔ ɜɑɗɑɎɌəɞəɔɡ ɐɚɖɟɘɑə-
ɞɱɎ. ȳɌɓɎɔɣɌɕ, ɫɖɥɚ əɑɚɍɡɱɐəɚ ɚɞɜɔɘɌɞɔ ɞɱɗɨɖɔ ɛɑɜɤɱ ɞɑɝɞɚɎɱ 

ɜɑɓɟɗɨɞɌɞɔ ɌɏɜɑɏɌɢɱɲ, əɑɚɍɡɱɐəɚ ɛɜɔɝɎɚɪɎɌɞɔ ɑɗɑɘɑəɞɟ size ɓəɌ-

ɣɑəəɫ 0, ɥɚɍ əɑ ɚɞɜɔɘɟɎɌɞɔ ɱəɤɔɡ ɜɑɓɟɗɨɞɌɞɱɎ.  

Ȱɗɫ ɚɞɜɔɘɌəəɫ ɐɔəɌɘɱɖɔ ɖɱɗɨɖɚɝɞɱ ɛɟɍɗɱɖɌɢɱɕ ɓɌ ɓɌɛɔɞɚɘ Ɏ 

Elasticsearch, əɑɚɍɡɱɐəɚ ɓɐɱɕɝəɔɞɔ ɌɏɜɑɏɌɢɱɪ  ɐɌəɔɡ, ɫɖɱ Ɏɱɐɛɚ-
ɎɱɐɌɪɞɨ ɞɑɘɌɞɔɢɱ, ɎɔɓəɌɣɑəɱɕ ɛɑɜɎɔəəɔɘ ɓɌɛɔɞɚɘ ɓɌ ɛɚɗɑɘ, ɥɚ 

ɎɱɐɛɚɎɱɐɌɯ ɓəɌɣɑəəɪ ɐɌɞɔ ɱ ɣɌɝɟ. ȶɚəɖɜɑɞəɚ, ɥɚɍɔ ɓɐɱɕɝəɔɞɔ 

ɌɏɜɑɏɌɢɱɪ ɓɌ ɐɌɞɌɘɔ Ɏɝɱɡ ɐɚɖɟɘɑəɞɱɎ ɱɓ ɱəɐɑɖɝɟ hb, ɥɚ ɎɱɐɛɚɎɱ-
ɐɌɪɞɨ ɓɌɛɔɞɟ  Samsung, ɓɌ ɛɚɗɑɘ ɣɌɝɟ, ɎɎɚɐɔɘɚ ɓɌɛɔɞ ɟ ɠɚɜ-

ɘɌɞɱ JSON: 

curl -XGET 'http://localhost:9200/hb/_search?pretty=true' ςH  'Content-
Type: application/json' -d ' 
{ 
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"query": 
        {"multi_match": 
           {"query" : "Samsung", 
           "fields": 
                ["title","textBody"] 
           } 
        }, 
"aggregations": 
        {  "dates_with_holes": 
            {   "date_histogram": 
                {   "field": "pubDate", 
                    "interval": "day", 
                    "min_doc_count": 0 
                } 
            } 
        }, 
"size": 0  
}' 

ȿ ɜɑɓɟɗɨɞɌɞɱ ɎɔɖɚəɌəəɫ ɢɨɚɏɚ ɓɌɛɔɞɟ ɚɞɜɔɘɟɯɘɚ Ɏɔɡɱɐəɱ ɐɌəɱ 

ɐɗɫ ɛɚɍɟɐɚɎɔ ɐɱɌɏɜɌɘɔ ð ɎɱɐɛɚɎɱɐɨ ɞɌɖɚɏɚ Ɏɔɏɗɫɐɟ: 

{ 
  "took" : 2, 
  "timed_out" : false, 
  "_shards" : { 
    "total" : 1, 
    "successful" : 1, 
    "skipped" : 0, 
    "failed" : 0 
  }, 
  "hits" : { 
    "total" : { 
      "value" : 10000, 
      "relation" : "gte" 
    }, 
    "max_score" : null, 
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    "hits" : [ ] 
  }, 
  "aggregations" : { 
    "dates_with_holes" : { 
      "buckets" : [ 
        { 
         "key_as_string" : "2019-07-27T00:00:00.000Z", 
          "key" : 1564185600000, 
          "doc_count" : 1 
        }, 
        { 
         "key_as_string" : "2019-07-28T00:00:00.000Z", 
          "key" : 1564272000000, 
          "doc_count" : 2 
        }, 
. . . 
 { 
         "key_as_string" : "2021-03-04T00:00:00.000Z", 
          "key" : 1614816000000, 
          "doc_count" : 35 
        }, 
        { 
         "key_as_string" : "2021-03-05T00:00:00.000Z", 
          "key" : 1614902400000, 
          "doc_count" : 40 
        } 
      ] 
    } 
  } 
} 

ɂɱ  ɐɌəɱ ɘɚɒəɌ ɚɞɜɔɘɌɞɔ ɱɓ ɱəɝɞɜɟɘɑəɞɌ Console ɝɔɝɞɑɘɔ 
Kibana (ȼɔɝ. 14). 

Ȱɗɫ ɛɚɐɌɗɨɤɚɲ ɚɍɜɚɍɖɔ ɐɚɝɞɌɞəɨɚ ɓɌɝɞɚɝɚɎɟɎɌɞɔ  ɐɌəɱ, ɥɚ 

ɎɱɐɛɚɎɱɐɌɪɞɨ ɛɚɗɫɘ  key_as_string ɱ doc_count. 
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ȼɔɝɟəɚɖ 14 ð  ȼɑɓɟɗɨɞɌɞɔ ɌɏɜɑɏɌɢɱɲ Ɏ ɖɚəɝɚɗɱ ɝɔɝɞɑɘɔ Kibana 

Ȱɗɫ ɓɌɝɞɚɝɟɎɌəəɫ ɚɞɜɔɘɌəɔɡ ɜɑɓɟɗɨɞɌɞɱɎ ɟ ɝɑɜɑɐɚɎɔɥɱ  
ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ ɝɔɝɞɑɘ ɚɍɜɚɍɖɔ ɢɔɠɜɚɎɔɡ ɐɌəɔɡ, ɘɚɒəɌ ɛɑɜɑ-

ɞɎɚɜɔɞɔ ɲɡ ɐɚ ɠɚɜɘɌɞɟ CSV ɓɌ ɐɚɛɚɘɚɏɚɪ ɛɜɚɏɜɌɘɔ ɘɚɎɚɪ 

Python.  

ȿ ɜɑɓɟɗɨɞɌɞɱ ɎɔɖɚəɌəəɫ ɛɜɚɏɜɌɘɔ ɘɚɒəɌ ɚɞɜɔɘɌɞɔ ɐɌəɱ ɟ 

ɠɚɜɘɌɞɱ CSV ɞɌɖɚɏɚ Ɏɔɏɗɫɐɟ: 

2019 -07-27;1  

2019 -07-28;2  

2019 -07-29;0  

. . .  

2021 -03-03;32  

2021 -03-04;35  

2021 -03-05;40  

Ȱɗɫ ɛɚɐɌɗɨɤɚɲ ɚɍɜɚɍɖɔ ɐɌəɔɡ Ɏ ɠɚɜɘɌɞɱ ɓɌɎɌəɞɌɒɔɘɚ 

ɚɞɜɔɘɌəɔɕ CSV-ɠɌɕɗ ɟ ɝɑɜɑɐɚɎɔɥɑ Excel ɱ ɛɚɍɟɐɟɯɘɚ ɏɜɌɠɱɖ 
ɐɔəɌɘɱɖɔ ɛɚɎɱɐɚɘɗɑəɨ (ȼɔɝ. 15). 
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ȼɔɝɟəɚɖ 15 ð  ȳɌɎɌəɞɌɒɑəɱ Ɏ ɝɔɝɞɑɘɟ Excel ɐɌəɱ ɞɌ ɛɚɍɟɐɚ-

ɎɌəɔɕ ɏɜɌɠɱɖ 

Ȼɱɝɗɫ  ɓɌɎɌəɞɌɒɑəəɫ CSV-ɠɌɕɗɟ Ɏ ɝɔɝɞɑɘɟ ɢɔɠɜɚɎɚɲ ɚɍɜɚɍ-

ɖɔ ɐɌəɔɡ ɎɔəɔɖɌɪɞɨ ɛɜɚɝɞɱ ɘɚɒɗɔɎɚɝɞɱ ɕɚɏɚ ɝɞɌɞɔɝɞɔɣəɚɏɚ 
ɚɍɜɚɍɗɑəəɫ. ȹɌ ȼɔɝ. 16 əɌɎɑɐɑəɚ ɛɜɔɖɗɌɐ ɓəɌɡɚɐɒɑəəɫ ɛɚɗɱəɚ-

ɘɱɌɗɨəɚɏɚ ɞɜɑəɐɟ ɢɨɚɏɚ ɜɫɐɟ. 

 

 
ȼɔɝɟəɚɖ 16 ð  ȻɚɗɱəɚɘɱɌɗɨəɔɕ ɞɜɑəɐ ɣɌɝɚɎɚɏɚ ɜɫɐɟ, ɥɚ ɐɚɝɗɱɐɒɟ-

ɯɞɨɝɫ 

2.6.2 ȶɚɜɑɗɫɢɱɕəɔɕ ɌəɌɗɱɓ 
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ȭɌɏɌɞɚ ɘɑɞɚɐɱɎ ɐɚɝɗɱɐɒɑəəɫ ɣɌɝɚɎɔɡ ɜɫɐɱɎ ɍɌɓɟɪɞɨɝɫ əɌ 
ɛɜɔɛɟɥɑəəɫɡ ɛɜɚ ɝɞɌɞɔɝɞɔɣəɟ ɜɱɎəɚɎɌɏɟ Ɍɍɚ ɝɞɌə. Ⱥɐəɔɘ ɱɓ 

ɞɌɖɔɡ ɖɚɜɔɝəɔɡ ɛɜɚɛɚɓɔɢɱɕ ɯ ɝɞɌɢɱɚəɌɜəɱɝɞɨ. 

ɃɌɝɚɎɔɕ ɜɫɐ əɌɓɔɎɌɯɞɨɝɫ ɝɞɜɚɏɚ ɝɞɌɢɱɚəɌɜəɔɘ Ɍɍɚ ɝɞɌɢɱɚ-
əɌɜəɔɘ ɟ Ɏɟɓɨɖɚɘɟ ɝɑəɝɱ, ɫɖɥɚ ɕɚɏɚ ɝɞɌɞɔɝɞɔɣəɱ ɎɗɌɝɞɔɎɚɝɞɱ əɑ 

ɓɘɱəɪɪɞɨɝɫ ɓ ɣɌɝɚɘ. ɀɚɜɘɌɗɨəɚ, ɫɖɥɚ ɝɛɱɗɨəɑ ɜɚɓɛɚɐɱɗ ɎɔɛɌɐ-

ɖɚɎɔɡ Ɏɑɗɔɣɔə 
1, ,...,t t t nx x x+ +

 ɝɛɱɎɛɌɐɌɯ ɓ ɜɚɓɛɚɐɱɗɚɘ 

1, ,...,t k t k t k nx x x+ + + + +
 ɛɜɔ ɍɟɐɨ-ɫɖɔɡ ɢɱɗɔɡ ɓəɌɣɑəəɫɡ ɓɐɎɔɏɟ k, ɞɚ 

ɣɌɝɚɎɔɕ ɜɫɐ {}
1

T

t t
x

=
 əɌɓɔɎɌɯɞɨɝɫ ɝɞɜɚɏɚ ɝɞɌɢɱɚəɌɜəɔɘ. ȿ ɝɞɌɢɱɚ-

əɌɜəɔɡ ɣɌɝɚɎɔɡ ɜɫɐɱɎ ɛɚɝɞɱɕəɑ ɘɌɞɑɘɌɞɔɣəɑ ɚɣɱɖɟɎɌəəɫ  

tExm=  

ɱ ɐɔɝɛɑɜɝɱɫ  
2 2( ) ( ) .t t tVar x E x Exs = = -  

Ȼɜɔ ɢɨɚɘɟ ɓəɌɣɑəəɫ m ɱ 
2s  ɘɚɒəɌ ɚɢɱəɔɞɔ ɫɖ ɝɑɜɑɐəɯ Ɏɔ-

ɍɱɜɖɚɎɑ: 

1

1
Ĕ

T

t

t

x x
T =

m= =ä  

̓́ ̨̃̉̂̑̋̏̃̔ ̨̟̅̉̒̐̆̑̒ 

( )
22

1

1
Ĕ .

T

t

t

x x
T =

s = -ä  

ȮɗɌɝɞɔɎɱɝɞɨ ɝɞɌɢɱɚəɌɜəɚɝɞɱ ɞɌɖɚɒ ɘɌɯ ɓəɌɣɑəəɫ ɛɜɔ ɛɚɜɱɎ-

əɫəəɱ ɣɌɝɚɎɔɡ ɜɫɐɱɎ. ȷɱəɱɕəɌ ɓɌɗɑɒəɱɝɞɨ ɘɱɒ ɐɎɚɘɌ ɎɔɛɌɐɖɚ-

Ɏɔɘɔ ɎɑɗɔɣɔəɌɘɔ Ɏɔɘɱɜɪɯɞɨɝɫ ɖɚɎɌɜɱɌɢɱɯɪ. Ȱɗɫ ɣɌɝɚɎɔɡ ɜɫɐɱɎ 

ɎɔɓəɌɣɌɪɞɨ ɖɜɚɝɖɚɎɌɜɱɌɢɱɕəɟ ɠɟəɖɢɱɪ. ȳɌ ɎɔɓəɌɣɑəəɫɘ, ɖɜɚɝ-

ɖɚɎɌɜɱɌɢɱɫ ɓ ɣɌɝɚɎɚɪ ɓɌɞɜɔɘɖɚɪ k  ɘɱɒ ɎɔɛɌɐɖɚɎɔɘɔ ɛɜɚɢɑɝɌ-

ɘɔ {}
1

T

t t
x

=
 ͜  {}

1

T

t t
y

=
  ɐɚɜɱɎəɪɯ: 

( , ) ( , ) ( )( ) .xy t t k t x t k yk t Cov x y E x y+ +
è øg = = -m -mê ú 

ȳ ɛɜɔɛɟɥɑəəɫ ɛɜɚ ɝɞɌɢɱɚəɌɜəɚɝɞɱ ɟ Ɏɟɓɨɖɚɘɟ ɓəɌɣɑəəɱ Ɏɔ-

ɛɗɔɎɌɯ, ɥɚ ɜɚɓɛɚɐɱɗ ɛɌɜ Ɏɑɗɔɣɔə ,t t kx y+  ɚɐəɌɖɚɎɚ ɐɗɫ ɐɚɎɱɗɨəɚ-
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ɏɚ ɓəɌɣɑəəɫ t. Ⱥɞɒɑ, ɖɚɎɌɜɱɌɢɱɫ ɘɱɒ ɎɑɗɔɣɔəɌɘɔ 
tx  ɱ 

t ky+  əɑ 

ɓɌɗɑɒɔɞɨ Ɏɱɐ t, Ɍ ɓɌɗɑɒɔɞɨ ɞɱɗɨɖɔ Ɏɱɐ ɓəɌɣɑəəɫ k, ɞɚɍɞɚ

( , ) ( ), .xy xyk t k tg =g "  ȹɌɍɱɜ ɓəɌɣɑəɨ { }( )xy kg  ɟɞɎɚɜɪɯ ɖɜɚɝɖɚɎɌɜɱ-

Ɍɢɱɕəɟ ɠɟəɖɢɱɪ. 

Ȼɱɝɗɫ əɚɜɘɟɎɌəəɫ ɚɞɜɔɘɟɯɘɚ ɖɜɚɝɖɚɜɑɗɫɢɱɕəɔɕ ɖɚɑɠɱɢɱɯəɞ: 

( )( , )
( ) .

xyt t k
xy

x y x y

kCov x y
k +

g
r = =

s s s s
 

ȶɜɚɝɖɚɜɑɗɫɢɱɕəɌ ɠɟəɖɢɱɫ ɯ ɘɱɜɚɪ ɛɚɐɱɍəɚɝɞɱ ɘɱɒ ɐɎɚɘɌ ɣɌ-

ɝɚɎɔɘɔ ɜɫɐɌɘɔ. 

ȹɌɕɣɌɝɞɱɤɑ ɖɜɚɝɖɚɎɌɜɱɌɢɱɕəɱ ɞɌ ɖɜɚɝɖɚɜɑɗɫɢɱɕəɱ ɖɚɑɠɱɢɱɯə-
ɞɔ ɚɢɱəɪɪɞɨ ɓɌ ɠɚɜɘɟɗɌɘɔ: 

( )( )
1

Ĕ( )1
Ĕ Ĕ( ) , ( ) .

Ĕ(0)

T k
xy

xy t t k xy

t xy

k
k x x y y k

T

-

+

=

g
g = - - r =

g
ä  

ȳɌɟɎɌɒɔɘɚ, ɥɚ ɞɌɖɱ ɚɢɱəɖɔ ɝɛɜɌɎɑɐɗɔɎɱ ɐɗɫ ɝɞɌɢɱɚəɌɜəɔɡ ɟ 
Ɏɟɓɨɖɚɘɟ ɓəɌɣɑəəɱ ɜɫɐɱɎ, ɚɝɖɱɗɨɖɔ ɎɱɐɛɚɎɱɐəɱ ɖɚɑɠɱɢɱɯəɞɔ əɑ 

ɓɌɗɑɒɌɞɨ Ɏɱɐ ɣɌɝɟ, Ɍ ɓɌɏɌɗɨəɚɘɟ ɎɔɛɌɐɖɟ ɢɑ ɘɚɒɑ ɱ əɑ Ɏɔɖɚəɟ-

ɎɌɞɔɝɨ. ɃɌɝɞɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɍɱɗɨɤ ɝɗɌɍɖɟ Ɏɔɘɚɏɟ, əɱɒ ɝɞɌɢɱ-
ɚəɌɜəɱɝɞɨ ɟ Ɏɟɓɨɖɚɘɟ ɓəɌɣɑəəɱ, ð ɝɞɌɢɱɚəɌɜəɱɝɞɨ ɟ ɤɔɜɚɖɚɘɟ 

ɓəɌɣɑəəɱ. 

ɃɌɝɚɎɔɕ ɜɫɐ {}
1

T

t t
x

=
 ɝɞɌɢɱɚəɌɜəɔɕ ɟ ɝɑəɝɱ, ɫɖɥɚ ɕɚɏɚ ɘɌɞɑɘɌ-

ɞɔɣəɑ ɚɣɱɖɟɎɌəəɫ ɓɘɱəɪɯɞɨɝɫ ɓ ɣɌɝɚɘ, ɞɚɍɞɚ tt Ex const"$ =  ɱ 

ɖɚɎɌɜɔɌɢɱɕəɌ ɠɟəɖɢɱɫ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɜɱɓəɔɢɱ ɌɜɏɟɘɑəɞɱɎ 

( )( , ) .t sCov x x K t s= -  

ȾɌɖ ɫɖ ɟ ɎɔɓəɌɣɑəəɱ ɓɌɓəɌɣɑəɚ, ɥɚ ɘɌɞɑɘɌɞɔɣəɑ ɚɣɱɖɟɎɌəəɫ 
ɛɚɝɞɱɕəɚ ɱ, ɗɑɏɖɚ ɛɚɘɱɞɔɞɔ, ɥɚ ɐɔɝɛɑɜɝɱɫ ɞɌɖɚɒ əɑ ɓɘɱəɪɯɞɨɝɫ ɓ 

ɣɌɝɚɘ () ( ), (0)t t tVar x Copv x x K const= = = , ɞɚ Ɏ ɢɨɚɘɟ ɎɔɛɌɐɖɟ, 

ɫɖ ɱ ɐɗɫ ɝɞɜɚɏɚ ɝɞɌɢɱɚəɌɜəɔɡ ɜɫɐɱɎ, ɝɛɜɌɎɑɐɗɔɎɱ əɌɎɑɐɑəɱ ɜɌəɱɤ 

ɚɢɱəɖɔ. 

Ȱɗɫ ɛɜɔɖɗɌɐɟ əɌɎɑɐɑɘɚ ɚɢɱəɖɟ ɖɜɚɝɖɚɜɑɗɫɢɱɕəɔɡ ɠɟəɖɢɱɕ 

ɐɗɫ ɜɫɐɱɎ Ⱦ, ȶ, Ɂ. ȼɔɝ. 17 Ɍ ɛɚɖɌɓɌəɌ ɖɚɜɑɗɫɢɱɕəɌ ɠɟəɖɢɱɫ ɐɗɫ 

ɜɫɐɱɎ Ⱦ ɱ ȶ. ȸɌɖɝɔɘɌɗɨəɑ ɓəɌɣɑəəɫ (ɛɜɔɍɗɔɓəɚ ɜɱɎəɑ 0.8) ɠɟəɖ-
ɢɱɫ ɐɚɝɫɏɌɯ ɛɜɔ ɞɔɘɣɌɝɚɎɱɕ ɓɌɞɜɔɘɢɱ 0. Ⱦɚɍɞɚ ɐɎɌ ɞɔɘɣɌɝɚɎɱ 
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ɜɫɐɔ, ɛɚɎ'ɫɓɌəɱ ɓ ɱəɞɑɜɑɝɚɘ ɐɚ ȰɚəɌɗɨɐɌ ȾɜɌɘɛɟ ɱ ɁɱɗɌɜɱ ȶɗɱə-
ɞɚə, ɝɔɗɨəɚ ɖɚɜɑɗɨɚɎɌəɱ. 

ȹɌ ȼɔɝ. 17 ɍ ɛɚɖɌɓɌəɌ ɖɚɜɑɗɫɢɱɕəɌ ɠɟəɖɢɱɫ ɐɗɫ ɜɫɐɱɎ Ⱦ ɱ Ɂ. 

ȸɌɖɝɔɘɌɗɨəɑ ɓəɌɣɑəəɫ (ɛɜɔɍɗɔɓəɚ 0.7) ɠɟəɖɢɱɫ ɐɚɝɫɏɌɯ ɛɜɔ 
ɞɔɘɣɌɝɚɎɱɕ ɓɌɞɜɔɘɢɱ 34 ɐəɱ. ɂɑ ɎɱɐɛɚɎɱɐɌɯ ɞɚɘɟ ɠɌɖɞɟ, ɥɚ ɛɚ-

ɣɔəɌɪɣɔ ɓ 13 ɏɜɟɐəɫ 2016 ɜɚɖɟ (34 ɐəɱ ɛɱɝɗɫ ɎɔɍɚɜɱɎ ɟ ȽɄȬ 8 

ɗɔɝɞɚɛɌɐɌ) ɜɱɓɖɚ ɓɜɚɝɗɌ ɖɱɗɨɖɱɝɞɨ ɛɚɎɱɐɚɘɗɑəɨ əɚɎɔə ɛɜɚ çɜɚ-
ɝɱɕɝɨɖɔɡ ɡɌɖɑɜɱɎè. 

ȸɚɒəɌ ɛɱɐɜɌɡɟɎɌɞɔ ɖɚɎɌɜɱɌɢɱɪ ɓɌɐɗɫ ɐɎɚɡ ɜɱɓəɔɡ ɜɫɐɱɎ, Ɍ 
ɚɐəɚɏɚ ɜɫɐɟ. ȾɌɖɌ ɖɚɎɌɜɱɌɢɱɫ əɌɓɔɎɌɯɞɨɝɫ ɌɎɞɚɖɚɎɌɜɱɌɢɱɯɪ ɓ 

ɞɔɘɣɌɝɚɎɚɪ ɓɌɞɜɔɘɖɚɪ Ɍɍɚ ɗɌɏɚɘ k : 

( )( )( , ) .k t t k t t kCov x x E x x+ +g = = è -m -m øê ú 

 
Ɍ 

 
ɍ 
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Ɏ 

ȼɔɝɟəɚɖ 17  ð ȶɚɜɑɗɫɢɱɕəɱ ɠɟəɖɢɱɲ ɐɗɫ ɛɌɜ ɜɫɐɱɎ Ⱦ   ɱ ȶ(Ɍ), Ⱦ ɱ Ɂ(ɍ), ȶ 
ɞɌ Ɂ(Ɏ). ȮɓɐɚɎɒ ɚɝɱ Ɍɍɝɢɔɝ ɎɱɐɖɗɌɐɑəɚ ɣɌɝɚɎɟ ɓɌɞɜɔɘɖɟ (ɗɌɏ), ɎɓɐɚɎɒ 
ɚɝɱ ɚɜɐɔəɌɞ ð ɚɢɱəɖɌ ɖɚɜɑɗɫɢɱɕəɚɏɚ ɖɚɑɠɱɢɱɯəɞɌ 

ȹɌɍɱɜ Ɏɑɗɔɣɔə , 0,1,2,...k kg =  ɓɎɑɞɨɝɫ ɌɎɞɚɖɚɎɌɜɱɕəɚɪ ɠɟəɖ-

ɢɱɯɪ, Ɍ ɲɡəɯ əɚɜɘɚɎɌəɑ ɓəɌɣɑəəɫ , 0,1,2,...k kr =  ð ɌɎɞɚɖɚɜɑɗɫ-

ɢɱɕəɚɪ ɠɟəɖɢɱɯɪ: 

( )( )

( ) ( )
2 2

0

( , )
.

( )

t t k t t k k
k

t
t t k

E x x Cov x x
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ȹɌɕɣɌɝɞɱɤɑ ɌɎɞɚɖɚɎɌɜɱɕəɱ ɞɌ ɌɎɞɚɖɚɜɑɗɫɢɱɕəɱ ɖɚɑɠɱɢɱɯəɞɔ 

ɚɢɱəɪɪɞɨ ɓɌ ɠɚɜɘɟɗɌɘɔ: 
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Ȼɱɝɗɫ ɚɍɣɔɝɗɑəəɫ ɚɢɱəɚɖ ɐɗɫ ɖɚɜɑɗɫɢɱɕəɔɡ ɖɚɑɠɱɢɱɯəɞɱɎ Ɏɔ-

əɔɖɌɯ ɛɔɞɌəəɫ: ɣɔ ɜɱɎəɱ ɖɚɑɠɱɢɱɯəɞɔ kr əɟɗɪ ɛɚɣɔəɌɪɣɔ ɓ ɐɑ-

ɫɖɚɏɚ ɓəɌɣɑəəɫ k? Ȱɗɫ ɎɱɐɛɚɎɱɐɱ ɢɑ ɛɔɞɌəəɫ ɛɚɞɜɱɍəɚ ɛɚɜɱɎəɫ-

ɞɔ ɓəɌɣɑəəɫ ɚɢɱəɖɔ Ĕkr ɓ ɕɚɏɚ ɝɞɌəɐɌɜɞəɔɘ Ɏɱɐɡɔɗɑəəɫɘ. ɋɖɥɚ 

ɘɔ ɛɜɔɕɘɌɯɘɚ ɛɜɔɛɟɥɑəəɫ, ɥɚ 0kr =, ɞɚ ɐɗɫ ɝɞɌəɐɌɜɞəɚɏɚ 

Ɏɱɐɡɔɗɑəəɫ ɚɢɱəɖɔ Ĕkr ɍɟɐɑ ɝɛɜɌɎɑɐɗɔɎɚ: 

1
Ĕ( ) .kse

T
r @  

ȹɌ ȼɔɝ. 5.12 əɌɎɑɐɑəɚ ɌɎɞɚɖɚɜɑɗɫɢɱɕəɱ ɠɟəɖɢɱɲ ɣɌɝɚɎɔɡ ɜɫ-
ɐɱɎ, ɥɚ ɜɚɓɏɗɫɐɌɗɔɝɨ Ɏɔɥɑ. ȹɌ əɨɚɘɟ ɟɓɐɚɎɒ ɚɝɱ Ɍɍɝɢɔɝ ɎɱɐɖɗɌ-
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ɐɑəɚ ɣɌɝɚɎɟ ɓɌɞɜɔɘɖɟ (ɗɌɏ), ɟɓɐɚɎɒ ɚɝɱ ɚɜɐɔəɌɞ ð ɌɎɞɚɖɚɜɑɗɫ-
ɢɱɕəɔɕ ɖɚɑɠɱɢɱɯəɞ. Ȼɚɞɱɘ ɞɑɘəɌ ɚɍɗɌɝɞɨ ɛɚɖɌɓɟɯ ɝɞɌəɐɌɜɞəɑ 

Ɏɱɐɡɔɗɑəəɫ ɐɗɫ ɚɢɱəɖɔ ɌɎɞɚɖɚɜɑɗɫɢɱɕəɚɏɚ ɖɚɑɠɱɢɱɯəɞɌ. 

ȹɌɝɛɜɌɎɐɱ ɣɌɝɞɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɑɘɛɱɜɔɣəɑ ɛɜɌɎɔɗɚ, ɓɌ 
ɫɖɔɘ ɌɎɞɚɖɚɜɑɗɫɢɱɕəɱ ɖɚɑɠɱɢɱɯəɞɔ ɚɢɱəɪɪɞɨ ɐɗɫ ɣɌɝɚɎɚɲ ɓɌ-

ɞɜɔɘɖɔ əɑ ɍɱɗɨɤɑ ɫɖ / 4T . ȹɌ ȼɔɝ. 18 əɌɎɑɐɑəɱ ɌɎɞɚɖɚɜɑɗɫɢɱɕəɱ 

ɠɟəɖɢɱɲ ɐɗɫ ɜɫɐɱɎ Ⱦ, ȶ, Ɂ.  

 
 ͊

 
 ͋

 
 ͍

ȼɔɝɟəɚɖ 18 ð ȬɎɞɚɖɚɜɑɗɫɢɱɕəɱ ɠɟəɖɢɱɲ ɐɗɫ ɜɫɐɱɎ Ⱦ(Ɍ), ȶ(ɍ), Ɂ(Ɏ) 

ȮɔɓəɌɣɑəəɫ ɌɎɞɚɖɚɜɑɗɫɢɱɕəɚɲ ɠɟəɖɢɱɲ ɎɎɚɐɔɗɚɝɫ ɐɗɫ ɝɞɌɢɱɚ-

əɌɜəɔɡ ɣɌɝɚɎɔɡ ɜɫɐɱɎ, Ɍɗɑ ɚɢɱəɔɞɔ ɲɲ ɓəɌɣɑəəɫ ɘɚɒəɌ ɐɚɎɱɗɨəɚ-
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ɏɚ ɣɌɝɚɎɚɏɚ ɜɫɐɟ. Ȱɗɫ əɑɝɞɌɢɱɚəɌɜəɔɡ ɣɌɝɚɎɔɡ ɜɫɐɱɎ ɞɌɖɌ ɌɎɞɚ-
ɖɚɜɑɗɫɢɱɕəɌ ɠɟəɖɢɱɫ ɓɘɑəɤɟɯɞɨɝɫ ɛɚɎɱɗɨəɱɤɑ. 

2.6.3. ȬəɌɗɱɓ ɀɟɜõɯ 

ȶɗɌɝɔɣəɔɕ ɌəɌɗɱɓ ɀɟɜ'ɯ əɌɐɌɯ ɘɚɒɗɔɎɱɝɞɨ ɐɚɝɗɱɐɒɟɎɌɞɔ ɠɟ-

əɖɢɱɪ ɟ ɣɌɝɚɎɱɕ ɞɌ ɣɌɝɞɚɞəɱɕ ɚɍɗɌɝɞɱ. Ƚɟɞɨ ɛɑɜɑɡɚɐɟ Ɏ ɣɌɝɞɚɞəɟ 
ɚɍɗɌɝɞɨ ɛɚɗɫɏɌɯ Ɏ ɞɚɘɟ, ɥɚ ɠɟəɖɢɱɫ ɜɚɓɖɗɌɐɌɯɞɨɝɫ əɌ ɝɖɗɌɐɚɎɱ, 

ɥɚ ɯ ɏɌɜɘɚəɱɕəɔɘɔ ɖɚɗɔɎɌəəɫɘɔ ɓ ɜɱɓəɔɘɔ ɣɌɝɞɚɞɌɘɔ. Ȼɜɔ 

ɢɨɚɘɟ ɖɚɒəɱɕ ɣɌɝɞɚɞɱ ɎɱɐɛɚɎɱɐɌɯ ɖɚɑɠɱɢɱɯəɞ, ɫɖɔɕ ɎɱɐɚɍɜɌɒɌɯ 
Ɍɘɛɗɱɞɟɐɟ ɖɚɗɔɎɌəəɫ ɢɱɯɲ ɣɌɝɞɚɞɔ. ɋɖɥɚ ɟɫɎɔɞɔ ɠɟəɖɢɱɪ ɏɜɌ-

ɠɱɣəɚ ɟ ɣɌɝɚɎɱɕ ɚɍɗɌɝɞɱ, ɚɞɜɔɘɌɯɘɚ ɱəɠɚɜɘɌɢɱɪ ɟ ɞɚɘɟ, ɫɖ ɠɟ-

əɖɢɱɫ ɓɘɱəɪɯɞɨɝɫ ɓ ɣɌɝɚɘ. ɋɖɥɚ ɓɚɍɜɌɓɔɞɔ ɠɟəɖɢɱɪ Ɏ ɣɌɝɞɚɞ-
əɱɕ ɚɍɗɌɝɞɱ, ɞɚ ɚɞɜɔɘɌɯɘɚ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɣɌɝɞɚɞɔ, ɖɚɗɔɎɌəəɫ 

ɫɖɔɡ ɎɚəɌ ɘɱɝɞɔɞɨ. Ȱɗɫ ɢɨɚɏɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɛɜɫɘɑ ɞɌ ɓɎɚɜɚɞ-

əɑ ɛɑɜɑɞɎɚɜɑəəɫ ɀɟɜ'ɯ 

ὼ’ ὼὸὩ Ὠὸȟ 

ὼὸ ὼ’Ὡ Ὠ’Ȣ 

ȹɌ ȼɔɝ. 19 Ɍ ɛɚɖɌɓɌəɚ ɛɜɔɖɗɌɐ ɠɟəɖɢɱɲ, ɫɖɌ əɌɝɛɜɌɎɐɱ ɯ ɝɟ-

ɘɚɪ ɞɜɨɚɡ ɝɔəɟɝɚɲɐ ɓ ɜɱɓəɔɘɔ ɛɑɜɱɚɐɌɘɔ. ȰɔɎɗɫɣɔɝɨ ɗɔɤɑ əɌ 
ɏɜɌɠɱɖ ɠɟəɖɢɱɲ ɟ ɣɌɝɚɎɱɕ ɚɍɗɌɝɞɱ ɐɚɝɔɞɨ ɎɌɒɖɚ ɓɜɚɓɟɘɱɞɔ, ɥɚ 

ɎɚəɌ ɝɖɗɌɐɌɯɞɨɝɫ ɓ ɞɜɨɚɡ ɏɌɜɘɚəɱɕəɔɡ ɖɚɗɔɎɌəɨ ɞɌ ɎɔɓəɌɣɔɞɔ 

ɲɡ ɛɑɜɱɚɐɔ. ȹɌ ȼɔɝ. 19 ɍ ɛɚɖɌɓɌəɚ ɛɑɜɑɞɎɚɜɑəəɫ ɀɟɜ'ɯ ɐɗɫ ɢɱɯɲ 
ɠɟəɖɢɱɲ. ȳ ɏɜɌɠɱɖɌ ɟ ɣɌɝɞɚɞəɱɕ ɚɍɗɌɝɞɱ əɌɚɣəɚ Ɏɔɐəɚ, ɥɚ ɠɟəɖ-

ɢɱɫ ɘɱɝɞɔɞɨ ɖɚɗɔɎɌəəɫ əɌ ɞɜɨɚɡ ɜɱɓəɔɡ ɣɌɝɞɚɞɌɡ. 

Ƚɨɚɏɚɐəɱ ɛɑɜɑɞɎɚɜɑəəɫ ɞɌ ɝɛɑɖɞɜɔ ɀɟɜ'ɯ ɓəɌɡɚɐɫɞɨ ɜɱɓəɚɘɌ-

əɱɞəɱ ɓɌɝɞɚɝɟɎɌəəɫ ɟ ɝɔɝɞɑɘɌɡ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ. ɃɌɝɞɚ 

ɝɛɑɖɞɜɔ ɀɟɜ'ɯ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɫɖ əɌɎɣɌɗɨəɱ ɛɌɜɌɘɑɞɜɔ. ȹɌ-
ɛɜɔɖɗɌɐ, ɱɝəɟɯ ɘɚɐɑɗɨ ɛɜɚɏəɚɓɟɎɌəəɫ ɣɌɝɚɎɚɏɚ ɜɫɐɟ, Ɏ ɫɖɱɕ 
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ɝɛɑɖɞɜ ɀɟɜ'ɯ ɜɌɓɚɘ ɓ ɐɑɫɖɔɘɔ ɱəɤɔɘɔ ɛɌɜɌɘɑɞɜɌɘɔ ɛɚɐɌɯɞɨɝɫ 
əɌ Ɏɡɱɐ əɑɕɜɚəəɚɲ ɘɑɜɑɒɱ24 . 

 
 ͊

 
 ͋

ȼɔɝɟəɚɖ 19 ð ɀɟəɖɢɱɫ, ɫɖɌ ɯ ɝɟɘɚɪ ɞɜɨɚɡ ɝɔəɟɝɚɲɐ ɓ ɜɱɓəɔɘɔ ɛɑɜɱ-
ɚɐɌɘɔ (Ɍ) ɞɌ ɚɢɱəɑəɔɕ ɝɛɑɖɞɜ ɀɟɜ'ɯ ɐɗɫ ɢɱɯɲ ɠɟəɖɢɱɲ (ɍ) 

ȻɑɜɑɞɎɚɜɑəəɫ ɞɌ ɝɛɑɖɞɜɔ ɀɟɜ'ɯ ɣɌɝɞɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ 
ɛɜɔ ɜɚɓɛɱɓəɌɎɌəəɱ ɘɚɎɔ ɓ ɜɱɓəɔɘɔ ɟɘɚɎɌɘɔ əɌɎɣɌəəɫ. Ƚɛɑɖɞɜɔ 

ɀɟɜ'ɯ ɞɌɖɚɒ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɫɖ əɌɎɣɌɗɨəɱ ɛɌɜɌɘɑɞɜɔ ɐɗɫ 

əɑɕɜɚəəɔɡ ɘɑɜɑɒ Ɏ ɝɔɝɞɑɘɌɡ ɌɎɞɚɘɌɞɔɣəɚɏɚ ɐɑɞɑɖɞɟɎɌəəɫ ɛɑ-
Ɏəɔɡ ɛɚɐɱɕ ɟ ɘɚɎɱ Ɍɍɚ əɌ ɞɗɱ ɤɟɘɟ. ȣəɤɔɘ ɓɌɎɐɌəəɫɘ ɟ ɏɌɗɟɓɱ 

ɜɚɓɛɱɓəɌɎɌəəɫ ɯ ɎɔɓəɌɣɑəəɫ ɑɘɚɢɱɕəɚɏɚ ɓɌɍɌɜɎɗɑəəɫ ɘɚɎɔ. 

ȳɚɖɜɑɘɌ, ɍɟɗɚ ɓɌɛɜɚɛɚəɚɎɌəɚ ɘɚɐɑɗɨ ɜɚɓɛɱɓəɌɎɌəəɫ, Ɏ ɚɝ-
əɚɎɱ ɫɖɚɲ ɗɑɒɌɞɨ ɛɑɎəɱ ɛɌɜɌɘɑɞɜɔ ɀɟɜ'ɯ, ɞɌ ɐɑɘɚəɝɞɜɟɯɞɨɝɫ 

ɑɠɑɖɞɔɎəɱɝɞɨ ɎɔɖɚɜɔɝɞɌəəɫ ɞɌɖɔɡ ɛɌɜɌɘɑɞɜɱɎ ɐɗɫ ɱɐɑəɞɔɠɱɖɌ-

                                                                 
24 

Rodriguez N., Bra vo G., Rodriguez N., Barba L. Haar Wavelet Neural 

Network for Multi -step-ahead Anchovy Catches Forecasting // Polibits. - 

2014. - Issue 50. - P. 49 -53.  
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ɢɱɲ ɜɱɓəɔɡ ɑɘɚɢɱɕəɔɡ ɝɞɌəɱɎ ɟ ɏɚɗɚɝɚɎɔɡ ɝɔɏəɌɗɌɡ25. ȻɑɜɑɞɎɚ-
ɜɑəəɫ ɀɟɜ'ɯ ɘɚɒəɌ ɫɖ ɎɔɓəɌɣɑəəɫ ɖɚɜɑɗɫɢɱɲ ɘɱɒ Ɏɔɡɱɐəɔɘ ɝɔɏ-

əɌɗɚɘ ɱ ɏɌɜɘɚəɱɕəɔɘɔ ɠɟəɖɢɱɫɘɔ ɓ ɜɱɓəɔɘɔ ɣɌɝɞɚɞɌɘɔ ɖɚɗɔ-

ɎɌəəɫ. ȹɑɓɎɌɒɌɪɣɔ əɌ ɝɎɚɲ ɛɑɜɑɎɌɏɔ ɞɌ ɣɔɝɗɑəəɱ ɛɜɚɏɜɌɘɔ, 
ɛɑɜɑɞɎɚɜɑəəɫ ɀɟɜ'ɯ ɯ ɛɚɏɌəɔɘ ɘɑɞɚɐɚɘ ɐɗɫ ɐɚɝɗɱɐɒɑəəɫ ɠɟəɖ-

ɢɱɕ, ɫɖɱ ɑɎɚɗɪɢɱɚəɟɪɞɨ ɓ ɣɌɝɚɘ. Ȱɗɫ ɞɌɖɔɡ ɠɟəɖɢɱɕ ɛɚɞɜɱɍɑə 

ɛɑɎəɔɕ ɝɛɚɝɱɍ ɚɢɱəɪɎɌəəɫ ɝɛɑɖɞɜɌ əɑ ɛɚ Ɏɝɱɕ ɐɚɎɒɔəɱ ɣɌɝɚɎɚɏɚ 
ɜɫɐɟ, Ɍ ɛɚ ɜɱɓəɔɡ ɣɌɝɞɔəɌɡ.  

2.6.4 ȮɑɕɎɗɑɞ-ɌəɌɗɱɓ 

ȹɌ ɢɑɕ ɣɌɝ ɟɝɛɱɤəɚ ɜɚɓɎɔɎɌɯɞɨɝɫ əɚɎɔɕ ɱ ɎɌɒɗɔɎɔɕ əɌ-

ɛɜɫɘɚɖ Ɏ ɞɑɚɜɱɲ  ɱ ɞɑɡəɚɗɚɏɱɲ ɚɍɜɚɍɖɔ ɝɔɏəɌɗɱɎ, ɓɚɍɜɌɒɑəɨ ɞɌ 
ɣɌɝɚɎɔɡ ɜɫɐɱɎ, ɥɚ ɚɞɜɔɘɌɎ əɌɓɎɟ ɎɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ, ɫɖɑ 

ɐɚɍɜɑ ɛɜɔɝɞɚɝɚɎɌəɑ ɐɗɫ ɎɔɎɣɑəəɫ ɝɞɜɟɖɞɟɜɔ əɑɚɐəɚɜɱɐəɔɡ 

ɛɜɚɢɑɝɱɎ. 
ȮɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ ɘɌɯ ɖɚɜɑɗɫɢɱɕəɟ ɛɜɔɜɚɐɟ. ȿ ɢɨɚɘɟ 

ɜɌɓɱ ɜɚɓɏɗɫɐɌɯɞɨɝɫ ɖɚɜɑɗɫɢɱɫ Ɏɔɡɱɐəɚɲ ɠɟəɖɢɱɲ ɓ ɠɟəɖɢɱɯɪ Ɏɑɕ-

Ɏɗɑɞɚɘ ɜɱɓəɔɡ ɘɌɝɤɞɌɍɌɡ. Ȱɗɫ ɞɚɏɚ ɥɚɍ ɞɌɖɟ ɛɜɚɢɑɐɟɜɟ ɓɌɎɒɐɔ 
ɘɚɒəɌ ɍɟɗɚ ɎɔɖɚəɌɞɔ ɱ ɖɚɜɑɗɫɢɱɕəɱ ɖɚɑɠɱɢɱɯəɞɔ ɍɟɗɔ ɱəɠɚɜɘɌ-

ɞɔɎəɔɘɔ, ɎɑɕɎɗɑɞ ɛɚɎɔəɑə ɘɌɞɔ ɛɑɎəɱ ɘɌɞɑɘɌɞɔɣəɱ ɎɗɌɝɞɔɎɚɝ-

ɞɱ. ȭɟɖɎɌɗɨəɚ ɝɗɚɎɚ ɎɑɕɎɗɑɞ ɛɑɜɑɖɗɌɐɌɯɞɨɝɫ ɫɖ çɘɌɗɑəɨɖɌ ɡɎɔ-
ɗɫè Ɍɍɚ çɝɛɗɑɝɖè, ɱ, ɫɖ ɎɔɛɗɔɎɌɯ ɓ əɌɓɎɔ, ɎɑɕɎɗɑɞ ɐɚɍɜɑ ɗɚɖɌɗɱɓɚ-

ɎɌəɔɕ ɟ ɣɌɝɱ. 
ȮɑɕɎɗɑɞɔ ɛɜɑɐɝɞɌɎɗɫɪɞɨ ɝɚɍɚɪ ɚɝɚɍɗɔɎɱ ɠɟəɖɢɱɲ ɟ Ɏɔɏɗɫɐɱ 

ɖɚɜɚɞɖɔɡ ɡɎɔɗɨ (ɝɛɗɑɝɖɱɎ) ɓ əɟɗɨɚɎɔɘ ɱəɞɑɏɜɌɗɨəɔɘ ɓəɌɣɑəəɫɘ ɱ 

ɓ ɗɚɖɌɗɱɓɌɢɱɯɪ ɛɚ ɚɝɱ əɑɓɌɗɑɒəɚɲ ɓɘɱəəɚɲ (t  Ɍɍɚ x), ɓɐɌɞəɔɡ ɐɚ 
ɓɝɟɎɟ ɛɚ ɢɱɕ ɚɝɱ ɱ ɐɚ ɘɌɝɤɞɌɍɟɎɌəəɫ (ɜɚɓɞɫɏɟɎɌəəɫ / ɝɞɔɝəɑə-

əɫ). ȭɟɐɨ-ɫɖɔɕ ɓ əɌɕɍɱɗɨɤ ɣɌɝɞɚ ɎɔɖɚɜɔɝɞɚɎɟɎɌəɔɡ ɞɔɛɱɎ ɎɑɕɎ-

ɗɑɞɱɎ ɛɚɜɚɐɒɟɯ ɛɚɎəɟ ɚɜɞɚɏɚəɌɗɨəɟ ɝɔɝɞɑɘɟ ɠɟəɖɢɱɕ. 
ȿ ɜɌɓɱ ɎɑɕɎɗɑɞ-ɌəɌɗɱɓɟ (ɐɑɖɚɘɛɚɓɔɢɱɲ) ɛɜɚɢɑɝɟ (ɝɔɏəɌɗɟ) ɟ 

ɓɎ'ɫɓɖɟ ɓɱ ɓɘɱəɚɪ ɘɌɝɤɞɌɍɟ ɎɑɕɎɗɑɞɔ ɓɐɌɞəɱ ɎɔɫɎɔɞɔ Ɏɱɐɘɱə-

əɱɝɞɨ Ɏ ɡɌɜɌɖɞɑɜɔɝɞɔɖɌɡ ɛɜɚɢɑɝɟ əɌ ɜɱɓəɔɡ ɤɖɌɗɌɡ, Ɍ ɓɌ ɐɚɛɚ-

                                                                 
25 W. Lu, X. Wang, C. Yang and T. Zhang, "A novel feature extra c-

tion method using deep neural network for  rolling bearing fault 

diagnosis, " The 27th Chinese Control and Decision Conference 

(2015 CCDC), Qingdao, China, 2015, pp. 2427 -2431, DOI: 

10.1109/CCDC.2015.7162328.  
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ɘɚɏɚɪ ɓɝɟɎɟ əɌɐɌɪɞɨ ɘɚɒɗɔɎɱɝɞɨ ɌəɌɗɱɓɟɎɌɞɔ ɎɗɌɝɞɔɎɚɝɞɱ ɛɜɚ-
ɢɑɝɟ Ɏ ɜɱɓəɔɡ ɞɚɣɖɌɡ əɌ Ɏɝɨɚɘɟ ɐɚɝɗɱɐɒɟɎɌəɚɘɟ ɱəɞɑɜɎɌɗɱ. 

ȿɓɌɏɌɗɨəɑəɔɕ ɜɫɐ ɀɟɜôɯ 

Ȯɱɐɚɘɚ, ɥɚ ɐɚɎɱɗɨəɌ ɠɟəɖɢɱɫ ()f t , ɐɗɫ ɫɖɚɲ Ɏɔɖɚəɟɯɞɨɝɫ 

ɟɘɚɎɌ: 

()
2

2

2

,

t

t

f t dtè ø <¤ê úñ
 

ɘɚɒɑ ɍɟɞɔ ɛɜɑɐɝɞɌɎɗɑəɌ ɚɜɞɚɏɚəɌɗɨəɚɪ ɝɔɝɞɑɘɚɪ ɠɟəɖɢɱɕ  

(){ }n tj , ɞɚɍɞɚ 

() () () ()0 0

0

... ... ,n n n n

n

f t C t C t C tj j j
¤

=
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ɐɑ ɖɚɑɠɱɢɱɯəɞɔ ɎɔɓəɌɣɌɪɞɨɝɫ ɱɓ ɝɛɱɎɎɱɐəɚɤɑəəɫ: 

() ()
2

1

2

1
.

t

n n

tn
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ȿ ɢɨɚɘɟ ɎɔɜɌɓɱ ()
2

1

2 2

t

n n

t

t dt= -ñj j  ɢɑ ɖɎɌɐɜɌɞ əɚɜɘɔ, Ɍɍɚ 

ɑəɑɜɏɱɫ ɍɌɓɔɝəɚɲ ɠɟəɖɢɱɲ ()n tj . Ȼɜɔ ɢɨɚɘɟ ɛɑɜɑɐɍɌɣɌɯɞɨɝɫ, ɥɚ 

əɱɫɖɌ ɓ ɍɌɓɔɝəɔɡ ɠɟəɖɢɱɕ əɑ ɐɚɜɱɎəɪɯ ɞɚɞɚɒəɚ əɟɗɪ ɱ əɌ ɱəɞɑ-

ɜɎɌɗɱ ɚɜɞɚɏɚəɌɗɨəɚɝɞɔ [ ]1 2,t t  Ɏɔɖɚəɟɯɞɨɝɫ ɟɘɚɎɌ: 
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ȭɌɓɔɝəɌ ɠɟəɖɢɱɫ ()n tj , ɐɗɫ ɫɖɚɲ ɖɎɌɐɜɌɞ əɚɜɘɔ ɐɚɜɱɎəɪɯ 

ɚɐɔəɔɢɱ ()( )2

1n t =j , əɌɓɔɎɌɯɞɨɝɫ əɚɜɘɚɎɌəɚɪ (əɚɜɘɌɗɨəɚɪ), Ɍ 

Ɏɝɫ ɝɔɝɞɑɘɌ ɠɟəɖɢɱɕ (){ }n tj  ð ɚɜɞɚəɚɜɘɚɎɌəɚɪ Ɍɍɚ ɚɜɞɚəɚɜɘɌ-

ɗɨəɚɪ. ȿ ɢɨɚɘɟ ɎɔɛɌɐɖɟ ɏɚɎɚɜɫɞɨ, ɥɚ ɓɌɐɌəɚ ɚɜɞɚəɚɜɘɚɎɌəɔɕ 
ɍɌɓɔɝ. 
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ȼɫɐ ɜɚɓɖɗɌɐɑəəɫ, ɟ ɫɖɚɘɟ ɖɚɑɠɱɢɱɯəɞɔ 
nC  ɎɔɓəɌɣɌɪɞɨɝɫ ɓɌ 

əɌɎɑɐɑəɚɪ Ɏɔɥɑ ɠɚɜɘɟɗɚɪ, əɌɓɔɎɌɯɞɨɝɫ ɟɓɌɏɌɗɨəɑəɔɘ ɜɫɐɚɘ 
ɀɟɜ'ɯ. 

Ȱɚɍɟɞɚɖ Ɏɔɏɗɫɐɟ ()n nC tj , ɥɚ Ɏɡɚɐɔɞɨ ɐɚ ɢɨɚɏɚ ɜɫɐɟ, ɫɎɗɫɯ 

ɝɚɍɚɪ ɝɛɑɖɞɜɌɗɨəɟ ɝɖɗɌɐɚɎɟ ɝɔɏəɌɗɟ ()f t , Ɍ ɝɟɖɟɛəɱɝɞɨ ɖɚɑɠɱ-

ɢɱɯəɞɱɎ { }0,..., ,...nC C  əɌɓɔɎɌɯɞɨɝɫ ɝɛɑɖɞɜɚɘ ɝɔɏəɌɗɟ. 

Ƚɟɞɨ ɝɛɑɖɞɜɌɗɨəɚɏɚ ɌəɌɗɱɓɟ ɝɔɏəɌɗɟ ()f t  ɛɚɗɫɏɌɯ ɟ ɎɔɓəɌ-

ɣɑəəɱ ɖɚɑɠɱɢɱɯəɞɱɎ 
nC  (ɑɖɝɛɑɜɔɘɑəɞɌɗɨəɚ Ɍɍɚ ɌəɌɗɱɞɔɣəɚ). ȹɌ 

ɚɝəɚɎɱ ɜɫɐɟ ɘɚɒɗɔɎɔɕ ɝɔəɞɑɓ (ɌɛɜɚɖɝɔɘɌɢɱɫ) ɝɔɏəɌɗɱɎ ɛɜɔ ɠɱɖ-

ɝɚɎɌəɚɘɟ ɣɔɝɗɱ N ɜɫɐɟ 

() () () ()0 0

0

Ĕ ... ,
N

n N n n

n

f t C t C t C tj j j
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Ȼɜɔ ɢɨɚɘɟ ɟɓɌɏɌɗɨəɑəɔɕ ɜɫɐ ɀɟɜ'ɯ ɘɌɯ əɌɝɞɟɛəɟ ɎɌɒɗɔɎɟ 

ɎɗɌɝɞɔɎɱɝɞɨ: ɛɜɔ ɓɌɐɌəɱɕ ɝɔɝɞɑɘɱ ɍɌɓɔɝəɔɡ ɠɟəɖɢɱɕ (){ }n tj  ɱ 

ɣɔɝɗɱ ɐɚɐɌəɖɱɎ N Ɏɱə ɓɌɍɑɓɛɑɣɟɯ əɌɕɖɜɌɥɔɕ ɝɔəɞɑɓ (Ɍɛɜɚɖɝɔ-

ɘɌɢɱɪ), ɐɌɪɣɔ ɘɱəɱɘɟɘ ɝɑɜɑɐəɨɚɖɎɌɐɜɌɞɔɣəɚɲ ɛɚɘɔɗɖɔ Ȅ, ɛɱɐ 
ɫɖɚɪ ɜɚɓɟɘɱɯɞɨɝɫ ɎɑɗɔɣɔəɌ: 

() () () ()
2 2

1 1
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ȺɜɞɚɏɚəɌɗɨəɌ ɝɔɝɞɑɘɌ əɌɓɔɎɌɯɞɨɝɫ ɛɚɎəɚɪ, ɫɖɥɚ ɓɍɱɗɨ-

ɤɑəəɫɘ N ɘɚɒəɌ ɓɜɚɍɔɞɔ Ȅ ɫɖ ɓɌɎɏɚɐəɚ ɘɌɗɔɘ. ȼɫɐ ɜɚɓɖɗɌɐɟ ɟ 

ɢɨɚɘɟ ɎɔɛɌɐɖɟ əɌɓɔɎɌɯɞɨɝɫ ɓɍɱɒəɔɘ ɟ ɝɑɜɑɐəɨɚɖɎɌɐɜɌɞɔɣəɚɘɟ. 

ȮɱɐəɚɝəɌ ɛɚɘɔɗɖɌ ȋ ɝɔəɞɑɓɟ ɎɔɓəɌɣɌɯɞɨɝɫ ɓɌ ɠɚɜɘɟɗɚɪ: 

/ ,Em=e  

ɐɑ ȱ ð ɑəɑɜɏɱɫ ɝɔɏəɌɗɟ, ɥɚ ɣɔɝɑɗɨəɚ ɜɱɎəɌ ɖɎɌɐɜɌɞɟ əɚɜɘɔ 

ɝɔɏəɌɗɟ ()f t , ɞɚɍɞɚ 
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ɂɫ ɠɚɜɘɟɗɌ ɱɓ ɟɜɌɡɟɎɌəəɫɘ ɜɚɓɖɗɌɐɟ Ɏ ɜɫɐ ɘɚɒɑ ɍɟɞɔ ɓɌ-
ɛɔɝɌəɌ ɫɖ: 

2 22
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,n n

n

E F C j
¤
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= =ä
 

Ɍ ɛɜɔ ɎɔɖɚɜɔɝɞɌəəɱ ɚɜɞɚəɚɜɘɚɎɌəɱɕ ɝɔɝɞɑɘɔ ɠɟəɖɢɱɕ (){ }n tj  

ɫɖ: 
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ȻɔɞɌəəɫ ɥɚɐɚ Ɏɔɍɚɜɟ ɜɌɢɱɚəɌɗɨəɚɲ ɝɔɝɞɑɘɔ ɚɜɞɚɏɚəɌɗɨəɔɡ 
ɠɟəɖɢɱɕ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɛɚɝɞɌɎɗɑəɚɏɚ ɓɌɎɐɌəəɫ. ȾɌɖ ɛɜɔ ɌəɌɗɱɓɱ ɱ 

ɝɔəɞɑɓɱ ɝɔɏəɌɗɱɎ, ɥɚ ɎɛɗɔɎɌɪɞɨ əɌ ɗɱəɱɕəɱ ɗɌəɢɪɏɔ, əɌɕɍɱɗɨɤɚ-

ɏɚ ɛɚɤɔɜɑəəɫ əɌɍɟɗɌ ɝɔɝɞɑɘɌ ɏɌɜɘɚəɱɕəɔɡ ɠɟəɖɢɱɕ. Ȼɚ-ɛɑɜɤɑ, 
ɏɌɜɘɚəɱɕəɱ ɖɚɗɔɎɌəəɫ əɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɱəɤɔɡ ɓɍɑɜɱɏɌɪɞɨ ɝɎɚɪ 

ɠɚɜɘɟ ɛɜɔ ɛɜɚɡɚɐɒɑəəɱ ɣɑɜɑɓ ɢɱ ɗɌəɢɪɏɔ; ɓɘɱəɪɪɞɨɝɫ ɗɔɤɑ 

ɌɘɛɗɱɞɟɐɌ ɱ ɛɚɣɌɞɖɚɎɌ ɠɌɓɌ. Ȼɚ-ɐɜɟɏɑ, ɤɔɜɚɖɚ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨ-
ɝɫ ɐɚɍɜɑ ɜɚɓɜɚɍɗɑəɔɕ Ɏ ɞɑɚɜɱɲ ɗɌəɢɪɏɱɎ ɝɔɘɎɚɗɱɣəɔɕ ɘɑɞɚɐ.  ȣɓ 

ɘəɚɒɔəɔ ɱəɤɔɡ ɓɌɎɐɌəɨ əɌɕɍɱɗɨɤ ɎɌɒɗɔɎɚɪ ɯ ɓɌɐɌɣɌ əɌɍɗɔ-

ɒɑəɚɏɚ ɜɚɓɖɗɌɐɌəəɫ ɝɖɗɌɐəɔɡ ɝɔɏəɌɗɱɎ, ɛɜɔ ɫɖɱɕ əɑɚɍɡɱɐəɌ 
ɞɚɣəɱɝɞɨ ɓɌɍɑɓɛɑɣɟɯɞɨɝɫ ɛɜɔ ɘɱəɱɘɟɘɱ ɣɗɑəɱɎ ɜɫɐɟ. 

Ȱɗɫ ɛɜɑɐɝɞɌɎɗɑəəɫ ɍɑɓɛɑɜɑɜɎəɔɡ ɝɔɏəɌɗɱɎ ɓɌɝɞɚɝɚɎɟɪɞɨɝɫ 
ɛɚɗɱəɚɘɔ ɱ ɠɟəɖɢɱɲ ȷɌɏɑɜɜɌ, ȷɑɒɌəɐɜɌ, ɃɑɍɔɤɑɎɌ, ȱɜɘɱɞɌ ɱ ɱə. 

Ȱɗɫ ɛɚɐɌəəɫ ɝɔɏəɌɗɱɎ ɓ ɞɚɣɖɌɘɔ ɜɚɓɜɔɎɟ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ 

ɤɘɌɞɖɚɎɚ-ɛɚɝɞɱɕəɱ ɠɟəɖɢɱɲ ȿɚɗɤɌ, ɁɌɌɜɌ, ȼɌɐɑɘɌɡɑɜɌ. Ȱɗɫ 
ɐɔɝɖɜɑɞɔɓɌɢɱɲ ɍɑɓɛɑɜɑɜɎəɔɡ ɝɔɏəɌɗɱɎ ɟ ɣɌɝɱ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ 

ɚɜɞɚɏɚəɌɗɨəɔɕ ɜɫɐ ȶɚɞɑɗɨəɔɖɚɎɌ. Ȯ ɚɝɞɌəəɱ ɜɚɖɔ ɤɔɜɚɖɚ Ɏɔ-

ɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɍɌɓɔɝəɱ ɠɟəɖɢɱɲ ɞɔɛɟ ɎɑɕɎɗɑɞɱɎ. 

5.5.2 ȮɑɕɎɗɑɞɔ 

Ȱɚ ɖɚɗɌ ɝɟɣɌɝəɔɡ ɱəɝɞɜɟɘɑəɞɌɗɨəɔɡ ɓɌɝɚɍɱɎ ɚɢɱəɖɔ ɜɫɐɱɎ 

ɝɛɚɝɞɑɜɑɒɑəɨ Ɏɱɐəɚɝɔɞɨɝɫ ɞɌɖɚɒ ɎɑɕɎɗɑɞ-ɌəɌɗɱɓ26. Ȯɱə ɚɝɚɍɗɔɎɚ 
ɑɠɑɖɞɔɎəɔɕ ɟ ɞɔɡ ɎɔɛɌɐɖɌɡ, ɖɚɗɔ ɖɜɱɘ ɓɌɏɌɗɨəɔɡ ɝɛɑɖɞɜɌɗɨəɔɡ 

                                                                 

26 Buckheit J., Donoho D. Wavelab and reproducible research // Sta n-

ford University Technical Report 474: Wavelets and Statistics Lecture 

Notes, 1995. ð 27 p.  
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ɡɌɜɌɖɞɑɜɔɝɞɔɖ ɛɚɞɜɱɍəɚ ɎɔɫɎɗɫɞɔ ɗɚɖɌɗɨəɱ Ɏ ɣɌɝɱ ɚɝɚɍɗɔɎɚɝɞɱ 
ɛɚɎɑɐɱəɖɔ ɛɜɚɢɑɝɟ, ɥɚ ɐɚɝɗɱɐɒɟɯɞɨɝɫ. ȺɝəɚɎɚɪ ɎɑɕɎɗɑɞ-ɌəɌɗɱɓɟ 

ɯ ɎɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ, ɫɖɑ ɯ ɚɝɚɍɗɔɎɔɘ ɞɔɛɚɘ ɗɱəɱɕəɚɏɚ ɛɑɜɑ-

ɞɎɚɜɑəəɫ, ɍɌɓɔɝəɱ ɠɟəɖɢɱɲ ɫɖɚɏɚ (ɎɑɕɎɗɑɞɔ) ɘɌɪɞɨ ɝɛɑɢɔɠɱɣəɱ 
ɎɗɌɝɞɔɎɚɝɞɱ.  ȬəɌɗɱɓ ɐɌəɔɡ ɓ ɎɔɖɚɜɔɝɞɌəəɫɘ  ɎɑɕɎɗɑɞ-

ɛɑɜɑɞɎɚɜɑəɨ ɯ ɓɜɟɣəɔɘ, əɌɐɱɕəɔɘ ɱ ɛɚɞɟɒəɔɘ ɱəɝɞɜɟɘɑəɞɚɘ 

ɐɚɝɗɱɐɒɑəəɫ  ɣɌɝɚɎɔɡ ɜɫɐɱɎ ɱ ɐɚɓɎɚɗɫɯ ɛɜɑɐɝɞɌɎɔɞɔ ɜɑɓɟɗɨɞɌɞɔ 
ɟ  əɌɚɣəɚɘɟ Ɏɔɏɗɫɐɱ, ɓɜɟɣəɚɘɟ ɐɗɫ ɱəɞɑɜɛɜɑɞɌɢɱɲ. 

ȮɑɕɎɗɑɞɚɘ (ɘɌɗɚɪ ɡɎɔɗɑɪ)  əɌɓɔɎɌɯɞɨɝɫ ɐɑɫɖɌ ɠɟəɖɢɱɫ,  ɓɚ-
ɝɑɜɑɐɒɑəɌ Ɏ əɑɎɑɗɔɖɱɕ ɚɖɚɗɔɢɱ ɐɑɫɖɚɲ ɞɚɣɖɔ ɞɌ ɜɱɓɖɚ ɟɍɟɞəɌ ɐɚ 

əɟɗɫ ɛɚ ɘɱɜɱ ɎɔɐɌɗɑəəɫ Ɏɱɐ əɑɲ ɫɖ ɟ ɣɌɝɚɎɔɕ, ɞɌɖ ɱ Ɏ ɣɌɝɞɚɞəɱɕ 

ɚɍɗɌɝɞɱ. ȣɝəɟɪɞɨ əɌɕɜɱɓəɚɘɌəɱɞəɱɤɱ ɎɑɕɎɗɑɞɔ, ɥɚ ɘɌɪɞɨ  ɜɱɓəɱ 
ɎɗɌɝɞɔɎɚɝɞɱ. ȼɌɓɚɘ ɓ ɞɔɘ, ɟɝɱ ɎɑɕɎɗɑɞɔ ɘɌɪɞɨ Ɏɔɏɗɫɐ ɖɚɜɚɞɖɔɡ 

ɡɎɔɗɨɚɎɔɡ ɛɌɖɑɞɱɎ ɓ əɟɗɨɚɎɔɘ ɱəɞɑɏɜɌɗɨəɔɘ ɓəɌɣɑəəɫɘ, ɗɚɖɌɗɱ-

ɓɚɎɌəɔɡ əɌ ɣɌɝɚɎɱɕ ɚɝɱ, ɫɖɱ ɯ ɱəɎɌɜɱɌəɞəɔɘɔ ɐɚ ɓɝɟɎɟ ɱ ɐɚ ɘɌɝɤ-
ɞɌɍɟɎɌəəɫ. 

Ȱɚ ɍɟɐɨ-ɫɖɚɘɟ ɎɑɕɎɗɑɞɟ ɘɚɒəɌ ɓɌɝɞɚɝɟɎɌɞɔ ɐɎɱ ɚɛɑɜɌɢɱɲ: 

ɓɜɟɤɑəəɫ, ɞɚɍɞɚ ɛɑɜɑɘɱɥɑəəɫ ɚɍɗɌɝɞɱ ɕɚɏɚ ɗɚɖɌɗɱɓɌɢɱɲ Ɏ ɣɌɝɱ; 
ɘɌɝɤɞɌɍɟɎɌəəɫ (ɜɚɓɞɫɏɌəəɫ Ɍɍɚ ɝɞɔɝɖ). 

ȯɚɗɚɎəɌ ɱɐɑɫ ɎɑɕɎɗɑɞ-ɛɜɑɞɎɚɜɑəəɫ ɛɚɗɫɏɌɯ Ɏ ɞɚɘɟ, ɥɚ əɑɝɞɌ-

ɢɱɚəɌɜəɔɕ ɣɌɝɚɎɔɕ ɜɫɐ ɜɚɓɛɚɐɱɗɫɯɞɨɝɫ əɌ ɚɖɜɑɘɱ ɛɜɚɘɱɒɖɔ 
(ɞɌɖ ɓɎɌəəɱ çɎɱɖəɌ ɝɛɚɝɞɑɜɑɒɑəəɫè), ɱ əɌ ɖɚɒəɚɘɟ ɓ əɔɡ Ɏɔɖɚəɟ-

ɯɞɨɝɫ ɚɍɣɔɝɗɑəəɫ ɝɖɌɗɫɜəɚɏɚ ɐɚɍɟɞɖɟ (Ɏɑɗɔɣɔəɔ, ɥɚ ɛɚɖɌɓɟɯ 

ɝɞɟɛɱəɨ ɍɗɔɓɨɖɚɝɞɱ ɐɎɚɡ ɓɌɖɚəɚɘɱɜəɚɝɞɑɕ) ɐɚɝɗɱɐɒɟɎɌəɔɡ ɐɌəɔɡ 
ɱɓ ɜɱɓəɔɘɔ ɓɜɟɤɑəəɫɘɔ ɐɑɫɖɚɏɚ ɎɑɕɎɗɑɞɟ əɌ ɜɱɓəɔɡ ɘɌɝɤɞɌɍɌɡ. 

ȮɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ ɏɑəɑɜɟɯ əɌɍɱɜ ɖɚɑɠɱɢɱɯəɞɱɎ, ɓɌ ɐɚɛɚɘɚ-

ɏɚɪ ɫɖɔɡ ɛɜɑɐɝɞɌɎɗɫɯɞɨɝɫ ɛɚɣɌɞɖɚɎɔɕ ɜɫɐ. Ȯɚəɔ ɯ ɠɟəɖɢɱɫɘɔ 
ɐɎɚɡ ɓɘɱəəɔɡ: ɣɌɝɟ ɱ ɣɌɝɞɚɞɔ, ɱ ɞɚɘɟ ɟɞɎɚɜɪɪɞɨ ɛɚɎɑɜɡəɪ ɟ 

ɞɜɨɚɡɎɔɘɱɜəɚɘɟ ɛɜɚɝɞɚɜɱ. ɂɱ ɖɚɑɠɱɢɱɯəɞɔ, ɥɚ ɛɚɖɌɓɟɪɞɨ, əɌɝɖɱ-
ɗɨɖɔ ɛɚɎɑɐɱəɖɌ ɛɜɚɢɑɝɟ Ɏ ɐɌəɱɕ ɞɚɣɢɱ ɌəɌɗɚɏɱɣəɚ ɎɑɕɎɗɑɞɟ əɌ 

ɐɌəɚɘɟ ɘɌɝɤɞɌɍɱ. Ƀɔɘ ɍɗɔɒɣɑ Ɏɔɏɗɫɐ ɌəɌɗɱɓɚɎɌəɚɲ ɓɌɗɑɒəɚɝɞɱ Ɏ 

ɚɖɚɗɱ ɐɌəɚɲ ɞɚɣɖɔ ɐɚ Ɏɔɏɗɫɐɟ ɎɑɕɎɗɑɞɟ, ɞɔɘ ɍɱɗɨɤɟ Ɍɍɝɚɗɪɞəɟ 
Ɏɑɗɔɣɔəɟ ɘɌɯ ɎɱɐɛɚɎɱɐəɔɕ ɖɚɑɠɱɢɱɯəɞ. ȹɑɏɌɞɔɎəɱ ɖɚɑɠɱɢɱɯəɞɔ 

ɛɚɖɌɓɟɪɞɨ, ɥɚ ɓɌɗɑɒəɱɝɞɨ ɝɡɚɒɌ əɌ "ɐɓɑɜɖɌɗɨəɑ Ɏɱɐɍɔɞɞɫ" Ɏɑɕ-

Ɏɗɑɞɟ.  
Ⱦɑɡəɚɗɚɏɱɫ ɎɔɖɚɜɔɝɞɌəəɫ ɎɑɕɎɗɑɞɱɎ ɐɚɓɎɚɗɫɯ ɎɔɫɎɗɫɞɔ ɚɐɔ-

əɔɣəɱ ɞɌ əɑɜɑɏɟɗɫɜəɱ çɝɛɗɑɝɖɔè, ɜɱɓɖɱ ɓɘɱəɔ ɓəɌɣɑəɨ ɖɱɗɨɖɱɝəɔɡ 

ɛɚɖɌɓəɔɖɱɎ ɟ ɜɱɓəɱ ɛɑɜɱɚɐɔ ɣɌɝɟ, ɓɚɖɜɑɘɌ, ɚɍɝɫɏɱɎ ɞɑɘɌɞɔɣəɔɡ 
ɛɟɍɗɱɖɌɢɱɕ Ɏ ȣəɞɑɜəɑɞ. Ȼɜɔ ɢɨɚɘɟ ɘɚɒɟɞɨ ɎɔɫɎɗɫɞɔɝɫ ɘɚɘɑəɞɔ 
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Ɏɔəɔɖəɑəəɫ ɢɔɖɗɱɎ, Ɍ ɞɌɖɚɒ ɘɚɘɑəɞɱɎ, ɖɚɗɔ ɓɌ ɛɑɜɱɚɐɌɘɔ ɜɑɏɟ-
ɗɫɜəɚɲ ɐɔəɌɘɱɖɔ əɌɝɞɌɪɞɨ ɡɌɚɞɔɣəɱ ɖɚɗɔɎɌəəɫ.  

ɃɌɝɚɎɔɕ ɜɫɐ ɘɚɒɑ ɌɛɜɚɖɝɔɘɟɎɌɞɔɝɫ ɖɜɔɎɚɪ, ɫɖɌ, ɟ ɝɎɚɪ 

ɣɑɜɏɟ, ɘɚɒɑ ɍɟɞɔ ɛɜɑɐɝɞɌɎɗɑəɌ ɟ Ɏɔɏɗɫɐɱ ɝɟɘɔ ɏɌɜɘɚəɱɕəɔɡ 
ɖɚɗɔɎɌəɨ ɜɱɓəɚɲ ɣɌɝɞɚɞɔ ɕ Ɍɘɛɗɱɞɟɐɔ. Ȼɜɔ ɢɨɚɘɟ ɖɚɗɔɎɌəəɫ, ɥɚ 

ɘɌɪɞɨ əɔɓɨɖɟ ɣɌɝɞɚɞɟ, ɎɱɐɛɚɎɱɐɌɪɞɨ ɓɌ ɛɚɎɱɗɨəɱ, ɛɗɌɎəɱ, Ɏɑɗɔ-

ɖɚɘɌɝɤɞɌɍəɱ ɓɘɱəɔ ɓəɌɣɑəɨ ɣɌɝɚɎɚɏɚ ɜɫɐɟ, Ɍ ɎɔɝɚɖɚɣɌɝɞɚɞəɱ ð 
ɓɌ ɖɚɜɚɞɖɱ, ɐɜɱɍəɚɘɌɝɤɞɌɍəɱ ɓɘɱəɔ. Ƀɔɘ ɝɔɗɨəɱɤɑ ɓɘɱəɪɯɞɨɝɫ 

ɚɛɔɝɟɎɌəɌ ɐɌəɚɪ ɓɌɖɚəɚɘɱɜəɱɝɞɪ ɎɑɗɔɣɔəɌ əɌ ɐɌəɚɘɟ ɘɌɝɤɞɌ-
ɍɱ, ɞɔɘ ɍɱɗɨɤɟ Ɍɘɛɗɱɞɟɐɟ ɘɌɪɞɨ ɝɖɗɌɐɚɎɱ əɌ ɎɱɐɛɚɎɱɐəɱɕ ɣɌɝɞɚɞɱ. 

ȾɌɖɔɘ ɣɔəɚɘ, ɐɚɝɗɱɐɒɟɎɌəɔɕ ɣɌɝɚɎɔɕ ɜɫɐ ɘɚɒəɌ ɜɚɓɏɗɫɐɌɞɔ Ɏ 

ɣɌɝɞɚɞəɚ-ɣɌɝɚɎɱɕ ɚɍɗɌɝɞɱ, ɟ ɓɌɗɑɒəɚɝɞɱ ɫɖ Ɏɱɐ ɣɌɝɟ, ɞɌɖ ɱ Ɏɱɐ 
ɣɌɝɞɚɞɔ.  

ȮɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ ɚɐəɚɎɔɘɱɜəɚɏɚ ɝɔɏəɌɗɟ / ɠɟəɖɢɱɲ - ɢɑ 

ɕɚɏɚ ɛɜɑɐɝɞɌɎɗɑəəɫ ɟ Ɏɔɏɗɫɐɱ ɟɓɌɏɌɗɨəɑəɚɏɚ ɜɫɐɟ Ɍɍɚ ɱəɞɑɏɜɌɗɌ 
ɀɟɜ'ɯ ɛɚ ɝɔɝɞɑɘɱ ɍɌɓɔɝəɔɡ ɠɟəɖɢɱɕ 
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ɫɖɱ ɝɖɚəɝɞɜɟɕɚɎɌəɱ ɓ ɘɌɞɑɜɔəɝɨɖɚɏɚ (Ɏɔɡɱɐəɚɏɚ) ɎɑɕɎɗɑɞɟ  ()ty , 

ɥɚ ɘɌɯ ɛɑɎəɱ ɎɗɌɝɞɔɎɚɝɞɱ ɓɌ ɜɌɡɟəɚɖ ɚɛɑɜɌɢɱɕ ɓɝɟɎɟ Ɏ ɣɌɝɱ (b) ɱ 

ɓɘɱəɔ ɣɌɝɚɎɚɏɚ ɘɌɝɤɞɌɍɟ (a). ȸəɚɒəɔɖ 1/ a  ɓɌɍɑɓɛɑɣɟɯ əɑɓɌ-

ɗɑɒəɱɝɞɨ əɚɜɘɔ ɢɔɡ ɠɟəɖɢɱɕ Ɏɱɐ ɘɌɝɤɞɌɍɟɪɣɚɏɚ ɣɔɝɗɌ a. 
Ⱥɞɒɑ, ɐɗɫ ɓɌɐɌəɔɡ ɓəɌɣɑəɨ ɛɌɜɌɘɑɞɜɱɎ a ɞɌ b ɠɟəɖɢɱɫ 

()ab ty  ɱ ɯ ɞɔɘ ɎɑɕɎɗɑɞɚɘ, ɥɚ ɛɚɜɚɐɒɟɯɞɨɝɫ ɘɌɞɑɜɔəɝɨɖɔɘ Ɏɑɕ-

Ɏɗɑɞɚɘ ()ty . ȿ ɫɖɚɝɞɱ ɍɌɓɔɝəɔɡ ɠɟəɖɢɱɕ, ɥɚ ɟɞɎɚɜɪɪɞɨ ɚɜɞɚ-

ɏɚəɌɗɨəɔɕ ɍɌɓɔɝ, ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɤɔɜɚɖɔɕ əɌɍɱɜ Ɏɑɕ-

ɎɗɑɞɱɎ. 
Ȱɗɫ ɛɜɌɖɞɔɣəɚɏɚ ɓɌɝɞɚɝɟɎɌəəɫ ɎɌɒɗɔɎɚ ɓəɌɞɔ ɚɓəɌɖɔ, 

ɫɖɔɘɔ əɑɚɐɘɱəəɚ ɛɚɎɔəəɌ Ɏɚɗɚɐɱɞɔ ɛɚɣɌɞɖɚɎɌ ɠɟəɖɢɱɫ, ɥɚɍ 

ɝɞɌɞɔ ɎɑɕɎɗɑɞɚɘ. ȹɌɎɑɐɑɘɚ ɞɟɞ ɚɝəɚɎəɱ ɓ əɔɡ. 
Ⱥɍɘɑɒɑəɱɝɞɨ. ȶɎɌɐɜɌɞ əɚɜɘɔ ɠɟəɖɢɱɲ ɛɚɎɔəɑə ɍɟɞɔ ɝɖɱə-

ɣɑəəɔɘ: 
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ȷɚɖɌɗɱɓɌɢɱɫ.  ȮɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ əɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɛɑɜɑɞɎɚ-
ɜɑəəɫ ɀɟɜ'ɯ ɎɔɖɚɜɔɝɞɚɎɟɯ ɗɚɖɌɗɱɓɚɎɌəɟ Ɏɔɡɱɐəɟ ɠɟəɖɢɱɪ ɱ ɟ 

ɣɌɝɱ, ɱ ɟ ɣɌɝɞɚɞɱ. Ȱɗɫ ɢɨɚɏɚ ɐɚɝɞɌɞəɨɚ, ɥɚɍ ɎɔɖɚəɟɎɌɗɔɝɫ ɟɘɚɎɔ: 
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ȹɌɛɜɔɖɗɌɐ, ɐɑɗɨɞɌ-ɠɟəɖɢɱɫ ()td  ɱ ɏɌɜɘɚəɱɕəɌ ɠɟəɖɢɱɫ əɑ 

ɓɌɐɚɎɚɗɨəɫɪɞɨ əɑɚɍɡɱɐəɱɕ ɟɘɚɎɱ ɚɐəɚɣɌɝəɚɲ ɗɚɖɌɗɱɓɌɢɱɲ ɟ ɣɌɝɚ-

Ɏɱɕ ɱ ɣɌɝɞɚɞəɱɕ ɚɍɗɌɝɞɫɡ. 

ȹɟɗɨɚɎɑ ɝɑɜɑɐəɯ. ȯɜɌɠɱɖ Ɏɔɡɱɐəɚɲ ɠɟəɖɢɱɲ ɛɚɎɔəɑə ɚɝɢɱɗɪ-

ɎɌɞɔ (ɍɟɞɔ ɓəɌɖɚɓɘɱəəɔɘ) əɌɎɖɚɗɚ əɟɗɫ əɌ ɚɝɱ ɣɌɝɟ ɱ ɘɌɞɔ əɟ-

ɗɨɚɎɟ ɛɗɚɥɟ: 
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ȳ ɢɱɯɲ ɟɘɚɎɔ ɝɞɌɯ ɓɜɚɓɟɘɱɗɔɘ Ɏɔɍɱɜ əɌɓɎɔ çɎɑɕɎɗɑɞè ð ɘɌɗɑəɨ-

ɖɌ ɡɎɔɗɫ. 

ȼɱɎəɱɝɞɨ əɟɗɪ ɛɗɚɥɱ ɠɟəɖɢɱɲ ()ty , ɞɚɍɞɚ əɟɗɨɚɎɚɏɚ ɘɚɘɑəɞɟ, 

ɛɜɔɓɎɚɐɔɞɨ ɐɚ ɞɚɏɚ, ɥɚ ɀɟɜ'ɯ-ɛɑɜɑɞɎɚɜɑəəɫ ()fy w  ɢɱɯɲ ɠɟəɖɢɱɲ 

ɐɚɜɱɎəɪɯ əɟɗɪ ɛɜɔ Ș = 0 ɱ ɘɌɯ Ɏɔɏɗɫɐ ɝɘɟɏɚɎɚɏɚ ɠɱɗɨɞɜɌ. Ȼɜɔ 

ɜɱɓəɔɡ ɓəɌɣɑəəɫɡ ɛɌɜɌɘɑɞɜɌ a ɢɑ ɍɟɐɑ əɌɍɱɜ ɝɘɟɏɚɎɔɡ ɠɱɗɨɞɜɱɎ. 

ɃɌɝɞɚ ɐɗɫ ɓɌɝɞɚɝɟəɖɱɎ ɍɟɎɌɯ əɑɚɍɡɱɐəɚ, ɥɚɍ əɑ ɞɱɗɨɖɔ əɟɗɨɚɎɔɕ, 
Ɍ ɕ Ɏɝɱ ɛɑɜɤɱ n ɘɚɘɑəɞɱɎ ɐɚɜɱɎəɪɎɌɗɔ əɟɗɪ: 
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ȮɑɕɎɗɑɞɔ n-ɏɚ ɛɚɜɫɐɖɟ ɐɚɓɎɚɗɫɪɞɨ ɌəɌɗɱɓɟɎɌɞɔ ɍɱɗɨɤ ɞɚəɖɟ 

(ɎɔɝɚɖɚɣɌɝɞɚɞəɟ) ɝɞɜɟɖɞɟɜɟ ɝɔɏəɌɗɟ, ɛɜɔɏəɱɣɟɪɣɔ ɕɚɏɚ ɝɖɗɌɐɚ-
Ɏɱ, ɥɚ ɓɘɱəɪɪɞɨɝɫ ɛɚɎɱɗɨəɚ. 

ȬɎɞɚɘɚɐɑɗɨəɱɝɞɨ. ɁɌɜɌɖɞɑɜəɚɪ ɚɓəɌɖɚɪ ɎɑɕɎɗɑɞ-

ɛɑɜɑɞɎɚɜɑəəɫ ɯ ɕɚɏɚ ɝɌɘɚɛɚɐɱɍəɱɝɞɨ. ȿɝɱ ɎɑɕɎɗɑɞɔ ɖɚəɖɜɑɞəɚɏɚ 

ɝɱɘɑɕɝɞɎɌ ()ab ty ɘɌɪɞɨ ɞɑ ɝɌɘɑ ɣɔɝɗɚ ɚɝɢɔɗɫɢɱɕ, ɥɚ ɱ ɘɌɞɑɜɔə-

ɝɨɖɔɕ ɎɑɕɎɗɑɞ ()ty , ɚɝɖɱɗɨɖɔ ɚɞɜɔɘɌəɱ ɓ əɨɚɏɚ ɓɌ ɐɚɛɚɘɚɏɚɪ 

ɘɌɝɤɞɌɍəɔɡ ɛɑɜɑɞɎɚɜɑəɨ (a) ɱ ɓɝɟɎɟ (b). 
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ȹɌɕɍɱɗɨɤ ɛɚɤɔɜɑəɱ ɐɱɕɝəɱ ɍɌɓɔɝɔ ɖɚəɝɞɜɟɪɪɞɨɝɫ əɌ ɚɝəɚɎɱ 

ɛɚɡɱɐəɔɡ ɠɟəɖɢɱɲ ȯɌɟɝɌ (() ( )2

0 exp / 2g t t= - ). ɂɑ ɚɍɟɘɚɎɗɑəɚ ɞɱɯɪ 

ɚɍɝɞɌɎɔəɚɪ, ɥɚ ɠɟəɖɢɱɫ ȯɌɟɝɌ ɘɌɯ əɌɕɖɜɌɥɱ ɛɚɖɌɓəɔɖɔ ɗɚɖɌ-
ɗɱɓɌɢɱɲ ɫɖ ɟ ɣɌɝɚɎɱɕ, ɞɌɖ ɱ ɟ ɣɌɝɞɚɞəɱɕ ɚɍɗɌɝɞɫɡ. Ȼɜɔ n = 1 ɚɞɜɔ-

ɘɟɯɘɚ ɎɑɕɎɗɑɞ ɛɑɜɤɚɏɚ ɛɚɜɫɐɖɟ, ɞɌɖ ɓɎɌəɔɕ WAVE-ɎɑɕɎɗɑɞ ɓ 

ɜɱɎəɔɘ əɟɗɪ əɟɗɨɚɎɔɘ ɘɚɘɑəɞɚɘ. Ȼɜɔ n = 2 ɚɞɜɔɘɟɯɘɚ MHAT-
ɎɑɕɎɗɑɞ, çɘɑɖɝɔɖɌəɝɨɖɔɕ ɖɌɛɑɗɪɡè (Mexican Hat). ȿ əɨɚɏɚ əɟ-

ɗɨɚɎɔɕ ɱ ɛɑɜɤɔɕ ɘɚɘɑəɞɔ ɐɚɜɱɎəɪɪɞɨ əɟɗɪ. Ȯɱə ɘɌɯ ɖɜɌɥɟ 

ɜɚɓɛɚɐɱɗɨəɟ ɓɐɌɞəɱɝɞɨ, əɱɒ WAVE-ɎɑɕɎɗɑɞ. ȻɜɔɖɗɌɐɔ ɏɜɌɠɱɖɱɎ 
ɍɌɓɚɎɔɡ ɎɑɕɎɗɑɞɱɎ əɌɎɑɐɑəɚ əɌ ȼɔɝ. 20. 

 
ȼɔɝɟəɚɖ 20 ð ȻɜɔɖɗɌɐɔ ɎɑɕɎɗɑɞɱɎ, ɥɚ ɣɌɝɞɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɟ 

ɓɌɝɞɚɝɟəɖɌɡ: (a) ȯɌɟɝɚɎɌ ɡɎɔɗɫ (ɛɑɜɤɌ ɛɚɡɱɐəɌ ɠɟəɖɢɱɲ ȯɌɟɝɌ), (ɍ) ɘɑɖ-
ɝɔɖɌəɝɨɖɔɕ ɖɌɛɑɗɪɡ, (Ɏ) ɎɑɕɎɗɑɞ ɁɌɌɜɌ, (ɏ) ɎɑɕɎɗɑɞ ȸɚɜɗɑ (ɐɱɕɝəɌ ɣɌɝ-

ɞɔəɌ) 

ȹɑɛɑɜɑɜɎəɑ ɎɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ 

ȹɑɛɑɜɑɜɎəɑ ɛɜɫɘɑ ɱ ɓɎɚɜɚɞəɑ ɎɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ ɐɗɫ 

ɠɟəɖɢɱɲ ( )f t  ɍɟɐɟɯɞɨɝɫ ɓɌ ɐɚɛɚɘɚɏɚɪ əɑɛɑɜɑɜɎəɔɡ ɘɌɝɤɞɌɍəɔɡ 

ɛɑɜɑɞɎɚɜɑəɨ ɱ ɛɑɜɑəɚɝɱɎ ɎɔɍɜɌəɚɏɚ ɎɑɕɎɗɑɞɟ ( )ty  ɓ ɐɚɎɱɗɨəɔɘɔ 

ɓəɌɣɑəəɫɘɔ ɘɌɝɤɞɌɍəɚɏɚ ɖɚɑɠɱɢɱɯəɞɌ a  ɞɌ ɛɌɜɌɘɑɞɜɌ ɓɝɟɎɟ b : 
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ɐɑ (., .) - ɝɖɌɗɫɜəɔɕ ɐɚɍɟɞɚɖ ɎɱɐɛɚɎɱɐəɔɡ ɝɛɱɎɘəɚɒəɔɖɱɎ, 

()Y -w  ɀɟɜõɯ-ɛɑɜɑɞɎɚɜɑəəɫ ɎɑɕɎɗɑɞɟ ( )ty . Ȱɗɫ ɚɜɞɚəɚɜɘɚɎɌ-

əɔɡ ɎɑɕɎɗɑɞɱɎ Cy . 

ȾɌɖɔɘ ɣɔəɚɘ,  ɎɑɕɎɗɑɞ-ɝɛɑɖɞɜ ( ),fW a b  (Wavelet Spectrum, 

Ɍɍɚ time-scale -spectrum ð ɘɌɝɤɞɌɍəɚ-ɣɌɝɚɎɔɕ ɝɛɑɖɞɜ) əɌ Ɏɱɐɘɱ-

əɟ Ɏɱɐ ɀɟɜõɯ-ɝɛɑɖɞɜɟ (single spectrum) ɯ ɠɟəɖɢɱɯɪ ɐɎɚɡ Ɍɜɏɟɘɑ-
əɞɱɎ: ɛɑɜɤɔɕ Ɍɜɏɟɘɑəɞ Ɍ (ɣɌɝɚɎɚɲ ɘɌɝɤɞɌɍ) ɌəɌɗɚɏɱɣəɔɕ ɛɑɜɱɚɐɟ 

ɚɝɢɔɗɫɢɱɕ, ɞɚɍɞɚ ɚɍɑɜəɑəɔɕ ɣɌɝɞɚɞɱ, Ɍ ɐɜɟɏɔɕ b ð ɌəɌɗɚɏɱɣəɔɕ 

ɓɘɱɥɑəəɪ ɝɔɏəɌɗɟ ɛɚ ɚɝɱ ɣɌɝɟ. 

Ƚɗɱɐ ɓɌɓəɌɣɔɞɔ, ɥɚ ( )0,fW a b  ɡɌɜɌɖɞɑɜɔɓɟɯ ɣɌɝɚɎɟ ɓɌɗɑɒəɱɝɞɨ 

(ɛɜɔ 0a a= ), ɞɚɐɱ ɫɖ ɓɌɗɑɒəɚɝɞɱ ( )0,fW a b ɘɚɒəɌ ɛɚɝɞɌɎɔɞɔ ɟ 

ɎɱɐɛɚɎɱɐəɱɝɞɨ ɣɌɝɞɚɞəɟ ɓɌɗɑɒəɱɝɞɨ (ɛɜɔ 0b b= ). 

ɋɖɥɚ ɐɚɝɗɱɐɒɟɎɌəɔɕ ɝɔɏəɌɗ ()f t  ɫɎɗɫɯ ɝɚɍɚɪ ɚɐɔəɚɣəɔɕ 

ɱɘɛɟɗɨɝ ɞɜɔɎɌɗɱɝɞɪ ut, ɓɚɝɑɜɑɐɒɑəɔɕ Ɏ ɚɖɚɗɱ 0t t= , ɞɚ ɕɚɏɚ Ɏɑɕ-

Ɏɗɑɞ-ɝɛɑɖɞɜ ɘɌɞɔɘɑ əɌɕɍɱɗɨɤɑ ɓəɌɣɑəəɫ Ɏ ɚɖɚɗɱ ɞɚɣɖɔ ɓ ɖɚɚɜ-

ɐɔəɌɞɌɘɔ 0,ua b t= =t . 

ȺɞɜɔɘɌəɱ ɖɚɑɠɱɢɱɯəɞɔ ɛɜɑɐɝɞɌɎɗɫɪɞɨɝɫ ɟ ɏɜɌɠɱɣəɚɘɟ Ɏɔɏɗɫ-

ɐɱ ɖɌɜɞɚɪ ɖɚɑɠɱɢɱɯəɞɱɎ ɛɑɜɑɞɎɚɜɑəəɫ, Ɍɍɚ  ɝɖɑɕɗɚɏɜɌɘɚɪ. ȹɌ 

ɝɖɑɕɗɚɏɜɌɘɱ ɛɚ ɚɐəɱɕ ɚɝɱ ɎɱɐɖɗɌɐɌɪɞɨɝɫ ɓɜɟɤɑəəɫ ɎɑɕɎɗɑɞɟ 
(Ɏɱɝɨ ɣɌɝɟ), Ɍ ɛɚ ɱəɤɱɕ ð ɘɌɝɤɞɌɍɔ (Ɏɱɝɨ ɘɌɝɤɞɌɍɱɎ), ɛɱɝɗɫ ɣɚɏɚ 

ɞɚɣɖɔ ɝɡɑɘɔ, ɥɚ ɚɞɜɔɘɟɯɞɨɝɫ, ɚɠɌɜɍɚɎɟɪɞɨɝɫ ɓɌɗɑɒəɚ Ɏɱɐ Ɏɑ-

ɗɔɣɔəɔ ɎɱɐɛɚɎɱɐəɔɡ ɖɚɑɠɱɢɱɯəɞɱɎ  (ɣɔɘ ɍɱɗɨɤɑ ɖɚɑɠɱɢɱɯəɞ, ɞɔɘ 
ɫɝɖɜɌɎɱɤɑ ɖɚɗɨɚɜɔ ɓɚɍɜɌɒɑəəɫ). ȹɌ ɝɖɑɕɗɚɏɜɌɘɱ Ɏɔɐəɱ Ɏɝɱ  ɡɌ-

ɜɌɖɞɑɜəɱ ɜɔɝɔ Ɏɔɡɱɐəɚɏɚ ɜɫɐɟ: ɘɌɝɤɞɌɍ ɞɌ ɱəɞɑəɝɔɎəɱɝɞɨ ɛɑɜɱɚ-
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ɐɔɣəɔɡ ɓɘɱə, əɌɛɜɫɘɚɖ ɱ ɎɑɗɔɣɔəɌ ɞɜɑəɐɱɎ, əɌɫɎəɱɝɞɨ, ɜɚɓɞɌ-
ɤɟɎɌəəɫ ɞɌ ɞɜɔɎɌɗɱɝɞɨ ɗɚɖɌɗɨəɔɡ ɚɝɚɍɗɔɎɚɝɞɑɕ. 

ȹɌɛɜɔɖɗɌɐ, Ɏɱɐɚɘɚ, ɥɚ ɖɚɘɍɱəɌɢɱɫ ɐɑɖɱɗɨɖɚɡ ɜɱɓəɔɡ ɖɚɗɔ-

ɎɌəɨ ɘɚɒɑ ɘɌɞɔ əɌɝɞɱɗɨɖɔ ɝɖɗɌɐəɟ ɠɚɜɘɟ, ɥɚ ɎɔɫɎɔɞɔ ɲɡ ɎɱɓɟɌ-
ɗɨəɚ əɑ ɛɜɑɐɝɞɌɎɗɫɯɞɨɝɫ ɘɚɒɗɔɎɔɘ. Ȼɑɜɱɚɐɔɣəɱ ɓɘɱəɔ, ɥɚ Ɏɱɐ-

ɍɟɎɌɪɞɨɝɫ ɐɗɫ ɓəɌɣɑəɨ ɖɚɑɠɱɢɱɯəɞɱɎ ɎɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ əɌ 

ɐɑɫɖɱɕ əɑɛɑɜɑɜɎəɱɕ ɘəɚɒɔəɱ ɣɌɝɞɚɞ ɎɔɏɗɫɐɌɪɞɨ ɫɖ ɗɌəɢɪɒɚɖ 
"ɛɌɏɚɜɍɱɎ", ɥɚ ɘɌɪɞɨ Ɏɑɜɤɔəɔ, ɜɚɓɞɌɤɚɎɌəɱ Ɏ ɞɚɣɖɌɡ (ɛɚ ɚɝɱ 

ɣɌɝɟ), ɟ ɫɖɔɡ ɢɱ ɓɘɱəɔ ɐɚɝɫɏɌɪɞɨ əɌɕɍɱɗɨɤɔɡ ɓəɌɣɑəɨ.  

ȣəɤɔɘ ɎɌɒɗɔɎɔɘ ɛɚɖɌɓəɔɖɚɘ ɯ ɎɔɜɌɒɑəɌ ɞɑəɐɑəɢɱɫ ɐɔəɌ-

ɘɱɖɔ ɣɌɝɚɎɚɏɚ ɜɫɐɟ (ɞɜɑəɐ) ɛɚɓɌ ɓɌɗɑɒəɱɝɞɪ Ɏɱɐ ɛɑɜɱɚɐɔɣəɔɡ 

ɖɚɗɔɎɌəɨ. ȹɌɫɎəɱɝɞɨ ɞɜɑəɐɌ ɘɚɒɑ ɍɟɞɔ əɑɚɣɑɎɔɐəɚɪ ɛɜɔ ɛɜɚɝ-
ɞɚɘɟ ɜɚɓɏɗɫɐɱ ɣɌɝɚɎɚɏɚ ɜɫɐɟ,  əɌɛɜɔɖɗɌɐ, ɫɖɥɚ ɞɜɑəɐ ɛɚɯɐəɟ-

ɯɞɨɝɫ ɓ ɛɑɜɱɚɐɔɣəɔɘɔ ɖɚɗɔɎɌəəɫɘɔ. Ⱦɜɑəɐ ɎɱɐɍɔɎɌɯɞɨɝɫ əɌ 

ɝɖɑɕɗɚɏɜɌɘɱ ɫɖ ɛɗɌɎəɌ ɓɘɱəɌ ɫɝɖɜɌɎɚɝɞɱ ɟɓɐɚɎɒ ɚɝɱ ɣɌɝɟ ɚɐəɚ-
ɣɌɝəɚ əɌ Ɏɝɱɡ ɘɌɝɤɞɌɍɌɡ. ɋɖɥɚ ɞɜɑəɐ əɌɜɚɝɞɌɪɣɔɕ, ɞɚ ɫɝɖɜɌ-

Ɏɱɝɞɨ ɍɟɐɑ ɓɍɱɗɨɤɟɎɌɞɔɝɫ, ɫɖɥɚ ɟɍɟɞəɔɕ ð ɓɘɑəɤɟɎɌɞɔɝɫ. Ʌɑ 

ɚɐəɔɘ ɎɌɒɗɔɎɔɘ ɠɌɖɞɚɜɚɘ, ɫɖɚɘɟ əɑɚɍɡɱɐəɚ ɎɜɌɡɚɎɟɎɌɞɔ ɛɜɔ 
ɌəɌɗɱɓɱ ɣɌɝɚɎɔɡ ɜɫɐɱɎ, ɯ ɗɚɖɌɗɨəɱ ɚɝɚɍɗɔɎɚɝɞɱ, ɞɚɍɞɚ ɘɚɒɗɔɎɱ 

ɜɱɓɖɱ, ɝɞɜɔɍɖɚɛɚɐɱɍəɱ ɓɘɱəɔ ɡɌɜɌɖɞɑɜɔɝɞɔɖ Ɏɔɡɱɐəɚɏɚ ɜɫɐɟ. ȷɚ-

ɖɌɗɨəɱ ɚɝɚɍɗɔɎɚɝɞɱ ɛɜɑɐɝɞɌɎɗɑəɱ əɌ ɝɖɑɕɗɚɏɜɌɘɱ ɎɑɕɎɗɑɞ-
ɛɑɜɑɞɎɚɜɑəəɫ ɫɖ ɗɱəɱɲ ɜɱɓɖɚɏɚ ɛɑɜɑɛɌɐɟ ɫɝɖɜɌɎɚɝɞɱ, ɥɚ Ɏɔɡɚɐɫɞɨ 

ɱɓ ɞɚɣɖɔ, ɥɚ ɎɱɐɛɚɎɱɐɌɯ ɣɌɝɟ Ɏɔəɔɖəɑəəɫ ɝɞɜɔɍɖɌ. ȬəɌɗɱɓ ɗɚɖɌ-

ɗɨəɔɡ ɚɝɚɍɗɔɎɚɝɞɑɕ ɐɚɓɎɚɗɫɯ ɎɱɐəɚɎɔɞɔ ɱəɠɚɜɘɌɢɱɪ ɥɚɐɚ ɐɔ-
əɌɘɱɖɔ Ɏɔɡɱɐəɚɏɚ ɛɜɚɢɑɝɟ ɞɌ ɟ ɐɑɫɖɔɡ ɎɔɛɌɐɖɌɡ ɛɜɚɏəɚɓɟɎɌɞɔ 

ɛɚɐɱɍəɱ ɝɔɞɟɌɢɱɲ. 

ȶɚɒəɔɕ ɓ ɚɝəɚɎəɔɡ ɠɌɖɞɚɜɱɎ ɐɔəɌɘɱɖɔ  ɣɌɝɚɎɚɏɚ ɜɫɐɟ ɘɌɯ 
ɝɎɱɕ, ɡɌɜɌɖɞɑɜəɔɕ Ɏɱɐɍɔɞɚɖ əɌ ɝɖɑɕɗɚɏɜɌɘɱ, ɛɜɔ ɢɨɚɘɟ Ɏɝɫ ɌəɌ-

ɗɱɞɔɣəɌ ɱəɠɚɜɘɌɢɱɫ ɛɜɑɐɝɞɌɎɗɫɯɞɨɝɫ Ɏ əɌɚɣəɚɘɟ ɞɌ ɓɜɟɣəɚɘɟ 
ɐɗɫ ɎɔɎɣɑəəɫ Ɏɔɏɗɫɐɱ. ȳɌɎɐɫɖɔ əɌɚɣəɚɝɞɱ ɛɚɐɌəəɫ ɜɑɓɟɗɨɞɌɞɱɎ ɟ 

Ɏɔɏɗɫɐɱ ɝɖɑɕɗɚɏɜɌɘɔ, ɱəɚɐɱ ɐɚɝɔɞɨ ɚɐəɚɏɚ ɛɚɏɗɫɐɟ, ɥɚɍ ɛɚɍɌɣɔ-

ɞɔ əɌ əɱɕ əɌɕɍɱɗɨɤ ɝɟɞɞɯɎɱ ɠɌɖɞɚɜɔ.    

ȮɑɕɎɗɑɞ-ɝɛɑɖɞɜ ( ),fW a b  (wavelet spectrum, Ɍɍɚ time-scale -

spectrum ð ɘɌɝɤɞɌɍəɚ-ɣɌɝɚɎɔɕ ɝɛɑɖɞɜ) ɯ ɠɟəɖɢɱɯɪ ɐɎɚɡ Ɍɜɏɟ-

ɘɑəɞɱɎ: ɛɑɜɤɔɕ Ɍɜɏɟɘɑəɞ Ɍ (ɣɌɝɚɎɚɲ ɘɌɝɤɞɌɍ) ɌəɌɗɚɏɱɣəɔɕ ɛɑ-

ɜɱɚɐɟ ɚɝɢɔɗɫɢɱɕ, ɞɚɍɞɚ ɚɍɑɜəɑəɔɕ ɣɌɝɞɚɞɱ, Ɍ ɐɜɟɏɔɕ b ð ɌəɌɗɚɏɱ-
ɣəɔɕ ɓɘɱɥɑəəɪ ɝɔɏəɌɗɟ ɛɚ ɚɝɱ ɣɌɝɟ. 
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Ƚɗɱɐ ɓɌɓəɌɣɔɞɔ, ɥɚ ( )0,fW a b  ɡɌɜɌɖɞɑɜɔɓɟɯ ɣɌɝɚɎɟ ɓɌɗɑɒ-

əɱɝɞɨ (ɛɜɔ 
0a a= ), ɞɚɐɱ ɫɖ ɓɌɗɑɒəɚɝɞɱ ( )0,fW a b ɘɚɒəɌ ɛɚɝɞɌɎɔɞɔ 

ɟ ɎɱɐɛɚɎɱɐəɱɝɞɨ ɣɌɝɞɚɞəɟ ɓɌɗɑɒəɱɝɞɨ (ɛɜɔ 
0b b= ). 

ɋɖɥɚ ɐɚɝɗɱɐɒɟɎɌəɔɕ ɝɔɏəɌɗ ()f t  ɫɎɗɫɯ ɝɚɍɚɪ ɚɐɔəɚɣəɔɕ 

ɱɘɛɟɗɨɝ ɞɜɔɎɌɗɱɝɞɪ 
ut, ɓɚɝɑɜɑɐɒɑəɔɕ Ɏ ɚɖɚɗɱ 0t t=  , ɞɚ ɕɚɏɚ 

ɎɑɕɎɗɑɞ-ɝɛɑɖɞɜ ɘɌɞɔɘɑ əɌɕɍɱɗɨɤɑ ɓəɌɣɑəəɫ Ɏ ɚɖɚɗɱ ɞɚɣɖɔ ɓ 

ɖɚɚɜɐɔəɌɞɌɘɔ 
0,ua b t= =t . 

ȺɞɜɔɘɌəɱ ɖɚɑɠɱɢɱɯəɞɔ ɛɜɑɐɝɞɌɎɗɫɪɞɨɝɫ ɟ ɏɜɌɠɱɣəɚɘɟ Ɏɔ-

ɏɗɫɐɱ ɖɌɜɞɚɪ ɖɚɑɠɱɢɱɯəɞɱɎ ɛɑɜɑɞɎɚɜɑəəɫ, Ɍɍɚ  ɝɖɑɕɗɚɏɜɌɘɚɪ 
(ȼɔɝ. 21).  

 

ȼɔɝɟəɚɖ 21 ð ȻɜɔɖɗɌɐ ɎɑɕɎɗɑɞ-ɝɖɑɕɗɚɏɌɘɔ Ɏɔɡɱɐəɚɏɚ ɣɌɝɚɎɚɏɚ ɜɫɐɟ 

ȹɌ ɝɖɑɕɗɚɏɜɌɘɱ ɛɚ ɚɐəɱɕ ɚɝɱ ɎɱɐɖɗɌɐɌɪɞɨɝɫ ɓɜɟɤɑəəɫ ɎɑɕɎ-

ɗɑɞɟ (Ɏɱɝɨ ɣɌɝɟ), Ɍ ɛɚ ɱəɤɱɕ ð ɘɌɝɤɞɌɍɔ (Ɏɱɝɨ ɘɌɝɤɞɌɍɱɎ), ɛɱɝɗɫ 

ɣɚɏɚ ɞɚɣɖɔ ɝɡɑɘɔ, ɥɚ ɚɞɜɔɘɟɯɞɨɝɫ, ɚɠɌɜɍɚɎɟɪɞɨɝɫ ɓɌɗɑɒəɚ Ɏɱɐ 
Ɏɑɗɔɣɔəɔ ɎɱɐɛɚɎɱɐəɔɡ ɖɚɑɠɱɢɱɯəɞɱɎ  (ɣɔɘ ɍɱɗɨɤɑ ɖɚɑɠɱɢɱɯəɞ, 

ɞɔɘ ɫɝɖɜɌɎɱɤɑ ɖɚɗɨɚɜɔ ɓɚɍɜɌɒɑəəɫ). ȹɌ ɝɖɑɕɗɚɏɜɌɘɱ Ɏɔɐəɱ Ɏɝɱ  

ɡɌɜɌɖɞɑɜəɱ ɜɔɝɔ Ɏɔɡɱɐəɚɏɚ ɜɫɐɟ: ɘɌɝɤɞɌɍ ɞɌ ɱəɞɑəɝɔɎəɱɝɞɨ ɛɑ-
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ɜɱɚɐɔɣəɔɡ ɓɘɱə, əɌɛɜɫɘɚɖ ɱ ɎɑɗɔɣɔəɌ ɞɜɑəɐɱɎ, əɌɫɎəɱɝɞɨ, ɜɚɓ-
ɞɌɤɟɎɌəəɫ ɞɌ ɞɜɔɎɌɗɱɝɞɨ ɗɚɖɌɗɨəɔɡ ɚɝɚɍɗɔɎɚɝɞɑɕ. 

2.6.5 ȶɚɜɑɗɫɢɱɫ ɓ ɤɌɍɗɚəɚɘ 

ȳɌ ɐɚɛɚɘɚɏɚɪ ɍɑɓɛɑɜɑɜɎəɚɏɚ ɎɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ ɎɔɫɎ-

ɗɫɪɞɨɝɫ ɐɱɗɫəɖɔ ɐɚɝɗɱɐɒɟɎɌəɚɏɚ ɜɫɐɟ, ɫɖɱ ɠɚɜɘɚɪ əɌɕɍɱɗɨɤ 
ɝɡɚɒɱ əɌ ɎɑɕɎɗɑɞ (ȼɔɝ. 22).  

 

ȼɔɝɟəɚɖ 22 ð Ȯɱɐɜɱɓɚɖ ɣɌɝɚɎɚɏɚ ɜɫɐɟ ɓ əɌɖɗɌɐɑəɔɘ ɤɌɍɗɚəɚɘ 

ȣɐɑɫ ɛɚɗɫɏɌɯ Ɏ ɞɚɘɟ, ɥɚɍ ɛɚɜɱɎəɫɞɔ ɣɌɝɞɔəɔ ɜɫɐɟ ɓ ɐɑɫɖɔɘ 

ɤɌɍɗɚəɚɘ əɌ ɜɱɓəɔɡ ɘɌɝɤɞɌɍɌɡ (ȼɔɝ. 23).  

Ȼɜɔ ɢɨɚɘɟ ɎɑɕɎɗɑɞ ɫɖ ɠɟəɖɢɱɫ ɛɚɎɔəɑə ɘɌɞɔ ɛɑɎəɱ ɘɌɞɑ-

ɘɌɞɔɣəɱ ɎɗɌɝɞɔɎɚɝɞɱ, ɓɚɖɜɑɘɌ ɤɎɔɐɖɚ ɓɘɑəɤɟɎɌɞɔɝɫ ɐɚ əɟɗɫ əɌ 

əɑɝɖɱəɣɑəəɚɝɞɱ. ȿ ɐɑɫɖɔɡ ɎɔɛɌɐɖɌɡ ɖɚɜɔɝəɚ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ 
ɤɌɍɗɚə, ɫɖɔɕ əɑ ɎɱɐɛɚɎɱɐɌɯ ɎɔɘɚɏɌɘ ɐɚ ɎɑɕɎɗɑɞɟ. 

Ȱɗɫ ɢɨɚɏɚ ɓɌɘɱɝɞɨ ɎɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ ɚɍɣɔɝɗɪɎɌɞɔɘɑɘɚ 
ɖɚɜɑɗɫɢɱɪ ɘɱɒ ɣɌɝɞɔəɚɪ ɣɌɝɚɎɚɏɚ ɜɫɐɟ ɞɌ ɐɑɫɖɔɘ ɤɌɍɗɚəɚɘ 

:p  
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ȺɞɜɔɘɌəɔɕ ɖɚɑɠɱɢɱɯəɞ ( , )C l k  ɓɌɗɑɒɔɞɨ Ɏɱɐ ɓəɌɣɑəɨ 

1
,...,

l l k
x x
+ =. Ⱦɚɍɞɚ ɛɌɜɌɘɑɞɜ l ɎɱɐɛɚɎɱɐɌɯ ɓɝɟɎɟ ɤɌɍɗɚəɟ, Ɍ ɛɌɜɌ-

ɘɑɞɜ k  ɎɱɐɛɚɎɱɐɌɯ ɖɱɗɨɖɚɝɞɱ ɞɚɣɚɖ ɟ ɤɌɍɗɚəɱ ɞɌ ɟ ɜɚɓɏɗɫəɟɞɚɘɟ 
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Ɏɱɐɜɱɓɖɟ ɜɫɐɟ. ȻɌɜɌɘɑɞɜ k   ɢɨɚɘɟ ɎɔɛɌɐɖɟ ɯ ɌəɌɗɚɏɚɘ ɘɌɝɤɞɌ-
ɍɟ s, ɫɖɔɕ ɎɔɖɚɜɔɝɞɚɎɟɎɌɗɔ ɛɱɐ ɣɌɝ ɎɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ. 

 

ȼɔɝɟəɚɖ  23 ð ɄɌɍɗɚə çɓɘɱɫè ɓ ɜɱɓəɚɪ ɖɱɗɨɖɱɝɞɪ ɞɚɣɚɖ 

ɋɖɥɚ ɛɜɔ ɚɍɣɔɝɗɑəəɱ ɖɚɑɠɱɢɱɯəɞɌ ɎɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ 

ɓɌɎɒɐɔ ɎɔɖɚɜɔɝɞɚɎɟɎɌɎɝɫ Ɏɑɝɨ ɞɔɘɣɌɝɚɎɔɕ ɜɫɐ, ɞɚ Ɏ ɐɌəɚɘɟ 

ɎɔɛɌɐɖɟ ɐɗɫ ɚɍɣɔɝɗɑəəɫ ( , )C l k  ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ k  ɞɚɣɚɖ ɜɫ-

ɐɟ ɱ ɤɌɍɗɚə ɐɚɎɒɔəɔ k . 

ȺɞɜɔɘɌəɱ ɖɚɜɑɗɫɢɱɕəɱ ɖɚɑɠɱɢɱɯəɞɔ ( , )C l k  ɛɜɑɐɝɞɌɎɔɘɚ əɌ 
ɏɜɌɠɱɖɟ, ɥɚ ɝɡɚɒɔɕ əɌ ɝɖɑɕɗɚɏɜɌɘɟ (ȼɔɝ. 24). 

2.6.6 ɀɜɌɖɞɌɗɨəɔɕ ɌəɌɗɱɓ 

Ⱦɑɜɘɱə ɠɜɌɖɞɌɗ, ɍɟɎ ɓɌɛɜɚɛɚəɚɎɌəɔɕ ȭ. ȸɌəɐɑɗɨɍɜɚɞɚɘ ɟ 
1975 ɜɚɢɱ ɐɗɫ ɛɚɓəɌɣɑəəɫ əɑɜɑɏɟɗɫɜəɔɡ ɝɌɘɚɛɚɐɱɍəɔɡ ɘɌɞɑɘɌ-

ɞɔɣəɔɡ ɝɞɜɟɖɞɟɜ. 
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ȼɔɝɟəɚɖ 24 ð ȶɚɜɑɗɫɢɱɕəɱ ɖɚɑɠɱɢɱɯəɞɔ  Clȟk ɚɍɣɔɝɗɑəɱ ɐɗɫ 

ɜɫɐɱɎ Ⱦ (Ɍ), ȶ (ɍ) ɞɌ Ɂ (Ɏ) ɓ ɎɔɖɚɜɔɝɞɌəəɫɘ ɤɌɍɗɚəɟ 

ȺɝəɚɎəɑ ɎɔɓəɌɣɑəəɫ ɠɜɌɖɞɌɗɟ, ɐɌəɑ ȸɌəɐɑɗɨɍɜɚɞɚɘ, ɓɎɟɣɌ-
ɗɚ ɞɌɖ: çɀɜɌɖɞɌɗɚɘ əɌɓɔɎɌɯɞɨɝɫ ɝɞɜɟɖɞɟɜɌ, ɥɚ ɝɖɗɌɐɌɯɞɨɝɫ ɱɓ 

ɣɌɝɞɔə, ɫɖɱ Ɏ ɫɖɚɘɟɝɨ ɓɘɱɝɞɱ ɛɚɐɱɍəɱ ɐɚ ɢɱɗɚɏɚè27 . 

ȯɚɗɚɎəɌ ɚɝɚɍɗɔɎɱɝɞɨ ɠɜɌɖɞɌɗɱɎ ɛɚɗɫɏɌɯ ɟ ɞɚɘɟ, ɥɚ ɲɡ ɜɚɓɘɱɜ-
əɱɝɞɨ əɑ ɟɖɗɌɐɌɯɞɨɝɫ ɟ ɓɎɔɣəɱ ɏɑɚɘɑɞɜɔɣəɱ ɟɫɎɗɑəəɫ. ɀɜɌɖɞɌɗɌɘ 

ɡɌɜɌɖɞɑɜəɌ ɏɑɚɘɑɞɜɔɣəɌ çɛɚɜɱɓɌəəɱɝɞɨè. Ⱦɚɘɟ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ 

ɝɛɑɢɱɌɗɨəɑ ɛɚəɫɞɞɫ ɠɜɌɖɞɌɗɨəɚɲ ɜɚɓɘɱɜəɚɝɞɱ, ɎɎɑɐɑəɑ ɀ. ɁɌɟɝ-
ɐɚɜɠɚɘ ɞɌ Ȭ. ȭɑɓɔɖɚɎɔɣɑɘ. ȼɚɓɘɱɜəɱɝɞɨ ɠɜɌɖɞɌɗɱɎ  əɑ  ɯ ɢɱɗɔɘ 

ɣɔɝɗɚɘ, ɡɌɜɌɖɞɑɜəɔɘ ɐɗɫ ɓɎɔɣəɔɡ ɏɑɚɘɑɞɜɔɣəɔɡ ɚɍ'ɯɖɞɱɎ. 

Ȭɗɏɚɜɔɞɘ ɛɚɍɟɐɚɎɔ ɠɜɌɖɞɌɗɨəɚɲ ɘəɚɒɔəɔ ȸɌəɐɑɗɨɍɜɚɞɌ 
(ȼɔɝ. 25) ɓɌɝəɚɎɌəɔɕ əɌ ɱɞɑɜɌɞɔɎəɚɘɟ ɚɍɣɔɝɗɑəəɱ ɓɌ ɠɚɜɘɟɗɚɪ:  

                                                                 
27 B.  Mandelbrot. òThe Fractal  Geometry of Natureó. Freeman and Co., 

San Francisco  1982. 460 pp.  
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[ 1] [ ] [ ] ,Z i Z i Z i C  

ɐɑ Z ɕ C ð ɖɚɘɛɗɑɖɝəɱ ɓɘɱəəɱ.  

ȣɞɑɜɌɢɱɲ Ɏɔɖɚəɟɪɞɨɝɫ ɐɗɫ ɖɚɒəɚɲ ɝɞɌɜɞɚɎɚɲ ɞɚɣɖɔ C ɛɜɫɘɚ-

ɖɟɞəɚɲ Ɍɍɚ ɖɎɌɐɜɌɞəɚɲ ɚɍɗɌɝɞɱ ð ɛɱɐɘəɚɒɔəɱ ɖɚɘɛɗɑɖɝəɚɲ ɛɗɚ-

ɥɔəɔ. ȣɞɑɜɌɢɱɕəɔɕ ɛɜɚɢɑɝ ɞɜɔɎɌɯ ɐɚɞɔ, ɛɚɖɔ  Z[i]  əɑ Ɏɔɕɐɑ ɓɌ 
ɘɑɒɱ ɚɖɜɟɒəɚɝɞɱ ɓɌɐɌəɚɏɚ ɜɌɐɱɟɝɌ, ɢɑəɞɜ ɫɖɚɲ ɗɑɒɔɞɨ ɟ ɞɚɣɢɱ 

(0,0), Ɍɍɚ ɛɱɝɗɫ ɐɚɝɔɞɨ Ɏɑɗɔɖɚɲ ɖɱɗɨɖɚɝɞɱ ɱɞɑɜɌɢɱɕ. ȳɌɗɑɒəɚ Ɏɱɐ 

ɖɱɗɨɖɚɝɞɱ ɱɞɑɜɌɢɱɕ, ɛɜɚɞɫɏɚɘ ɫɖɔɡ Z[i]  ɓɌɗɔɤɌɯɞɨɝɫ ɟɝɑɜɑɐɔəɱ 
ɚɖɜɟɒəɚɝɞɱ, ɎɝɞɌəɚɎɗɪɪɞɨɝɫ ɖɚɗɨɚɜɔ ɞɚɣɚɖ.  

ȳɌɎɐɫɖɔ ɞɚɘɟ, ɥɚ ɖɱɗɨɖɱɝɞɨ ɱɞɑɜɌɢɱɕ ɎɱɐɛɚɎɱɐɌɯ əɚɘɑɜɟ ɖɚ-
ɗɨɚɜɟ, ɞɚ ɞɚɣɖɔ, ɥɚ ɛɑɜɑɍɟɎɌɪɞɨ ɍɗɔɒɣɑ ɐɚ ɘəɚɒɔəɔ ȸɌəɐɑɗɨ-

ɍɜɚɞɌ, ɘɌɪɞɨ ɍɱɗɨɤ ɫɝɖɜɌɎɑ ɓɌɍɌɜɎɗɑəəɫ. 

 

ȼɔɝɟəɚɖ 25 ð ȸəɚɒɔəɌ ȸɌəɐɑɗɨɍɜɚɞɌ 

ȻɚɍɟɐɚɎɌ ɱəɤɚɲ ɠɜɌɖɞɌɗɨəɚɲ ɘəɚɒɔəɔ, ɝəɱɒɔəɖɔ ȶɚɡɌ 

(ȼɔɝ. 26),  ɛɚɣɔəɌɯɞɨɝɫ ɱɓ ɛɜɌɎɔɗɨəɚɏɚ ɞɜɔɖɟɞəɔɖɌ, ɐɚɎɒɔəɌ 
ɝɞɚɜɚəɔ ɫɖɚɏɚ ɐɚɜɱɎəɪɯ 1. 

ȽɞɚɜɚəɌ ɞɜɔɖɟɞəɔɖɌ ɎɎɌɒɌɯɞɨɝɫ ɍɌɓɚɎɚɪ ɗɌəɖɚɪ ð Ɏɔɡɱɐəɔɘ 

ɛɚɗɚɒɑəəɫɘ. ȰɌɗɱ, əɌ ɍɟɐɨ-ɫɖɚɘɟ ɖɜɚɢɱ ɱɞɑɜɌɢɱɲ ɖɚɒəɌ ɗɌəɖɌ 
ɓɌɘɱəɪɯɞɨɝɫ əɌ ɟɞɎɚɜɪɪɣɔɕ ɑɗɑɘɑəɞ ð ɗɌɘɌəɟ, ɥɚ ɝɖɗɌɐɌɯɞɨɝɫ 

ɛɚ ɖɜɌɫɡ ɓ ɎɱɐɜɱɓɖɱɎ ɐɚɎɒɔəɚɪ 1/3 Ɏɱɐ ɐɚɎɒɔəɔ ɗɌəɖɔ, ɘɱɒ 
ɫɖɔɘɔ ɜɚɓɘɱɥɌɪɞɨɝɫ ɐɎɱ ɝɞɚɜɚəɔ ɛɜɌɎɔɗɨəɚɏɚ ɞɜɔɖɟɞəɔɖɌ ɱɓ 

ɝɞɚɜɚəɚɪ Ɏ 1/3 ɐɚɎɒɔəɔ ɗɌəɖɔ. Ȯɝɱ  Ɏɱɐɜɱɓɖɔ  ð ɝɞɚɜɚəɔ ɚɞɜɔ-

ɘɌəɚɲ ɖɜɔɎɚɲ ɎɎɌɒɌɪɞɨɝɫ ɍɌɓɚɎɔɘɔ ɗɌəɖɌɘɔ ɐɗɫ əɌɝɞɟɛəɚɲ ɱɞɑ-
ɜɌɢɱɲ. ȶɜɔɎɌ, ɚɐɑɜɒɟɎɌəɌ Ɏ ɜɑɓɟɗɨɞɌɞɱ n-ɲ ɱɞɑɜɌɢɱɲ ɛɜɔ ɍɟɐɨ-

ɫɖɚɘɟ ɖɱəɢɑɎɚɘɟ n, əɌɓɔɎɌɯɞɨɝɫ ɛɜɑɐɠɜɌɖɞɌɗɚɘ, ɱ ɗɔɤɑ ɛɜɔ n, 
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ɥɚ ɛɜɫɘɟɯ ɐɚ əɑɝɖɱəɣɑəəɚɝɞɱ, ɖɜɔɎɌ ȶɚɡɌ ɝɞɌɯ ɠɜɌɖɞɌɗɚɘ. 
ȺɐɑɜɒɌəɌ Ɏ ɜɑɓɟɗɨɞɌɞɱ ɱɞɑɜɌɢɱɕəɚɏɚ ɛɜɚɢɑɝɟ ɠɜɌɖɞɌɗɨəɌ ɘəɚ-

ɒɔəɌ ɫɎɗɫɯ ɝɚɍɚɪ ɗɱəɱɪ əɑɝɖɱəɣɑəəɚɲ ɐɚɎɒɔəɔ, ɥɚ ɚɍɘɑɒɟɯ 

ɖɱəɢɑɎɟ ɛɗɚɥɟ. Ȱɱɕɝəɚ, ɛɜɔ ɖɚɒəɚɘɟ ɖɜɚɢɱ ɣɔɝɗɚ ɝɞɚɜɱə ɜɑɓɟɗɨ-
ɞɟɪɣɚɏɚ ɍɌɏɌɞɚɖɟɞəɔɖɌ ɓɍɱɗɨɤɟɯɞɨɝɫ ɟ 4 ɜɌɓɔ, Ɍ ɐɚɎɒɔəɌ ɖɚɒ-

əɚɲ ɝɞɚɜɚəɔ ɓɘɑəɤɟɯɞɨɝɫ ɞɱɗɨɖɔ ɟ 3 ɜɌɓɔ, ɞɚɍɞɚ ɐɚɎɒɔəɌ ɍɌɏɌ-

ɞɚɖɟɞəɔɖɌ əɌ n-ɕ ɱɞɑɜɌɢɱɲ ɐɚɜɱɎəɪɯ 3*(4/3)n ɱ ɛɜɫɘɟɯ ɐɚ əɑ-
ɝɖɱəɣɑəəɚɝɞɱ ɓ ɜɚɝɞɚɘ n. 

 

ȼɔɝɟəɚɖ 26 ð Ȼɑɜɤɱ 5 ɛɚɖɚɗɱəɨ ɝəɱɒɔəɖɔ ȶɚɡɌ 

ȻɗɚɥɌ ɛɱɐ ɖɜɔɎɚɪ, ɫɖɥɚ ɛɜɔɕəɫɞɔ ɛɗɚɥɟ ɟɞɎɚɜɪɪɣɚɏɚ 

ɞɜɔɖɟɞəɔɖɌ ɓɌ 1, ɐɚɜɱɎəɪɯ:            
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ȿ 80-ɡ ɜɚɖɌɡ ɁɁ ɝɞɚɗɱɞɞɫ  ɫɖ ɛɜɚɝɞɔɕ ɘɑɞɚɐ ɚɐɑɜɒɌəəɫ 

ɠɜɌɖɞɌɗɨəɔɡ ɝɞɜɟɖɞɟɜ ɓ'ɫɎɔɎɝɫ ɘɑɞɚɐ "Ƚɔɝɞɑɘ ȣɞɑɜɌɢɱɕəɔɡ ɀɟ-
əɖɢɱɕ" (Iterated Functions System ð IFS). IFS ɫɎɗɫɯ ɝɚɍɚɪ ɝɔɝɞɑ-

ɘɟ ɠɟəɖɢɱɕ, ɥɚ ɎɱɐɚɍɜɌɒɌɪɞɨ ɚɐəɟ ɍɌɏɌɞɚɘɱɜəɟ ɘəɚɒɔəɌ əɌ 

ɱəɤɟ. ȹɌɕɍɱɗɨɤ ɛɜɚɝɞɚɪ ɜɑɌɗɱɓɌɢɱɯɪ IFS ɯ  Ɍɠɱəəɱ ɛɑɜɑɞɎɚɜɑə-
əɫ ɛɗɚɥɔəɔ:  

' ;

' .

X A X B Y C

Y D X E Y F
 

ȿ 80-ɡ ɜɚɖɌɡ ɌɘɑɜɔɖɌəɝɨɖɱ Ɏɣɑəɱ ȸ. ȭɌɜəɝɗɱ ɞɌ Ȭ. ȽɗɚɌə 
ɓɌɛɜɚɛɚəɟɎɌɗɔ ɱɐɑɪ  ɝɞɔɝɖɟ ɞɌ ɓɍɑɜɱɏɌəəɫ ɏɜɌɠɱɣəɚɲ ɱəɠɚɜɘɌ-

ɢɱɲ, ɓɌɝəɚɎɌəɟ əɌ ɘɱɜɖɟɎɌəəɫɡ ɞɑɚɜɱɲ  ɠɜɌɖɞɌɗɱɎ ɱ ɐɔəɌɘɱɣəɔɡ 
ɝɔɝɞɑɘ. ȹɌ ɛɱɐɝɞɌɎɱ ɢɱɯɲ ɱɐɑɲ ɍɟɎ ɝɞɎɚɜɑəɔɕ Ɍɗɏɚɜɔɞɘ ɠɜɌɖɞɌɗɨ-

əɚɏɚ ɝɞɔɝɖɟ ɱəɠɚɜɘɌɢɱɲ, ɥɚ ɐɚɓɎɚɗɫɯ  ɝɞɔɝɖɌɞɔ ɐɑɫɖɱ ɓɜɌɓɖɔ 

ɏɜɌɠɱɣəɚɲ ɱəɠɚɜɘɌɢɱɲ ɟ 500-1000 ɜɌɓɱɎ. Ȼɜɔ ɢɨɚɘɟ ɖɚɒəɑ ɓɚ-
ɍɜɌɒɑəəɫ ɖɚɐɟɯɞɨɝɫ ɐɑɖɱɗɨɖɚɘɌ ɛɜɚɝɞɔɘɔ Ɍɠɱəəɔɘɔ ɛɑɜɑɞɎɚ-

ɜɑəəɫɘɔ.   

ȳɌ Ɍɗɏɚɜɔɞɘɚɘ ȭɌɜəɝɗɱ ɎɱɐɍɟɎɌɯɞɨɝɫ Ɏɔɐɱɗɑəəɫ Ɏ ɓɚɍɜɌ-
ɒɑəəɱ ɛɌɜ ɚɍɗɌɝɞɑɕ, ɘɑəɤɌ ɓ ɫɖɔɡ ɛɚɐɱɍəɌ ɍɱɗɨɤɱɕ, ɱ ɓɍɑɜɑɒɑə-
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əɫ ɐɑɖɱɗɨɖɚɡ ɖɚɑɠɱɢɱɯəɞɱɎ, ɫɖɱ ɖɚɐɟɪɞɨ ɛɑɜɑɞɎɚɜɑəəɫ, ɥɚ ɛɑɜɑ-
Ɏɚɐɔɞɨ ɍɱɗɨɤɟ ɚɍɗɌɝɞɨ ɟ ɘɑəɤɟ. Ȼɚɞɜɱɍəɚ, ɥɚɍ ɘəɚɒɔəɌ ɞɌɖɔɡ 

ɚɍɗɌɝɞɑɕ ɛɚɖɜɔɎɌɗɚ Ɏɝɑ ɓɚɍɜɌɒɑəəɫ.  

ɋɖ ɛɜɔɖɗɌɐ ɎɔɖɚɜɔɝɞɌəəɫ IFS ɐɗɫ ɛɚɍɟɐɚɎɔ ɠɜɌɖɞɌɗɨəɔɡ 
ɝɞɜɟɖɞɟɜ, ɘɚɒəɌ əɌɎɑɝɞɔ ɖɜɔɎɟ çɐɜɌɖɚəɟè ɁɌɜɞɑɜɌ-Ɂɑɕɞɟɑɫ 

(ȼɔɝ. 27). IFS ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ ɐɗɫ ɝɞɔɝɖɟ ɓɚɍɜɌɒɑəɨ, əɌɛɜɔɖɗɌɐ, 

ɠɚɞɚɏɜɌɠɱɕ, ɥɚ ɓɌɝəɚɎɌəɚ əɌ ɎɔɫɎɗɑəəɱ ɗɚɖɌɗɨəɚɲ ɝɌɘɚɛɚɐɱɍ-
əɚɝɞɱ (əɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɠɜɌɖɞɌɗɱɎ, ɐɑ ɝɛɚɝɞɑɜɱɏɌɯɞɨɝɫ ɏɗɚɍɌɗɨəɌ 

ɝɌɘɚɛɚɐɱɍəɱɝɞɨ).  

 
ȼɔɝɟəɚɖ 27 ð çȰɜɌɖɚəè ɁɌɜɞɑɜɌ-Ɂɑɕɞɟɑɫ 

ɀɜɌɖɞɌɗɔ ɟ ɛɜɔɜɚɐɱ 

Ⱥɐɔə ɱɓ ɖɜɌɥɔɡ ɛɜɔɖɗɌɐɱɎ ɛɜɚɫɎɟ ɠɜɌɖɞɌɗɱɎ ɟ ɛɜɔɜɚɐɱ ð 
ɝɞɜɟɖɞɟɜɌ ɍɑɜɑɏɚɎɔɡ ɗɱəɱɕ. Ȱɱɕɝəɚ, ɱəɖɚɗɔ əɌ ɖɱɗɚɘɑɞɜɚɎɚɘɟ 

Ɏɱɐɜɱɓɖɟ ɟɓɍɑɜɑɒɒɫ ɎɔɏɗɫɐɌɯ əɌɝɞɱɗɨɖɔ ɒ ɛɚɜɱɓɌəɔɘ, ɫɖ ɱ əɌ 
ɝɞɚɖɱɗɚɘɑɞɜɚɎɚɘɟ. 

ȰɚɝɎɱɐ ɛɚɖɌɓɟɯ, ɥɚ ɐɚɎɒɔəɌ ɍɑɜɑɏɚɎɚɲ ɗɱəɱɲ L  ɓɌɗɑɒɔɞɨ Ɏɱɐ 

ɘɌɝɤɞɌɍɟ ,l  ɫɖɔɘ ɛɜɚɎɚɐɫɞɨɝɫ Ɏɔɘɱɜɔ, ɱ ɓɍɱɗɨɤɟɯɞɨɝɫ ɱɓ ɓɘɑə-

ɤɑəəɫɘ ɚɝɞɌəəɨɚɏɚ ɓɌ ɝɞɑɛɑəɑɎɔɘ ɓɌɖɚəɚɘ 
1 , .L l const-a=L L=  

ȾɌɖ, əɌɛɜɔɖɗɌɐ, ɐɗɫ ɟɓɍɑɜɑɒɒɫ ȮɑɗɔɖɚɍɜɔɞɌəɱɲ 1.24,aº  ɞɚɍɞɚ 

ɠɜɌɖɞɌɗɨəɌ ɜɚɓɘɱɜəɱɝɞɨ ɍɑɜɑɏɚɎɚɲ ɗɱəɱɲ ȮɑɗɔɖɚɍɜɔɞɌəɱɲ ɐɚɜɱɎ-
əɪɯ 1.24.  

ȣəɠɚɜɘɌɢɱɕəɔɕ ɛɜɚɝɞɱɜ ɱ ɠɜɌɖɞɌɗɔ 

ȹɌ ɢɑɕ ɣɌɝ ɱəɠɚɜɘɌɢɱɕəɔɕ ɛɜɚɝɞɱɜ ɛɜɔɕəɫɞɚ ɜɚɓɏɗɫɐɌɞɔ ɫɖ 
ɝɞɚɡɌɝɞɔɣəɔɕ. ȿ ɍɌɏɌɞɨɚɡ ɘɚɐɑɗɫɡ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɜɚɝɞɚɜɟ 

ɎɔɎɣɌɪɞɨɝɫ ɝɞɜɟɖɞɟɜəɱ ɓɎ'ɫɓɖɔ ɘɱɒ ɞɑɘɌɞɔɣəɔɘɔ ɘəɚɒɔəɌɘɔ, 
ɥɚ Ɏɡɚɐɫɞɨ ɟ ɢɑɕ ɛɜɚɝɞɱɜ. ȽɌɘɚɛɚɐɱɍəɱɝɞɨ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɜɚ-
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ɝɞɚɜɟ ɎɔɜɌɒɌɯɞɨɝɫ, əɌɝɌɘɛɑɜɑɐ ɟ ɞɚɘɟ, ɥɚ ɛɜɔ ɕɚɏɚ ɗɌɎɔəɚɛɚ-
ɐɱɍəɚɘɟ ɓɜɚɝɞɌəəɱ, ɣɌɝɞɚɞəɱ ɞɌ ɜɌəɏɚɎɱ ɜɚɓɛɚɐɱɗɔ, ɚɐɑɜɒɟɎɌəɱ Ɏ 

ɞɌɖɔɡ ɜɚɓɜɱɓɌɡ, ɫɖ ɐɒɑɜɑɗɌ, ɌɎɞɚɜɔ, ɞɑɘɌɞɔɖɌ ɛɜɌɖɞɔɣəɚ əɑ 

ɘɱəɫɪɞɨ ɝɎɚɯɲ ɠɚɜɘɔ. ȳɌɝɞɚɝɟɎɌəəɫ ɞɑɚɜɱɲ ɠɜɌɖɞɌɗɱɎ ɛɜɔ ɌəɌɗɱ-
ɓɱ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɜɚɝɞɚɜɟ ɐɚɓɎɚɗɫɯ ɱɓ ɓɌɏɌɗɨəɚɲ ɛɚɓɔɢɱɲ ɏɗɫəɟ-

ɞɔ əɌ ɓɌɖɚəɚɘɱɜəɚɝɞɱ, ɥɚ ɝɞɌəɚɎɗɫɞɨ  ɚɝəɚɎɔ ɱəɠɚɜɘɌɞɔɖɔ. 

ȹɌɛɜɔɖɗɌɐ, ɞɑɘɌɞɔɣəɱ ɱəɠɚɜɘɌɢɱɕəɱ ɘɌɝɔɎɔ ɝɨɚɏɚɐəɱ ɛɜɑɐɝɞɌɎ-
ɗɫɪɞɨ ɝɌɘɚɛɚɐɱɍəɱ ɝɞɜɟɖɞɟɜɔ, ɥɚ ɜɚɓɎɔɎɌɪɞɨɝɫ ɱ ɓɌ ɝɎɚɯɪ ɝɟɞ-

ɞɪ ɯ  ɝɞɚɡɌɝɞɔɣəɔɘɔ ɠɜɌɖɞɌɗɌɘɔ, ɞɚɘɟ ɥɚ ɲɡəɫ ɝɌɘɚɛɚɐɱɍəɱɝɞɨ 
ɝɛɜɌɎɑɐɗɔɎɌ  ɗɔɤɑ əɌ ɜɱɎəɱ ɘɌɞɑɘɌɞɔɣəɔɡ ɚɣɱɖɟɎɌəɨ, ɫɖ əɌ-

ɛɜɔɖɗɌɐ, ɜɚɓɛɚɐɱɗɟ ɖɗɌɝɞɑɜɱɎ ɓɌ ɜɚɓɘɱɜɌɘɔ. 

Ȯ ɱəɠɚɜɘɌɢɱɕəɚɘɟ ɛɜɚɝɞɚɜɱ ɎɔəɔɖɌɪɞɨ, ɠɚɜɘɟɪɞɨɝɫ, ɜɚɝ-
ɞɟɞɨ ɱ ɜɚɓɘəɚɒɟɪɞɨɝɫ ɖɗɌɝɞɑɜɔ ð ɏɜɟɛɔ ɎɓɌɯɘɚɓɌɗɑɒəɔɡ ɐɚɖɟ-

ɘɑəɞɱɎ. Ƚɔɝɞɑɘɔ, ɓɌɝəɚɎɌəɱ əɌ ɖɗɌɝɞɑɜəɚɘɟ ɌəɌɗɱɓɱ, ɝɌɘɚɝɞɱɕəɚ 

ɎɔɫɎɗɫɪɞɨ əɚɎɱ ɚɓəɌɖɔ ɚɍ'ɯɖɞɱɎ ɱ ɜɚɓɛɚɐɱɗɫɪɞɨ ɚɍ'ɯɖɞɔ ɓɌ əɚɎɔ-
ɘɔ ɏɜɟɛɌɘɔ.  

ɀɜɌɖɞɌɗɨəɱ ɎɗɌɝɞɔɎɚɝɞɱ ɡɌɜɌɖɞɑɜəɱ ɐɗɫ ɖɗɌɝɞɑɜɱɎ ɱəɠɚɜɘɌ-

ɢɱɕəɔɡ Ɏɑɍ-ɝɌɕɞɱɎ, əɌ ɫɖɔɡ ɛɟɍɗɱɖɟɪɞɨɝɫ ɐɚɖɟɘɑəɞɔ, ɥɚ Ɏɱɐɛɚ-
ɎɱɐɌɪɞɨ ɛɑɎəɔɘ ɞɑɘɌɞɔɖɌɘ. ɂɱ ɖɗɌɝɞɑɜɔ, ɫɖ əɌɍɚɜɔ ɞɑɘɌɞɔɣəɔɡ 

ɐɚɖɟɘɑəɞɱɎ, ɫɎɗɫɪɞɨ ɝɚɍɚɪ ɠɜɌɖɞɌɗɨəɱ ɝɞɜɟɖɞɟɜɔ, ɥɚ ɘɌɪɞɨ 

əɔɓɖɟ ɟəɱɖɌɗɨəɔɡ ɎɗɌɝɞɔɎɚɝɞɑɕ. 

Ⱦɚɛɚɗɚɏɱɫ ɞɌ ɡɌɜɌɖɞɑɜɔɝɞɔɖɔ ɘɚɐɑɗɑɕ Ɏɑɍ-ɛɜɚɝɞɚɜɟ ɎɔɫɎɗɫ-

ɪɞɨɝɫ ɛɜɔɍɗɔɓəɚ ɚɐəɌɖɚɎɔɘɔ ɐɗɫ ɜɱɓəɔɡ ɛɱɐɘəɚɒɔə, ɛɱɐɞɎɑɜ-

ɐɒɟɪɣɔ ɞɔɘ ɝɌɘɔɘ ɝɛɚɝɞɑɜɑɒɑəəɫ ɛɜɚ ɞɑ, ɥɚ "Ɏɑɍ ð ɢɑ ɠɜɌɖ-
ɞɌɗ", ɞɚɍɞɚ ɎɗɌɝɞɔɎɚɝɞɱ ɝɞɜɟɖɞɟɜɔ Ɏɝɨɚɏɚ Ɏɑɍ-ɛɜɚɝɞɚɜɟ Bow Tie 

Ɏɱɜəɱ ɱ ɐɗɫ ɕɚɏɚ ɚɖɜɑɘɔɡ ɛɱɐɘəɚɒɔə.   

ȳ ɱəɤɚɏɚ ɍɚɖɟ, ɞɑɚɜɱɫ ɠɜɌɖɞɌɗɱɎ ɜɚɓɏɗɫɐɌɯɞɨɝɫ ɫɖ ɛɱɐɡɱɐ ɐɚ 
ɝɞɌɞɔɝɞɔɣəɚɏɚ ɐɚɝɗɱɐɒɑəəɫ, ɥɚ ɐɚɓɎɚɗɫɯ ɚɐɑɜɒɟɎɌɞɔ ɎɌɒɗɔɎɱ 

ɡɌɜɌɖɞɑɜɔɝɞɔɖɔ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ, əɑ ɎɐɌɪɣɔɝɨ ɟ ɐɑɞɌɗɨ-
əɔɕ ɌəɌɗɱɓ ɲɡəɨɚɲ Ɏəɟɞɜɱɤəɨɚɲ ɝɞɜɟɖɞɟɜɔ ɞɌ ɓɎ'ɫɓɖɱɎ. Ȱɗɫ ɛɚɝɗɱ-

ɐɚɎəɚɝɞɱ ɛɚɎɱɐɚɘɗɑəɨ ɞɑɘɌɞɔɣəɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ ɟ 

ɎɱɐɛɚɎɱɐəɚɝɞɱ ɓɱ ɝɖɑɕɗɔəɏɚɎɔɘ ɛɜɔəɢɔɛɚɘ, ɖɱɗɨɖɱɝɞɨ ɛɚɎɱɐɚɘ-
ɗɑəɨ, ɜɑɓɚəɌəɝɱɎ əɌ ɛɚɐɱɲ ɜɑɌɗɨəɚɏɚ ɘɔɜɟ, ɛɜɚɛɚɜɢɱɕəɌ ɐɑɫɖɚɘɟ 

ɝɞɟɛɑəɪ ɖɱɗɨɖɚɝɞɱ ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ (ɖɗɌɝɞɑɜɱɎ). Ȯɱɐɚɘɚ, ɥɚ Ɏɝɱ 

ɚɝəɚɎəɱ ɓɌɖɚəɔ əɌɟɖɚɎɚɲ ɖɚɘɟəɱɖɌɢɱɲ, ɞɌɖɱ ɫɖ ɓɌɖɚəɔ ȻɌɜɑɞɚ, 
ȷɚɞɖɔ, ȭɜɑɐɠɚɜɐɌ, ɂɔɛɠɌ, ɘɚɒɟɞɨ ɍɟɞɔ ɟɓɌɏɌɗɨəɑəɱ ɝɌɘɑ Ɏ 

ɜɌɘɖɌɡ ɞɑɚɜɱɲ ɝɞɚɡɌɝɞɔɣəɔɡ ɠɜɌɖɞɌɗɱɎ.  Ⱦɚɣəɚ ɞɌɖ ɝɌɘɚ, ɫɖ ɕ ɟ 

ɞɜɌɐɔɢɱɕəɔɡ əɌɟɖɚɎɔɡ ɖɚɘɟəɱɖɌɢɱɫɡ, ɘəɚɒɔəɌ ɛɚɎɱɐɚɘɗɑəɨ Ɏ 
ȣəɞɑɜəɑɞɱ ɓɌ ɚɐəɱɯɪ ɞɑɘɌɞɔɖɚɪ Ɏ ɣɌɝɱ ɫɎɗɫɯ ɝɚɍɚɪ ɐɔəɌɘɱɣəɟ 
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ɖɗɌɝɞɑɜəɟ ɝɔɝɞɑɘɟ, ɥɚ ɎɔəɔɖɌɯ Ɏ ɜɑɓɟɗɨɞɌɞɱ ɱɞɑɜɌɢɱɕəɔɡ ɛɜɚɢɑ-
ɝɱɎ. ɂɑɕ ɛɜɚɢɑɝ ɚɍɟɘɚɎɗɪɯɞɨɝɫ ɜɑɛɟɍɗɱɖɌɢɱɫɘɔ, ɚɐəɚɍɱɣəɔɘ Ɍɍɚ 

ɎɓɌɯɘəɔɘ ɢɔɞɟɎɌəəɫɘ, ɜɱɓəɔɘɔ ɛɟɍɗɱɖɌɢɱɫɘɔ ð Ɏɱɐɍɔɞɞɫɘɔ ɞɔɡ 

ɝɌɘɔɡ ɛɚɐɱɕ ɜɑɌɗɨəɚɏɚ ɘɔɜɟ, ɛɜɫɘɔɘɔ ɛɚɝɔɗɌəəɫɘɔ ɞɚɥɚ. 
ɀɜɌɖɞɌɗɨəɌ ɜɚɓɘɱɜəɱɝɞɨ ɟ ɖɗɌɝɞɑɜəɱɕ ɝɔɝɞɑɘɱ, ɥɚ ɎɱɐɛɚɎɱɐɌɯ 

ɞɑɘɌɞɔɣəɔɘ ɱəɠɚɜɘɌɢɱɕəɔɘ ɛɚɞɚɖɌɘ, ɛɚɖɌɓɟɯ ɝɞɟɛɱəɨ ɓɌɛɚɎ-

əɑəəɫ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɜɚɝɞɚɜɟ ɛɚɎɱɐɚɘɗɑəɨ ɛɜɚɞɫɏɚɘ ɛɑɎəɚɏɚ 
ɣɌɝɟ: 

( ) ( ) ,publ kN t N tr re =e
 

ɐɑ publN - ɜɚɓɘɱɜ ɖɗɌɝɞɑɜəɚɲ ɝɔɝɞɑɘɔ (ɓɌɏɌɗɨəɑ ɣɔɝɗɚ ɐɚɖɟɘɑə-

ɞɱɎ Ɏ ɱəɠɚɜɘɌɢɱɕəɚɘɟ ɛɚɞɚɢɱ); 
kN - ɜɚɓɘɱɜ ð ɣɔɝɗɚ ɖɗɌɝɞɑɜɱɎ 

(ɞɑɘɌɞɔɖ Ɍɍɚ ɐɒɑɜɑɗ); r-ɠɜɌɖɞɌɗɨəɌ ɜɚɓɘɱɜəɱɝɞɨ ɱəɠɚɜɘɌɢɱɕ-

əɚɏɚ ɘɌɝɔɎɟ; e- ɖɚɑɠɱɢɱɯəɞ ɘɌɝɤɞɌɍɟɎɌəəɫ. ȿ əɌɎɑɐɑəɚɘɟ 
ɝɛɱɎɎɱɐəɚɤɑəəɱ ɘɱɒ ɖɱɗɨɖɱɝɞɪ ɐɚɖɟɘɑəɞɱɎ ɱ ɖɗɌɝɞɑɜɱɎ ɛɜɚɫɎɗɫ-
ɯɞɨɝɫ ɎɗɌɝɞɔɎɱɝɞɨ ɓɍɑɜɑɒɑəəɫ Ɏəɟɞɜɱɤəɨɚɲ ɝɞɜɟɖɞɟɜɔ ɘəɚɒɔəɔ 

ɛɜɔ ɓɘɱəɱ ɘɌɝɤɞɌɍɱɎ ɕɚɏɚ ɓɚɎəɱɤəɨɚɏɚ ɜɚɓɏɗɫɐɟ. 

ȸɑɞɚɐ DFA 

Ȱɗɫ ɐɚɝɗɱɐɒɑəəɫ ɣɌɝɚɎɔɡ ɜɫɐɱɎ ɝɨɚɏɚɐəɱ ɟɝɑ ɤɔɜɤɑ Ɏɔɖɚɜɔ-

ɝɞɚɎɟɯɞɨɝɫ ɞɑɚɜɱɫ ɠɜɌɖɞɌɗɱɎ. ɃɌɝɚɎɱ ɜɫɐɔ, ɛɚɜɚɐɒɟɎɌəɱ ɞɑɘɌ-

ɞɔɣəɔɘɔ ɱəɠɚɜɘɌɢɱɕəɔɘɔ ɛɚɞɚɖɌɘɔ, ɓɚɖɜɑɘɌ, ɘɌɪɞɨ ɠɜɌɖɞɌ-
ɗɨəɱ ɎɗɌɝɞɔɎɚɝɞɱ ɞɌ ɘɚɒɟɞɨ ɜɚɓɏɗɫɐɌɞɔɝɫ ɫɖ ɝɞɚɡɌɝɞɔɣəɱ ɠɜɌɖ-

ɞɌɗɔ. ɂɑɕ ɛɱɐɡɱɐ ɜɚɓɤɔɜɪɯ ɚɍɗɌɝɞɨ ɓɌɝɞɚɝɟɎɌəəɫ ɞɑɚɜɱɲ ɠɜɌɖ-

ɞɌɗɱɎ əɌ ɱəɠɚɜɘɌɢɱɕəɱ ɛɚɞɚɖɔ, ɐɔəɌɘɱɖɌ ɫɖɔɡ ɚɛɔɝɟɯɞɨɝɫ ɓɌɝɚ-
ɍɌɘɔ ɞɑɚɜɱɲ ɎɔɛɌɐɖɚɎɔɡ ɛɜɚɢɑɝɱɎ. 

ȸɑɞɚɐ DFA (Detrended Fluctuation Analysis) ɫɎɗɫɯ ɝɚɍɚɪ ɎɌ-

ɜɱɌəɞ ɐɔɝɛɑɜɝɱɕəɚɏɚ ɌəɌɗɱɓɟ, ɥɚ ɐɚɓɎɚɗɫɯ ɐɚɝɗɱɐɒɟɎɌɞɔ ɑɠɑɖɞɔ 
ɞɜɔɎɌɗɔɡ ɖɚɜɑɗɫɢɱɕ ɟ əɑɝɞɌɢɱɚəɌɜəɔɡ ɜɫɐɌɡ. Ȼɜɔ ɢɨɚɘɟ ɌəɌɗɱ-

ɓɟɯɞɨɝɫ ɝɑɜɑɐəɨɚɖɎɌɐɜɌɞɔɣəɌ ɛɚɘɔɗɖɌ ɗɱəɱɕəɚɲ ɌɛɜɚɖɝɔɘɌɢɱɲ Ɏ 

ɓɌɗɑɒəɚɝɞɱ Ɏɱɐ ɜɚɓɘɱɜɟ Ɏɱɐɜɱɓɖɟ ɌɛɜɚɖɝɔɘɌɢɱɲ. ȿ ɜɌɘɖɌɡ ɢɨɚɏɚ 
ɘɑɞɚɐɟ ɝɛɚɣɌɞɖɟ ɓɐɱɕɝəɪɯɞɨɝɫ ɛɜɔɎɑɐɑəəɫ ɐɌəɔɡ ɐɚ əɟɗɨɚɎɚɏɚ 

ɝɑɜɑɐəɨɚɏɚ (ɎɔɜɌɡɟɎɌəəɫ ɝɑɜɑɐəɨɚɏɚ ɓəɌɣɑəəɫ F  ɓ Ɏɔɡɱɐəɚɏɚ 

ɣɌɝɚɎɚɏɚ ɜɫɐɟ nF , 1,...,n N) ɱ ɍɟɐɟɯɞɨɝɫ ɎɔɛɌɐɖɚɎɑ ɍɗɟɖɌəəɫ 
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Ȼɚɞɱɘ ɜɫɐ ɓəɌɣɑəɨ y k , 1,...,k N  ɜɚɓɍɔɎɌɯɞɨɝɫ əɌ Ɏɱɐɜɱɓɖɔ, 

ɥɚ əɑ ɛɑɜɑɖɜɔɎɌɪɞɨɝɫ ɐɚɎɒɔəɔ n, ɟ ɘɑɒɌɡ ɖɚɒəɚɏɚ ɓ ɫɖɔɡ 
ɘɑɞɚɐɚɘ əɌɕɘɑəɤɔɡ ɖɎɌɐɜɌɞɱɎ ɎɔɓəɌɣɌɯɞɨɝɫ ɜɱɎəɫəəɫ ɛɜɫɘɚɲ, 

ɥɚ əɌɕɖɜɌɥɑ ɓɌ ɖɜɔɞɑɜɱɯɘ 
2c  Ɍɛɜɚɖɝɔɘɟɯ ɛɚɝɗɱɐɚɎəɱɝɞɨ y k . 

ȳəɌɕɐɑəɌ ɌɛɜɚɖɝɔɘɌɢɱɫ ny k  ( ny k ak b) ɜɚɓɏɗɫɐɌɯɞɨɝɫ 

ɫɖ ɗɚɖɌɗɨəɔɕ ɞɜɑəɐ. Ȼɜɔ ɢɨɚɘɟ ɖɚɑɠɱɢɱɯəɞɔ Ɍ ɞɌ b ɚɍɣɔɝɗɪ-

ɪɞɨɝɫ ɞɌɖɔɘ ɣɔəɚɘ: 

   

ȰɌɗɱ ɚɍɣɔɝɗɪɯɞɨɝɫ ɝɑɜɑɐəɨɚɖɎɌɐɜɌɞɔɣəɌ ɛɚɘɔɗɖɌ ɗɱəɱɕəɚɲ 

ɌɛɜɚɖɝɔɘɌɢɱɲ ɟ ɤɔɜɚɖɚɘɟ ɐɱɌɛɌɓɚəɱ ɓəɌɣɑəɨ n. ȮɎɌɒɌɯɞɨɝɫ, ɥɚ 

ɓɌɗɑɒəɱɝɞɨ D(n) ɣɌɝɞɚ  ɘɌɯ ɝɞɟɛɑəɑɎɔɕ ɡɌɜɌɖɞɑɜ D n n ,  

ɞɚɍɞɚ əɌɫɎəɱɝɞɨ ɗɱəɱɕəɚɲ ɐɱɗɫəɖɔ Ɏ ɛɚɐɎɱɕəɚɘɟ ɗɚɏɌɜɔɠɘɱɣəɚɘɟ 

ɘɌɝɤɞɌɍɱ lg lgD n  ɐɚɓɎɚɗɫɯ ɏɚɎɚɜɔɞɔ ɛɜɚ ɱɝəɟɎɌəəɫ ɝɖɑɕɗɔəɏɟ.  

ɋɖ Ɏɔɐəɚ ɛɚ ȼɔɝ. 28, D n  ɐɗɫ ɛɚɍɟɐɚɎɌəɚɏɚ ɘɚɐɑɗɨəɚɏɚ ɜɫ-

ɐɟ ɝɞɟɛɑəɑɎɔɘ ɣɔəɚɘ ɓɌɗɑɒɔɞɨ Ɏɱɐ n, ɞɚɍɞɚ Ɏ ɛɚɐɎɱɕəɚɘɟ ɗɚɏɌ-

ɜɔɠɘɱɣəɚɘɟ ɘɌɝɤɞɌɍɱ ɢɫ ɓɌɗɑɒəɱɝɞɨ ɍɗɔɓɨɖɌ ɐɚ ɗɱəɱɕəɚɲ.  

 

ȼɔɝɟəɚɖ 28 ð ȳɌɗɑɒəɱɝɞɨ D n  ɘɚɐɑɗɨəɚɏɚ ɜɫɐɟ  (Ɏɱɝɨ Y) Ɏɱɐ ɐɚɎɒɔ-

əɔ Ɏɱɐɜɱɓɖɟ ɌɛɜɚɖɝɔɘɌɢɱɲ n  (Ɏɱɝɨ X) ɟ ɛɚɐɎɱɕəɱɕ ɗɚɏɌɜɔɠɘɱɣəɱɕ ɤɖɌɗɱ 
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ɀɌɖɞɚɜ ɀɌəɚ 

Ȱɗɫ ɎɔɎɣɑəəɫ ɛɚɎɚɐɒɑəəɫ ɛɜɚɢɑɝɱɎ ɱ ɛɱɐɞɎɑɜɐɒɑəəɫ ɲɡ ɝɌ-

ɘɚɛɚɐɱɍəɚɝɞɱ ɛɜɔɕəɫɞɚ ɎɔɖɚɜɔɝɞɌɞɔ ɥɑ ɚɐɔə ɛɚɖɌɓəɔɖ ð ɱəɐɑɖɝ 

ɜɚɓɖɔɐɟ ɐɔɝɛɑɜɝɱɲ (IDC), ɞɌɖ ɓɎɌəɔɕ ɠɌɖɞɚɜ ɀɌəɚ. ɂɫ ɎɑɗɔɣɔəɌ 
ɎɔɓəɌɣɌɯɞɨɝɫ ɫɖ Ɏɱɐəɚɤɑəəɫ ɐɔɝɛɑɜɝɱɲ ɣɔɝɗɌ ɛɚɐɱɕ (ɟ əɌɤɚɘɟ 

ɎɔɛɌɐɖɟ ð ɞɚɣɚɖ ɜɫɐɟ) əɌ Ɏɱɖəɱ ɝɛɚɝɞɑɜɑɒɑəɨ  ɓɌɐɌəɚɲ ɤɔɜɔəɔ k 

ɐɚ ɎɱɐɛɚɎɱɐəɚɏɚ ɘɌɞɑɘɌɞɔɣəɚɏɚ ɚɣɱɖɟɎɌəəɫ: 

2( ) ( ) / ( ).F k k m k=s
 

Ȱɗɫ ɝɌɘɚɛɚɐɱɍəɔɡ ɛɜɚɢɑɝɱɎ Ɏɔɖɚəɟɯɞɨɝɫ ɝɛɱɎɎɱɐəɚɤɑəəɫ: 

2 1( ) 1 ,HF k C k -= + Ö  

ɐɑ C ɕ H ð ɖɚəɝɞɌəɞɔ. ȹɌ ȼɔɝ. 29. əɌɎɑɐɑəɚ ɏɜɌɠɱɖ ɓəɌɣɑəɨ F(k ) 
ɟ ɛɚɐɎɱɕəɚɘɟ ɗɚɏɌɜɔɠɘɱɣəɚɘɟ ɘɌɝɤɞɌɍɱ. 

 

ȼɔɝɟəɚɖ 29 ð ȳɌɗɑɒəɱɝɞɨ ɠɌɖɞɚɜɌ ɀɌəɚ Ɏɱɐ ɤɔɜɔəɔ ɎɱɖəɌ 

ɝɛɚɝɞɑɜɑɒɑəɨ 

ȻɚɖɌɓəɔɖ ɁɑɜɝɞɌ 

ȻɚɖɌɓəɔɖ ɁɑɜɝɞɌ (H) ɓɎ'ɫɓɟɪɞɨ ɱɓ ɖɚɑɠɱɢɱɯəɞɚɘ əɚɜɘɚɎɌəɚɏɚ 
ɜɚɓɘɌɡɟ (R/ S), ɐɑ R ð çɜɚɓɘɌɡè  ɣɌɝɚɎɚɏɚ ɜɫɐɟ, Ɍ S ð ɝɞɌəɐɌɜɞəɑ 

Ɏɱɐɡɔɗɑəəɫ.  

Ɂɑɜɝɞ ɑɖɝɛɑɜɔɘɑəɞɌɗɨəɚ ɎɔɫɎɔɎ, ɥɚ ɐɗɫ ɍɌɏɌɞɨɚɡ ɣɌɝɚɎɔɡ 

ɜɫɐɱɎ ɝɛɜɌɎɑɐɗɔɎɚ: 2/ ( / )HR S N= . ȻɚɖɌɓəɔɖ ɁɑɜɝɞɌ ɛɚɎ'ɫɓɟ-

ɯɞɨɝɫ ɓ ɞɜɌɐɔɢɱɕəɚɪ  ɠɜɌɖɞɌɗɨəɚɪ ɜɚɓɘɱɜəɱɝɞɪ (D)  ɛɜɚɝɞɔɘ 

ɝɛɱɎɎɱɐəɚɤɑəəɫɘ:  

D = 2 ð H.  
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Ȯɱɐɚɘɚ, ɥɚ ɛɚɖɌɓəɔɖ ɁɑɜɝɞɌ ɫɎɗɫɯ ɝɚɍɚɪ ɘɱɜɟ ɛɑɜɝɔɝɞɑəɞ-
əɚɝɞɱ ð ɝɡɔɗɨəɚɝɞɱ ɛɚɎɑɐɱəɖɔ ɛɜɚɢɑɝɟ ɐɚ ɞɜɑəɐɱɎ (əɌ Ɏɱɐɘɱəɟ Ɏɱɐ 

ɓɎɔɣɌɕəɚɏɚ ɍɜɚɟəɱɎɝɨɖɚɏɚ ɜɟɡɟ). ȳəɌɣɑəəɫ 1/ 2H>  ɚɓəɌɣɌɯ, ɥɚ 
ɝɛɜɫɘɚɎɌəɌ Ɏ ɛɑɎəɟ ɝɞɚɜɚəɟ ɐɔəɌɘɱɖɌ ɛɜɚɢɑɝɟ Ɏ ɘɔəɟɗɚɘɟ, 
əɌɕɱɘɚɎɱɜəɱɤɑ, ɝɛɜɔɣɔəɔɞɨ ɛɜɚɐɚɎɒɑəəɫ ɜɟɡɟ ɟ ɞɚɘɟ ɒ əɌ-

ɛɜɫɘɖɟ. ɋɖɥɚ 1/ 2,H<  ɞɚ ɛɜɚɏəɚɓɟɯɞɨɝɫ, ɥɚ ɛɜɚɢɑɝ ɓɘɱəɔɞɨ 

ɝɛɜɫɘɚɎɌəɱɝɞɨ. 1/ 2H=  ɚɓəɌɣɌɯ əɑɎɔɓəɌɣɑəɱɝɞɨ ð ɍɜɚɟəɱɎɝɨɖɔɕ 
ɜɟɡ.  

Ȱɗɫ ɎɔɎɣɑəəɫ ɠɜɌɖɞɌɗɨəɔɡ ɡɌɜɌɖɞɑɜɔɝɞɔɖ ɣɌɝɚɎɔɡ ɜɫɐɱɎ 

( ), 1,..., ,F n n N= ɐɚɝɗɱɐɒɟɪɞɨɝɫ ɓəɌɣɑəəɫ ɛɚɖɌɓəɔɖɌ ɁɑɜɝɞɌ, 

ɫɖɔɕ ɎɔɓəɌɣɌɯɞɨɝɫ  ɱɓ ɝɛɱɎɎɱɐəɚɤɑəəɫ: 

( )( ) / / 2 , 1.
H

NR N S N N@ >>
 

Ⱦɟɞ  
NS  ð  ɝɞɌəɐɌɜɞəɑ Ɏɱɐɡɔɗɑəəɫ: 

( )
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R ð ɞɌɖ ɓɎɌəɔɕ ɜɚɓɘɌɡ: 

 
ɐɑ: 

 

ɋɖɥɚ ɜɚɓɘɱɜ ɜɫɐɟ ɎɔɘɱɜɱɎ N  ɐɚɝɔɞɨ Ɏɑɗɔɖɔɕ, ɞɚ ɜɚɓɜɌɡɟəɚɖ 
ɝɑɜɑɐəɨɚɏɚ ɓəɌɣɑəəɫ ɱ ɝɞɌəɐɌɜɞəɚɏɚ Ɏɱɐɡɔɗɑəəɫ ɛɜɔ ɓɜɚɝɞɌəəɱ 

N  ɓɌ əɌɎɑɐɑəɚɪ ɠɚɜɘɟɗɚɪ əɑ ɯ ɜɌɢɱɚəɌɗɨəɔɘ. ȭɱɗɨɤ ɑɖɚəɚɘ-
əɔɘɔ ɓ ɚɍɣɔɝɗɪɎɌɗɨəɚɲ ɞɚɣɖɔ ɓɚɜɟ ɯ ɱɞɑɜɌɢɱɕəɱ ɘɑɞɚɐɔ. Ⱥɍɻɜɟə-

ɞɟɯɘɚ ɠɚɜɘɟɗɟ ɜɚɓɜɌɡɟəɖɟ ɝɑɜɑɐəɨɚɏɚ 
1N

F
+
, ɫɖɥɚ Ɏɱɐɚɘɚ ,N

( 1),F N+
N

F : 
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ɀɚɜɘɟɗɌ ɐɗɫ ɚɍɣɔɝɗɑəəɫ ɝɞɌəɐɌɜɞəɚɏɚ Ɏɱɐɡɔɗɑəəɫ 
1NS +

 əɌ 

ɚɝəɚɎɱ ɓəɌɣɑəɨ , ( ), ( 1),N F N F N+
1N

F
+

, 
NS  ɚɍɻɜɟəɞɚɎɟɯɞɨɝɫ 

ɐɑɥɚ ɝɖɗɌɐəɱɤɑ: 
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Ⱦɑ ɒ ɝɌɘɑ ɐɗɫ ɛɚɛɑɜɑɐəɨɚɏɚ ɓəɌɣɑəəɫ: 

( )2 22 2 2

1 1

( ) 2 ( ) ( ) ,
N N

N N N N
n n

NS F n F n F F F n N F
= =
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ȳɎɱɐɖɔ: 
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ȻɱɐɝɞɌɎɔɎɤɔ ɢɑ ɓəɌɣɑəəɫ ɟ  ɜɱɎəɫəəɫ ɐɗɫ 
2

1NS +
, ɚɞɜɔɘɟɯɘɚ: 

( )2 22 2 2

1 1

1
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ȼɔɝɟəɚɖ 5.24 ð ȰɔəɌɘɱɖɌ ɓɘɱəɔ ɛɚɖɌɓəɔɖɌ ɓəɌɣɑəɨ R/ S ɐɗɫ ɘɚɐɑɗɨ-

əɚɏɚ ɜɫɐɟ ɟ ɛɚɐɎɱɕəɱɕ ɗɚɏɌɜɔɠɘɱɣəɱɕ ɤɖɌɗɱ 

Ȼɱɝɗɫ ɎɔɖɚəɌəəɫ ɎɱɐɛɚɎɱɐəɚɲ ɛɜɚɏɜɌɘɔ (ɐɗɫ ɜɱɓəɔɡ ɓəɌɣɑəɨ 

N) Ɏ ɱəɞɑɜɠɑɕɝɱ ɖɚɜɔɝɞɟɎɌɣɌ ɍɟɐɑ ɎɱɐɚɍɜɌɒɑəɚ ɝɛɔɝɚɖ ɓəɌɣɑəɨ 
R/ S. ȰɌɗɱ ɢɑɕ ɝɛɔɝɚɖ ɣɑɜɑɓ ɍɟɠɑɜ ɚɍɘɱəɟ ɓɌɎɌəɞɌɒɟɯɞɨɝɫ ɐɚ 

ɱəɞɑɜɠɑɕɝɟ ɛɜɚɏɜɌɘɔ Microsoft Excel. Ȼɱɝɗɫ ɢɨɚɏɚ ɓɌɝɚɍɌɘɔ ɢɱɯɲ 
ɛɜɚɏɜɌɘɔ ɍɟɐɟɯɞɨɝɫ ɏɜɌɠɱɖ, ɟ ɫɖɚɘɟ ɎɖɌɓɟɯɞɨɝɫ ɗɚɏɌɜɔɠɘɱɣəɌ 

1
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ɤɖɌɗɌ ɐɗɫ ɚɍɚɡ ɚɝɑɕ (ȼɔɝ. 5.30).  ȮɔɖɚɜɔɝɞɚɎɟɪɣɔ ɓɌɝɚɍɔ Ɍɛɜɚ-
ɖɝɔɘɌɢɱɲ ɘɚɒəɌ ɛɑɜɑɖɚəɌɞɔɝɫ ɟ ɝɛɜɌɎɑɐɗɔɎɚɝɞɱ ɝɞɑɛɑəɑɎɚɏɚ 

ɝɛɱɎɎɱɐəɚɤɑəəɫ ɐɗɫ ɓəɌɣɑəɨ R/ S.  

2.6.7 ȹL-ɘɑɞɚɐ 

ȽɖɑɕɗɚɏɜɌɘɔ, ɚɐɑɜɒɌəɱ ɓɌ ɐɚɛɚɘɚɏɚɪ ɍɑɓɛɑɜɑɜɎəɚɏɚ ɎɑɕɎ-
ɗɑɞ-ɛɑɜɑɞɎɚɜɑəəɫ, ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɐɗɫ ɎɱɓɟɌɗɱɓɌɢɱɲ ɚɝɚɍɗɔɎɚɝ-

ɞɑɕ ɣɌɝɚɎɚɏɚ ɜɫɐɟ. ȳɌɛɜɚɛɚəɚɎɌəɚ ɱəɤɔɕ ɘɑɞɚɐ ɎɱɓɟɌɗɱɓɌɢɱɲ, 

ɫɖɔɕ ɞɌɖɚɒ ɐɚɛɚɘɌɏɌɯ ɎɔɫɎɔɞɔ ɞɜɑəɐɔ, ɛɑɜɱɚɐɔɣəɚɝɞɱ ɞɌ ɗɚɖɌ-
ɗɨəɱ ɚɝɚɍɗɔɎɚɝɞɱ ɜɫɐɟ28. ȳɌɛɜɚɛɚəɚɎɌəɔɕ ɛɱɐɡɱɐ ɓəɌɣəɚ ɛɜɚɝɞɱ-

ɤɑ ɟ ɜɑɌɗɱɓɌɢɱɲ, əɱɒ ɎɑɕɎɗɑɞ ɌəɌɗɱɓ. 

ǤL-ɘɑɞɚɐ ɍɌɓɟɯɞɨɝɫ əɌ ɘɑɞɚɐɱ DFA (Detrended Fluctuation 
Analysis). Ƚɟɞɨ ɛɱɐɡɚɐɟ ɛɚɗɫɏɌɯ ɟ ɎɔɓəɌɣɑəəɱ ɞɌ ɎɱɐɚɍɜɌɒɑəəɱ 

Ɍɍɝɚɗɪɞəɚɏɚ Ɏɱɐɡɔɗɑəəɫ ɞɚɣɚɖ ɜɫɐɟ əɌɖɚɛɔɣɑəɔɡ ɓəɌɣɑəɨ Ɏɱɐ 

ɎɱɐɛɚɎɱɐəɔɡ ɓəɌɣɑəɨ ɗɱəɱɕəɚɲ ɌɛɜɚɖɝɔɘɌɢɱɲ. 

Ⱥɛɔɤɑɘɚ Ǥὒ-ɘɑɞɚɐ ɍɱɗɨɤ ɐɑɞɌɗɨəɚ. Ȱɗɫ ɛɚɣɌɞɖɟ ɓɌɠɱɖɝɟɯɘɚ 
ɐɑɫɖɟ ɤɔɜɔəɟ ɎɱɖəɌ s (ɘɌɝɤɞɌɍ, əɌ ɫɖɚɘɟ ɜɚɓɏɗɫɐɌɯɞɨɝɫ ɜɫɐ). 

ȼɚɓɏɗɫəɑɘɚ ɞɚɣɖɟ l
x

 ɞɌ Ɏɔɍɑɜɑɘɚ ɐɗɫ əɑɲ Ɏɱɖəɚ ɤɔɜɔəɔ s ɞɌɖ, 
ɥɚɍ ɞɚɣɖɌ l ɍɟɗɌ Ɏ ɢɑəɞɜɱ ɢɨɚɏɚ ɎɱɖəɌ (Ɍɍɚ ɓɘɱɥɑəɌ əɌ 1, ɫɖɥɚ s 

ɛɌɜəɑ). Ȼɚɍɟɐɟɯɘɚ ɗɱəɱɕəɟ ɌɛɜɚɖɝɔɘɌɢɱɪ ɛɚ ɞɚɣɖɌɡ ɎɱɖəɌ ɱ ɛɚɓ-

əɌɣɔɘɚ , ,l j s
D  ɓəɌɣɑəəɫ ɗɚɖɌɗɨəɚɲ ɌɛɜɚɖɝɔɘɌɢɱɲ Ɏ ɞɚɣɢɱ j ɐɗɫ Ɏɱɐ-

ɜɱɓɖɌ ɓ ɢɑəɞɜɚɘ l. ȰɌɗɱ ɚɍɣɔɝɗɔɘɚ Ɍɍɝɚɗɪɞəɑ Ɏɱɐɡɔɗɑəəɫ j
x   

(ȼɔɝ. 30) Ɏɱɐ ɗɱəɱɲ ɌɛɜɚɖɝɔɘɌɢɱɲ 
, , , ,l j s j t j s

x LD = - .  

ȸɑɞɚɐ ɛɑɜɑɐɍɌɣɌɯ ɚɍɣɔɝɗɑəəɫ ɓəɌɣɑəɨ, ,l j s
D  ɐɗɫ Ɏɝɱɡ 1,...,l T=

ɱ Ɏɱɖɚə ɤɔɜɔəɚɪ 1 4,...,[ / ].s T=  Ȱɗɫ ɠɱɖɝɚɎɌəɚɲ ɤɔɜɔəɔ ɎɱɖəɌ 

ɚɍɣɔɝɗɪɯɞɨɝɫ ɝɑɜɑɐəɯ ɖɎɌɐɜɌɞɔɣəɑ Ɏɱɐɡɔɗɑəəɫ: 

                                                                 
28  Lande D.V., Snarskii Ȭ.Ȭ. Diagram of measurement series elements 

deviation from loc al linear approximations. Preprint ArXiv 0903.3328, 

2009. DOI: https://doi.org/10.48550/arXiv.0903.3328  
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( )
2

21 1
j l j s l j s

j j

E l s x L
s s

= - = Dä ä, , , ,, .  

ȺɞɜɔɘɌəɱ ɓəɌɣɑəəɫ ɐɑɘɚəɝɞɜɟɪɞɨɝɫ əɌ ɐɱɌɏɜɌɘɱ, ɝɡɚɒɱɕ 

ɝɖɑɕɗɚɏɜɌɘɟ. ȻɜɔɖɗɌɐɔ ɞɌɖɔɡ ɐɱɌɏɜɌɘ ɛɚɖɌɓɌəɚ əɌ ȼɔɝ. 31. 

 

ȼɔɝɟəɚɖ 30 ð Ƀɚɞɔɜɔ ɞɚɣɖɔ ɣɌɝɚɎɚɏɚ ɜɫɐɟ ɓ ɗɱəɱɕəɚɪ ɌɛɜɚɖɝɔɘɌɢɱ-

ɯɪ ɐɗɫ ɐɎɚɡ Ɏɱɖɚə ɱɓ ɤɔɜɔəɚɪ ɞɜɔ. ȾɌɖɚɒ ɛɚɖɌɓɌəɚ Ɏɱɐɡɔɗɑəəɫ , ,l j s
D  

ɢɑəɞɜɌɗɨəɚɲ ɞɚɣɖɔ ɎɱɖəɌ Ɏɱɐ ɎɱɐɛɚɎɱɐəɚɲ ɗɱəɱɕəɚɲ ɌɛɜɚɖɝɔɘɌɢɱɲ 

 

 

ȼɔɝɟəɚɖ 31 ð ȼɑɌɗɨəɌ ɞɌ ɓɏɗɌɐɒɑəɌ ɐɔəɌɘɱɖɌ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɞɚɖɟ 

ȳɌɛɜɚɛɚəɚɎɌəɔɕ ɘɑɞɚɐ ɎɱɓɟɌɗɱɓɌɢɱɲ Ɍɍɝɚɗɪɞəɔɡ Ɏɱɐɡɔɗɑəɨ ǤL, 

ɫɖ ɱ ɘɑɞɚɐ ɎɑɕɎɗɑɞ-ɛɑɜɑɞɎɚɜɑəɨ, ɐɚɓɎɚɗɫɯ ɎɔɫɎɗɫɞɔ ɛɚɚɐɔəɚɖɱ 

ɞɌ əɑɜɑɏɟɗɫɜəɱ çɝɛɗɑɝɖɔè, ɜɱɓɖɱ ɓɘɱəɔ ɓəɌɣɑəɨ ɖɱɗɨɖɱɝəɔɡ ɛɚɖɌɓ-
əɔɖɱɎ ɟ ɜɱɓəɱ ɛɑɜɱɚɐɔ ɣɌɝɟ, Ɍ ɞɌɖɚɒ ɏɌɜɘɚəɱɕəɱ ɝɖɗɌɐɚɎɱ ɟ ɜɫɐɱ. 
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ȼɔɝɟəɚɖ 31 ð Ȯɔɡɱɐəɔɕ ɜɫɐ ɐɔəɌɘɱɖɔ ɛɚɎɱɐɚɘɗɑəɨ ɓɌ ɓɌɛɔɞɚɘ 

çȾɜɌɘɛè ɞɌ ɖɚɑɠɱɢɱɯəɞɔ, ɚɞɜɔɘɌəɱ ɓɌ ɐɚɛɚɘɚɏɚɪ ǤL-ɘɑɞɚɐɟ  

2.6. 8. ȸɑɜɑɒɑɎɱ ɘɚɐɑɗɱ 

 ȺɝɞɌəəɱɘ ɣɌɝɚɘ ɎɔɚɖɜɑɘɔɎɝɫ ɚɖɜɑɘɔɕ əɌɟɖɚɎɔɕ əɌɛɜɫɘ ð 

ɌəɌɗɱɓ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ (SNA, Social Network  Analysis), ɫɖɔɕ 
ɍɌɓɟɯɞɨɝɫ, ɓ ɚɐəɚɏɚ ɍɚɖɟ, əɌ ɝɚɢɱɚɗɚɏɱɲ, Ɍ ɓ ɱəɤɚɏɚ ð əɌ ɞɑɚɜɱɲ 

ɝɖɗɌɐəɔɡ ɘɑɜɑɒ (Complex Networks)29. ȿ ɘɑɒɌɡ ɞɑɚɜɱɲ ɝɖɗɌɐəɔɡ 

ɘɑɜɑɒ ɎɔɎɣɌɪɞɨɝɫ əɑ ɗɔɤɑ ɞɚɛɚɗɚɏɱɣəɱ ɡɌɜɌɖɞɑɜɔɝɞɔɖɔ ɘɑɜɑɒ, 
Ɍ ɕ ɝɞɌɞɔɝɞɔɣəɱ ɠɑəɚɘɑəɔ, ɜɚɓɛɚɐɱɗ ɎɌɏ ɚɖɜɑɘɔɡ ɎɟɓɗɱɎ ɞɌ ɜɑ-

ɍɑɜ, ɑɠɑɖɞɔ ɛɜɚɞɱɖɌəəɫ ɞɌ ɛɜɚɎɱɐəɚɝɞɱ. ȹɑɓɎɌɒɌɪɣɔ əɌ ɞɑ, ɥɚ 

ɚɍ'ɯɖɞɚɘ ɜɚɓɏɗɫɐɟ ɞɑɚɜɱɲ ɝɖɗɌɐəɔɡ ɘɑɜɑɒ ɯ ɜɱɓəɚɘɌəɱɞəɱ ɘɑɜɑɒɱ 
(ɑɗɑɖɞɜɔɣəɱ, ɞɜɌəɝɛɚɜɞəɱ, ɱəɠɚɜɘɌɢɱɕəɱ), əɌɕɍɱɗɨɤɔɕ Ɏəɑɝɚɖ ɟ 

ɜɚɓɎɔɞɚɖ ɢɱɯɲ ɞɑɚɜɱɲ ɓɜɚɍɔɗɔ ɐɚɝɗɱɐɒɑəəɫ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ. ȿ 
ɞɑɚɜɱɲ ɝɖɗɌɐəɔɡ ɘɑɜɑɒ Ɏɔɐɱɗɫɪɞɨ ɞɜɔ ɚɝəɚɎəɱ əɌɛɜɫɘɔ: 

Å  ɐɚɝɗɱɐɒɑəəɫ ɝɞɌɞɔɝɞɔɣəɔɡ ɎɗɌɝɞɔɎɚɝɞɑɕ, ɫɖɱ ɡɌɜɌɖɞɑɜɔ-

ɓɟɪɞɨ ɛɚɎɑɐɱəɖɟ ɘɑɜɑɒ; 

Å   ɝɞɎɚɜɑəəɫ ɘɚɐɑɗɑɕ ɘɑɜɑɒ; 

Å  ɛɜɚɏəɚɓɟɎɌəəɫ ɛɚɎɑɐɱəɖɔ ɘɑɜɑɒ ɛɜɔ ɓɘɱəɱ ɝɞɜɟɖɞɟɜəɔɡ 

ɎɗɌɝɞɔɎɚɝɞɑɕ. 

ȳɌɝɞɚɝɟɎɌəəɫ ɘɑɜɑɒɑɎɔɡ ɘɚɐɑɗɑɕ ɟ ɝɠɑɜɱ OSINT Ɏɱɐəɚɝɔɞɔɝɨ 

ɐɚ ɌəɌɗɱɓɟ: ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ, ɖɚɘɟəɱɖɌɢɱɕ, ɏɑɚɏɜɌɠɱɣəɔɡ ɘɑ-

ɜɑɒ, ɑɖɚəɚɘɱɣəɔɡ ɱ ɠɱəɌəɝɚɎɔɡ ɘɑɜɑɒ, ɞɑɡəɱɣəɔɡ ɘɑɜɑɒ, ɎɓɌɯ-
ɘɚɐɱɕ ɘɱɒ ɜɱɓəɔɘɔ ɝɟɝɛɱɗɨəɔɘɔ ɏɜɟɛɌɘɔ ɞɌ ɝɞɜɟɖɞɟɜɌɘɔ. 

Ȼɜɔ ɌəɌɗɱɓɱ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ ɐɚɝɗɱɐɒɟɪɞɨɝɫ ɎɓɌɯɘɚɐɱɲ ɞɌ 

ɓɎ'ɫɓɖɔ ɘɱɒ ɚɝɚɍɌɘɔ Ɍɍɚ ɚɜɏɌəɱɓɌɢɱɫɘɔ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ 

                                                                 
29 Newman M.E.J. The structure and function of complex networks 

// SIAM Review, 2003. ð 45. ð P. 167 -256.  
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ɐɗɫ ɎɔɫɎɗɑəəɫ ɖɗɪɣɚɎɔɡ ɠɱɏɟɜ, ɏɜɟɛ ɣɔ ɝɞɜɟɖɞɟɜ. Ȼɜɔ ɢɨɚɘɟ 
ɘɚɒɗɔɎɑ ɎɔɫɎɗɑəəɫ ɘɑɜɑɒɑɎɔɡ ɓɎõɫɓɖɱɎ ɘɱɒ ɚɝɚɍɌɘɔ, ɎɔɓəɌ-

ɣɑəəɫ ɎɌɒɗɔɎɔɡ ɟɣɌɝəɔɖɱɎ ɣɔ ɚɜɏɌəɱɓɌɢɱɕ. 

Ȼɜɔ ɌəɌɗɱɓɱ ɖɚɘɟəɱɖɌɢɱɕ ɓɐɱɕɝəɪɯɞɨɝɫ ɎɔɎɣɑəəɫ ɛɌɞɑɜəɱɎ 
ɖɚɘɟəɱɖɌɢɱɕ ɞɌ ɚɍɘɱəɟ ɱəɠɚɜɘɌɢɱɯɪ ɘɱɒ ɚɍ'ɯɖɞɌɘɔ, ɞɌɖɔɘɔ ɫɖ 

ɑɗɑɖɞɜɚəəɱ ɛɚɎɱɐɚɘɗɑəəɫ, ɞɑɗɑɠɚəəɱ ɐɓɎɱəɖɔ ɞɚɥɚ. Ȼɜɔ ɢɨɚɘɟ 

ɘɚɒɗɔɎɑ ɎɔɫɎɗɑəəɫ ɖɗɪɣɚɎɔɡ ɓɎõɫɓɖɱɎ ɞɌ ɌəɌɗɱɓ ɚɍɘɱəɟ ɱəɠɚɜ-
ɘɌɢɱɯɪ ɐɗɫ ɜɚɓɟɘɱəəɫ ɝɔɞɟɌɢɱɲ ɣɔ ɎɔɫɎɗɑəəɫ ɓɌɏɜɚɓ. 

ȻɜɑɐɝɞɌɎɗɑəəɫ ɏɑɚɏɜɌɠɱɣəɚɲ ɱəɠɚɜɘɌɢɱɲ ɟ Ɏɔɏɗɫɐɱ ɘɑɜɑɒɱ ɐɗɫ 
ɌəɌɗɱɓɟ ɛɜɚɝɞɚɜɚɎɔɡ ɎɓɌɯɘɚɓɎõɫɓɖɱɎ ɓɐɱɕɝəɪɯɞɨɝɫ ɐɗɫ ɘɌɛɟɎɌə-

əɫ ɏɑɚɏɜɌɠɱɣəɔɡ ɓɎõɫɓɖɱɎ ɘɱɒ ɚɍõɯɖɞɌɘɔ, ɎɔɫɎɗɑəəɫ ɏɑɚɏɜɌɠɱɣ-

əɔɡ ɛɌɞɑɜəɱɎ ɞɌ ɌəɌɗɱɓ ɜɟɡɟ. 

ȱɖɚəɚɘɱɣəɱ ɞɌ ɠɱəɌəɝɚɎɱ ɘɑɜɑɒɱ ɐɚɝɗɱɐɒɟɪɞɨɝɫ ɐɗɫ ɎɔɎɣɑə-

əɫ ɠɱəɌəɝɚɎɔɡ ɞɜɌəɓɌɖɢɱɕ, ɎɓɌɯɘɚɐɱɕ ɘɱɒ ɖɚɘɛɌəɱɫɘɔ ɣɔ ɠɱ-

əɌəɝɚɎɔɘɔ ɱəɝɞɔɞɟɢɱɫɘɔ, ɎɔɫɎɗɑəəɫ ɠɱəɌəɝɚɎɔɡ ɛɌɞɑɜəɱɎ, ɌəɌ-
ɗɱɓ ɜɔəɖɚɎɔɡ ɎɓɌɯɘɚɐɱɕ ɞɌ ɎɔɫɎɗɑəəɫ ɑɖɚəɚɘɱɣəɔɡ ɞɑəɐɑəɢɱɕ. 

Ⱦɑɡəɱɣəɱ ɘɑɜɑɒɱ ɎɔɎɣɌɪɞɨɝɫ ɐɗɫ ɘɚɐɑɗɪɎɌəəɫ ɞɑɡəɱɣəɔɡ 

ɎɓɌɯɘɚɐɱɕ, ɞɌɖɔɡ ɫɖ ɖɚɘɛõɪɞɑɜəɱ ɘɑɜɑɒɱ, ɎɓɌɯɘɚɐɱɫ ɛɜɔɝɞɜɚɲɎ 
ɞɚɥɚ, ɎɔɫɎɗɑəəɫ ɱəɠɚɜɘɌɢɱɕəɔɡ ɓɌɏɜɚɓ, ɌəɌɗɱɓ ɎɓɌɯɘɚɐɱɕ Ɏ 

ɖɚɘɛõɪɞɑɜəɔɡ ɝɔɝɞɑɘɌɡ. 

ȮɔɎɣɑəəɫ ɎɓɌɯɘɚɐɱɕ ɘɱɒ ɜɱɓəɔɘɔ ɝɟɝɛɱɗɨəɔɘɔ ɏɜɟɛɌɘɔ ɞɌ 
ɝɞɜɟɖɞɟɜɌɘɔ ɓɐɱɕɝəɪɯɞɨɝɫ ɐɗɫ ɌəɌɗɱɓ ɝɚɢɱɚɖɟɗɨɞɟɜəɔɡ ɓɎõɫɓɖɱɎ, 

ɎɔɫɎɗɑəəɫ ɏɜɟɛɚɎɔɡ ɐɔəɌɘɱɖ ɞɌ ɱɐɑəɞɔɠɱɖɌɢɱɫ ɛɚɞɑəɢɱɕəɔɡ 

əɌɛɜɟɏ ɟ ɝɟɝɛɱɗɨɝɞɎɱ. 

ȸɑɜɑɒɑɎɔɕ ɌəɌɗɱɓ ɟ ɝɠɑɜɱ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɐɚɛɚɘɌɏɌɯ 

ɜɚɓɖɜɔɎɌɞɔ ɝɖɗɌɐəɱ ɓɎõɫɓɖɔ ɞɌ ɝɞɜɟɖɞɟɜɔ Ɏ ɱəɠɚɜɘɌɢɱɲ, ɚɞɜɔɘɌ-

əɱɕ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ. ɂɑ ɝɛɜɔɫɯ ɛɚɖɜɌɥɑəəɪ ɜɚɓɟɘɱəəɫ ɖɚə-
ɞɑɖɝɞɟ ɛɚɐɱɕ, ɎɔɫɎɗɑəəɪ ɖɗɪɣɚɎɔɡ ɠɱɏɟɜ ɞɌ ɠɚɜɘɟɎɌəəɪ ɝɞɜɌ-

ɞɑɏɱɕ ɌəɌɗɱɓɟ ɐɗɫ ɛɜɔɕəɫɞɞɫ ɚɍɻɜɟəɞɚɎɌəɔɡ ɜɱɤɑəɨ. ȼɚɓɏɗɫəɑɘɚ 
ɐɑɫɖɱ ɞɑɚɜɑɞɔɣəɱ ɛɚəɫɞɞɫ ɥɚɐɚ ɓɌɝɞɚɝɟɎɌəəɫ ɘɑɜɑɒɑɎɚɏɚ ɌəɌɗɱ-

ɓɟ ɟ ɢɱɕ ɝɠɑɜɱ: 

ȸɑɜɑɒɑɎɔɕ ɌəɌɗɱɓ ɝɛɜɫɘɚɎɌəɔɕ əɌ ɎɔɎɣɑəəɫ ɞɌ ɜɚɓɟɘɱəəɫ 
ɎɓɌɯɘɚɓɎõɫɓɖɱɎ ɘɱɒ ɚɍõɯɖɞɌɘɔ (ɎɟɓɗɌɘɔ) Ɏ ɝɔɝɞɑɘɱ, ɐɑ ɖɚɒɑə 

Ɏɟɓɚɗ ɘɚɒɑ ɛɜɑɐɝɞɌɎɗɫɞɔ ɚɝɚɍɟ, ɚɜɏɌəɱɓɌɢɱɪ, ɜɑɝɟɜɝ ɣɔ ɱəɤɔɕ 

ɚɍõɯɖɞ. ɂɑ ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ Ɏ OSINT ɐɗɫ ɎɔɫɎɗɑəəɫ ɖɗɪɣɚɎɔɡ Ɍɖ-
ɞɚɜɱɎ, ɎɔɓəɌɣɑəəɫ ɛɌɞɑɜəɱɎ ɖɚɘɟəɱɖɌɢɱɕ ɞɌ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚ-

ɞɚɖɱɎ ɘɱɒ ɝɟɍõɯɖɞɌɘɔ. 
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ȬəɌɗɱɓ ɡɌɜɌɖɞɑɜɔɝɞɔɖ ɚɖɜɑɘɔɡ ɎɟɓɗɱɎ ɞɌ ɎɗɌɝɞɔɎɚɝɞɑɕ ɘɑɜɑ-
ɒɱ, ɞɌɖɔɡ ɫɖ ɝɞɟɛɱəɨ ɎɓɌɯɘɚɐɱɲ, ɞɔɛ ɓɎ'ɫɓɖɱɎ, ɏɑɚɏɜɌɠɱɣəɱ ɖɚɚɜ-

ɐɔəɌɞɔ ɞɚɥɚ ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ ɐɗɫ ɎɔɓəɌɣɑəəɫ ɎɌɒɗɔɎɔɡ ɎɟɓɗɱɎ, 

ɌəɌɗɱɓ ɏɑɚɏɜɌɠɱɣəɔɡ ɌɝɛɑɖɞɱɎ ɎɓɌɯɘɚɐɱɕ, ɎɔɓəɌɣɑəəɫ ɖɗɪɣɚɎɔɡ 
ɎɗɌɝɞɔɎɚɝɞɑɕ ɚɍ'ɯɖɞɱɎ. 

ȮɔɓəɌɣɑəəɫ ɝɞɟɛɑəɫ ɢɑəɞɜɌɗɱɓɌɢɱɲ Ɏ ɘɑɜɑɒɱ ɤɗɫɡɚɘ ɌəɌɗɱɓɟ 

ɜɚɗɱ ɞɌ ɎɌɒɗɔɎɚɝɞɱ ɖɚɒəɚɏɚ ɎɟɓɗɌ ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ ɐɗɫ ɎɔɫɎɗɑəəɫ 
ɢɑəɞɜɌɗɨəɔɡ ɠɱɏɟɜ Ɍɍɚ ɎɟɓɗɱɎ, ɫɖɱ ɘɌɪɞɨ Ɏɑɗɔɖɔɕ ɎɛɗɔɎ ɟ ɘɑ-

ɜɑɒɱ, ɱɐɑəɞɔɠɱɖɌɢɱɫ ɖɗɪɣɚɎɔɡ ɛɚɝɑɜɑɐəɔɖɱɎ. 

ȶɗɌɝɞɑɜəɔɕ ɌəɌɗɱɓ ɘɑɜɑɒ, ɜɚɓɐɱɗɑəəɫ ɘɑɜɑɒɱ əɌ ɏɜɟɛɔ (ɖɗɌɝ-

ɞɑɜɔ) ɎɟɓɗɱɎ, ɫɖɱ ɎɓɌɯɘɚɐɱɪɞɨ ɘɱɒ ɝɚɍɚɪ ɣɌɝɞɱɤɑ, əɱɒ ɓ ɎɟɓɗɌɘɔ 

ɱəɤɔɡ ɖɗɌɝɞɑɜɱɎ ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ Ɏ OSINT ɐɗɫ ɎɔɫɎɗɑəəɫ ɏɜɟɛ, 
ɝɟɍɖɟɗɨɞɟɜ Ɍɍɚ ɝɠɑɜ ɎɓɌɯɘɚɐɱɲ, ɎɔɓəɌɣɑəəɫ ɏɜɟɛɚɎɔɡ ɐɔəɌɘɱɖ 

ɞɌ ɚɍ'ɯɐəɌəɨ. 

ȮɔɖɚɜɔɝɞɌəəɫ ɘɑɜɑɒɑɎɚɏɚ ɌəɌɗɱɓɟ ɐɗɫ ɜɚɓɜɚɍɗɑəəɫ ɝɢɑəɌɜɱ-
ɲɎ ɐɱɫɗɨəɚɝɞɱ, ɛɚɐɱɕ ɣɔ ɎɓɌɯɘɚɐɱɕ əɌ ɚɝəɚɎɱ ɎɔɎɣɑəəɫ ɓɎ'ɫɓɖɱɎ ɟ 

ɘɑɜɑɒɱ ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ Ɏ OSINT ɐɗɫ ɝɞɎɚɜɑəəɫ ɛɜɚɏəɚɓɱɎ Ɍɍɚ 

ɌəɌɗɱɞɔɣəɔɡ ɝɢɑəɌɜɱɲɎ əɌ ɚɝəɚɎɱ ɓɜɚɓɟɘɱɗɚɏɚ ɜɚɓɟɘɱəəɫ ɎɓɌɯɘɚ-
ɐɱɕ ɞɌ ɎɗɌɝɞɔɎɚɝɞɑɕ ɚɍ'ɯɖɞɱɎ ɟ ɘɑɜɑɒɱ. 

ȸɑɜɑɒɱ ɎɓɌɯɘɚɓɎõɫɓɖɟ  

ȸɑɜɑɒɱ ɎɓɌɯɘɚɓɎ'ɫɓɖɟ ɚɍ'ɯɖɞɱɎ, ɝɟɞəɚɝɞɑɕ, ɎɗɌɝɞɔɎɚɝɞɑɕ Ɏɟɓ-
ɗɱɎ ɱ ɘɑɜɑɒ ɯ ɖɗɪɣɚɎɔɘ ɛɚəɫɞɞɫɘ ɟ ɘɑɜɑɒɑɎɚɘɟ ɌəɌɗɱɓɱ.  

ȼɚɓɏɗɫəɑɘɚ ɚɝəɚɎəɱ ɛɚəɫɞɞɫ ɟ ɘɑɜɑɒɑɎɚɘɟ ɌəɌɗɱɓɱ Ɏ OSINT, 

ɫɖɱ ɐɚɓɎɚɗɫɪɞɨ ɌəɌɗɱɓɟɎɌɞɔ ɞɌ ɜɚɓɟɘɱɞɔ ɝɖɗɌɐəɱ ɝɞɜɟɖɞɟɜɔ ɎɓɌ-
ɯɘɚɓɎ'ɫɓɖɱɎ ɘɱɒ ɜɱɓəɔɘɔ ɚɍ'ɯɖɞɌɘɔ: 

ȸɑɜɑɒɌ ɎɓɌɯɘɚɓɎ'ɫɓɖɟ ɚɍ'ɯɖɞɱɎ ɛɜɑɐɝɞɌɎɗɫɯ ɝɚɍɚɪ ɏɜɌɠ, ɐɑ 

Ɏɟɓɗɔ (Ɏɟɓɗɔ ɘɑɜɑɒɱ) ɛɜɑɐɝɞɌɎɗɫɪɞɨ ɚɍ'ɯɖɞɔ ɣɔ ɝɟɞəɚɝɞɱ, Ɍ ɜɑɍ-
ɜɌ (ɓɎõɫɓɖɔ) ɎɖɌɓɟɪɞɨ əɌ ɎɓɌɯɘɚɐɱɲ Ɍɍɚ ɓɎ'ɫɓɖɔ ɘɱɒ ɢɔɘɔ 

ɚɍõɯɖɞɌɘɔ. Ⱥɍ'ɯɖɞɔ ɘɚɒɟɞɨ ɍɟɞɔ ɜɱɓəɔɘɔ, ɞɌɖɔɘɔ ɫɖ ɚɝɚɍɔ, ɚɜ-
ɏɌəɱɓɌɢɱɲ, ɜɑɝɟɜɝɔ, ɛɚɐɱɲ ɞɚɥɚ. 

Ƚɟɞəɱɝɞɨ ɟ ɘɑɜɑɒɱ ɛɜɑɐɝɞɌɎɗɫɯ ɚɍõɯɖɞ Ɍɍɚ ɑɗɑɘɑəɞ, ɫɖɔɕ ɘɌɯ 

ɝɎɚɪ ɟəɱɖɌɗɨəɟ ɱɐɑəɞɔɠɱɖɌɢɱɪ ɞɌ ɘɚɒɑ ɎɓɌɯɘɚɐɱɫɞɔ ɓ ɱəɤɔɘɔ 
ɝɟɞəɚɝɞɫɘɔ ɟ ɘɑɜɑɒɱ. ɂɑ ɘɚɒɑ ɍɟɞɔ, əɌɛɜɔɖɗɌɐ, ɖɚəɖɜɑɞəɌ 

ɚɝɚɍɌ, ɖɚɘɛɌəɱɫ, ɗɚɖɌɢɱɫ ɣɔ ɛɚɐɱɫ. 

ȶɚɒɑə Ɏɟɓɚɗ ɘɑɜɑɒɱ ɘɚɒɑ ɘɌɞɔ ɝɎɚɲ ɎɗɌɝɞɔɎɚɝɞɱ, ɫɖɱ ɡɌɜɌɖ-
ɞɑɜɔɓɟɪɞɨ ɕɚɏɚ ɚɝɚɍɗɔɎɚɝɞɱ ɣɔ Ɍɞɜɔɍɟɞɔ. ȹɌɛɜɔɖɗɌɐ, ɟ ɎɔɛɌɐɖɟ 

ɝɚɢɱɌɗɨəɚɲ ɘɑɜɑɒɱ, ɎɗɌɝɞɔɎɚɝɞɱ ɘɚɒɟɞɨ ɎɖɗɪɣɌɞɔ ɱɘ'ɫ, Ɏɱɖ, ɘɱɝɢɑ 

ɛɜɚɒɔɎɌəəɫ ɞɌ ɱəɤɱ ɡɌɜɌɖɞɑɜɔɝɞɔɖɔ ɐɗɫ ɚɝɱɍ. 
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ȸɑɜɑɒɑɎɔɕ ɏɜɌɠ ɛɜɑɐɝɞɌɎɗɫɯɞɨɝɫ ɟ Ɏɔɏɗɫɐɱ ɎɟɓɗɱɎ ɞɌ ɜɑɍɑɜ. 
Ȯɟɓɗɔ ɛɜɑɐɝɞɌɎɗɫɪɞɨ ɚɍ'ɯɖɞɔ, Ɍ ɜɑɍɜɌ ð ɎɓɌɯɘɚɐɱɲ ɘɱɒ ɢɔɘɔ 

ɚɍ'ɯɖɞɌɘɔ. ȶɚɒəɑ ɜɑɍɜɚ ɘɚɒɑ ɘɌɞɔ ɝɎɚɲ ɎɗɌɝɞɔɎɚɝɞɱ, ɫɖɱ ɎɖɌɓɟ-

ɪɞɨ əɌ ɡɌɜɌɖɞɑɜ ɎɓɌɯɘɚɐɱɲ. 

ȮɓɌɯɘɚɐɱɲ ɘɱɒ ɎɟɓɗɌɘɔ ɟ ɘɑɜɑɒɱ ɘɚɒɟɞɨ ɍɟɞɔ ɜɱɓəɚɏɚ ɞɔɛɟ. 

ɂɑ ɘɚɒɑ ɎɖɗɪɣɌɞɔ ɠɱɓɔɣəɱ ɓɎ'ɫɓɖɔ, ɝɚɢɱɌɗɨəɱ ɎɓɌɯɘɚɐɱɲ, ɚɍɘɱə 

ɱəɠɚɜɘɌɢɱɯɪ, ɠɱəɌəɝɚɎɱ ɞɜɌəɓɌɖɢɱɲ ɞɌ ɱəɤɑ. ȮɓɌɯɘɚɐɱɲ ɘɚɒɟɞɨ 
ɍɟɞɔ ɝɛɜɫɘɚɎɌəɔɘɔ Ɍɍɚ əɑɝɛɜɫɘɚɎɌəɔɘɔ, ɎɌɒɗɔɎɔɘɔ ɣɔ ɘɑəɤ 

ɎɌɒɗɔɎɔɘɔ. 

ȿ ɘɑɜɑɒɌɡ ɘɚɒəɌ Ɏɔɐɱɗɔɞɔ ɏɜɟɛɔ ɎɓɌɯɘɚɐɱɪɣɔɡ ɎɟɓɗɱɎ, Ɏɱ-

ɐɚɘɱ ɫɖ ɝɛɱɗɨəɚɞɔ Ɍɍɚ ɖɗɌɝɞɑɜɔ. ȽɛɱɗɨəɚɞɌ - ɢɑ ɏɜɟɛɌ ɎɟɓɗɱɎ, ɫɖɱ 

ɎɓɌɯɘɚɐɱɪɞɨ ɣɌɝɞɱɤɑ ɘɱɒ ɝɚɍɚɪ, əɱɒ ɓ ɎɟɓɗɌɘɔ ɱəɤɔɡ ɏɜɟɛ. 

Ȱɗɫ ɎɔɘɱɜɪɎɌəəɫ ɞɌ ɚɢɱəɖɔ ɡɌɜɌɖɞɑɜɔɝɞɔɖ ɘɑɜɑɒɱ Ɏɔɖɚɜɔɝ-

ɞɚɎɟɪɞɨɝɫ ɜɱɓəɱ ɘɑɞɜɔɖɔ, ɞɌɖɱ ɫɖ ɝɞɟɛɱəɨ ɎɟɓɗɌ, ɢɑəɞɜɌɗɨəɱɝɞɨ, 

ɎɗɌɝəɑ ɓəɌɣɑəəɫ ɞɌ ɱəɤɱ. ɂɱ ɘɑɞɜɔɖɔ ɐɚɛɚɘɌɏɌɪɞɨ ɎɔɓəɌɣɔɞɔ 
ɎɌɒɗɔɎɱɝɞɨ ɞɌ ɜɚɗɨ ɖɚɒəɚɏɚ ɎɟɓɗɌ ɟ ɘɑɜɑɒɱ. 

ȻɚɖɌɓəɔɖɔ ɢɑəɞɜɌɗɨəɚɝɞɱ 

ȻɚɖɌɓəɔɖɔ ɢɑəɞɜɌɗɨəɚɝɞɱ ɟ ɘɑɜɑɒɑɎɚɘɟ ɌəɌɗɱɓɱ ɎɔɓəɌɣɌɪɞɨ 
ɝɞɟɛɱəɨ ɎɌɒɗɔɎɚɝɞɱ Ɍɍɚ ɢɑəɞɜɌɗɨəɚɝɞɱ ɎɟɓɗɱɎ ɟ ɘɑɜɑɒɱ. ɂɱ ɛɚɖɌ-

ɓəɔɖɔ ɐɚɓɎɚɗɫɪɞɨ ɌəɌɗɱɓɟɎɌɞɔ ɜɱɓəɱ Ɍɝɛɑɖɞɔ ɢɑəɞɜɌɗɨəɚɝɞɱ 
ɚɍ'ɯɖɞɱɎ ɟ ɘɑɜɑɒɱ, ɱ Ɏɚəɔ ɘɚɒɟɞɨ ɍɟɞɔ ɎɔɖɚɜɔɝɞɌəɱ Ɏ OSINT ɐɗɫ 

ɎɔɫɎɗɑəəɫ ɖɗɪɣɚɎɔɡ ɠɱɏɟɜ, ɏɜɟɛ ɣɔ ɚɍ'ɯɖɞɱɎ, ɫɖɱ ɘɚɒɟɞɨ ɘɌɞɔ 

ɎɌɒɗɔɎɔɕ ɎɛɗɔɎ əɌ ɝɞɜɟɖɞɟɜɟ ɞɌ ɐɔəɌɘɱɖɟ ɘɑɜɑɒɱ. ȹɌɎɑɐɑɘɚ 
ɐɑɫɖɱ ɓ əɔɡ: 

Ƚɞɟɛɱəɨ ɎɟɓɗɌ (Degree Centrality) ɎɔɓəɌɣɌɯ ɖɱɗɨɖɱɝɞɨ ɓɎ'ɫɓɖɱɎ, 

ɫɖɱ Ɏɔɡɚɐɫɞɨ ɣɔ Ɏɡɚɐɫɞɨ ɟ Ɏɟɓɚɗ. ȮɔɓəɌɣɌɯɞɨɝɫ ɫɖ ɓɌɏɌɗɨəɌ ɖɱ-
ɗɨɖɱɝɞɨ ɓɎ'ɫɓɖɱɎ ɎɟɓɗɌ. ȳɚɖɜɑɘɌ, Ɏ ɝɔɝɞɑɘɌɡ  OSINT ɎɔɓəɌɣɌɯ ɞɑ, 

ɫɖ ɣɌɝɞɚ ɚɍ'ɯɖɞ ɎɓɌɯɘɚɐɱɯ ɓ ɱəɤɔɘɔ ɟ ɘɑɜɑɒɱ. Ȯɑɗɔɖɔɕ ɝɞɟɛɱəɨ 

ɘɚɒɑ ɝɎɱɐɣɔɞɔ ɛɜɚ ɎɌɒɗɔɎɱɝɞɨ ɚɍ'ɯɖɞɌ ɟ ɘɑɜɑɒɱ. 

ȭɗɔɓɨɖɱɝɞɨ ɎɟɓɗɌ (Closeness Centrality) ð ɚɍɑɜəɑəɑ ɓəɌɣɑəəɫ 

ɝɑɜɑɐəɨɚɲ ɐɚɎɒɔəɔ əɌɕɖɚɜɚɞɤɚɏɚ ɤɗɫɡɟ ɘɱɒ Ɏɟɓɗɚɘ ɞɌ ɎɝɱɘɌ 

ɱəɤɔɘɔ ɎɟɓɗɌɘɔ ɟ ɘɑɜɑɒɱ. ȳɌɝɞɚɝɚɎɟɯɞɨɝɫ Ɏ OSINT ɐɗɫ ɎɔɓəɌ-
ɣɑəəɫ ɞɚɏɚ, ɫɖ ɤɎɔɐɖɚ ɚɍ'ɯɖɞ ɘɚɒɑ ɚɞɜɔɘɌɞɔ ɐɚɝɞɟɛ ɐɚ ɱəɤɔɡ 

ɚɍ'ɯɖɞɱɎ ɟ ɘɑɜɑɒɱ. ȮɔɝɚɖɌ ɍɗɔɓɨɖɱɝɞɨ ɘɚɒɑ ɚɓəɌɣɌɞɔ Ɏɑɗɔɖɟ 

ɎɛɗɔɎɚɎɱɝɞɨ ɚɍ'ɯɖɞɌ. 

ɂɑəɞɜɌɗɨəɱɝɞɨ ɛɚ ɛɚɝɑɜɑɐəɔɢɞɎɟ (Betweenness Centrality) ð 

ɖɱɗɨɖɱɝɞɨ əɌɕɖɚɜɚɞɤɔɡ ɤɗɫɡɱɎ ɘɱɒ ɛɌɜɚɪ ɎɟɓɗɱɎ, ɫɖɱ ɛɜɚɡɚɐɫɞɨ 

ɣɑɜɑɓ ɐɌəɔɕ Ɏɟɓɚɗ. ȳɌɝɞɚɝɟɯɞɨɝɫ ɐɗɫ ɎɔɫɎɗɑəəɫ ɎɟɓɗɱɎ, ɫɖɱ ɖɚə-
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ɞɜɚɗɪɪɞɨ ɛɚɞɱɖ ɱəɠɚɜɘɌɢɱɲ ɘɱɒ ɱəɤɔɘɔ ɎɟɓɗɌɘɔ. Ȯɑɗɔɖɑ ɓəɌ-
ɣɑəəɫ ɘɚɒɑ ɚɓəɌɣɌɞɔ ɖɗɪɣɚɎɟ ɜɚɗɨ Ɏ ɘɑɜɑɒɱ. 

ȮɗɌɝəɑ ɓəɌɣɑəəɫ ɎɟɓɗɌ (Eigenvector Centrality) ð ɘɱɜɌ ɎɛɗɔɎɚ-

Ɏɚɝɞɱ ɎɟɓɗɌ, ɫɖɌ ɎɜɌɡɚɎɟɯ ɱəɤɔɡ ɎɌɒɗɔɎɔɡ ɎɟɓɗɱɎ, ɓ ɫɖɔɘɔ Ɏɱə 
ɛɚɎõɫɓɌəɔɕ. ȮɔɓəɌɣɑəəɫ ɎɌɒɗɔɎɚɝɞɱ ɎɟɓɗɌ ɓ ɟɜɌɡɟɎɌəəɫɘ Ɏɛɗɔ-

Ɏɟ ɕɚɏɚ ɓɎõɫɓɖɱɎ. Ⱥɍõɯɖɞɔ ɓ Ɏɔɝɚɖɔɘ ɎɗɌɝəɔɘ ɓəɌɣɑəəɫɘ ɘɚɒɟɞɨ 

ɘɌɞɔ Ɏɑɗɔɖɟ ɎɛɗɔɎɚɎɱɝɞɨ Ɏ ɘɑɜɑɒɱ. 

ȶɗɌɝɞɑɜəɔɕ ɌəɌɗɱɓ ɘɑɜɑɒ 

ȶɗɌɝɞɑɜəɔɕ ɌəɌɗɱɓ ɘɑɜɑɒ Ɏ ɓɌɐɌɣɌɡ OSINT ɯ ɘɑɞɚɐɚɘ ɏɜɟɛɟ-
ɎɌəəɫ ɎɟɓɗɱɎ ɘɑɜɑɒɱ ɟ ɖɗɌɝɔ Ɍɍɚ ɖɗɌɝɞɑɜɔ əɌ ɚɝəɚɎɱ ɝɡɚɒɚɝɞɱ 

ɲɡəɱɡ ɎɓɌɯɘɚɐɱɕ. ɂɑɕ ɛɱɐɡɱɐ ɐɚɓɎɚɗɫɯ ɎɔɫɎɔɞɔ ɝɞɜɟɖɞɟɜɔ ɞɌ ɛɌ-

ɞɑɜəɔ ɟ ɘɑɜɑɒɱ, ɎɔɓəɌɣɔɞɔ ɏɜɟɛɔ ɎɓɌɯɘɚɐɱɪɣɔɡ ɑɗɑɘɑəɞɱɎ ɱ 
ɚɞɜɔɘɌɞɔ ɖɜɌɥɑ ɜɚɓɟɘɱəəɫ ɏɗɚɍɌɗɨəɚɲ ɚɜɏɌəɱɓɌɢɱɲ ɘɑɜɑɒɱ. ȶɗɌɝ-

ɞɑɜəɔɕ ɌəɌɗɱɓ ɘɚɒɑ ɓɌɍɑɓɛɑɣɟɎɌɞɔ ɐɚɐɌɞɖɚɎɱ ɓɌɝɚɍɔ ɐɗɫ ɜɚɓɟ-

ɘɱəəɫ ɏɜɟɛɚɎɔɡ ɓɎõɫɓɖɱɎ, ɚɜɏɌəɱɓɌɢɱɕəɚɲ ɝɞɜɟɖɞɟɜɔ ɚɍ'ɯɖɞɱɎ ɟ 
Ɏɑɗɔɖɔɡ ɘɑɜɑɒɌɡ, ɥɚ ɜɚɓɏɗɫɐɌɪɞɨɝɫ. 

ȹɌɎɑɐɑɘɚ ɐɑɫɖɱ əɌɛɜɫɘɖɔ ɖɗɌɝɞɑɜəɚɏɚ ɌəɌɗɱɓɟ ɘɑɜɑɒ ɟ ɖɚə-

ɞɑɖɝɞɱ OSINT: 

Ȱɗɫ ɖɗɌɝɞɑɜəɚɏɚ ɌəɌɗɱɓɟ ɘɑɜɑɒ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɜɱɓəɱ Ɍɗɏɚ-

ɜɔɞɘɔ, ɞɌɖɱ ɫɖ ɢɑ Ɍɗɏɚɜɔɞɘ əɌ ɚɝəɚɎɱ ɝɡɚɒɚɝɞɱ, ɫɖɔɕ ɎɔɓəɌɣɌɯ 

ɖɗɌɝɞɑɜɔ ɓɌ ɐɚɛɚɘɚɏɚɪ ɐɎɚɡ ɛɌɜɌɘɑɞɜɱɎ: ɜɌɐɱɟɝɌ Ȅ ɞɌ ɘɱəɱɘɌɗɨ-
əɚɲ ɖɱɗɨɖɚɝɞɱ ɞɚɣɚɖ, Ɍɗɏɚɜɔɞɘɔ ɌɏɗɚɘɑɜɌɞɔɎəɚɲ ɖɗɌɝɞɑɜɔɓɌɢɱɲ, 

Ɍɗɏɚɜɔɞɘɔ ɖɗɌɝɞɑɜɔɓɌɢɱɲ ɓɌ ɘɚɐɟɗɫɜəɱɝɞɪ ɞɚɥɚ. ȶɚɒɑə ɓ əɔɡ 

ɘɌɯ ɝɎɚɲ ɛɑɜɑɎɌɏɔ ɞɌ ɚɍɘɑɒɑəəɫ. 

Ƚɡɚɒɱɝɞɨ ɘɱɒ ɎɟɓɗɌɘɔ ɘɚɒɑ ɎɔɓəɌɣɌɞɔɝɫ əɌ ɚɝəɚɎɱ ɜɱɓəɔɡ 

ɖɜɔɞɑɜɱɲɎ, ɞɌɖɔɡ ɫɖ ɣɌɝɞɚɞɌ ɎɓɌɯɘɚɐɱɕ, ɝɡɚɒɱɝɞɨ ɌɞɜɔɍɟɞɱɎ, ɍɗɔ-

ɓɨɖɱɝɞɨ ɟ ɏɑɚɏɜɌɠɱɣəɚɘɟ ɛɜɚɝɞɚɜɱ ɞɚɥɚ. ȮɌɒɗɔɎɚ ɎɔɍɜɌɞɔ ɘɱɜɟ 
ɝɡɚɒɚɝɞɱ, ɫɖɌ ɎɱɐɚɍɜɌɒɌɯ ɝɛɑɢɔɠɱɖɟ ɎɌɤɔɡ ɐɌəɔɡ. 

Ⱥɐəɱɯɪ ɓ ɖɗɪɣɚɎɔɡ ɡɌɜɌɖɞɑɜɔɝɞɔɖ ɖɗɌɝɞɑɜəɚɏɚ ɌəɌɗɱɓɟ ɯ Ɏɔ-
ɓəɌɣɑəəɫ ɚɛɞɔɘɌɗɨəɚɲ ɖɱɗɨɖɚɝɞɱ ɖɗɌɝɞɑɜɱɎ. ȣɝəɟɪɞɨ ɜɱɓəɱ ɘɑɞɚɐɔ 

ɐɗɫ ɢɨɚɏɚ, ɓɚɖɜɑɘɌ, ɞɱ ɥɚ ɍɌɓɟɪɞɨɝɫ əɌ ɓɌɝɞɚɝɟɎɌəəɱ ɱəɐɑɖɝɱɎ 

ɖɗɌɝɞɑɜɔɓɌɢɱɲ ð ɝɞɌɞɔɝɞɔɣəɔɡ ɛɚɖɌɓəɔɖɱɎ, ɫɖɱ ɚɢɱəɪɪɞɨ ɫɖɱɝɞɨ 
ɖɗɌɝɞɑɜɔɓɌɢɱɲ. ȹɌɛɜɔɖɗɌɐ, ɱəɐɑɖɝ Ɏəɟɞɜɱɤəɨɚɲ ɥɱɗɨəɚɝɞɱ, ɱəɐɑɖɝ 

ɓɚɎəɱɤəɨɚɲ ɥɱɗɨəɚɝɞɱ, ɱəɐɑɖɝ ɐɔɝɛɑɜɝɱɲ. 

Ȼɱɝɗɫ ɖɗɌɝɞɑɜɔɓɌɢɱɲ ɎɌɒɗɔɎɚ ɛɜɚɌəɌɗɱɓɟɎɌɞɔ ɝɞɜɟɖɞɟɜɟ 
ɚɞɜɔɘɌəɔɡ ɖɗɌɝɞɑɜɱɎ. ɂɑ ɎɖɗɪɣɌɯ ɎɔɫɎɗɑəəɫ ɎəɟɞɜɱɤəɨɚɖɗɌɝ-

ɞɑɜəɔɡ ɞɌ ɘɱɒɖɗɌɝɞɑɜəɔɡ ɓɎ'ɫɓɖɱɎ, ɎɔɓəɌɣɑəəɫ ɛɜɑɐɝɞɌɎəɔɖɱɎ 

ɖɚɒəɚɏɚ ɖɗɌɝɞɑɜɟ ɞɌ ɜɚɓɟɘɱəəɫ ɲɡəɨɚɲ ɜɚɗɱ Ɏ ɘɑɜɑɒɱ. 
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ȮɔɓəɌɣɑəəɫ ɖɗɪɣɚɎɔɡ ɎɟɓɗɱɎ ð  ɢɑəɞɜɚɲɐɱɎ, ɖɗɪɣɚɎɔɡ ɎɟɓɗɱɎ 
ɟ ɖɚɒəɚɘɟ ɖɗɌɝɞɑɜɱ, ɫɖɱ ɘɚɒɟɞɨ ɘɌɞɔ ɎɌɒɗɔɎɔɕ ɎɛɗɔɎ əɌ ɝɞɜɟ-

ɖɞɟɜɟ ɞɌ ɠɟəɖɢɱɚəɟɎɌəəɫ ɏɜɟɛɔ. 

ȶɗɌɝɞɑɜəɔɕ ɌəɌɗɱɓ ɘɚɒɑ ɐɚɛɚɘɌɏɌɞɔ ɎɔɫɎɗɫɞɔ ɝɛɱɗɨəɚɞɔ Ɍɍɚ 
ɝɟɍɖɟɗɨɞɟɜɔ Ɏ ɘɑɜɑɒɱ, ɥɚ ɘɚɒɑ ɍɟɞɔ ɖɚɜɔɝəɔɘ ɟ ɎɔɓəɌɣɑəəɱ 

ɏɜɟɛɚɎɔɡ ɐɔəɌɘɱɖ ɞɌ ɎɓɌɯɘɚɐɱɕ. 

ȹɌɎɑɐɑɘɚ ɐɑɖɱɗɨɖɌ əɌɕɍɱɗɨɤ ɛɚɤɔɜɑəɔɡ ɌɗɏɚɜɔɞɘɱɎ ɖɗɌɝɞɑ-
ɜɱɓɌɢɱɲ ɘɑɜɑɒ: 

Ȭɗɏɚɜɔɞɘ k-ɝɑɜɑɐəɱɡ30 ð ɢɑ Ɍɗɏɚɜɔɞɘ ɛɚɐɱɗɟ ɞɌ ɚɍ'ɯɐəɌəəɫ, 
ɫɖɔɕ ɛɚɣɔəɌɯɞɨɝɫ ɓ k ɎɔɛɌɐɖɚɎɚ ɎɔɍɜɌəɔɡ Ɏɑɜɤɔə. Ȼɚɞɱɘ Ɏɑ-

ɜɤɔəɔ ɛɜɔɓəɌɣɌɪɞɨɝɫ ɐɚ ɖɗɌɝɞɑɜɌ, ɫɖɔɕ ɘɌɯ əɌɕɍɗɔɒɣɟ ɝɑɜɑ-

ɐəɪ. ɂɱ ɖɗɌɝɞɑɜɔ ɛɚɞɱɘ ɚɍ'ɯɐəɟɪɞɨɝɫ ɓ ɱəɤɔɘɔ ɖɗɌɝɞɑɜɌɘɔ, 
ɛɚɖɔ əɑ ɍɟɐɑ ɚɞɜɔɘɌəɚ ɍɌɒɌəɟ ɖɱɗɨɖɱɝɞɨ ɖɗɌɝɞɑɜɱɎ. 

Ȭɗɏɚɜɔɞɘ DBSCAN31 (density -based spatial clustering of 

applications with noise): ɢɑ Ɍɗɏɚɜɔɞɘ əɌ ɚɝəɚɎɱ ɝɡɚɒɚɝɞɱ, ɫɖɔɕ 

ɎɔɓəɌɣɌɯ ɖɗɌɝɞɑɜɔ ɓɌ ɐɚɛɚɘɚɏɚɪ ɐɎɚɡ ɛɌɜɌɘɑɞɜɱɎ: ɜɌɐɱɟɝɌ Ȅ ɞɌ 
ɘɱəɱɘɌɗɨəɚɲ ɖɱɗɨɖɚɝɞɱ ɞɚɣɚɖ. ȮɑɜɤɔəɌ ɎɎɌɒɌɯɞɨɝɫ ɫɐɜɚɘ, ɫɖɥɚ 

ɎɚəɌ ɘɌɯ əɑ ɘɑəɤɑ minPts (ɘɱəɱɘɌɗɨəɑ ɣɔɝɗɚ ɞɚɣɚɖ, ɫɖɱ ɛɚɎɔəəɱ 

ɟɞɎɚɜɪɎɌɞɔ ɥɱɗɨəɟ ɚɍɗɌɝɞɨ) ɝɟɝɱɐəɱɡ ɞɚɣɚɖ, ɫɖɱ ɓəɌɡɚɐɫɞɨɝɫ Ɏ 
ɜɌɐɱɟɝɱ Ȅ. ȮɑɜɤɔəɌ ɎɎɌɒɌɯɞɨɝɫ ɏɜɌəɔɢɑɪ, ɫɖɥɚ ɎɚəɌ ɘɌɯ ɘɑə-

ɤɑ minPts ɝɟɝɱɐəɱɡ ɞɚɣɚɖ, ɫɖɱ ɓəɌɡɚɐɫɞɨɝɫ Ɏ ɜɌɐɱɟɝɱ Ȅ, Ɍɗɑ ɛɜɔ 
ɢɨɚɘɟ ɯ ɝɟɝɱɐɚɘ ɫɐɜɌ. ȮɑɜɤɔəɌ ɎɎɌɒɌɯɞɨɝɫ ɤɟɘɚɘ, ɫɖɥɚ ɎɚəɌ 

əɑ ɯ ɫɐɜɚɘ ɱ əɑ ɯ ɏɜɌəɔɢɑɪ. 

Ȭɗɏɚɜɔɞɘ ɌɝɚɢɱɌɢɱɕəɚɲ ɖɗɌɝɞɑɜɔɓɌɢɱɲ (Association clustering 
algorithm) ð ɢɑ Ɍɗɏɚɜɔɞɘ ɛɚɐɱɗɟ ɞɌ ɚɍ'ɯɐəɌəəɫ, ɫɖɔɕ Ɏɔɖɚɜɔɝɞɚ-

Ɏɟɯ ɌɝɚɢɱɌɞɔɎəɱ ɛɜɌɎɔɗɌ ɐɗɫ ɎɔɓəɌɣɑəəɫ ɖɗɌɝɞɑɜɱɎ. ȬɝɚɢɱɌɞɔɎ-

əɑ ɛɜɌɎɔɗɚ ɎɔɓəɌɣɌɯ, ɥɚ ɐɎɱ Ɍɍɚ ɍɱɗɨɤɑ Ɏɑɜɤɔə ɯ ɣɌɝɞɔəɚɪ 
ɚɐəɚɏɚ ɖɗɌɝɞɑɜɌ, ɫɖɥɚ ɘɱɒ əɔɘɔ ɱɝəɟɯ ɛɑɎəɌ ɌɝɚɢɱɌɢɱɫ. ȹɌɛɜɔ-

                                                                 
30 J. MacQueen (1967).  Some methods for classification and analysis of 

multivariate observations.  Proceedings of 5th Berkeley Symposium on 
Mathematical Statistics and Probability  (University of California Press): 
281ð297.   

31 Martin Ester, Hans -Peter Kriegel, Jºrg Sander, Xiaowei Xu. A 
density -based algorithm for discovering clusters in large spatial databases 
with noise  //  Proceedings of the Second International Conference on 
Knowledge Discovery and Data Mining (KDD -96)  / Evangelos Simoudis, 
Jiawei Han, Usama M. Fayyad.  ð AAAI Press, 1996.  ð Ƚ. 226ð231.   
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ɖɗɌɐ, ɛɜɌɎɔɗɚ çɫɖɥɚ ɎɑɜɤɔəɌ ɯ ɣɗɑəɚɘ ɝɛɱɗɨəɚɞɔ A, ɞɚ ɎɚəɌ 
ɞɌɖɚɒ ɯ ɣɗɑəɚɘ ɝɛɱɗɨəɚɞɔ Bè. 

Ȭɗɏɚɜɔɞɘ əɌ ɚɝəɚɎɱ ɖɗɌɝɞɑɜɔɓɌɢɱɲ ɓɌ ɱɯɜɌɜɡɱɯɪ32  (HAC, 

Hierarchical Agglomerative Clustering) ð ɢɑ Ɍɗɏɚɜɔɞɘ ɌɏɗɚɘɑɜɌɢɱɲ, 
ɫɖɔɕ ɝɞɎɚɜɪɯ ɱɯɜɌɜɡɱɣəɟ ɝɞɜɟɖɞɟɜɟ ɖɗɌɝɞɑɜɱɎ. ȣɯɜɌɜɡɱɫ ɝɞɎɚɜɪ-

ɯɞɨɝɫ ɤɗɫɡɚɘ ɚɍ'ɯɐəɌəəɫ ɖɗɌɝɞɑɜɱɎ ɚɐɔə ɓ ɚɐəɔɘ, ɛɚɖɔ əɑ ɍɟɐɑ 

ɚɞɜɔɘɌəɚ ɚɐɔə ɖɗɌɝɞɑɜ. 

Ȯɔɍɱɜ Ɍɗɏɚɜɔɞɘɟ ɖɗɌɝɞɑɜɔɓɌɢɱɲ ɘɑɜɑɒ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɖɚəɖɜɑɞ-

əɔɡ ɓɌɎɐɌəɨ, ɫɖɱ əɑɚɍɡɱɐəɚ Ɏɔɜɱɤɔɞɔ. ȹɌɛɜɔɖɗɌɐ, Ɍɗɏɚɜɔɞɘ k-
ɝɑɜɑɐəɱɡ ɘɚɒɑ ɍɟɞɔ ɡɚɜɚɤɔɘ Ɏɔɍɚɜɚɘ ɐɗɫ ɓɌɎɐɌəɨ, Ɏ ɫɖɔɡ əɑ-

ɚɍɡɱɐəɚ ɚɞɜɔɘɌɞɔ ɖɗɌɝɞɑɜɔ ɓ ɜɱɎəɚɘɱɜəɚɪ ɖɱɗɨɖɱɝɞɪ Ɏɑɜɤɔə. 

Ȭɗɏɚɜɔɞɘ DBSCAN ɘɚɒɑ ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɨ ɐɗɫ ɓɌɎɐɌəɨ, Ɏ ɫɖɔɡ 
əɑɚɍɡɱɐəɚ ɚɞɜɔɘɌɞɔ ɖɗɌɝɞɑɜɔ ɓ ɛɑɎəɚɪ ɠɚɜɘɚɪ. Ȭɗɏɚɜɔɞɘ Ɍɝɚ-

ɢɱɌɢɱɕəɚɲ ɖɗɌɝɞɑɜɔɓɌɢɱɲ ɘɚɒɑ ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɨ ɐɗɫ ɓɌɎɐɌəɨ, Ɏ 

ɫɖɔɡ əɑɚɍɡɱɐəɚ ɚɞɜɔɘɌɞɔ ɖɗɌɝɞɑɜɔ əɌ ɚɝəɚɎɱ ɌɝɚɢɱɌɞɔɎəɔɡ 
ɛɜɌɎɔɗ. 

ʌʦʨʤʫʚʘʥʥʷ ʩʮʝʥʘʨʽʾʚ ʥʘ ʦʩʥʦʚʽ ʘʥʘʣʽʟʫ ʤʝʨʝʞ 

ɀɚɜɘɟɎɌəəɫ ɝɢɑəɌɜɱɲɎ əɌ ɚɝəɚɎɱ ɌəɌɗɱɓɟ ɘɑɜɑɒ Ɏ ɜɌɘɖɌɡ 

OSINT ð ɢɑ ɛɜɚɢɑɝ ɏɑəɑɜɟɎɌəəɫ ɘɚɒɗɔɎɔɡ ɝɢɑəɌɜɱɲɎ ɛɚɐɱɕ əɌ 
ɚɝəɚɎɱ ɌəɌɗɱɓɟ ɐɌəɔɡ, ɚɞɜɔɘɌəɔɡ ɓ ɘɑɜɑɒ. ɂɑɕ ɛɜɚɢɑɝ ɘɚɒɑ 

ɍɟɞɔ ɖɚɜɔɝəɔɘ ɐɗɫ ɜɱɓəɔɡ ɢɱɗɑɕ, ɞɌɖɔɡ ɫɖ: 

¶ ȻɜɚɏəɚɓɟɎɌəəɫ ɘɌɕɍɟɞəɱɡ ɛɚɐɱɕ 

¶ ȼɚɓɝɗɱɐɟɎɌəəɫ ɓɗɚɣɔəɱɎ Ɍɍɚ ɱəɢɔɐɑəɞɱɎ 

¶ ȬəɌɗɱɓ ɖɚəɖɟɜɑəɞɱɎ 

Ȼɜɔ ɢɨɚɘɟ ɎɌɒɗɔɎɚ ɛɌɘ'ɫɞɌɞɔ, ɥɚ ɝɢɑəɌɜɱɲ, ɝɠɚɜɘɚɎɌəɱ əɌ 

ɚɝəɚɎɱ ɌəɌɗɱɓɟ ɘɑɜɑɒ, ɯ ɗɔɤɑ ɏɱɛɚɞɑɓɌɘɔ. Ȯɚəɔ ɘɚɒɟɞɨ ɍɟɞɔ 
ɖɚɜɔɝəɔɘɔ ɐɗɫ ɚɞɜɔɘɌəəɫ əɚɎɔɡ ɓəɌəɨ ɱ ɜɚɓɟɘɱəəɫ ɝɖɗɌɐəɔɡ 

ɝɔɝɞɑɘ, Ɍɗɑ Ɏɚəɔ əɑ ɘɚɒɟɞɨ ɏɌɜɌəɞɟɎɌɞɔ ɞɚɣəɱɝɞɨ. 

Ȱɗɫ ɠɚɜɘɟɎɌəəɫ ɝɢɑəɌɜɱɲɎ əɌ ɚɝəɚɎɱ ɌəɌɗɱɓɟ ɘɑɜɑɒ Ɏɔɖɚɜɔ-
ɝɞɚɎɟɪɞɨɝɫ ɜɱɓəɱ ɘɑɞɚɐɔ, ɞɌɖɱ ɫɖ: 

ȬəɌɗɱɓ ɘɑɜɑɒɑɎɔɡ ɝɞɜɟɖɞɟɜ: ɢɑɕ ɘɑɞɚɐ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɐɗɫ 
ɎɔɫɎɗɑəəɫ ɓɎ'ɫɓɖɱɎ ɘɱɒ ɜɱɓəɔɘɔ ɎɟɓɗɌɘɔ ɘɑɜɑɒɱ. ȹɌɛɜɔɖɗɌɐ, 

                                                                 
32 Nielsen, Frank (2016).  "Hierarchical Clustering ". Introduction to HPC 
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ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɢɑɕ ɘɑɞɚɐ ɐɗɫ ɎɔɫɎɗɑəəɫ ɝɛɱɗɨəɚɞ Ɏ 
ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ Ɍɍɚ ɘɑɜɑɒ ɓɗɚɣɔəəɔɡ ɚɜɏɌəɱɓɌɢɱɕ. 

ȬəɌɗɱɓ ɘɑɜɑɒɑɎɔɡ ɛɚɞɚɖɱɎ: ɢɑɕ ɘɑɞɚɐ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɐɗɫ 

ɎɔɫɎɗɑəəɫ əɌɛɜɫɘɖɟ ɱ ɣɌɝɞɚɞɔ ɛɑɜɑɐɌɣɱ ɱəɠɚɜɘɌɢɱɲ Ɏ ɘɑɜɑɒɱ. 
ȹɌɛɜɔɖɗɌɐ, ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɢɑɕ ɘɑɞɚɐ ɐɗɫ ɎɔɫɎɗɑəəɫ 

ɛɚɤɔɜɑəəɫ ɐɑɓɱəɠɚɜɘɌɢɱɲ Ɍɍɚ ɛɜɚɛɌɏɌəɐɔ. 

ȬəɌɗɱɓ ɘɑɜɑɒɑɎɔɡ ɎɓɌɯɘɚɐɱɕ: ɢɑɕ ɘɑɞɚɐ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ 
ɐɗɫ ɎɔɫɎɗɑəəɫ ɎɓɌɯɘɚɐɱɕ ɘɱɒ ɜɱɓəɔɘɔ ɎɟɓɗɌɘɔ ɘɑɜɑɒɱ. ȹɌɛɜɔ-

ɖɗɌɐ, ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɢɑɕ ɘɑɞɚɐ ɐɗɫ ɎɔɫɎɗɑəəɫ ɘɚɒ-
ɗɔɎɔɡ ɜɔɓɔɖɱɎ ɐɗɫ ɍɑɓɛɑɖɔ. 

Ⱥɝɨ ɐɑɫɖɱ ɛɜɔɖɗɌɐɔ ɎɔɖɚɜɔɝɞɌəəɫ ɠɚɜɘɟɎɌəəɫ ɝɢɑəɌɜɱɲɎ əɌ 

ɚɝəɚɎɱ ɌəɌɗɱɓɟ ɘɑɜɑɒ: 

Ȱɗɫ ɛɜɚɏəɚɓɟɎɌəəɫ ɘɌɕɍɟɞəɱɡ ɛɚɐɱɕ ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ 

ɌəɌɗɱɓ ɘɑɜɑɒɑɎɔɡ ɝɞɜɟɖɞɟɜ ɐɗɫ ɎɔɫɎɗɑəəɫ ɞɑəɐɑəɢɱɕ ɱ ɓɌɖɚəɚ-

ɘɱɜəɚɝɞɑɕ. ȹɌɛɜɔɖɗɌɐ, ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɢɑɕ ɘɑɞɚɐ ɐɗɫ 
ɛɜɚɏəɚɓɟɎɌəəɫ ɘɌɕɍɟɞəɱɡ ɛɚɗɱɞɔɣəɔɡ ɛɚɐɱɕ Ɍɍɚ ɑɖɚəɚɘɱɣəɔɡ 

ɖɜɔɓ. 

Ȱɗɫ ɜɚɓɝɗɱɐɟɎɌəəɫ ɓɗɚɣɔəɱɎ Ɍɍɚ ɱəɢɔɐɑəɞɱɎ ɘɚɒəɌ Ɏɔɖɚɜɔɝ-
ɞɚɎɟɎɌɞɔ ɌəɌɗɱɓ ɘɑɜɑɒɑɎɔɡ ɝɞɜɟɖɞɟɜ ɐɗɫ ɎɔɫɎɗɑəəɫ ɓɎ'ɫɓɖɱɎ 

ɘɱɒ ɜɱɓəɔɘɔ ɟɣɌɝəɔɖɌɘɔ. ȹɌɛɜɔɖɗɌɐ, ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ 

ɢɑɕ ɘɑɞɚɐ ɐɗɫ ɜɚɓɝɗɱɐɟɎɌəəɫ ɡɌɖɑɜɝɨɖɔɡ ɌɞɌɖ Ɍɍɚ ɞɑɜɚɜɔɝɞɔɣ-
əɔɡ ɌɖɞɱɎ. 

Ȱɗɫ ɌəɌɗɱɓɟ ɖɚəɖɟɜɑəɞɱɎ ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɌəɌɗɱɓ ɘɑ-

ɜɑɒɑɎɔɡ ɝɞɜɟɖɞɟɜ ɐɗɫ ɎɔɫɎɗɑəəɫ ɲɡəɱɡ ɝɞɜɌɞɑɏɱɕ ɱ ɞɌɖɞɔɖ. ȹɌ-
ɛɜɔɖɗɌɐ, ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɢɑɕ ɘɑɞɚɐ ɐɗɫ ɎɔɫɎɗɑəəɫ 

ɘɚɒɗɔɎɔɡ ɓɌɏɜɚɓ ɐɗɫ ɍɱɓəɑɝɟ. 

ɀɚɜɘɟɎɌəəɫ ɝɢɑəɌɜɱɲɎ əɌ ɚɝəɚɎɱ ɌəɌɗɱɓɟ ɘɑɜɑɒ ɯ ɝɖɗɌɐəɔɘ 
ɓɌɎɐɌəəɫɘ, ɚɝɖɱɗɨɖɔ ɎɔɘɌɏɌɯ ɌəɌɗɱɓɟ Ɏɑɗɔɖɚɲ ɖɱɗɨɖɚɝɞɱ ɐɌəɔɡ ɱ 

ɎɔɖɚɜɔɝɞɌəəɫ ɝɛɑɢɱɌɗɨəɔɡ ɘɑɞɚɐɱɎ. ȺɐəɌɖ ɢɑɕ ɛɜɚɢɑɝ ɘɚɒɑ 
ɍɟɞɔ ɐɟɒɑ ɖɚɜɔɝəɔɘ ɐɗɫ ɚɞɜɔɘɌəəɫ əɚɎɔɡ ɓəɌəɨ ɱ ɜɚɓɟɘɱəəɫ 

ɝɖɗɌɐəɔɡ ɝɔɝɞɑɘ. 

2.7. ȼɑɌɗɱɓɚɎɌəɱ ɞɑɡəɚɗɚɏɱɲ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐ-
ɖɔ 

2.7.1 ȼɑɌɗɱɓɌɢɱɫ ɌəɌɗɱɞɔɣəɔɡ ɝɖɗɌɐɚɎɔɡ Ɏ 
OSINT  
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Ƚɔɝɞɑɘɔ OSINT ɤɔɜɚɖɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɐɗɫ ɓɍɚɜɟ, ɌəɌ-
ɗɱɓɟ ɞɌ ɎɔɎɣɑəəɫ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ Ɏɱɐɖɜɔɞɚɲ ɱəɠɚɜɘɌɢɱɲ ɓ ɜɱɓəɔɡ 

ɐɒɑɜɑɗ ɐɗɫ ɜɚɓɎɱɐɖɔ ɞɌ ɱəɞɑɗɑɖɞɟɌɗɨəɚɏɚ ɌəɌɗɱɓɟ, ɝɞɎɚɜɪɎɌəəɫ 

ɓɎ'ɫɓɖɱɎ ɞɌ əɌɐɌəəɫ ɱəɞɑɗɑɖɞɟɌɗɨəɔɡ ɎɔɝəɚɎɖɱɎ. Ȯɚəɔ Ɏɔɖɚɜɔɝ-
ɞɚɎɟɪɞɨɝɫ Ɏ ɜɱɓəɔɡ ɏɌɗɟɓɫɡ, ɞɌɖɔɡ ɫɖ ɖɱɍɑɜɍɑɓɛɑɖɌ, ɛɜɌɎɚɚɡɚ-

ɜɚəəɌ ɐɱɫɗɨəɱɝɞɨ, ɜɚɓɎɱɐɖɌ ɞɌ ɍɱɓəɑɝ-ɌəɌɗɱɞɔɖɌ. ȹɌɓɎɑɘɚ ɐɑɖɱɗɨ-

ɖɌ ɛɜɔɖɗɌɐɱɎ ɞɌɖɔɡ ɝɔɝɞɑɘ: 
Palantir Gotham 33  ð ɌəɌɗɱɞɔɣəɌ ɝɔɝɞɑɘɌ, ɥɚ ɎɔɖɚɜɔɝɞɚɎɟ-

ɯɞɨɝɫ ɐɗɫ ɍɚɜɚɞɨɍɔ ɓ ɞɑɜɚɜɔɓɘɚɘ Ɏ ɚɠɱɝɌɡ ɜɚɓɎɱɐɟɎɌɗɨəɚɏɚ ɝɛɱ-
ɎɞɚɎɌɜɔɝɞɎɌ ȽɄȬ (USIC) ɱ ȸɱəɱɝɞɑɜɝɞɎɌ ɚɍɚɜɚəɔ ȽɄȬ ɐɗɫ ɚɍɜɚ-

ɍɖɔ ɞɌ ɌəɌɗɱɓɟ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɜɱɓəɚɘɌəɱɞəɚɲ ɱəɠɚɜɘɌɢɱɲ ɐɗɫ 

ɎɔɫɎɗɑəəɫ ɓɎ'ɫɓɖɱɎ ɞɌ ɛɌɞɑɜəɱɎ. Palantir Gotham ð ɢɑ ɛɜɚɐɟɖɞ, 
ɝɛɜɫɘɚɎɌəɔɕ əɌ ɎɔɖɚɜɔɝɞɌəəɫ ɐɑɜɒɌɎəɔɘɔ ɝɛɑɢɝɗɟɒɍɌɘɔ. 

ȻɚɣɌɞɖɚɎɌ əɌɓɎɌ ɛɜɚɐɟɖɞɟ ð Government ð ɎɱɐɚɍɜɌɒɌɗɌ ɕɚɏɚ 

ɝɛɑɢɔɠɱɣəɟ ɚɜɱɯəɞɌɢɱɪ əɌ ɝɑɖɞɚɜ ɐɑɜɒɌɎəɔɡ ɝɗɟɒɍ. ȺɝəɚɎəɔɕ 
ɘɑɡɌəɱɓɘ ɓɍɑɜɱɏɌəəɫ Ɏ Palantir Gotham ɎɔɖɚɜɔɝɞɚɎɟɯ ɞɑɡəɱɖɟ 

ɚəɞɚɗɚɏɱɕ, ɫɖɌ ɐɚɓɎɚɗɫɯ ɜɱɓəɚɜɱɐəɱ ɐɌəɱ ɓ ɜɱɓəɔɡ ɐɒɑɜɑɗ ɚɞɜɔɘɌ-

ɞɔ ɝɘɔɝɗɚɎɟ ɱəɠɚɜɘɌɢɱɪ ɞɌ ɟəɱɠɱɖɟɎɌɞɔ ɲɡ ɐɗɫ ɝɛɱɗɨəɚɏɚ ɌəɌɗɱ-
ɓɟ. ȳɌɝɚɍɔ ɝɑɘɌəɞɔɣəɚɏɚ ɛɚɤɟɖɟ Ɏ ɛɗɌɞɠɚɜɘɱ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ 

ɘɚɒɗɔɎɚɝɞɱ ɝɖɗɌɐɌəəɫ ɝɖɗɌɐəɔɡ ɓɌɛɔɞɱɎ ɐɚ ɚəɞɚɗɚɏɱɕ, ɎɖɗɪɣɌ-

ɪɣɔ ɛɚɤɟɖ ɓɌ ɍɗɔɓɨɖɱɝɞɪ ɓəɌɣɑəɨ ɱ ɎɔɖɚɜɔɝɞɌəəɫ ɠɚəɑɞɔɣəɚɏɚ 
ɛɚɤɟɖɟ. ȶɚɜɔɝɞɟɎɌɣɱ-ɌəɌɗɱɞɔɖɔ ɘɚɒɟɞɨ ɓɍɑɜɱɏɌɞɔ ɎɝɞɌəɚɎɗɑəɱ 

ɠɌɖɞɔ ɱ ɎɓɌɯɘɚɓɎ'ɫɓɖɔ Ɏ ɝɑɘɌəɞɔɣəɱɕ ɠɚɜɘɱ, ɥɚ ɐɌɗɱ ɍɑɜɟɞɨ 

ɟɣɌɝɞɨ ɟ ɛɚɐɌɗɨɤɚɘɟ ɌəɌɗɱɓɱ. ȻɗɌɞɠɚɜɘɌ ɞɌɖɚɒ ɛɱɐɞɜɔɘɟɯ ɛɱɐ-
ɖɗɪɣɑəəɫ ɏɑəɑɞɔɣəɔɡ ɌɗɏɚɜɔɞɘɱɎ, ɫɖɱ ɝɛɑɢɱɌɗɨəɚ ɜɚɓɜɚɍɗɫɪɞɨ-

ɝɫ ɐɗɫ ɖɚəɖɜɑɞəɔɡ ɝɠɑɜ ɐɱɫɗɨəɚɝɞɱ. ȶɜɱɘ ɞɚɏɚ, ɎɌɒɗɔɎɚɪ ɝɖɗɌ-

ɐɚɎɚɪ ɣɌɝɞɔəɚɪ ɛɗɌɞɠɚɜɘɔ ɯ ɛɱɐɝɔɝɞɑɘɌ ɏɜɟɛɚɎɚɲ ɜɚɍɚɞɔ ɖɚ-
ɜɔɝɞɟɎɌɣɱɎ, ɫɖɌ ɐɚɓɎɚɗɫɯ ɌəɌɗɱɞɔɖɌɘ ɚɍɘɱəɪɎɌɞɔɝɫ ɛɚɎɱɐɚɘ-

ɗɑəəɫɘɔ ɞɌ ɜɑɓɟɗɨɞɌɞɌɘɔ ɌəɌɗɱɓɟ. 
Maltego (https://www.maltego.com) ð ɢɑ ɱəɝɞɜɟɘɑəɞ ɐɗɫ ɱə-

ɞɑɜɌɖɞɔɎəɔɕ ɱəɝɞɜɟɘɑəɞ ɐɗɫ Ɏɔɐɚɍɟɞɖɟ ɐɌəɔɡ, ɌəɌɗɱɓɟ Ɏɑɗɔɖɚɲ 

ɖɱɗɨɖɚɝɞɱ Ɏɱɐɖɜɔɞɚɲ ɱəɠɚɜɘɌɢɱɲ ɐɗɫ ɎɔɓəɌɣɑəəɫ ɓɎ'ɫɓɖɱɎ ɞɌ ɓɌɗɑ-
ɒəɚɝɞɑɕ ɘɱɒ ɜɱɓəɔɘɔ ɚɍ'ɯɖɞɌɘɔ, əɌɐɌɯ ɝɛɜɫɘɚɎɌəɱ ɏɜɌɠɱɖɔ ɐɗɫ 

ɎɔɎɣɑəəɫ ɓɎ'ɫɓɖɱɎ. Ȼɜɚɛɚəɟɯɞɨɝɫ ɫɖ ɱəɝɞɜɟɘɑəɞ ɐɗɫ ɏɜɌɠɱɣəɚɏɚ 

ɌəɌɗɱɓɟ ɱəɞɑɜəɑɞ-ɛɚɝɔɗɌəɨ, ɛɚɤɟɖɚɎɚɏɚ ɱəɝɞɜɟɘɑəɞɟ ɟ Ɏɱɐɖɜɔ-
ɞɔɡ ɐɒɑɜɑɗɌɡ ȣəɞɑɜəɑɞɟ Ɏ ɜɑɌɗɨəɚɘɟ ɣɌɝɱ ɞɌ ɓɍɚɜɟ ɱəɠɚɜɘɌɢɱɲ, Ɍ 

ɞɌɖɚɒ ɛɚɐɌəəɫ ɢɱɯɲ ɱəɠɚɜɘɌɢɱɲ ɎɱɓɟɌɗɨəɚ əɌ ɚɝəɚɎɱ ɏɜɌɠɱɎ, ɓɌ-

Ɏɐɫɖɔ ɣɚɘɟ ɤɌɍɗɚəɔ ɞɌ ɓɎõɫɓɖɔ ɘɱɒ ɜɱɓəɔɘɔ ɐɒɑɜɑɗɌɘɔ ɞɌ Ɏɱɐ-
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ɛɚɎɱɐəɚɪ ɱəɠɚɜɘɌɢɱɯɪ ɗɑɏɖɚ ɱɐɑəɞɔɠɱɖɟɪɞɨɝɫ. ȳɌɝɱɍ Ɏɔɖɚɜɔɝ-
ɞɚɎɟɯɞɨɝɫ Ɏ ɚəɗɌɕə-ɜɚɓɝɗɱɐɟɎɌəəɫɡ ɐɗɫ ɌəɌɗɱɓɟ ɎɓɌɯɘɚɓɎ'ɫɓɖɱɎ 

ɘɱɒ ɜɱɓəɔɘɔ ɣɌɝɞɔəɌɘɔ ɱəɠɚɜɘɌɢɱɲ ɓ ɜɱɓəɔɡ ɐɒɑɜɑɗ Ɏ ȣəɞɑɜəɑ-

ɞɱ34 . 
ȳɌ ɐɚɛɚɘɚɏɚɪ Maltego Ɏɔ ɘɚɒɑɞɑ ɎɔɐɚɍɟɎɌɞɔ ɐɌəɱ ɓ ɜɚɓɛɚ-

ɐɱɗɑəɔɡ ɐɒɑɜɑɗ, ɌɎɞɚɘɌɞɔɣəɚ ɚɍõɯɐəɟɎɌɞɔ ɎɱɐɛɚɎɱɐəɟ ɱəɠɚɜɘɌ-

ɢɱɪ Ɏ ɚɐəɚɘɟ ɏɜɌɠɱ ɞɌ ɎɱɓɟɌɗɨəɚ əɌəɚɝɔɞɔ ɲɲ əɌ ɖɌɜɞɟ, ɥɚɍ ɐɚɝ-
ɗɱɐɔɞɔ ɎɌɤ ɗɌəɐɤɌɠɞ ɐɌəɔɡ. Maltego ɛɜɚɛɚəɟɯ ɘɚɒɗɔɎɱɝɞɨ ɛɱ-

ɐɖɗɪɣɌɞɔ ɐɌəɱ ɞɌ ɠɟəɖɢɱɲ ɓ ɜɱɓəɔɡ ɐɒɑɜɑɗ, ɎɔɖɚɜɔɝɞɚɎɟɪɣɔ 
Transforms. Ƀɑɜɑɓ Transform Hub Ɏɔ ɘɚɒɑɞɑ ɛɱɐɖɗɪɣɔɞɔ ɐɌəɱ 

ɛɚəɌɐ 30 ɛɌɜɞəɑɜɱɎ, ɞɌɖɔɡ ɫɖ Recorded Future, DomainTools, 

Crowdstrike, ThreatConnect, ɞɌ ɜɱɓəɚɘɌəɱɞəɱ ɓɌɏɌɗɨəɚɐɚɝɞɟɛəɱ 
ɐɒɑɜɑɗɌ (OSINT), Ɍ ɞɌɖɚɒ ɎɗɌɝəɱ Ɏəɟɞɜɱɤəɱ ɐɌəɱ. ȺɐəɌɖ ɐɗɫ 

ɜɚɍɚɞɔ ɓ ɎɗɌɝəɔɘɔ ɐɌəɔɘɔ ɛɚɞɜɱɍəɱ ɲɡ ɐɚɎɚɗɱ ɎɌɒɖɌ ɖɚəɎɑɜɞɌ-

ɢɱɫ ɞɌ ɜɚɓɜɚɍɗɑəəɫ ɗɚɏɱɝɞɔɣəɚɲ ɘɚɐɑɗɱ ɞɌ ɘɚɐɑɗɱ ɌɝɚɢɱɌɞɔɎəɔɡ 
ɛɜɌɎɔɗ. ȳɌɝɞɚɝɚɎɟɯɞɨɝɫ ɓɐɑɍɱɗɨɤɚɏɚ ɐɗɫ OSINT. 

IBM i2 Analystõs Notebook (https://i2group.com/i2-analysts -

notebook) ɯ ɌəɌɗɱɞɔɣəɚɪ ɝɔɝɞɑɘɚɪ, ɫɖɌ ɍɟɗɌ ɓɌɛɚɣɌɞɖɚɎɌəɌ əɌ 
ɛɚɣɌɞɖɟ 2000 ɜɚɖɱɎ, ɘɌɯ ɖɱɗɨɖɌ Ɏɑɜɝɱɕ (ȼɔɝ. 32). Ƚɔɝɞɑɘɟ ɚɜɱɯə-

ɞɚɎɌəɚ əɌ ɛɚɍɟɐɚɎɟ ɜɱɓəɚɘɌəɱɞəɔɡ ɝɡɑɘ, Ɍɗɑ ɛɚɞɜɱɍəɌ ɎɑɗɔɖɌ 

ɖɱɗɨɖɱɝɞɨ ɚɛɑɜɌɢɱɕ ɜɟɣəɚɲ ɚɍɜɚɍɖɔ ɐɌəɔɡ, ɍɚ ɎɚəɌ əɑ ɐɟɒɑ ɛɜɔ-
ɝɞɚɝɚɎɌəɌ ɐɗɫ ɜɚɍɚɞɔ ɓ Big Data ɞɌ Big Stream Data, ɘɌɯ ɝɖɗɌɐ-

əɟ ɝɔɝɞɑɘɟ ɖɚəɎɑɜɞɌɢɱɲ ɓɚɎəɱɤəɱɡ ɐɌəɔɡ, ɐɚɎɚɗɱ ɎɌɒɖɟ ɝɔɝɞɑɘɟ 

ȯȣȽ, ɛɚɞɜɑɍɟɯ ɍɌɏɌɞɚ ɜɑɝɟɜɝɱɎ ɱ ɯ ɖɚɤɞɚɎəɚɪ. 
IBM i2 Analys tõs Notebook əɌɐɌɯ ɎɱɓɟɌɗɨəɑ ɌəɌɗɱɞɔɣəɑ ɝɑɜɑ-

ɐɚɎɔɥɑ, ɫɖɑ ɐɌɯ ɓɘɚɏɟ ɘɌɖɝɔɘɌɗɨəɚ ɑɠɑɖɞɔɎəɚ ɎɔɖɚɜɔɝɞɚɎɟɎɌ-

ɞɔ Ɏɑɗɔɣɑɓəɱ ɚɍɝɫɏɔ ɱəɠɚɜɘɌɢɱɲ, əɌɖɚɛɔɣɑəɱ ɐɑɜɒɌɎəɔɘɔ ɝɗɟɒ-
ɍɌɘɔ ɞɌ ɛɱɐɛɜɔɯɘɝɞɎɌɘɔ. ȳɌɎɐɫɖɔ ɱəɞɟɲɞɔɎəɚ ɓɜɚɓɟɘɱɗɚɘɟ ɱəɞɑ-

ɜɠɑɕɝɟ ɓ ɟɜɌɡɟɎɌəəɫɘ ɖɚəɞɑɖɝɞɟ Ɏɚəɚ ɐɌɯ ɘɚɒɗɔɎɱɝɞɨ ɌəɌɗɱɞɔ-
ɖɌɘ ɤɎɔɐɖɚ ɓɱɝɞɌɎɗɫɞɔ, ɌəɌɗɱɓɟɎɌɞɔ ɱ əɌɚɣəɚ ɟɫɎɗɫɞɔ ɐɌəɱ ɓ 

ɜɱɓəɔɡ ɐɒɑɜɑɗ, ɝɖɚɜɚɣɟɪɣɔ ɣɌɝ əɌ ɛɚɤɟɖ ɎɌɒɗɔɎɚɲ ɱəɠɚɜɘɌɢɱɲ 

ɟ ɝɖɗɌɐəɔɡ ɐɌəɔɡ. IBM i2 Analystõs Notebook əɌɐɌɯ ɌɖɞɟɌɗɨəɱ ɱ 
ɐɱɯɎɱ ɌəɌɗɱɞɔɣəɱ ɓɌɝɚɍɔ, ɥɚ ɐɚɛɚɘɌɏɌɪɞɨ ɎɔɫɎɗɫɞɔ, ɛɑɜɑɐɍɌɣɌ-

                                                                 
34 ȿɓɗɚɎ Ȱ.Ɋ., ȽɞɜɟɖɚɎ Ȯ.ȸ. ȽɟɣɌɝəɱ ɱəɝɞɜɟɘɑəɞɌɗɨəɱ ɓɌɝɚɍɔ ɖɜɔɘɱəɌ-
ɗɨəɚɏɚ ɌəɌɗɱɓɟ. Ȼɜɚɍɗɑɘɔ ɓɌɝɞɚɝɟɎɌəəɫ ɱəɠɚɜɘɌɢɱɕəɔɡ ɞɑɡəɚɗɚɏɱɕ 

ɛɜɌɎɚɚɡɚɜɚəəɔɘɔ ɝɞɜɟɖɞɟɜɌɘɔ ȿɖɜɌɲəɔ ɞɌ Ɏɔɥɔɘɔ əɌɎɣɌɗɨəɔɘɔ ɓɌ-
ɖɗɌɐɌɘɔ ɓɱ ɝɛɑɢɔɠɱɣəɔɘɔ ɟɘɚɎɌɘɔ əɌɎɣɌəəɫ : ɓɍ. əɌɟɖ. ɝɞ. ɓɌ ɘɌ-
ɞɑɜɱɌɗɌɘɔ ɐɚɛ. ȸɱɒ-əɌɜ. əɌɟɖ.-ɛɜɌɖɞ. ɖɚəɠ. (ɘ. ȷɨɎɱɎ, 22 ɏɜɟɐ. 2017 
ɜ.) ȸȮȽ ȿɖɜɌɲəɔ, ȷɨɎɱɎ. ɐɑɜɒ. ɟə-ɞ Ɏəɟɞɜ. ɝɛɜɌɎ. ȷɨɎɱɎ, 2017. Ƚ. 162ð
164.   
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ɞɔ, ɓɌɛɚɍɱɏɌɞɔ ɱ ɛɜɔɛɔəɫɞɔ ɓɗɚɣɔəəɟ, ɞɑɜɚɜɔɝɞɔɣəɟ ɱ ɤɌɡɜɌɕ-
ɝɨɖɟ ɐɱɫɗɨəɱɝɞɨ35 .  

 

ȼɔɝɟəɚɖ 32 - ɝɞɌɜɞɚɎɌ Ɏɑɍ ɝɞɚɜɱəɖɌ IBM i2 Analystõs Notebook 

IBM i2 Analystõs Notebook ɐɚɛɚɘɌɏɌɯ ɎɔɜɱɤɟɎɌɞɔ ɞɌɖɱ ɓɌ-
ɎɐɌəəɫ:  

¶ ɤɎɔɐɖɌ ɝɔɝɞɑɘɌɞɔɓɌɢɱɫ ɜɚɓɜɱɓəɑəɔɡ ɐɌəɔɡ Ɏ ɯɐɔəɚɘɟ 

ɟɓɏɚɐɒɑəɚɘɟ ɛɚɐɌəəɱ;  

¶ ɎɔɓəɌɣɑəəɫ ɖɗɪɣɚɎɔɡ ɚɝɱɍ, ɛɚɐɱɕ, ɓɎõɫɓɖɱɎ ɱ ɓɌɖɚəɚɘɱɜ-

əɚɝɞɑɕ, ɫɖɱ əɑ ɓɌɎɒɐɔ ɘɚɒəɌ ɎɔɫɎɔɞɔ ɱəɤɔɘɔ ɓɌɝɚɍɌɘɔ; 

¶ ɛɚɗɱɛɤɑəɑ ɜɚɓɟɘɱəəɫ ɝɞɜɟɖɞɟɜɔ, ɱɯɜɌɜɡɱɲ ɱ ɝɛɚɝɚɍɱɎ ɐɱɕ 

ɓɗɚɣɔəəɔɡ, ɞɑɜɚɜɔɝɞɔɣəɔɡ ɱ ɤɌɡɜɌɕɝɨɖɔɡ ɚɜɏɌəɱɓɌɢɱɕ;  

¶ ɝɛɜɚɥɑəəɫ ɚɍɘɱəɟ ɝɖɗɌɐəɔɘɔ ɐɌəɔɘɔ, ɥɚ ɐɌɯ ɓɘɚɏɟ ɟɡ-

ɎɌɗɪɎɌɞɔ ɝɎɚɯɣɌɝəɱ ɕ ɞɚɣəɱ ɚɛɑɜɌɞɔɎəɱ ɜɱɤɑəəɫ; 

                                                                 
35

 ȶɚɜəɑɕɖɚ Ⱥ. Ȯ., ɄɖɚɗɨəɱɖɚɎ Ȯ. ȣ., ȺɎɝɫəɪɖ Ȱ. ȣ. ȮɔɖɚɜɔɝɞɌəəɫ 
ɝɟɣɌɝəɔɡ ɱəɠɚɜɘɌɢɱɕəɚ-ɌəɌɗɱɞɔɣəɔɡ ɞɑɡəɚɗɚɏɱɕ Ɏ ɐɱɫɗɨəɚɝɞɱ ɢɑəɞɜɟ 
ɖɜɔɘɱəɌɗɨəɚɲ ɌəɌɗɱɞɔɖɔ ȹɌɢɱɚəɌɗɨəɚɲ ɌɖɌɐɑɘɱɲ Ɏəɟɞɜɱɤəɱɡ ɝɛɜɌɎ // 
ȣəɠɚɜɘɌɢɱɕəɱ ɞɑɡəɚɗɚɏɱɲ Ɏ ɚɝɎɱɞɱ ɞɌ ɛɜɌɖɞɔɢɱ : ɘɌɞɑɜɱɌɗɔ Ȯɝɑɟɖɜ. əɌɟɖ.-
ɛɜɌɖɞ. ɖɚəɠ. (ɘ. ȷɨɎɱɎ, 18 ɏɜɟɐ. 2020 ɜ.) / ȸȮȽ ȿɖɜɌɲəɔ, ȷɨɎɱɎ. ɐɑɜɒ. 

ɟə-ɞ Ɏəɟɞɜ. ɝɛɜɌɎ. ȷɨɎɱɎ, 2020. Ƚ. 8ð11.   
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¶ ɘɚɒɗɔɎɱɝɞɨ ɚɞɜɔɘɌəəɫ Ɏɔɏɚɐɔ ɓɌɎɐɫɖɔ ɤɎɔɐɖɚɘɟ Ɏɛɜɚ-
ɎɌɐɒɑəəɪ, ɫɖɑ ɓɌɍɑɓɛɑɣɟɯ ɤɎɔɐɖɑ ɓɜɚɝɞɌəəɫ ɛɜɚɐɟɖɞɔ-

Ɏəɚɝɞɱ, ɓɌɎɐɫɖɔ əɌɐɱɕəɔɘ ɜɱɤɑəəɫɘ ɐɗɫ ɎɱɓɟɌɗɨəɚɲ ɌəɌ-
ɗɱɞɔɖɔ. 

Recorded Future 36  ð ɝɔɝɞɑɘɌ Ɏɱɐ əɌɕɍɱɗɨɤɚɲ ɜɚɓɎɱɐɟɎɌɗɨəɚ-

ɌəɌɗɱɞɔɣəɚɲ ɖɚɘɛɌəɱɲ ɟ ɝɎɱɞɱ, ɥɚ ɎɔɖɚɜɔɝɞɚɎɟɯ ɤɞɟɣəɔɕ ɱəɞɑ-
ɗɑɖɞ ɐɗɫ ɌəɌɗɱɓɟ ɱ ɛɑɜɑɐɍɌɣɑəəɫ ɛɚɐɱɕ əɌ ɚɝəɚɎɱ Ɏɑɗɔɖɚɲ ɖɱɗɨɖɚ-

ɝɞɱ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ. ȳɚɖɜɑɘɌ, Recorded Future Intelligence 

Graph ɓɍɔɜɌɯ, ɝɞɜɟɖɞɟɜɟɯ ɞɌ ɌəɌɗɱɓɟɯ ɐɌəɱ ɛɜɚ ɓɌɏɜɚɓɔ ɓ ɟɝɱɡ 
ɖɟɞɚɣɖɱɎ ȣəɞɑɜəɑɞɟ, ɛɑɜɑɞɎɚɜɪɪɣɔ Ɏɑɗɔɖɱ ɚɍɝɫɏɔ ɐɌəɔɡ əɌ 

ɛɜɌɖɞɔɣəɱ ɎɔɝəɚɎɖɔ. ȽɔɝɞɑɘɌ ɓɍɔɜɌɯ ɞɌ ɝɞɜɟɖɞɟɜɟɯ ɐɌəɱ ɛɜɚ-

ɞɔɎəɔɖɌ ɞɌ ɒɑɜɞɎɔ ɓ ɞɑɖɝɞɟ, ɓɚɍɜɌɒɑəɨ ɱ ɞɑɡəɱɣəɔɡ ɐɒɑɜɑɗ, Ɍ 
ɞɌɖɚɒ ɎɔɖɚɜɔɝɞɚɎɟɯ ɚɍɜɚɍɖɟ ɛɜɔɜɚɐəɚɲ ɘɚɎɔ ɞɌ ɘɌɤɔəəɑ əɌ-

ɎɣɌəəɫ ɐɗɫ ɌəɌɗɱɓɟ ɞɌ ɎɱɐɚɍɜɌɒɑəəɫ ɌɝɚɢɱɌɢɱɕ ɘɱɒ ɚɍõɯɖɞɌɘɔ ɟ 

ɜɑɒɔɘɱ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ. 

IntelTechniques 37  ð ɱəɝɞɜɟɘɑəɞɔ ɐɗɫ ɛɚɤɟɖɟ ɱ ɌəɌɗɱɓɟ Ɏɑɗɔ-

ɖɚɲ ɖɱɗɨɖɚɝɞɱ Ɏɱɐɖɜɔɞɚɲ ɱəɠɚɜɘɌɢɱɲ ɓ ɘɑɞɚɪ ɎɔɫɎɗɑəəɫ ɞɌ ɝɗɱɐ-

ɖɟɎɌəəɫ ɓɌ ɚɝɚɍɌɘɔ ɞɌ ɱəɤɔɘɔ ɚɍ'ɯɖɞɌɘɔ Ɏɱɐ ȸɌɕɖɗɌ ȭɌɓɓɑɗɗɌ. 
ɂɱ ɱəɝɞɜɟɘɑəɞɔ ɍɟɗɔ ɝɞɎɚɜɑəɱ ɫɖ ɐɚɐɌɞɚɖ ɐɚ ɖəɔɏɔ Open Source 

Intelligence Techniques, 9 th  Edition ɞɌ ɚəɗɌɕə-əɌɎɣɌəəɫ OSINT 
IntelTechniques 38 . 

Hunchly 39  ð ɱəɝɞɜɟɘɑəɞ, ɫɖɔɕ ɐɚɛɚɘɌɏɌɯ ɌəɌɗɱɓɟɎɌɞɔ ɞɌ 

ɓɍɔɜɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɓ ȣəɞɑɜəɑɞɟ, ɓɌɍɑɓɛɑɣɟɪɣɔ ɘɚɒɗɔɎɱɝɞɨ 
ɓɍɑɜɱɏɌəəɫ ɐɌəɔɡ ɞɌ əɌɎɱɏɌɢɱɲ. 

OSINT Combine 40  ð ɱəɞɑɏɜɚɎɌəɌ ɛɗɌɞɠɚɜɘɌ, ɫɖɌ ɓɌɍɑɓɛɑɣɟɯ 

ɱəɝɞɜɟɘɑəɞɔ ɐɗɫ ɓɍɚɜɟ ɞɌ ɌəɌɗɱɓɟ Ɏɑɗɔɖɚɲ ɖɱɗɨɖɚɝɞɱ Ɏɱɐɖɜɔɞɚɲ 
ɱəɠɚɜɘɌɢɱɲ. 

ȹɌɐɌɗɱ əɌɎɑɐɑɘɚ ɐɑɞɌɗɨəɔɕ ɚɛɔɝ ɐɑɫɖɔɡ ɝɔɝɞɑɘ. 

2.7.2 Palantir  

Palantir Technologies   (https://www.palantir.com/) ð ɢɑ Ɍɘɑ-

ɜɔɖɌəɝɨɖɌ ɖɚɘɛɌəɱɫ, ɜɚɓɜɚɍəɔɖ ɛɜɚɏɜɌɘəɚɏɚ ɓɌɍɑɓɛɑɣɑə-

                                                                 
36 https://www.recordedfuture.com/  
37 https://www.inteltechniques.net/courses/open -source -intelligence  
38 https://inteltechniques.com/book1.html  
39 https://www.hunch.ly/  
40 https://www.osintcombine.com/  
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əɫ ɌəɌɗɱɓɟ ɐɌəɔɡ41. ȶɗɪɣɚɎɱ ɓɌɘɚɎəɔɖɔ ɖɚɘɛɌəɱɲ - ɌɘɑɜɔɖɌəɝɨ-
ɖɱ ɝɔɗɚɎɔɖɔ ɱ ɝɛɑɢɝɗɟɒɍɔ: ɂȼȿ,  ɀȭȼ,  ȸɱəɱɝɞɑɜɝɞɎɚ ɚɍɚɜɚəɔ 

ȽɄȬ,  ȮɱɕɝɨɖɚɎɚ-ɛɚɎɱɞɜɫəɱ ɝɔɗɔ ȽɄȬ, ȶɚɜɛɟɝ ɘɚɜɝɨɖɚɲ ɛɱɡɚɞɔ 
ȽɄȬ, ȶɚɘɌəɐɟɎɌəəɫ ɝɛɑɢɱɌɗɨəɔɡ ɚɛɑɜɌɢɱɕ ȽɄȬ, ȮɱɕɝɨɖɚɎɌ 

ɌɖɌɐɑɘɱɫ ȽɄȬ, ɘɱɝɨɖɱ ɛɚɗɱɢɑɕɝɨɖɱ ɐɑɛɌɜɞɌɘɑəɞɔ ɜɱɓəɔɡ ɘɱɝɞ 

ȽɄȬ . ȾɔɛɚɎɔɕ ɛɜɚɑɖɞ Palantir ɚɍɡɚɐɔɞɨɝɫ ɓɌɘɚɎəɔɖɚɎɱ Ɏ ɝɟɘɟ 
Ɏɱɐ 5  ɐɚ  100 ɘɗə. ɐɚɗɌɜɱɎ. 

ȺɝəɚɎəɌ ɝɛɜɫɘɚɎɌəɱɝɞɨ ɛɜɚɐɟɖɞɱɎ ɠɱɜɘɔ ð ɎɱɓɟɌɗɱɓɌɢɱɫ Ɏɑ-

ɗɔɖɔɡ ɘɌɝɔɎɱɎ ɐɌəɔɡ ɓ ɜɱɓəɚɜɱɐəɔɡ ɐɒɑɜɑɗ, ɥɚ ɐɚɓɎɚɗɫɯ ɖɚɜɔɝ-
ɞɟɎɌɣɌɘ ɓəɌɡɚɐɔɞɔ ɎɓɌɯɘɚɓɎ'ɫɓɖɔ ɘɱɒ ɚɍ'ɯɖɞɌɘɔ, ɎɔɫɎɗɫɞɔ ɓɍɱ-

ɏɔ ɘɱɒ ɚɍ'ɯɖɞɌɘɔ ɱ ɛɚɐɱɫɘɔ əɌɎɖɚɗɚ əɔɡ, ɎɔɫɎɗɫɞɔ ɌəɚɘɌɗɨəɱ 

ɚɍ'ɯɖɞɔ, ɱəɞɑɗɑɖɞɟɌɗɨəɔɕ ɌəɌɗɱɓ ɐɌəɔɡ (Data Mining) ɓ ɟɛɚɜɚɘ əɌ 
ɱəɞɑɜɌɖɞɔɎəɔɕ ɎɱɓɟɌɗɨəɔɕ ɌəɌɗɱɓ.  

Palantir ð əɌɕɘɌɝɤɞɌɍəɱɤɔɕ ɛɜɚɐɟɖɞ ɓ ɖɌɛɱɞɌɗɱɓɌɢɱɯɪ 

ɍɱɗɨɤ əɱɒ 500 ɘɗə ɐɚɗɌɜɱɎ ȽɄȬ, ɫɖɔɕ ɘɌɯ ɍɌɏɌɞɔɕ ɌɜɝɑəɌɗ ɱə-
ɝɞɜɟɘɑəɞɱɎ ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ ɐɗɫ ɜɚɍɚɞɔ ɓ Big Data ɱ Big 

Stream Data. ȻɜɌɢɪɯ ɓ ɏɑɞɑɜɚɏɑəəɔɘɔ ɐɌəɔɘɔ. ɃɌɝɞɖɚɎɚ Ɏɔɖɚ-

ɜɔɝɞɚɎɟɯɞɨɝɫ Europol42 . 
ɋɖ ɐɒɑɜɑɗɌ, ɛɜɚɏɜɌɘəɑ ɓɌɍɑɓɛɑɣɑəəɫ Palantir ɎɔɖɚɜɔɝɞɚɎɟɯ 

ɫɖ Ɏɱɐɖɜɔɞɱ ɐɌəɱ, ɞɜɌɐɔɢɱɕəɱ ɍɌɓɔ ɐɌəɔɡ ɞɌ ɱəɤɱ ɝɞɜɟɖɞɟɜɚɎɌəɱ 
ɐɒɑɜɑɗɌ, ɞɌɖ ɱ ɞɑɖɝɞɔ, Ɍɟɐɱɚ, Ɏɱɐɑɚ. Ȯɝɫ ɜɚɍɚɞɌ Ɏɑɐɑɞɨɝɫ Ɏ ɱəɞɟɲ-

ɞɔɎəɚɘɟ ɏɜɌɠɱɣəɚɘɟ ɱəɞɑɜɠɑɕɝɱ, Ɍ ɓɌɛɔɞɔ ɐɚ ɐɒɑɜɑɗ ɠɚɜɘɟɗɪ-

ɪɞɨɝɫ ɛɜɔɜɚɐəɚɪ ɘɚɎɚɪ. 
ȿɝɱ ɞɔɛɔ ɐɌəɔɡ Palantir əɌɓɔɎɌɪɞɨɝɫ çɚɍ'ɯɖɞɌɘɔè. Ȥɡ ɐɱɗɫɞɨ 

əɌ ɞɜɔ ɖɌɞɑɏɚɜɱɲ: ɝɟɞəɚɝɞɱ, ɛɚɐɱɲ ɞɌ ɐɚɖɟɘɑəɞɔ. Ȯɝɑɜɑɐɔəɱ ɖɚɒ-

əɚɲ ɖɌɞɑɏɚɜɱɲ ɚɍ'ɯɖɞɔ ɏɜɟɛɟɪɞɨɝɫ ɞɑɘɌɞɔɣəɚ. ȹɌɛɜɔɖɗɌɐ, Ɏ ɝɟɞ-
əɱɝɞɨ çɚɝɚɍɔɝɞɱɝɞɨè (Person) Ɏɡɚɐɔɞɨ əɑ ɞɱɗɨɖɔ ɱɘ'ɫ ɖɚəɖɜɑɞəɚɲ 

ɗɪɐɔəɔ, Ɍɗɑ ɱ ɲɲ Ɍɐɜɑɝɔ ɑɗɑɖɞɜɚəəɚɲ ɛɚɤɞɔ, ɍɌəɖɱɎɝɨɖɱ ɜɌɡɟəɖɔ, 

əɚɘɑɜɔ ɖɌɜɞ ɝɚɢɱɌɗɨəɚɏɚ ɝɞɜɌɡɟɎɌəəɫ, ɐɌəɱ ɛɜɌɎ Ɏɚɐɱɫ: ɱəɠɚɜ-
ɘɌɢɱɫ ɛɜɚ ɓɜɚɝɞɌəəɫ, ɎɌɏɟ, ɖɚɗɱɜ ɚɣɑɕ ɱ ɐɌɞɌ əɌɜɚɐɒɑəəɫ. ȭɟɐɨ-

ɫɖɔɕ ɚɍ'ɯɖɞ ɘɌɯ ɜɫɐ ɎɗɌɝɞɔɎɚɝɞɑɕ (Property Types). Ȯɚəɔ ɓɌɗɑ-

ɒɌɞɨ Ɏɱɐ ɞɔɛɟ ɚɍ'ɯɖɞɌ ð ɝɑɜɑɐ ɘɚɒɗɔɎɔɡ ɎɌɜɱɌəɞɱɎ ɯ ɛɱɐɗɚɏɌ, 
ɫɖɥɚ ɢɑ ɗɪɐɔəɌ, Ɍɍɚ ɜɌɕɚə ɞɌ ɌɐɜɑɝɌ, ɫɖɥɚ ɢɑ, əɌɛɜɔɖɗɌɐ, 

əɑɜɟɡɚɘɱɝɞɨ. 

                                                                 
41 Kevin Simler. What does Palantir Technologies do? URL: 

https://www.quora.com/What -specifically -does-Palantir -do  
42 ȽɞɜɟɖɚɎ Ȯ. ȸ., ȿɓɗɚɎ Ȱ. Ɋ., ȯəɟɝɚɎ Ɋ. Ȯ. ȣəɝɞɜɟɘɑəɞɌɗɨəɱ ɱə-

ɞɑɗɑɖɞɟɌɗɨəɱ ɛɗɌɞɠɚɜɘɔ ɐɗɫ ɖɜɔɘɱəɌɗɨəɚɏɚ ɌəɌɗɱɓɟ. ȻɜɌɎɚ ɱ ɍɑɓɛɑɖɌ. 
2021. ʈ 4. Ƚ. 64ð79. DOI : https :// doi .org/10.32631/ pb.2021.4.07.  
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ȣəɠɚɜɘɌɢɱɪ ɛɜɚ ɚɍ'ɯɖɞɔ Palantir ɍɑɜɑ ɚɐəɚɣɌɝəɚ ɓ ɖɱɗɨɖɚɡ 
ɝɔɝɞɑɘ ɐɚɖɟɘɑəɞɚɚɍɱɏɟ. ȻɜɔɖɗɌɐ ɓ ɖɑɜɱɎəɔɢɞɎɌ ɛɚɖɌɓɟɯ, ɥɚ 

əɑɚɍɡɱɐəɱ ɐɌəɱ ɚɞɜɔɘɌəɱ ɓ ɛɚɗɱɢɑɕɝɨɖɔɡ ɍɌɓ ȽɌə-ȸɌɞɑɚ ɱ ȻɌɗɚ-

Ȭɗɨɞɚ. ɂɑ ɛɜɔɖɗɌɐ ɚɝəɚɎəɚɲ ɫɖɚɝɞɱ Palantir: ɝɔɝɞɑɘɌ ɝɔəɞɑɓɟɯ 
Ɏɑɗɔɖɱ ɘɌɝɔɎɔ ɐɌəɔɡ ɱɓ ɜɱɓəɔɡ ɐɒɑɜɑɗ. Palantir ɞɌɖɚɒ ɘɚɒɑ 

ɓəɌɡɚɐɔɞɔ ɓɎ'ɫɓɚɖ ɘɱɒ ɢɔɘɔ ɐɌəɔɘɔ. ɂɑ ɐɟɒɑ ɛɚɗɑɏɤɟɯ ɜɚɍɚɞɟ, 

ɫɖɌ ɱəɌɖɤɑ ɎɔɫɎɔɗɌɝɫ ɍ əɌɐɓɎɔɣɌɕəɚ ɞɜɟɐɚɘɱɝɞɖɚɪ. 
ȶɚɘɛɌəɱɫ Palantir Technologies  əɌɐɌɯ ɛɜɚɏɜɌɘəɟ ɛɗɌɞɠɚɜ-

ɘɟ Palantir Gotham (https://www.palantir.com/platforms/ 
gotham/), ɫɖɟ ɛɚɓɔɢɱɚəɟɪɞɨ ɫɖ çɚɛɑɜɌɢɱɕəɟ ɝɔɝɞɑɘɟ ɐɗɫ ɛɜɔɕə-

ɫɞɞɫ ɜɱɤɑəɨ əɌ ɏɗɚɍɌɗɨəɚɘɟ ɜɱɎəɱè (ȼɔɝ. 33).  

 

ȼɔɝɟəɚɖ 33 - ɀɜɌɏɘɑəɞ ɝɞɌɜɞɚɎɚɲ ɝɞɚɜɱəɖɔ ɝɔɝɞɑɘɔ Gotham 

Gotham ɐɚɓɎɚɗɫɯ ɖɚɜɔɝɞɟɎɌɣɌɘ ɎɔɓəɌɣɌɞɔ ɓɌɖɚəɚɘɱɜəɚɝɞɱ, 
ɛɜɔɡɚɎɌəɱ ɏɗɔɍɚɖɚ Ɏ əɌɍɚɜɌɡ ɐɌəɔɡ, ɛɚɣɔəɌɪɣɔ Ɏɱɐ ɐɒɑɜɑɗ 

ɜɚɓɎɱɐɖɔ ɝɔɏəɌɗɱɎ ɱ ɓɌɖɱəɣɟɪɣɔ ɓɎɱɞɌɘɔ Ɏɱɐ ɖɚəɠɱɐɑəɢɱɕəɔɡ 

ɱəɠɚɜɘɌɞɚɜɱɎ, Ɍ ɞɌɖɚɒ ɛɚɗɑɏɤɟɯ ɛɑɜɑɐɌɣɟ ɘɱɒ ɌəɌɗɱɞɔɖɌɘɔ ɞɌ 
ɚɛɑɜɌɞɔɎəɔɘɔ ɖɚɜɔɝɞɟɎɌɣɌɘɔ, ɐɚɛɚɘɌɏɌɪɣɔ ɚɛɑɜɌɞɚɜɌɘ ɛɗɌ-

əɟɎɌɞɔ ɞɌ ɎɔɖɚəɟɎɌɞɔ ɜɑɌɗɨəɱ ɝɎɱɞɚɎɱ ɎɱɐɛɚɎɱɐɱ əɌ ɓɌɏɜɚɓɔ, ɫɖɱ 

ɍɟɗɔ ɎɔɫɎɗɑəɱ əɌ ɛɗɌɞɠɚɜɘɱ. 

Gotham  - ɛɜɚɐɟɖɞ, ɚɜɱɯəɞɚɎɌəɔɕ ɐɗɫ ɐɑɜɒɌɎəɔɡ ɝɛɑɢɝ-

ɗɟɒɍ, ɛɚɣɌɞɖɚɎɑ əɌɕɘɑəɟɎɌəəɫ ɛɜɚɐɟɖɞɟ - Government  - Ɏɱɐɚ-
ɍɜɌɒɌɗɚ ɝɑɖɞɚɜɌɗɨəɟ ɝɛɑɢɔɠɱɖɟ. Gotham ɎɔɖɚɜɔɝɞɚɎɟɯ ɞɑɡəɱ-

ɖɟ ɚəɞɚɗɚɏɱɕ, ɓɌɝɚɍɌɘɔ ɫɖɔɡ ɜɱɓəɚɜɱɐəɱ ɐɌəɱ ɓ ɍɌɏɌɞɨɚɡ ɐɒɑɜɑɗ 
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ɚɝəɌɥɟɪɞɨɝɫ ɝɘɔɝɗɚɎɚɪ ɱəɠɚɜɘɌɢɱɯɪ ɱ ɟəɱɠɱɖɟɪɞɨɝɫ ɐɗɫ ɝɛɱ-
ɗɨəɚɏɚ ɌəɌɗɱɓɟ. Ⱥəɞɚɗɚɏɱɲ Ɏ ɛɜɚɐɟɖɞɌɡ Palantir ɘɚɒɟɞɨ ɍɟɞɔ ɚɐ-

əɚɏɚ ɓ ɞɜɨɚɡ ɞɔɛɱɎ: 

¶ ɝɟɞəɚɝɞɱ - ɝɟɍ'ɑɖɞɔ Ɍɍɚ ɚɍ'ɯɖɞɔ ɜɑɌɗɨəɚɏɚ ɝɎɱɞɟ; 

¶ ɛɚɐɱɲ - ɐɱɲ əɌɐ ɝɟɞəɚɝɞɫɘɔ, ɥɚ ɎɱɐɍɟɎɌɪɞɨɝɫ Ɏ ɛɑɎəɔɕ 

ɘɚɘɑəɞ ɣɌɝɟ ɱ Ɏ ɛɑɎəɱɕ ɞɚɣɢɱ ɛɜɚɝɞɚɜɟ; 

¶ ɐɚɖɟɘɑəɞɔ - ɛɱɐɞɎɑɜɐɒɑəəɫ Ɏɱɐɚɘɚɝɞɑɕ ɛɜɚ ɜɑɌɗɨəɔɕ 

ɝɎɱɞ, ɓɎɑɐɑəɱ Ɏ ɯɐɔəɔɕ ɠɚɜɘɌɞ (əɌ ɚɝəɚɎɱ HTML). 

ȳɌɝɚɍɔ ɝɑɘɌəɞɔɣəɚɏɚ ɛɚɤɟɖɟ Ɏ ɛɗɌɞɠɚɜɘɱ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ 

ɘɚɒɗɔɎɚɝɞɱ ɝɖɗɌɐɌəəɫ ɝɖɗɌɐəɔɡ ɓɌɛɔɞɱɎ ɐɚ ɚəɞɚɗɚɏɱɕ, ɓɚɖɜɑɘɌ, 

ɛɱɐɞɜɔɘɟɯɞɨɝɫ ɛɚɤɟɖ ɛɚ ɍɗɔɓɨɖɚɝɞɱ ɓəɌɣɑəəɫ, ɯ ɞɌɖɚɒ ɓɌɝɚɍɔ 
ɠɚəɑɞɔɣəɚɏɚ ɛɚɤɟɖɟ. ȮɝɞɌəɚɎɗɑəɱ ɖɚɜɔɝɞɟɎɌɣɌɘɔ-ɌəɌɗɱɞɔɖɌɘɔ 

ɠɌɖɞɔ ɱ ɎɓɌɯɘɚɓɎ'ɫɓɖɔ ɞɌɖɚɒ ɓɍɑɜɱɏɌɪɞɨɝɫ ɟ ɠɚɜɘɱ ɓ ɝɑɘɌəɞɔɣ-

əɚɪ ɜɚɓɘɱɞɖɚɪ. ȻɗɌɞɠɚɜɘɚɪ ɛɱɐɞɜɔɘɟɯɞɨɝɫ ɛɱɐɖɗɪɣɑə-
əɫ ɏɑəɑɞɔɣəɔɡ ɌɗɏɚɜɔɞɘɱɎ, ɝɛɑɢɱɌɗɱɓɚɎɌəɔɘ ɣɔəɚɘ ɜɚɓɜɚɍɗɫ-

ɪɞɨɝɫ ɐɗɫ ɞɔɡ ɣɔ ɱəɤɔɡ ɝɠɑɜ ɐɱɫɗɨəɚɝɞɱ. ȾɌɖɚɒ ɝɖɗɌɐɚɎɚɪ ɣɌɝ-

ɞɔəɚɪ ɛɗɌɞɠɚɜɘɔ Gotham ɯ ɛɱɐɝɔɝɞɑɘɌ ɏɜɟɛɚɎɚɲ ɜɚɍɚɞɔ ɖɚɜɔɝ-
ɞɟɎɌɣɱɎ, ɥɚ ɐɚɓɎɚɗɫɯ ɌəɌɗɱɞɔɖɌɘ ɚɍɘɱəɪɎɌɞɔɝɫ ɛɚɎɱɐɚɘɗɑəəɫ-

ɘɔ ɱ ɜɑɓɟɗɨɞɌɞɌɘɔ ɌəɌɗɱɓɟ. 
Ȱɗɫ ɎɱɓɟɌɗɱɓɌɢɱɲ ɐɌəɔɡ Palantir ɎɔɖɚɜɔɝɞɚɎɟɯ ɞɜɔ ɱəɝɞɜɟɘɑ-

əɞɔ: çȯɱɝɞɚɏɜɌɘɌè, çȶɌɜɞɌè ɞɌ çȺɏɗɫɐɌɣ ɚɍõɯɖɞɱɎè. ȿɝɱ Ɏɚəɔ ɐɚɛɚ-

ɘɌɏɌɪɞɨ ɤɎɔɐɤɑ Ɏɱɐɝɞɑɒɔɞɔ ɓɎ'ɫɓɚɖ ɘɱɒ ɜɱɓəɔɘɔ ɞɔɛɌɘɔ ɐɌ-
əɔɡ. ȯɱɝɞɚɏɜɌɘɌ ɐɚɛɚɘɌɏɌɯ Ɏɱɐɝɞɑɒɔɞɔ ɓɍɱɏɔ ɞɌ ɛɚɎɞɚɜɪɎɌəɱ ɐɱɲ 

ɚɍ'ɯɖɞɌ, ɥɚ ɘɚɒɑ ɜɚɓɛɚɎɱɝɞɔ ɛɜɚ ɓɎɔɣɖɔ ɞɌ ɛɚɎɑɐɱəɖɟ ɗɪɐɔəɔ. 

ȼɑɒɔɘ ɖɌɜɞɖɔ ɐɚɓɎɚɗɫɯ ɛɚɗɱɢɱɲ ɓɜɚɍɔɞɔ ɞɜɔ ɜɑɣɱ: ɛɚɖɌɓɟɯ ɜɚɓ-
ɞɌɤɟɎɌəəɫ ɚɍ'ɯɖɞɱɎ, ɤɟɖɌɯ ɌɎɞɚɘɌɞɔɣəɚɏɚ ɎɔɓəɌɣəɔɖɌ əɚɘɑɜ-

əɔɡ ɓəɌɖɱɎ ɱ ɍɟɐɟɯ çɞɑɛɗɚɎɱ ɖɌɜɞɔè əɌ ɚɝəɚɎɱ ɖɚəɢɑəɞɜɌɢɱɲ ɛɑɎ-

əɔɡ ɚɍ'ɯɖɞɱɎ. çȺɏɗɫɐɌɣ ɚɍõɯɖɞɱɎè - ɢɑ ɖɚɘɛɗɑɖɝəɔɕ ɱəɝɞɜɟɘɑəɞ 
ɌəɌɗɱɓɟ. Ȯɱə ɐɚɓɎɚɗɫɯ ɛɚɗɱɢɱɲ ɠɱɗɨɞɜɟɎɌɞɔ, ɝɚɜɞɟɎɌɞɔ ɞɌ Ɏɱɐɚ-

ɍɜɌɒɌɞɔ ɐɑɝɫɞɖɔ ɜɱɓəɔɡ ɎɔɐɱɎ ɐɌəɔɡ. ȰɌəɱ ɘɚɒəɌ əɌɐɌɞɔ ɣɚɞɔ-
ɜɘɌ ɚɝəɚɎəɔɘɔ ɝɛɚɝɚɍɌɘɔ: ɣɔɝɗɚɎɔɘɔ ɐɱɌɏɜɌɘɌɘɔ, ɏɱɝɞɚɏɜɌɘɌ-

ɘɔ, ɞɔɘɣɌɝɚɎɔɘɔ ɤɖɌɗɌɘɔ ɱ ɖɜɟɏɚɎɔɘɔ ɐɱɌɏɜɌɘɌɘɔ. ȣəɝɞɜɟɖɢɱɫ 

Palantir ɛɚɫɝəɪɯ, ɥɚ ɞɔɛ ɎɱɐɚɍɜɌɒɑəəɫ ɓɘɱəɪɯɞɨɝɫ, ɓɌɗɑɒəɚ 
Ɏɱɐ ɞɚɏɚ, ɫɖɟ ɱəɠɚɜɘɌɢɱɪ ɌəɌɗɱɓɟɯ ɛɚɗɱɢɱɫ. 

Palantir Technologies   ɞɌɖɚɒ ɛɜɚɛɚəɟɯ Palantir Foundry, 

ɛɗɌɞɠɚɜɘɟ, ɫɖɌ ɞɜɌəɝɠɚɜɘɟɯ ɝɛɚɝɚɍɔ ɜɚɍɚɞɔ ɚɜɏɌəɱɓɌɢɱɕ ɤɗɫ-
ɡɚɘ ɝɞɎɚɜɑəəɫ ɢɑəɞɜɌɗɨəɚɲ ɚɛɑɜɌɢɱɕəɚɲ ɝɔɝɞɑɘɔ ɐɗɫ ɲɡəɱɡ ɐɌ-

əɔɡ; ɱ ɐɚɓɎɚɗɫɯ ɚɖɜɑɘɔɘ ɖɚɜɔɝɞɟɎɌɣɌɘ ɱəɞɑɏɜɟɎɌɞɔ ɞɌ ɌəɌɗɱɓɟ-

ɎɌɞɔ ɛɚɞɜɱɍəɱ ɐɌəɱ Ɏ ɚɐəɚɘɟ ɘɱɝɢɱ. ȶɜɱɘ ɞɚɏɚ, Ɏɱə əɌɐɌɯ Palantir 
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Apollo, ɛɜɚɏɜɌɘəɑ ɓɌɍɑɓɛɑɣɑəəɫ, ɫɖɑ ɓɌɍɑɓɛɑɣɟɯ ɛɜɚɏɜɌɘəɑ ɓɌ-
ɍɑɓɛɑɣɑəəɫ ɞɌ ɚəɚɎɗɑəəɫ ɐɗɫ Ɏɝɨɚɏɚ ɍɱɓəɑɝɟ, Ɍ ɞɌɖɚɒ ɐɚɓɎɚɗɫɯ 

ɖɗɱɯəɞɌɘ ɜɚɓɏɚɜɞɌɞɔ ɝɎɚɯ ɛɜɚɏɜɌɘəɑ ɓɌɍɑɓɛɑɣɑəəɫ ɛɜɌɖɞɔɣəɚ Ɏ 

ɍɟɐɨ-ɫɖɚɘɟ ɝɑɜɑɐɚɎɔɥɱ; ɱ Palantir Artificial Intelligence Platform 
(AIP), ɫɖɌ ɓɌɍɑɓɛɑɣɟɯ ɟəɱɠɱɖɚɎɌəɔɕ ɐɚɝɞɟɛ ɐɚ Ɏɱɐɖɜɔɞɔɡ, ɜɚɓɘɱ-

ɥɑəɔɡ əɌ ɎɗɌɝəɚɘɟ ɡɚɝɞɱ ɞɌ ɖɚɘɑɜɢɱɕəɔɡ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ  ɘɚ-

ɐɑɗɑɕ (LLM), ɫɖɱ ɘɚɒɟɞɨ ɛɑɜɑɞɎɚɜɪɎɌɞɔ ɝɞɜɟɖɞɟɜɚɎɌəɱ ɞɌ əɑ-
ɝɞɜɟɖɞɟɜɚɎɌəɱ ɐɌəɱ Ɏ ɚɍõɯɖɞɔ, ɓɜɚɓɟɘɱɗɱ LLM, ɱ ɛɑɜɑɞɎɚɜɪɎɌɞɔ 

ɐɱɲ ɞɌ ɛɜɚɢɑɝɔ ɚɜɏɌəɱɓɌɢɱɕ əɌ ɱəɝɞɜɟɘɑəɞɔ ɐɗɫ ɗɪɐɑɕ ɱ ɌɏɑəɞɱɎ, 
ɖɑɜɚɎɌəɔɡ LLM.  

ȳɌɝɚɍɔ ɖɚɜɔɝɞɟɎɌɗɨəɔɢɨɖɚɏɚ ɓɌɎɌəɞɌɒɑəəɫ ɐɌəɔɡ Ɏ 

Palantir Technologies, Ɏɖɗɪɣɑəɱ Ɏ ɛɗɌɞɠɚɜɘɟ - FEI (front -end 
import, ɓɌɝɱɍ əɌɛɱɎɌɎɞɚɘɌɞɔɣəɚɏɚ ɓɌɍɚɜɟ ɱəɠɚɜɘɌɢɱɲ ɓ ɎɑɍɝɌɕ-

ɞɱɎ), Kite (ɓɌɝɱɍ ɛɑɜɑɞɎɚɜɑəəɫ ɓɚɎəɱɤəɱɡ ɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɐɌəɔɡ ɟ 

Ɏəɟɞɜɱɤəɱɕ ɛɜɚɘɱɒəɔɕ ɠɚɜɘɌɞ pXML əɌ ɚɝəɚɎɱ XML), Raptor 
(ɓɌɝɱɍ əɌɛɱɎɌɎɞɚɘɌɞɔɣəɚɏɚ ɚɍɜɚɍɖɔ Ɏɑɗɔɖɔɡ ɝɞɜɟɖɞɟɜɚɎɌəɔɡ 

ɠɌɕɗɱɎ), Phoenix (ɚɍɜɚɍəɔɖ ɒɟɜəɌɗɱɎ ɓ ɎɍɟɐɚɎɌəɔɘ ɜɚɓɛɱɓəɌ-

ɎɌəəɫɘ ɌɞɜɔɍɟɞɔɎəɚɲ ɱəɠɚɜɘɌɢɱɲ, əɌɛɜɔɖɗɌɐ, Ɍɐɜɑɝ, əɚɘɑɜɱɎ 
ɞɑɗɑɠɚəɱɎ). ȶɜɱɘ ɞɚɏɚ, əɌɐɌɯɞɨɝɫ API ɐɗɫ ɝɞɎɚɜɑəəɫ ɐɚɐɌɞɖɚɎɔɡ 

ɱəɝɞɜɟɘɑəɞɱɎ ɐɗɫ ɖɚɜɔɝɞɟɎɌɣɌ ɓɌɍɚɜɟ ɐɌəɔɡ ɐɗɫ ɝɛɑɢɔɠɱɣəɔɡ 
ɞɔɛɱɎ ɐɒɑɜɑɗ. Ⱥɖɜɑɘɚ ɚɛɜɌɢɨɚɎɌəɑ ɓɌɎɐɌəəɫ ɞɑɏɟɎɌəəɫ ɐɚɖɟ-

ɘɑəɞɱɎ ɖɚɜɔɝɞɟɎɌɣɌɘɔ - ɜɚɓɘɱɞɖɔ ɞɑɖɝɞɱɎ ɝɘɔɝɗɚɎɚɪ ɱəɠɚɜɘɌ-

ɢɱɯɪ ɓɌ ɐɚɛɚɘɚɏɚɪ ɎɖɌɓɱɎɖɔ ɛɜɔɎ'ɫɓɚɖ ɐɚ əɚɎɔɡ Ɍɍɚ ɱɝəɟɪɣɔɡ 
ɝɟɞəɚɝɞɑɕ, ɛɚɓəɌɣɖɔ ɛɚɐɱɕ, ɓɍɌɏɌɣɑəəɫ əɌɫɎəɔɡ ɚɍ'ɯɖɞɱɎ ɱəɠɚɜ-

ɘɌɢɱɯɪ; ɐɗɫ ɛɚɤɟɖɟ ɎɱɐɛɚɎɱɐəɚɏɚ ɚɍ'ɯɖɞɌ ɘɚɒɑ ɍɟɞɔ Ɏɔɖɚɜɔɝ-

ɞɌəɔɕ ɎɗɌɝəɔɕ ɐɱɌɗɑɖɞ OWL (NetOwl), Ɍɍɚ SAP Text Analytics. 
ȺɝəɚɎəɌ ɞɑɡəɱɖɌ ɛɜɔɓəɌɣɑəɚɏɚ ɐɗɫ ɖɚɜɔɝɞɟɎɌɣɌ ɌəɌɗɱɓɟ əɌɖɚ-

ɛɔɣɑəɚɲ ɱəɠɚɜɘɌɢɱɲ - ɎɱɓɟɌɗɱɓɌɢɱɫ ɏɜɌɠɱɎ, Ɏ ɛɗɌɞɠɚɜɘɟ Ɏɖɗɪɣɑ-
əɱ ɜɱɓəɱ ɓɌɝɚɍɔ ɓ ɲɡ ɛɑɜɑɏɜɟɛɟɎɌəəɫ, ɟɖɗɌɐɌəəɫ, Ɏ ɱəɞɑɜɠɑɕɝɱ 

ɜɚɍɚɞɔ ɓ ɏɜɌɠɌɘɔ ɘɚɒɗɔɎɚ ɎɝɞɌəɚɎɗɪɎɌɞɔ, ɛɜɔɡɚɎɟɎɌɞɔ ɱ Ɏɔ-

ɐɌɗɫɞɔ ɓɎ'ɫɓɖɔ, ɐɚɛɚɎəɪɎɌɞɔ ɲɡ ɚɍ'ɯɖɞɌɘɔ . 
ȳ ɞɚɣɖɔ ɓɚɜɟ ɌəɌɗɱɞɔɖɌ, ɯ ɛõɫɞɨ ɎɌɒɗɔɎɔɡ ɚɝɚɍɗɔɎɚɝɞɑɕ 

ɌəɌɗɱɞɔɣəɚɲ ɛɗɌɞɠɚɜɘɔ: 

¶ Ȼɚ-ɛɑɜɤɑ, ɱ əɌɕɎɌɒɗɔɎɱɤɑ, ɌəɌɗɱɞɔɖ ɛɚɎɔəɑə ɖɚəɞɜɚɗɪ-
ɎɌɞɔ ɝɔɞɟɌɢɱɪ. ȣəɤɔɘɔ ɝɗɚɎɌɘɔ, ɚɝəɚɎəɔɘ ɝɛɚɝɚɍɚɘ 

ɎɓɌɯɘɚɐɱɲ ɓ ɱəɝɞɜɟɘɑəɞɚɘ ɌəɌɗɱɓɟ ɘɌɪɞɨ ɍɟɞɔ ɓɌɛɔɞɔ, ɖɑ-
ɜɚɎɌəɱ ɗɪɐɔəɚɪ. 

¶ ȳɐɌɞəɱɝɞɨ ɟɓɌɏɌɗɨəɪɎɌɞɔ Ɏɑɗɔɖɱ ɘɌɝɔɎɔ ɐɌəɔɡ. 

¶ ȸɚɒɗɔɎɱɝɞɨ ɎɱɓɟɌɗɱɓɌɢɱɲ Ɏɑɗɔɖɔɡ ɘɌɝɔɎɱɎ ɐɌəɔɡ.  
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¶ ȳɐɌɞəɱɝɞɨ ɐɚ ɤɎɔɐɖɚɲ ɱɞɑɜɌɢɱɲ (ɘɚɒɗɔɎɚɝɞɱ ɌəɌɗɱɞɔɖɟ ɛɚ-
ɝɞɌɎɔɞɔ ɓɌɛɔɞɌəəɫ, ɚɞɜɔɘɌɞɔ ɎɱɐɛɚɎɱɐɨ, Ɍ ɛɚɞɱɘ ɤɎɔɐɖɚ 

ɛɚɝɞɌɎɔɞɔ əɌɝɞɟɛəɑ ɓɌɛɔɞɌəəɫ, ɫɖɑ ɓɌɗɑɒɔɞɨ Ɏɱɐ Ɏɱɐɛɚ-
Ɏɱɐɱ əɌ ɛɚɣɌɞɖɚɎɑ ɓɌɛɔɞɌəəɫ). 

¶ ȳɐɌɞəɱɝɞɨ ɌəɌɗɱɞɔɖɌ ɗɑɏɖɚ ɐɱɗɔɞɔɝɫ ɜɑɓɟɗɨɞɌɞɌɘɔ ɝɎɚɏɚ 

ɌəɌɗɱɓɟ ɓɱ ɝɎɚɲɘɔ ɖɚɗɑɏɌɘɔ. 
ȶɚɗɔ ɢɱ ɣɌɝɞɔəɔ ɚɍõɯɐəɟɪɞɨɝɫ Ɏ ɟɓɏɚɐɒɑəɟ ɝɔɝɞɑɘɟ, Ɏ ɜɑ-

ɓɟɗɨɞɌɞɱ Ɏɔɡɚɐɔɞɨ ɌəɌɗɱɞɔɣəɌ ɛɗɌɞɠɚɜɘɌ, ɐɟɒɑ ɓɌɏɌɗɨəɌ ɞɌ ɐɟ-

ɒɑ ɛɚɞɟɒəɌ. ȳɚɖɜɑɘɌ, ɜɑɌɗɱɓɌɢɱɫ ɝɔɝɞɑɘɔ  ɐɗɫ ɛɚɗɱɢɱɲ - Palantir 

Law Enforcement ɘɌɯ ɱəɞɟɲɞɔɎəɚ ɓɜɚɓɟɘɱɗɔɕ, ɓɜɟɣəɔɕ ɱəɞɑɜ-

ɠɑɕɝ, ɫɖɔɕ ɐɌɯ ɘɚɒɗɔɎɱɝɞɨ ɍɟɐɨ-ɫɖɚɘɟ Ɍɏɑəɞɟ, ɐɑɞɑɖɞɔɎɟ ɣɔ 
ɝɗɱɐɣɚɘɟ ɤɎɔɐɖɚ ɚɞɜɔɘɌɞɔ ɐɚɝɞɟɛ ɐɚ Ɏɝɱɯɲ ɱəɠɚɜɘɌɢɱɲ Ɏ ɚɐəɚɘɟ 

ɘɱɝɢɱ. ȶɚɜɔɝɞɟɎɌɣɱ ɘɚɒɟɞɨ ɓɐɱɕɝəɔɞɔ ɛɚɤɟɖ ɛɱɐɚɓɜɪɎɌəɚɏɚ, 

ɢɱɗɨɚɎɚɏɚ ɚɍõɯɖɞɌ Ɍɍɚ ɘɱɝɢɫ ɓɌ ɐɚɛɚɘɚɏɚɪ ɯɐɔəɚɏɚ ɛɚɜɞɌɗɟ ɞɌ 
ɚɞɜɔɘɌɞɔ əɑɚɍɡɱɐəɱ ɐɌəɱ ɓ ɟɝɱɡ ɎɱɐɛɚɎɱɐəɔɡ ɝɔɝɞɑɘ. Palantir ɛɱɐ-

ɖɗɪɣɌɯɞɨɝɫ ɐɚ əɌɢɱɚəɌɗɨəɚɲ ɝɔɝɞɑɘɔ ɚɍɘɱəɟ ɱəɠɚɜɘɌɢɱɯɪ ȽɄȬ 

(National Information Exchange Model), ɛɱɐɞɜɔɘɟɯ əɌɫɎəɱ ɝɔɝɞɑ-
ɘɔ ɟɛɜɌɎɗɱəəɫ ɝɛɜɌɎɌɘɔ, ɝɔɝɞɑɘɔ ɟɛɜɌɎɗɱəəɫ ɐɚɖɌɓɌɘɔ, Ɍɜɑɤ-

ɞɌɘɔ, ɝɟɐɚɎɔɘɔ ɐɌəɔɘɔ, ɱəɤɔɘɔ ɐɌəɔɘɔ ɛɜɚ ɓɗɚɣɔəɔ ɕ ɐɌəɔ-
ɘɔ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɲ ɐɔɝɛɑɞɣɑɜɔɓɌɢɱɲ (CAD), Ɍ ɞɌɖɚɒ ɘɌɯ ɛɱɐɖ-

ɗɪɣɑəəɫ ɐɚ ɠɑɐɑɜɌɗɨəɔɡ ɝɡɚɎɔɥ ȽɄȬ, ɚɛɑɜɌɞɔɎəɔɡ ɍɌɓ ɱ ɐɌ-

əɔɡ ɓ ɐɑɜɒɌɎəɔɡ ɝɡɚɎɔɥ. ȿɘɱɯ ɚɍɜɚɍɗɫɞɔ ɫɖ ɝɞɜɟɖɞɟɜɚɎɌəɱ ɞɌ 
ɝɗɌɍɚɝɞɜɟɖɞɟɜɚɎɌəɱ, ɞɌɖ ɱ əɑɝɞɜɟɖɞɟɜɚɎɌəɱ ɐɌəɱ, ɞɌɖɱ ɫɖ ɝɡɚɎɔ-

ɥɌ ɐɚɖɟɘɑəɞɱɎ ɞɌ ɑɗɑɖɞɜɚəəɱ ɗɔɝɞɔ.  

2.7.3 InfoStream  

InfoStream (www.infostream.ua) 43  ð ɝɑɜɎɱɝ ɖɚəɞɑəɞ-

ɘɚəɱɞɚɜɔəɏɟ Ɏɑɍ-ɜɑɝɟɜɝɱɎ, ɥɚ əɌɐɌɯ ɐɚɝɞɟɛ ɟ ɛɚɤɟɖɚɎɚɘɟ ɜɑ-
ɒɔɘɱ ɐɚ ɱəɠɚɜɘɌɢɱɲ ɓ 10000 ɐɒɑɜɑɗ, ɖɗɌɝɔɠɱɖɌɢɱɪ ɱəɠɚɜɘɌɢɱɲ, 

ɝɑəɞɔɘɑəɞ-ɌəɌɗɱɓ, ɑɖɝɞɜɌɏɟɎɌəəɫ ɛɚəɫɞɨ (ɛɑɜɝɚə, ɖɚɘɛɌəɱɕ, 

ɞɚɛɚəɱɘɱɎ), ɠɚɜɘɟɎɌəəɫ ɝɪɒɑɞəɔɡ ɗɌəɢɪɒɖɱɎ, ɚɢɱəɖɟ ɞɚəɌɗɨ-
əɚɝɞɱ ɛɚɎɱɐɚɘɗɑəɨ, ɌəɌɗɱɓ ɐɔəɌɘɱɖɔ ɛɟɍɗɱɖɌɢɱɕ ɥɚɐɚ ɛɑɎəɔɡ 

ɚɍ'ɯɖɞɱɎ44. ȿ ɍɌɓɌɡ ɐɌəɔɡ ɝɔɝɞɑɘɔ ɓɍɑɜɱɏɌɯɞɨɝɫ ɍɗɔɓɨɖɚ 1 ɘɗɜɐ. 
ɐɚɖɟɘɑəɞɱɎ əɚɎɔə ɘɌɕɒɑ ɓɌ 30 ɜɚɖɱɎ. 

                                                                 
43 http :// infostream .ua / UKR /  
44 ȯɜɔɏɚɜ'ɯɎ Ⱥ.ȸ., ȷɌəɐɑ Ȱ.Ȯ., ȭɚɜɚɐɑəɖɚɎ Ƚ.Ȭ., ȸɌɓɟɜɖɑɎɔɣ ȼ.Ȯ., 

ȻɌɢɨɚɜɌ Ȯ.ȸ. InfoStream . ȸɚəɱɞɚɜɔəɏ əɚɎɔə ɓ ȣəɞɑɜəɑɞɟ: ɞɑɡəɚɗɚɏɱɫ, 
ɝɔɝɞɑɘɌ, ɝɑɜɎɱɝ: əɌɟɖɚɎɚ-ɘɑɞɚɐɔɣəɔɕ ɛɚɝɱɍəɔɖ. ð ȶɔɲɎ: ȾȺȮ "ȽɞɌɜɞ-
98", 2007. ð 40 ɝ. 
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InfoStream ɍɌɓɟɯɞɨɝɫ əɌ ɝɖɌəɟɎɌəəɱ ɱəɞɑɜəɑɞ-ɐɒɑɜɑɗ, Ɏ ɛɑ-
ɜɤɟ ɣɑɜɏɟ əɚɎɔəəɔɡ, ɱ əɌɐɌəəɱ ɱəɝɞɜɟɘɑəɞɱɎ ɐɗɫ ɌəɌɗɱɓɟ ɚɞɜɔ-

ɘɌəɚɲ ɱəɠɚɜɘɌɢɱɲ (ȼɔɝ. 33). 

InfoStream ɱɝɞɚɞəɚ Ɏɱɐɜɱɓəɫɯɞɨɝɫ Ɏɱɐ ɏɗɚɍɌɗɨəɔɡ ɝɎɱɞɚɎɔɡ 
ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ. ȹɑ ɘɌɪɣɔ ɲɡ ɚɡɚɛɗɑəəɫ, Ɏɱə ɝɖɌəɟɯ əɌɕɎɌɒ-

ɗɔɎɱɤɱ, ɓ ɞɚɣɖɔ ɓɚɜɟ ɢɱɗɨɚɎɚɲ Ɍɟɐɔɞɚɜɱɲ ð ɱəɠɚɜɘɌɢɱɕəɔɡ ɌəɌɗɱ-

ɞɔɖɱɎ ɱ ɘɌɜɖɑɞɚɗɚɏɱɎ, ɜɑɝɟɜɝɔ. Ȼɜɔ ɢɨɚɘɟ ɜɑɓɟɗɨɞɌɞɔ ɛɚɤɟɖɟ Ɏ 
InfoStream əɑ ɝɛɚɞɎɚɜɪɪɞɨɝɫ ɞɌɜɏɑɞɟɎɌəəɫɘ, ɜɑɘɌɜɖɑɞɱəɏɚɘ, 

(ɝɌɘɚ)ɢɑəɓɟɜɚɪ ɞɌ ɱəɤɔɘ ɣɔəɚɘ, ɥɚ ɎɗɌɝɞɔɎɚ ɏɗɚɍɌɗɨəɔɘ ɛɚ-
ɤɟɖɚɎɔɘ ɝɔɝɞɑɘɌɘ.  

 

 

ȼɔɝɟəɚɖ 33 - ȽɞɌɜɞɚɎɌ Ɏɑɍ-ɝɞɚɜɱəɖɌ ɝɑɜɎɱɝɟ InfoStream Online 

ȯɚɗɚɎəɱ ɛɑɜɑɎɌɏɔ ɝɔɝɞɑɘɔ InfoStream ɟ ɛɚɜɱɎəɫəəɱ ɓ ɞɜɌɐɔ-
ɢɱɕəɔɘɔ ɘɑɜɑɒɑɎɔɘɔ ɱəɠɚɜɘɌɢɱɕəɚ-ɛɚɤɟɖɚɎɔɘɔ ɝɔɝɞɑɘɌɘɔ: 

Å ȺɛɑɜɌɞɔɎəɱɝɞɨ ð ɍɌɓɔ ɐɌəɔɡ ɝɔɝɞɑɘɔ ɛɚɛɚɎəɪɪɞɨɝɫ ɖɚ-
ɒəɱ 15 ɡɎɔɗɔə, ɐɒɑɜɑɗɌ ɝɖɌəɟɪɞɨɝɫ Ɏ ȸɑɜɑɒɱ Ɏ ɘɱɜɟ ɲɡ-

əɨɚɏɚ ɚəɚɎɗɑəəɫ, ɞɚɐɱ ɫɖ ɛɑɜɱɚɐ ɱəɐɑɖɝɌɢɱɲ ɞɜɌɐɔɢɱɕəɔɡ 
ɱəɠɚɜɘɌɢɱɕəɚ-ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ ɘɚɒɑ ɎɔɘɱɜɪɎɌɞɔɝɫ 

ɞɔɒəɫɘɔ. 

Å Ȱɚɝɞɟɛəɱɝɞɨ ɜɑɞɜɚɝɛɑɖɞɔɎəɚɏɚ ɠɚəɐɟ ð əɌɎɱɞɨ ɫɖɥɚ ɱə-
ɠɚɜɘɌɢɱɫ ɎɔɐɌɗɑəɌ ɓ Ɏɑɍ-ɝɌɕɞɟ ɐɒɑɜɑɗɌ, ɎɚəɌ ɓɍɑɜɑɒɑəɌ 
Ɏ ɱəɠɚɜɘɌɢɱɕəɚɘɟ ɝɡɚɎɔɥɱ. 

Å ȹɌɫɎəɱɝɞɨ ɌəɌɗɱɞɔɣəɚɏɚ ɱəɝɞɜɟɘɑəɞɌɜɱɪ ð ɖɚɜɔɝɞɟɎɌɣ 
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ɘɚɒɑ Ɏ ɜɑɒɔɘɱ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ əɑ ɞɱɗɨɖɔ ɚɞɜɔɘɟɎɌɞɔ ɜɑ-
ɓɟɗɨɞɌɞɔ ɛɚɤɟɖɟ, Ɍ ɕ ɠɚɜɘɟɎɌɞɔ ɐɌɕɐɒɑɝɞɔ, ɍɟɐɟɎɌɞɔ 

ɝɪɒɑɞəɱ ɗɌəɢɪɒɖɔ, ɌəɌɗɱɓɟɎɌɞɔ ɓɎ'ɫɓɚɖ ɜɟɍɜɔɖ, ɐɔəɌɘɱ-

ɖɟ ɛɚəɫɞɨ ɱ ɞ.ɐ. 

Å ȸɚɒɗɔɎɱɝɞɨ ɝɑɗɑɖɢɱɲ ɐɟɍɗɱɖɌɞɱɎ ð ɝɔɝɞɑɘɌ ɓɐɱɕɝəɪɯ ɌɎɞɚ-
ɘɌɞɔɣəɑ ɘɌɜɖɟɎɌəəɫ ɱɐɑəɞɔɣəɚɏɚ ɓɌ ɓɘɱɝɞɚɘ ɱəɠɚɜɘɌɢɱɲ 

əɚɎɔə. 

Å ȹɌɫɎəɱɝɞɨ ɱəɝɞɜɟɘɑəɞɌɜɱɪ ɍɌɏɌɞɚɜɱɎəɑɎɚɏɚ ɟɞɚɣəɑəəɫ 
ɓɌɛɔɞɟ. 

ȿ ɛɚɜɱɎəɫəəɱ ɓɱ ɓɎɔɣɌɕəɔɘɔ əɚɎɔəəɔɘɔ Ɏɑɍ-ɝɌɕɞɌɘɔ, ɝɔɝ-

ɞɑɘɌ InfoStream ɓɌɍɑɓɛɑɣɟɯ ɞɌɖɱ ɛɑɜɑɎɌɏɔ: 

Å Ⱥɡɚɛɗɑəəɫ ɐɒɑɜɑɗ ð ɖɚɜɔɝɞɟɎɌɣ ɘɌɯ ɐɚɝɞɟɛ ɐɚ əɚɎɔə ɓɌ 

ɞɑɘɌɞɔɖɚɪ, ɥɚ ɕɚɏɚ ɢɱɖɌɎɔɞɨ, ɚɐəɚɣɌɝəɚ ɓ Ɏɑɗɔɖɚɲ ɖɱɗɨ-
ɖɚɝɞɱ Ɏɑɍ-ɝɌɕɞɱɎ, ɎɖɗɪɣɌɪɣɔ ɱ ɞɱ ɚɍɜɌəɱ, ɫɖɱ Ɏɱə ɓɎɔɖ ɛɑ-

ɜɑɏɗɫɐɌɞɔ ɥɚɐəɫ. 

Å Ȼɜɔəɢɔɛ çɚɐəɔɡ ɜɟɖè ð ɖɚɜɔɝɞɟɎɌɣ ɝɔɝɞɑɘɔ ɘɚəɱɞɚɜɔəɏɟ 
ɘɌɯ ɐɚɝɞɟɛɚɘ ɐɚ ɱəɠɚɜɘɌɢɱɲ ɓ ɍɌɏɌɞɨɚɡ Ɏɑɍ-ɝɌɕɞɱɎ ɓ ɚɐ-

əɚɏɚ ɱəɞɟɲɞɔɎəɚɏɚ ɱəɞɑɜɠɑɕɝɟ. 

Å ȻɚɤɟɖɚɎɱ ɘɚɒɗɔɎɚɝɞɱ ð əɚɎɔəəɱ Ɏɑɍ-ɝɌɕɞɔ, əɌ Ɏɱɐɘɱəɟ 
Ɏɱɐ ɝɔɝɞɑɘɔ InfoStream, əɑ ɓɌɎɒɐɔ ɘɌɪɞɨ ɜɚɓɎɔəɑəɱ ɛɚ-
ɤɟɖɚɎɱ ɘɚɒɗɔɎɚɝɞɱ. 

Å Ȱɚɝɞɟɛəɱɝɞɨ ɜɑɞɜɚɝɛɑɖɞɔɎəɚɏɚ ɠɚəɐɟ. 
ȿ ɛɚɜɱɎəɫəəɱ ɓ Ɏɱɐɚɘɔɘɔ ɝɗɟɒɍɌɘɔ ɱəɞɑɏɜɌɢɱɲ əɚɎɔə ɝɑɜɎɱɝ 

InfoStream ɘɌɯ ɞɌɖɱ ɛɑɜɑɎɌɏɔ: 

Å Ƚɛɔɝɚɖ ɐɒɑɜɑɗ, ɥɚ ɍɑɓɛɑɜɑɜɎəɚ ɜɚɓɎɔɎɌɯɞɨɝɫ - ɝɔɝɞɑ-

ɘɚɪ InfoStream ɝɖɌəɟɯɞɨɝɫ ɛɚəɌɐ 10000 ɐɒɑɜɑɗ - ɟɝɱ ɚɝ-

əɚɎəɱ ɱəɠɚɜɘɌɢɱɕəɱ ɝɌɕɞɔ ȿɖɜɌɲəɔ, Ɍ ɞɌɖɚɒ ɛɜɚɎɱɐəɱ ɓɌ-

ɜɟɍɱɒəɱ ɱəɞɑɜəɑɞ-ɜɑɝɟɜɝɔ. 

Å Ⱥɍɗɱɖ ɘɱɝɢɑɎɔɡ ɜɑɝɟɜɝɱɎ ð əɌɎɱɞɨ əɌɕɍɱɗɨɤɱ ɛɗɌɞəɱ ɓɌɖɚ-
ɜɐɚəəɱ ɱəɞɑɏɜɌɞɚɜɔ əɚɎɔə ɗɔɤɑ ɣɌɝɞɖɚɎɚ ɚɡɚɛɗɪɪɞɨ, 

əɌɛɜɔɖɗɌɐ, ɟɖɜɌɲəɝɨɖɱ Ɏɑɍ-ɜɑɝɟɜɝɔ. ȿ ɝɔɝɞɑɘɟ InfoStream 

ɘɚɒɗɔɎɑ Ɏɖɗɪɣɑəəɫ əɚɎɔɡ ɐɒɑɜɑɗ ɓɌ ɓɌɫɎɖɌɘɔ ɖɚɜɔɝ-
ɞɟɎɌɣɱɎ. 

Å ȼɚɓɤɔɜɑəɔɕ ɐɚɝɞɟɛ ɐɚ ɱəɠɚɜɘɌɢɱɲ - ɖɚɜɔɝɞɟɎɌɣɌɘ ɝɔɝ-
ɞɑɘɔ InfoStream ɐɚɝɞɟɛəɱ əɑ ɞɱɗɨɖɔ ɓɌɏɚɗɚɎɖɔ Ɍɍɚ Ɍəɚə-

ɝɔ, Ɍɗɑ ɕ ɛɚɎəɱ ɞɑɖɝɞɔ ɛɚɎɱɐɚɘɗɑəɨ əɚɎɔə, ɛɚɝɔɗɌəəɫ əɌ 
ɛɚɐɱɍəɱ ɐɚɖɟɘɑəɞɔ ɞɌ ɱə. 

Å ȬəɌɗɱɞɔɣəɔɕ ɱəɝɞɜɟɘɑəɞɌɜɱɕ. 

Å ȼɚɓɎɔəɑəɌ ɝɗɟɒɍɌ ɛɱɐɞɜɔɘɖɔ ɌɍɚəɑəɞɱɎ - ɖɚɜɔɝɞɟɎɌɣɱ 



157 

 

ɝɔɝɞɑɘɔ ɓɌ ɛɚɞɜɑɍɔ ɘɚɒɟɞɨ ɓɎɑɜɞɌɞɔɝɫ ɓ ɛɔɞɌəəɫɘɔ ɐɚ 
ɝɗɟɒɍɔ ɛɱɐɞɜɔɘɖɔ ɞɌ ɚɞɜɔɘɟɎɌɞɔ Ɏɔɣɑɜɛəɱ ɎɱɐɛɚɎɱɐɱ ɞɌ 

ɖɚəɝɟɗɨɞɌɢɱɲ. 

InfoStream əɌɐɌɯ ɤɔɜɚɖɔɕ əɌɍɱɜ ɱəɝɞɜɟɘɑəɞɱɎ ɐɗɫ ɛɜɚɠɑɝɱ-
ɚəɌɗɱɎ Ɏ ɚɍɗɌɝɞɱ ɌəɌɗɱɓɟ ɱəɠɚɜɘɌɢɱɲ ɞɌ ɱəɠɚɜɘɌɢɱɕəɚɲ ɍɚɜɚɞɨɍɔ: 

Å ɛɚɤɟɖ ɛɑɜɤɚɐɒɑɜɑɗ əɚɎɔə; 

Å ɚɍɜɚɍɖɌ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ ɓ ɘɑɞɚɪ Ɏɱɐɚɖɜɑɘɔɞɔ 
ɛɜɔɜɚɐəɔɕ ɒɔɞɞɯɎɔɕ ɢɔɖɗ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɐɱɲ Ɏɱɐ 

ɤɞɟɣəɚɏɚ ɎɞɜɟɣɌəəɫ; 

Å ɌəɌɗɱɓ ɜɑɓɟɗɨɞɌɞɱɎ ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ; 

Å ɛɚɍɟɐɚɎɌ ɚəɞɚɗɚɏɱɣəɔɡ ɝɡɑɘ; 

Å ɌɎɞɚɘɌɞɔɣəɌ ɛɚɍɟɐɚɎɌ ɱəɠɚɜɘɌɢɱɕəɔɡ ɝɪɒɑɞɱɎ ɐɗɫ ɞɑ-
ɘɌɞɔɣəɚɏɚ ɌəɌɗɱɓɟ; 

Å ɎɔɓəɌɣɑəəɫ ɱ ɠɚɜɘɟɎɌəəɫ ɛɑɜɑɗɱɖɟ ɢɔɞɌɞ - ɛɜɫɘɚɲ ɘɚɎɔ 
(ȼɔɝ. 34) ɱ ɍɌɏɌɞɚ ɱəɤɚɏɚ. 

 

ȼɔɝɟəɚɖ 34 - ɎɔɎɑɐɑəəɫ ɛɑɜɑɗɱɖɟ ɢɔɞɌɞ ɓɌ ɓɌɛɔɞɚɘ 

ȣəɠɚɜɘɌɢɱɕəɔɕ ɝɑɜɎɱɝ ɞɌ ɱəɠɚɜɘɌɢɱɕəɱ ɛɜɚɐɟɖɞɔ, ɓɌɝəɚɎɌəɱ 

əɌ ɍɌɓɱ ɝɔɝɞɑɘɔ ɌɎɞɚɘɌɞɔɣəɚɏɚ ɘɚəɱɞɚɜɔəɏɟ ɱəɞɑɜəɑɞ-ȳȸȣ, ɐɚ-
ɓɎɚɗɫɪɞɨ əɌɍɌɏɌɞɚ ɝɛɜɚɝɞɔɞɔ Ɏɔɜɱɤɑəəɫ ɚɝəɚɎəɔɡ ɓɌɎɐɌəɨ ɱə-

ɠɚɜɘɌɢɱɕəɚɏɚ ɘɚəɱɞɚɜɔəɏɟ ȳȸȣ: 

Å ɎɔɓəɌɣɑəəɫ ɞɌ ɟɞɚɣəɑəəɫ ɘɚɒɗɔɎɔɡ ɚɝəɚɎəɔɡ ɱəɠɚɜɘɌ-
ɢɱɕəɔɡ ɛɜɔɎɚɐɱɎ; 

Å ɘɌɖɝɔɘɌɗɨəɚ ɛɚɎəɑ Ɏɱɐɝɞɑɒɑəəɫ ɛɟɍɗɱɖɌɢɱɕ Ɏ ɑɗɑɖɞɜɚə-
əɔɡ ȳȸȣ, ɥɚ əɌɗɑɒɌɞɨ ɐɚ ɢɱɖɌɎɚɲ ɛɚɐɱɲ; 

Å ɎɔɓəɌɣɑəəɫ ɝɞɟɛɑəɫ ɗɚɫɗɨəɚɝɞɱ ɞɔɡ ɣɔ ɱəɤɔɡ ȳȸȣ ɐɚ 
ɖɚɘɛɌəɱɲ, ɍɜɑəɐɟ Ɍɍɚ ɛɑɜɝɚəɔ; 

Å ɛɚɍɟɐɚɎɌ ɘɑɐɱɌ-ɜɑɛɟɞɌɢɱɲ ɖɚɘɛɌəɱɲ, ɍɜɑəɐɟ Ɍɍɚ ɛɑɜɝɚəɔ; 

Å ɚɛɑɜɌɞɔɎəɔɕ ɱ ɜɱɓəɚɛɗɌəɚɎɔɕ ɘɚəɱɞɚɜɔəɏ ɱəɠɚɜɘɌɢɱɲ ɛɜɚ 
ɞɑəɐɑəɢɱɲ ɜɚɓɎɔɞɖɟ ɏɌɗɟɓɱ Ɍɍɚ ɜɔəɖɟ; 

Å Ɏɱɐɝɞɑɒɑəəɫ ɐɱɫɗɨəɚɝɞɱ ɖɚəɖɟɜɑəɞɱɎ, ɛɌɜɞəɑɜɱɎ ɱ ɜɑɏɟ-
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ɗɪɪɣɔɡ ɚɜɏɌəɱɎ ɐɗɫ ɚɛɑɜɌɞɔɎəɚɏɚ ɜɑɌɏɟɎɌəəɫ əɌ ɛɚɐɱɲ ɱ 
ɝɎɚɯɣɌɝəɚɏɚ ɖɚɜɔɏɟɎɌəəɫ ɎɗɌɝəɚɲ ɝɞɜɌɞɑɏɱɲ; 

Å ɛɚɤɟɖ ɛɚɞɑəɢɱɕəɔɡ ɖɗɱɯəɞɱɎ ɱ ɛɌɜɞəɑɜɱɎ; 

Å ɜɑɞɜɚɝɛɑɖɞɔɎəɔɕ ɐɚɝɞɟɛ ɐɚ ɱəɠɚɜɘɌɢɱɲ ɛɜɚ ɛɑɎəɟ ɖɚɘ-
ɛɌəɱɪ, ɍɜɑəɐ, ɛɑɜɝɚəɟ, ɛɚɐɱɪ Ɍɍɚ ɜɔəɖɔ, ɓɌ ɐɚɛɚɘɚɏɚɪ 

ɌɜɡɱɎɟ, ɥɚ ɠɚɜɘɟɎɌɎɝɫ ɛɚəɌɐ 20 ɜɚɖɱɎ; 

Å ɌəɌɗɱɓ ɑɠɑɖɞɔɎəɚɝɞɱ ɛɜɚɎɑɐɑəɔɡ ɓɌɡɚɐɱɎ, Ɍɖɢɱɕ ɣɔ ɛɜɚɑ-
ɖɞɱɎ ɐɗɫ ɎɗɌɝəɔɡ ɢɱɗɑɕ ɞɌ/Ɍɍɚ Ɏ ɱəɞɑɜɑɝɌɡ ɓɌɘɚɎəɔɖɌ. 

ɋɖ ɛɜɔɖɗɌɐ ɓɌɝɞɚɝɟɎɌəəɫ ɘɚɒɗɔɎɚɝɞɑɕ ɌəɌɗɱɓɟ ɝɚɢɱɌɗɨəɔɡ 

ɘɑɜɑɒ əɌɎɑɐɑɘɚ ɠɜɌɏɘɑəɞ ɐɚɝɗɱɐɒɑəəɫ ɘɑɜɑɒɱ ɓɎ'ɫɓɖɱɎ ɛɚəɫɞɨ, 
ɫɖɱ ɑɖɝɞɜɌɏɟɪɞɨɝɫ ɓ ɖɚɜɛɟɝɱɎ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɞɑɖɝɞɱɎ ð ɘɌɝɔ-

ɎɱɎ ɐɚɖɟɘɑəɞɱɎ, ɥɚ ɝɖɌəɟɪɞɨɝɫ ɓ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɝɔɝɞɑɘɚɪ 

ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ InfoStream.  
Ȼɜɔ ɛɚɍɟɐɚɎɱ ɘɑɜɑɒɱ ɛɚəɫɞɨ ɎɔɖɚɜɔɝɞɚɎɟɎɌɗɔɝɫ Ɍɗɏɚɜɔɞɘɔ 

ɌɎɞɚɘɌɞɔɣəɚɏɚ Ɏɔɗɟɣɑəəɫ ɛɚəɫɞɨ ɱɓ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɞɑɖɝɞɱɎ. 
Ƚɗɱɐ ɓɌɓəɌɣɔɞɔ, ɥɚ ɛɱɐɡɚɐɔ ɐɚ Ɏɔɗɟɣɑəəɫ ɜɱɓəɔɡ ɞɔɛɱɎ ɛɚəɫɞɨ ɱɓ 

ɞɑɖɝɞɱɎ ɝɟɞɞɯɎɚ Ɏɱɐɜɱɓəɫɪɞɨɝɫ ɫɖ ɟ ɖɚəɞɑɖɝɞɱ ɲɡ ɟɫɎɗɑəəɫ, ɱ ɓɌ 

ɝɞɜɟɖɞɟɜəɔɘɔ ɚɓəɌɖɌɘɔ. ȾɌɖ, ɐɗɫ ɎɔɫɎɗɑəəɫ əɌɗɑɒəɚɝɞɱ ɐɚɖɟ-
ɘɑəɞɌ ɐɚ ɜɟɍɜɔɖɔ ɞɑɘɌɞɔɣəɚɏɚ ɖɗɌɝɔɠɱɖɌɞɚɜɌ ɘɚɒɟɞɨ Ɏɔɖɚɜɔ-

ɝɞɚɎɟɎɌɞɔɝɫ ɝɛɑɢɱɌɗɨəɔɘ ɣɔəɚɘ ɝɖɗɌɐɑəɱ ɓɌɛɔɞɔ, ɥɚ ɎɖɗɪɣɌ-

ɪɞɨ ɗɚɏɱɣəɱ ɞɌ ɖɚəɞɑɖɝɞəɱ ɚɛɑɜɌɞɚɜɔ, ɐɟɒɖɔ ɞɚɥɚ.  
ȮɔɫɎɗɑəəɫ ɏɑɚɏɜɌɠɱɣəɔɡ əɌɓɎ ɛɑɜɑɐɍɌɣɌɯ ɎɔɖɚɜɔɝɞɌəəɫ 

ɞɌɍɗɔɢɨ, ɟ ɫɖɔɡ ɖɜɱɘ ɤɌɍɗɚəɱɎ əɌɛɔɝɌəəɫ ɢɔɡ əɌɓɎ Ɏɔɖɚɜɔɝɞɚ-

Ɏɟɪɞɨɝɫ ɖɚɐɔ ɖɜɌɲə, əɌɓɎɔ ɜɑɏɱɚəɱɎ ɞɌ əɌɝɑɗɑəɔɡ ɛɟəɖɞɱɎ. 
Ʌɑ ɚɐɔə Ɏɔɐ ɛɚəɫɞɨ, ɞɌɖɔɕ ɫɖ çɛɑɜɝɚəɔè, ɑɖɝɞɜɌɏɟɯɞɨɝɫ ɓ 

ɞɑɖɝɞɱɎ əɌ ɛɱɐɝɞɌɎɱ ɛɜɌɎɔɗ, ɥɚ ɎɜɌɡɚɎɟɪɞɨ ɞɌɍɗɔɢɱ ɐɚɛɟɝɞɔɘɔɡ 

ɱɘɑə ɞɌ ɛɜɱɓɎɔɥ, ɤɌɍɗɚəɔ ɱəɱɢɱɌɗɱɎ, ɘɚɒɗɔɎɱ ɎɌɜɱɌəɞɔ ɝɛɱɗɨəɚɏɚ 
əɌɛɔɝɌəəɫ ɱəɱɢɱɌɗɱɎ/ɱɘɑə ɞɌ ɛɜɱɓɎɔɥ. 

Ƚɗɱɐ ɓɌɓəɌɣɔɞɔ, ɥɚ ɝɔɝɞɑɘɌ InfoStream ɎɖɗɪɣɌɯ ɓɌɝɚɍɔ 

ɚɞɜɔɘɌəəɫ ɛɚəɫɞɨ ɱ, ɝɑɜɑɐ ɱəɤɚɏɚ, əɌɐɌɯ ɖɚɜɔɝɞɟɎɌɣɌɘ ɜɑɓɟɗɨ-
ɞɌɞɔ ɟ Ɏɔɏɗɫɐɱ çɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɜɞɜɑɞɱɎè, ɫɖɱ ɎɖɗɪɣɌɪɞɨ ɞɌɖɱ 

ɛɚəɫɞɞɫ, ɫɖ ɖɗɪɣɚɎɱ ɝɗɚɎɌ, ɏɑɚɏɜɌɠɱɣəɱ əɌɓɎɔ, ɛɜɱɓɎɔɥɌ ɛɑɜ-

ɝɚə, əɌɓɎɔ ɠɱɜɘ ɱ ɞ.ɐ. Ȯ ɜɌɘɖɌɡ ɢɱɯɲ ɝɔɝɞɑɘɔ ɌəɌɗɱɓɟɪɞɨɝɫ ɎɗɌɝ-
ɞɔɎɚɝɞɱ ɘɑɜɑɒ, ɟɞɎɚɜɑəɔɡ ɛɚəɫɞɞɫɘɔ, ɛɚɎ'ɫɓɌəɔɡ ɚɐɔə ɓ ɚɐəɔɘ 

ɓɏɌɐɖɌɘɔ ɟ ɞɔɡ ɝɌɘɔɡ ɐɚɖɟɘɑəɞɌɡ.  
ȸɑɜɑɒɌ, ɟɞɎɚɜɑəɌ ɛɚəɫɞɞɫɘɔ, ɥɚ Ɏɔɞɫɏɟɪɞɨɝɫ ɓ ɛɚɞɚɖɱɎ 

ɞɑɖɝɞɱɎ, əɑ ɝɞɌɞɔɣəɌ, Ɍ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɚɍɝɫɏɱɎ ɐɚɖɟɘɑəɞɱɎ, ɓ ɫɖɔɡ 

Ɏɔɞɫɏɟɪɞɨɝɫ ɎɱɐɛɚɎɱɐəɱ ɛɚəɫɞɞɫ. Ⱥɞɒɑ, ɜɚɓɟɘɱəəɫ ɝɞɜɟɖɞɟɜɔ 
ɞɌɖɔɕ ɘɑɜɑɒɱ əɑɚɍɡɱɐəɚ ɎɜɌɡɚɎɟɎɌɞɔ ɲɲ ɑɎɚɗɪɢɱɪ. 
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ȺɞɜɔɘɌəɱ ɑɘɛɱɜɔɣəɱ ɜɑɓɟɗɨɞɌɞɔ ɘɚɒɟɞɨ ɍɟɞɔ ɖɚɜɔɝəɔɘɔ, 
əɌɛɜɔɖɗɌɐ, ɛɜɔ ɘɚɐɑɗɪɎɌəəɱ ɑɖɚəɚɘɱɖɚ-ɝɚɢɱɌɗɨəɔɡ ɛɜɚɢɑɝɱɎ, 

ɎɔɫɎɗɑəəɱ ɞɌ ɎɱɓɟɌɗɱɓɌɢɱɲ əɑɫɎəɔɡ ɓɎ'ɫɓɖɱɎ ɚɖɜɑɘɔɡ ɚɍ'ɯɖɞɱɎ ɣɔ 

ɝɟɍ'ɯɖɞɱɎ. ɀɑəɚɘɑə ɝɞɌɍɱɗɱɓɌɢɱɲ ɘɑɜɑɒɱ ɓɎ'ɫɓɖɱɎ ɛɜɌɖɞɔɣəɚ ɐɚ-
ɓɎɚɗɫɯ ɤɗɫɡɚɘ ɌəɌɗɱɓɟ əɑɎɑɗɔɖɚɏɚ ɘɌɝɔɎɟ ɐɚɖɟɘɑəɞɱɎ ɎɔɫɎɗɫɞɔ 

ɝɞɱɕɖɱ ɓɎ'ɫɓɖɔ, ɓəɔɒɟɎɌɞɔ ɎɛɗɔɎ ɤɟɘɚɎɔɡ ɣɔəəɔɖɱɎ. ȮɚɐəɚɣɌɝ 

ɛɚɖɔ ɓɌɗɔɤɌɯɞɨɝɫ Ɏɱɐɖɜɔɞɔɘ ɛɔɞɌəəɫ ɚɢɱəɖɔ ɖɚɜɑɗɫɢɱɲ ɚɞɜɔ-
ɘɌəɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɎɓɌɯɘɚɓɎ'ɫɓɖɱɎ ɛɑɜɝɚə, ɜɚɓɜɌɡɚɎɌəɔɡ 

ɤɗɫɡɚɘ ɛɱɐɜɌɡɟəɖɟ ɣɌɝɞɚɞɔ ɐɚɖɟɘɑəɞɱɎ, ɟ ɫɖɔɡ ɛɑɜɝɚəɔ ɓɏɌɐɟ-
ɪɞɨɝɫ ɝɛɱɗɨəɚ, ɞɌ ɎɓɌɯɘɚɓɎ'ɫɓɖɱɎ ɜɑɌɗɨəɔɡ. 

2.7.4 Attack Index  

Attack Index (attackindex.com) ð ɝɔɝɞɑɘɌ, ɥɚ ɐɚɓɎɚɗɫɯ ɐɌɞɔ 

ɎɱɐɛɚɎɱɐɱ əɌ ɓɌɛɔɞɌəəɫ: ɣɔ Ɏɑɐɑɞɨɝɫ ɛɜɚɞɔ ɖɚɜɔɝɞɟɎɌɣɌ ɱəɠɚɜ-

ɘɌɢɱɕəɌ ɌɞɌɖɌ, ɣɔ ɎɱɐɍɟɎɝɫ ɛɜɔɜɚɐəɔɕ ɝɛɗɑɝɖ ɱəɞɑɜɑɝɟ ɐɚ ɛɚɐɱɲ; 
ɖɚɗɔ ɛɚɣɌɗɌɝɫ ɱəɠɚɜɘɌɢɱɕəɌ ɚɛɑɜɌɢɱɫ, əɌɝɖɱɗɨɖɔ ɎɚəɌ ɱəɞɑəɝɔ-

ɎəɌ ɞɌ ɘɌɝɤɞɌɍəɌ; ɫɖɱ ɝɌɕɞɔ ɞɌ ɚɍɗɱɖɚɎɱ ɓɌɛɔɝɔ Ɏ ɝɚɢɱɌɗɨəɔɡ 

ɘɑɜɑɒɌɡ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɐɗɫ ɌɞɌɖɔ; ɡɞɚ ɝɞɌɎ ɱəɱɢɱɌɞɚɜɚɘ 
ɱəɠɚɜɘɌɢɱɕəɚɲ ɚɛɑɜɌɢɱɲ ɞɌ ɫɖ ɛɚɎ'ɫɓɌəɱ ɲɲ ɟɣɌɝəɔɖɔ. 

ȽɔɝɞɑɘɌ Attack Index ɱəɞɑɏɜɟɯ ɚɖɜɑɘɱ ɝɛɑɢɱɌɗɨəɱ ɘɚɐɟɗɱ, ɥɚ 

ɜɑɌɗɱɓɟɪɞɨ ɚɖɜɑɘɱ ɱəɝɞɜɟɘɑəɞɌɗɨəɱ ɓɌɝɚɍɔ ɐɚɝɗɱɐɒɑəəɫ ɱəɠɚɜ-
ɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ, Ɍ ɝɌɘɑ ɎɱɓɟɌɗɨəɚɏɚ ɎɱɐɚɍɜɌɒɑəəɫ ɐɔəɌɘɱɖɔ 

ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ, ɜɑɓɟɗɨɞɌɞɱɎ ɓɏɗɌɐɒɟɎɌəəɫ ɎɱɐɛɚɎɱɐəɔɡ 
ɣɌɝɚɎɔɡ ɜɫɐɱɎ,  ɏɜɌɠɱɖ ɜɚɓɛɚɐɱɗɟ ɛɚɎɱɐɚɘɗɑəɨ ɓɌ ɞɚəɌɗɨəɱɝɞɪ, 

ɐɱɌɏɜɌɘɔ Ɏɱɐɡɔɗɑəəɫ ɣɌɝɚɎɚɏɚ ɜɫɐɟ Ɏɱɐ ɗɚɖɌɗɨəɔɡ ɗɱəɱɕəɔɡ ɞɜɑ-

əɐɱɎ, ɐɱɌɏɜɌɘɔ ɖɚɜɑɗɫɢɱɲ ɣɌɝɚɎɚɏɚ ɜɫɐɟ ɱɓ ɤɌɍɗɚəɌɘɔ ɱəɠɚɜɘɌ-
ɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ, ɛɑɜɑɗɱɖ ɱ ɘɑɜɑɒɟ ɱəɠɚɜɘɌɢɱɕəɔɡ ɐɒɑɜɑɗ,  ɐɔ-

əɌɘɱɖɟ ɛɚɖɌɓəɔɖɌ ɝɞɌɍɱɗɨəɚɝɞɱ ɣɌɝɚɎɚɏɚ ɜɫɐɟ, ɜɑɓɟɗɨɞɌɞɔ ɛɜɚ-

ɏəɚɓɟɎɌəəɫ ɛɚɎɑɐɱəɖɔ ɣɌɝɚɎɔɡ ɜɫɐɱɎ ɞɚɥɚ.  Ȯ ɝɔɝɞɑɘɱ Attack 
Index ɜɑɌɗɱɓɚɎɌəɌ ɘɑɞɚɐɔɖɌ ɜɚɓɛɱɓəɌɎɌəəɫ ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɛɑ-

ɜɌɢɱɕ ɱ ɎɱɓɟɌɗɱɓɌɢɱɲ ɌəɚɘɌɗɱɕ  Ɏ ɣɌɝɚɎɔɡ ɜɫɐɌɡ ɐɔəɌɘɱɖɔ ɞɑɘɌ-

ɞɔɣəɔɡ ɛɟɍɗɱɖɌɢɱɕ, ɓɚɖɜɑɘɌ, ɱɓ ȣəɞɑɜəɑɞ-ɛɜɚɝɞɚɜɟ. ȽɔɝɞɑɘɌ ɐɚ-
ɓɎɚɗɫɯ ɎɔɫɎɗɫɞɔ ɚɝəɚɎəɱ ɞɜɑəɐɔ ɐɔəɌɘɱɖɔ ɞɑɘɌɞɔɣəɔɡ ɱəɠɚɜ-

ɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ, ɎɔɫɎɗɫɞɔ ɌəɚɘɌɗɱɲ, ɱəɠɚɜɘɌɢɱɕəɱ ɚɛɑɜɌɢɱɲ, 

ɝɞɎɚɜɪɯ ɚɝəɚɎɟ ɘɑɞɚɐɚɗɚɏɱɲ ɲɡ ɓɌɝɞɚɝɟɎɌəəɫ ɐɚ ɚɖɜɑɘɔɡ ɛɜɑɐ-
ɘɑɞəɔɡ ɚɍɗɌɝɞɑɕ.  

Ƚɔɝɞɑɘɟ Attack Index ɝɞɎɚɜɔɗɌ ɖɚɘɌəɐɌ, ɫɖɌ ɝɖɗɌɐɌɯɞɨɝɫ ɓ 

ɛɜɑɐɝɞɌɎəɔɖɱɎ ɞɑɡəɱɣəɔɡ ɞɌ ɖɚɘɛõɪɞɑɜəɔɡ əɌɟɖ, ɛɜɔɖɗɌɐəɚɲ 
ɘɌɞɑɘɌɞɔɖɔ, ɘɑɐɱɌ, ɝɚɢɱɚɗɚɏɱɲ, ȣȾ ɞɌ ɱəɠɚɜɘɌɢɱɕəɚɲ ɍɑɓɛɑɖɔ. 

ȽɌɘɑ ɞɚɘɟ ɟɝɱ ɝɟɣɌɝəɱ əɌɟɖɚɎɱ ɐɚɝɫɏəɑəəɫ, ɟ ɛɑɜɤɟ ɣɑɜɏɟ ɎɗɌɝ-
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əɱ, ɤɎɔɐɖɚ ɱɘɛɗɑɘɑəɞɟɪɞɨɝɫ ɐɚ Attack Index. ȹɌɟɖɚɎɱ ɐɚɝɗɱ-
ɐɒɑəəɫ ɖɚɘɌəɐɔ, ɓɌɓɎɔɣɌɕ ɛɑɜɑɞɎɚɜɪɪɞɨɝɫ ɟ ɜɚɍɚɣɱ ɘɚɐɑɗɱ ɓ 

ɛɚɑɞɌɛəɔɘ ɎɛɜɚɎɌɐɒɑəəɫɘ ɐɚ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ ɓɎɱɞɟ.  

ȽɔɝɞɑɘɌ Attack Index ɍɌɓɟɯɞɨɝɫ əɌ əɔɓɢɱ ɘɌɞɑɘɌɞɔɖɚ-
ɝɞɌɞɔɝɞɔɣəɔɡ ɘɑɞɚɐɌɡ ɚɍɜɚɍɖɔ ɱəɠɚɜɘɌɢɱɲ ɞɌ ɱəɞɑɜɛɜɑɞɌɢɱɲ ɱə-

ɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ, ɫɖɱ ɍɟɗɔ ɚɍɻɜɟəɞɚɎɌəɱ Ɏ əɌɟɖɚɎɔɡ ɜɚɍɚ-

ɞɌɡ ɱ ɚɛɜɚɍɚɎɌəɱ əɌ ɛɜɌɖɞɔɢɱ. Attack Index ɎɔɖɚɜɔɝɞɚɎɟɯ ɞɑɡəɚ-
ɗɚɏɱɲ Ɏɑɗɔɖɔɡ ɐɌəɔɡ (Big Data), ɖɚɘɛɗɑɖɝ ɌəɌɗɱɞɔɣəɔɡ Ɍɗɏɚɜɔɞ-

ɘɱɎ, Ɍ ɞɌɖɚɒ ɱəɝɞɜɟɘɑəɞɔ ɓɍɚɜɟ ɞɌ ɎɱɓɟɌɗɱɓɌɢɱɲ ɐɌəɔɡ ɛɜɚ ɌɞɌɖɟ. 
Ȼɑɜɤ ɓɌ Ɏɝɑ, ɘɑɞɚɐɔ Attack Index ɍɌɓɟɪɞɨɝɫ əɌ ɞɚɘɟ, ɥɚ 

ɝɟɣɌɝəɔɕ ɱəɠɚɜɘɌɢɱɕəɔɕ ɛɜɚɝɞɱɜ əɌɐɌɯ ɘɚɒɗɔɎɱɝɞɨ ɚɞɜɔɘɌəəɫ 

ɛɜɌɖɞɔɣəɚ ɍɟɐɨ-ɫɖɚɲ ɱəɠɚɜɘɌɢɱɲ ɛɚ ɚɍɜɌəɚɘɟ ɛɔɞɌəəɪ ɛɜɔ əɌ-
ɫɎəɚɝɞɱ ɎɱɐɛɚɎɱɐəɚɏɚ ɱəɝɞɜɟɘɑəɞɌɜɱɪ. ȵɚɏɚ ɎɔɖɚɜɔɝɞɌəəɫ ɐɚ-

ɓɎɚɗɫɯ ɌəɌɗɱɓɟɎɌɞɔ ɎɓɌɯɘɚɓɎõɫɓɚɖ ɘɔəɟɗɔɡ ɱ ɛɚɞɚɣəɔɡ ɛɚɐɱɕ ɓ 

ɱəɠɚɜɘɌɢɱɕəɚɲ ɌɖɞɔɎəɱɝɞɪ ɚɍɜɌəɚɏɚ ɖɚɗɌ ɐɒɑɜɑɗ. ȾɌɖɔɕ ɛɱɐɡɱɐ 
ɚɍɟɘɚɎɗɑəɔɕ, ɛɑɜɤ ɓɌ Ɏɝɑ, ɝɞɌɞɔɝɞɔɖɚɪ. 

ɋɖ ɱəɠɚɜɘɌɢɱɕəɔɕ ɛɜɚɐɟɖɞ Attack Index (ɱəɐɑɖɝ ɌɞɌɖ) ð ɢɑ 

ɱəɞɑɏɜɌɗɨəɔɕ ɛɚɖɌɓəɔɖ ɜɱɎəɫ ɱəɠɚɜɘɌɢɱɕəɚɲ əɑɍɑɓɛɑɖɔ, ɥɚ 
ɎɜɌɡɚɎɟɯ ɍɑɓɗɱɣ ɠɌɖɞɚɜɱɎ. ȿ əɔɡ Ɏɡɚɐɫɞɨ: əɌɫɎəɱɝɞɨ ɱəɠɚɜɘɌ-

ɢɱɕəɚɲ ɌɖɞɔɎəɚɝɞɱ, ɌɖɞɔɎəɚɝɞɱ ɘɚɒɗɔɎɔɡ ɖɚəɖɟɜɑəɞɱɎ, Ɏɱɐɡɔ-

ɗɑəəɫ ɝɑɜɑɐəɨɚɏɚ ɠɚəɟ, əɌɫɎəɱɝɞɨ ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ ɱ 
ɝɞɌɐɱɕ ɲɡ ɜɚɓɎɔɞɖɟ, ɜɑɞɜɚɝɛɑɖɞɔɎɌ ɱ ɐɔəɌɘɱɖɌ əɑɏɌɞɔɎəɚɲ ɞɚəɌ-

ɗɨəɚɝɞɱ ɛɟɍɗɱɖɌɢɱɕ, Ɍ ɞɌɖɚɒ ɝɞɟɛɱəɨ ɡɌɚɞɔɣəɚɝɞɱ ɛɜɚɢɑɝɱɎ. ȶɜɱɘ 

ɞɚɏɚ, Ɏ ɜɚɓɜɚɍɢɱ ɓəɌɡɚɐɔɞɨɝɫ ɱəɝɞɜɟɘɑəɞ ɛɜɚɏəɚɓɟɎɌəəɫ ɱəɠɚɜ-
ɘɌɢɱɕəɔɡ ɛɚɐɱɕ. 

Attack Index ɎɱɐɛɚɎɱɐɌɯ əɌ ɞɌɖɱ ɓɌɛɔɞɔ ɖɚɜɔɝɞɟɎɌɣɱɎ: 

¶ ɣɔ Ɏɑɐɑɞɨɝɫ ɛɜɚɞɔ ɎɌɝ ɱəɠɚɜɘɌɢɱɕəɌ ɌɞɌɖɌ Ɍɍɚ ɝɞɌɎɝɫ 
ɝɛɗɑɝɖ ɱəɞɑɜɑɝɟ ɐɚ ɛɚɐɱɲ; 

¶ ɣɔ ɯ ɝɛɱɖɑɜɔ ɞɌ ɡɞɚ Ɏɚəɔ, ɫɖɱ ɑɘɚɢɱɲ ɛɜɚ ɎɌɝ Ɏɚəɔ ɞɜɌəɝ-
ɗɪɪɞɨ ɝɟɝɛɱɗɨɝɞɎɟ; 

¶ ɫɖ ɟɝɟəɟɞɔ ɞɌ əɱɎɑɗɪɎɌɞɔ əɌɝɗɱɐɖɔ ɌɞɌɖɔ, ɞɔɛɚɎɱ ɝɢɑəɌ-
ɜɱɲ ɛɜɚɞɔɐɱɲ ɓɌɏɜɚɓɌɘ; 

¶ ɡɞɚ ɝɞɌɎ ɱəɱɢɱɌɞɚɜɚɘ ɱəɠɚɜɘɌɢɱɕəɚɲ ɚɛɑɜɌɢɱɲ ɱ ɫɖ 
ɛɚɎõɫɓɌəɱ ɲɲ ɟɣɌɝəɔɖɔ; 

¶ ɖɚɗɔ ɛɚɣɌɗɌɝɫ ɱəɠɚɜɘɚɛɑɜɢɱɫ, əɌɝɖɱɗɨɖɔ ɎɚəɌ ɱəɞɑəɝɔɎ-

əɌ ɞɌ ɘɌɝɤɞɌɍəɌ; 

¶ ɫɖɱ Ɏɑɍ-ɝɌɕɞɔ ɞɌ ɌɖɌɟəɞɔ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ Ɏɔɖɚɜɔ-

ɝɞɚɎɟɪɞɨɝɫ ɐɗɫ ɌɞɌɖɔ. 
ȽɖɗɌɐɚɎɱ ɜɱɤɑəəɫ Attack Index: 

¶ ɛɚɤɟɖ ɛɚɎɱɐɚɘɗɑəɨ ɓɌ ɞɑɘɌɘɔ, ɥɚ ɛɜɑɐɝɞɌɎɗɫɪɞɨ ɱəɞɑ-
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ɜɑɝ Ɏ ɏɗɚɍɌɗɨəɔɡ ɘɑɜɑɒɌɡ; 

¶ Ɏɱɐɝɞɑɒɑəəɫ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ (ɱɝɞɚɜɱɕ), ɎɱɐɛɚɎɱɐ-

əɔɡ ɞɑɘ, ɛɚɐɱɕ ɱ ɛɜɚɢɑɝɱɎ; 

¶ ɎɔɓəɌɣɑəəɫ ɐɔəɌɘɱɖɔ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ; 

¶ ɛɚɍɟɐɚɎɌ ɐɔəɌɘɱɖɔ ɞɚəɌɗɨəɚɝɞɱ ɛɟɍɗɱɖɌɢɱɕ; 

¶ ɎɔɓəɌɣɑəəɫ ɌəɚɘɌɗɨəɚɏɚ ɱ ɖɜɔɞɔɣəɚɏɚ Ɏ ɓɌɐɌəɔɕ ɘɚɘɑəɞ 

ɟ ɐɔəɌɘɱɢɱ ɞɑɘɌɞɔɣəɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ; 

¶ ɎɔɓəɌɣɑəəɫ ɚɝəɚɎəɔɡ ɛɚɐɱɕ ɱ ɚɍõɯɖɞɱɎ ɞɑɘɌɞɔɣəɚɏɚ ɛɚɞɚ-

ɖɟ ɱəɠɚɜɘɌɢɱɲ; 

¶ ɎɱɓɟɌɗɱɓɌɢɱɫ Ɏɱɐəɚɝɔə ɚɍõɯɖɞɱɎ ɘɚəɱɞɚɜɔəɏɟ; 

¶ ɛɜɚɏəɚɓɟɎɌəəɫ ɜɚɓɎɔɞɖɟ ɝɔɞɟɌɢɱɲ. 

ȶɚɘɛɗɑɖɝ ɖɚɘɛõɪɞɑɜəɔɡ ɛɜɚɏɜɌɘ ɜɑɌɗɱɓɟɯɞɨɝɫ ɫɖ Ɏɑɍ-
ɓɌɝɞɚɝɟəɚɖ. Ȱɗɫ Ɏɔɡɚɐɟ əɌ ɏɚɗɚɎəɔɕ ɱəɞɑɜɠɑɕɝ ɖɚɘɛɗɑɖɝɟ (ȼɔɝ. 

35) ɖɚɜɔɝɞɟɎɌɣɟ əɑɚɍɡɱɐəɚ ɎɎɑɝɞɔ Ɍɐɜɑɝɟ Ɏɑɍ-ɝɌɕɞɟ, ɗɚɏɱə ɱ ɛɌ-

ɜɚɗɨ.  

 
ȼɔɝɟəɚɖ 35 ð ȽɞɌɜɞɚɎɌ ɝɞɚɜɱəɖɌ ɖɚɘɛõɪɞɑɜəɚɏɚ ɖɚɘɛɗɑɖɝɟ ɛɜɚɏɜɌɘɔ 

ȿ əɌɎɑɐɑəɚɘɟ Ɏɑɍ-ɓɌɝɞɚɝɟəɖɟ ɓ Ɏɑɍ-ɠɚɜɘɔ ɓɌɛɔɞɟɪɞɨɝɫ ɞɌ-

ɖɱ ɐɌəɱ: ɓɌɛɔɞ ɟ Ɏɔɏɗɫɐɱ ɖɗɪɣɚɎɔɡ ɝɗɱɎ ɓ ɛɌɜɌɘɑɞɜɌɘɔ Ɏɖɗɪɣɑə-

əɫ Ɍɍɚ Ɏɔɖɗɪɣɑəəɫ, ɐɌɞɔ ɛɚɣɌɞɖɟ ɱ ɖɱəɢɫ ɛɑɜɱɚɐɟ, ɍɌɓɌ ɐɌəɔɡ 
ɐɒɑɜɑɗ. ȿ ɓɌɛɔɞɱ ɘɚɒəɌ ɎɔɍɔɜɌɞɔ ɘɚɎɟ ɛɟɍɗɱɖɌɢɱɕ, ɜɑɏɱɚəɌɗɨəɟ 

ɛɜɔəɌɗɑɒəɱɝɞɨ ɱ ɞɔɛ ɍɌɓɔ ɐɌəɔɡ ɓ ɱəɠɚɜɘɌɢɱɯɪ (ɍɌɓɔ ɐɌəɔɡ 

ɘɚəɱɞɚɜɔəɏɟ ɝɌɕɞɱɎ; ɍɗɚɏɱɎ, ɠɚɜɟɘɱɎ, ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ; ɞɑ-
ɗɑ/ɜɌɐɱɚɖɚɘɛɌəɱɕ). 

Ȯ Attack Index ɜɑɌɗɱɓɚɎɌəɌ ɝɔɝɞɑɘɌ ɎɔɓəɌɣɑəəɫ ɞɚəɌɗɨəɚɝ-
ɞɱ, ɫɖɌ ɍɌɓɟɯɞɨɝɫ əɌ ɝɞɌɞɔɝɞɔɣəɚɘɟ ɛɱɐɡɚɐɱ ɱ əɌɎɣɌəəɱ əɑɕɜɚə-

əɚɲ ɘɑɜɑɒɱ. ȾɚəɌɗɨəɱɝɞɨ ɎɔɓəɌɣɌɯɞɨɝɫ ɓɌ ɐɚɛɚɘɚɏɚɪ ɘɌɤɔəəɚɏɚ 

əɌɎɣɌəəɫ. ȽɔɝɞɑɘɌ ɎɔɓəɌɣɑəəɫ ɞɚəɌɗɨəɚɝɞɱ ɍɌɓɟɯɞɨɝɫ əɌ ɝɞɌɞɔ-
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ɝɞɔɣəɚɘɟ ɛɱɐɡɚɐɱ ɱ ɝɌɘɚəɌɎɣɌəəɱ əɑɕɜɚəəɚɲ ɘɑɜɑɒɱ. Ȯ ɚɝəɚɎɱ 
ɝɞɌɞɔɝɞɔɖɔ ɗɑɒɔɞɨ ɎɔɫɎɗɑəəɫ əɌɕɍɱɗɨɤ ɣɌɝɞɚ ɎɒɔɎɌəɔɡ ɝɗɱɎ Ɏ 

ɞɑɖɝɞɌɡ ɓ ɛɚɓɔɞɔɎəɚɪ Ɍɍɚ əɑɕɞɜɌɗɨəɚɪ ɞɚəɌɗɨəɱɝɞɪ. 

ȾɚəɌɗɨəɱɝɞɨ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɘɌɝɔɎɟ, ɥɚ ɎɱɐɛɚɎɱɐɌɯ ɓɌɛɔɞɟ, 
ɛɜɑɐɝɞɌɎɗɫɯɞɨɝɫ əɌ ɏɜɌɠɱɖɌɡ, ɐɑ ɓɑɗɑəɔɕ ɖɚɗɱɜ ɚɓəɌɣɌɯ ɛɚɓɔ-

ɞɔɎ, Ɍ ɣɑɜɎɚəɔɕ - əɑɏɌɞɔɎ (ȼɔɝ. 35).  

 

ȼɔɝɟəɚɖ 36 ð ȮɱɐɚɍɜɌɒɑəəɫ ɞɚəɌɗɨəɚɝɞɱ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ  

ɀɌɖɞɔɣəɚ, Ɏɝɱ ɱəɤɱ ɛɟɍɗɱɖɌɢɱɲ ɎɔɓəɌɣɌɪɞɨɝɫ ɫɖ əɑɕɞɜɌɗɨəɱ. 

Ƀɔɘ ɍɱɗɨɤɑ ɝɔɘɑɞɜɱɲ ɝɛɚɝɞɑɜɱɏɌɯɞɨɝɫ ɘɱɒ ɢɔɘɔ ɐɎɚɘɌ ɖɜɔɎɔɘɔ, 

ɞɔɘ ɍɱɗɨɤɑ ɘɚɒəɌ ɎɎɌɒɌɞɔ ɎɱɐɛɚɎɱɐəɔɕ ɘɚɘɑəɞɟ ɘɌɞɑɜɱɌɗ Ɏ 
ɢɱɗɚɘɟ əɑɕɞɜɌɗɨəɔɘ. ȺɐəɌɖ Ɍɝɔɘɑɞɜɱɫ Ɏ ɞɟ Ɍɍɚ ɱəɤɟ ɝɞɚɜɚəɟ, 

ɝɎɱɐɣɔɞɨ ɛɜɚ ɛɑɜɑɎɌɒɌəəɫ ɑɘɚɢɱɕəɚɏɚ ɓɌɍɌɜɎɗɑəəɫ ɎɱɐɛɚɎɱɐəɚ-

ɏɚ ɞɔɛɟ. 
ȣəɠɚɜɘɌɢɱɕəɔɕ ɛɜɚɝɞɱɜ ɓɌɎɒɐɔ ɍɱɗɨɤ ɌɖɞɔɎəɚ ɜɑɌɏɟɯ əɌ 

ɛɜɚɍɗɑɘɔ ɱ əɑɏɌɞɔɎəɱ ɛɚɐɱɲ. ɋɖ əɌɝɗɱɐɚɖ, Ɏ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚ-

ɖɌɡ, ɝɞɌɞɔɝɞɔɣəɚ, əɑɏɌɞɔɎ ɓɟɝɞɜɱɣɌɯɞɨɝɫ ɣɌɝɞɱɤɑ. ȹɌɎɱɞɨ ɑɖɝɛɑ-
ɜɞɔ əɑ ɘɚɒɟɞɨ ɐɱɕɞɔ ɓɏɚɐɔ, ɥɚ ɘɚɒɑ ɍɟɞɔ əɑɏɌɞɔɎɚɘ, Ɍ ɥɚ ð 

ɛɚɓɔɞɔɎɚɘ, ɞɚɘɟ ɓɌɎɐɌəəɫ ɝɔɝɞɑɘɔ ɛɜɌɎɔɗɨəɚ ɚɍɜɚɍɔɞɔ ɓəɌɕ-

ɐɑəɱ ɞɑɖɝɞɚɎɱ ɘɌɝɔɎɔ ɱ ɛɜɑɐɝɞɌɎɔɞɔ əɌ ɜɚɓɏɗɫɐ ɚɢɱəɚɣəɱ ɓəɌ-
ɣɑəəɫ. 

ȮɱɐɘɱəəɌ ɚɝɚɍɗɔɎɱɝɞɨ ɝɔɝɞɑɘɔ Attack Index - ɎɔɓəɌɣɑəəɫ 
ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ, ɎɔɫɎɗɑəəɫ ɛɚɐɱɍəɚɝɞɱ ɱəɠɚɜɘɌɢɱɕəɚɲ 

ɐɔəɌɘɱɖɔ ɤɌɍɗɚəɌɘ ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ. Ƀɔɘ Ɏɔɥɑ ɣɑɜ-

ɎɚəɌ ɚɍɗɌɝɞɨ ɡɎɔɗɨɚɎɚɏɚ ɏɜɌɠɱɖɌ ð ɞɔɘ ɍɱɗɨɤɑ ɝɔɞɟɌɢɱɫ əɌɎɖɚɗɚ 
ɚɍ'ɯɖɞɌ ɐɚɝɗɱɐɒɑəəɫ ɟ ɛɑɎəɔɕ ɣɌɝ ɎɱɐɛɚɎɱɐɌɯ ɱəɠɚɜɘɌɢɱɕəɱɕ 

ɚɛɑɜɌɢɱɲ (ȼɔɝ. 37). 
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ȼɔɝɟəɚɖ 37 ð ɚɍõɯɘəɑ ɓɚɍɜɌɒɑəəɫ ɍɗɔɓɨɖɚɝɞɱ ɱəɠɚɜɘɌɢɱɕəɚɲ ɐɔəɌ-

ɘɱɖɔ ɚɓəɌɖɌɘ ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ 

ȶɚəɞɟɜəɌ ɖɌɜɞɌ ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ (ȼɔɝ. 38) ɎɔɓəɌ-
ɣɌɯ ɐɌɞɔ ɛɚɣɌɞɖɟ ɱ ɓɌɏɌɝɌəəɫ ɎɔɫɎɗɑəɔɡ ɡɎɔɗɨ, ɚɍɟɘɚɎɗɑəɔɡ 

ɱəɠɚɜɘɌɢɱɕəɔɘɔ ɎɛɗɔɎɌɘɔ. Ƀɔɘ ɍɱɗɨɤ əɌɝɔɣɑəɔɕ ɣɑɜɎɚəɔɕ 

ɖɚɗɱɜ - ɞɔɘ ɍɱɗɨɤɑ ɚɓəɌɖ ɱəɠɚɜɘɌɢɱɕəɚɲ ɚɛɑɜɌɢɱɲ. ȽɔɝɞɑɘɌ ɌəɌ-
ɗɱɓɟɯ əɌɫɎəɱɝɞɨ ɱəɠɚɜɘɌɢɱɕəɚɲ ɚɛɑɜɌɢɱɲ ɞɜɔɎɌɗɱɝɞɪ Ɏɱɐ 7 ɐɚ 30 

ɐəɱɎ.  

 
ȼɔɝɟəɚɖ 38 ð ɐɎɚɘɱɜəɑ ɓɚɍɜɌɒɑəəɫ ɡɎɔɗɨ ɱəɠɚɜɘɌɢɱɕəɚɲ ɌɖɞɔɎəɚ-

ɝɞɱ ɓ ɚɓəɌɖɌɘɔ ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ 

Ȼɜɔ ɛɑɜɑɘɱɥɑəəɱ ɖɟɜɝɚɜɟ ɎɑɜɞɔɖɌɗɨəɚ ɓɌ ɐɌɞɚɪ ɘɚɒəɌ ɛɚ-
ɍɌɣɔɞɔ ɘɌɖɝɔɘɌɗɨəɑ ɓəɌɣɑəəɫ ɕɘɚɎɱɜəɚɝɞɱ ɓɍɱɏɟ ɱəɠɚɜɘɌɢɱɕəɚɲ 

ɐɔəɌɘɱɖɔ ɓ ɖɗɌɝɔɣəɔɘ ɤɌɍɗɚəɚɘ ɱəɠɚɜɘɌɢɱɕəɚɲ ɚɛɑɜɌɢɱɲ. ȸɚ-
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ɒəɌ ɎɱɐɝɞɑɒɟɎɌɞɔ ɘɌɖɝɔɘɌɗɨəɑ ɓəɌɣɑəəɫ ɛɌɜɌɘɑɞɜɌ ɱəɠɚɜɘɌ-
ɢɱɕəɚɲ ɚɛɑɜɌɢɱɲ (ɛɜɔɕɘɌɯ ɓəɌɣɑəəɫ Ɏɱɐ 0 ɐɚ 100). ɂɑ ɓəɌɣɑəəɫ 

ɎɱɐɛɚɎɱɐɌɯ ɖɱɗɨɖɚɝɞɱ ɐəɱɎ ȶ, ɛɜɚɞɫɏɚɘ ɫɖɔɡ ɎɱɐɍɟɎɌɗɔɝɫ ɚɝəɚɎəɱ 

ɠɌɓɔ ɚɛɑɜɌɢɱɲ. Ȱɗɫ ɎɔɫɎɗɑəɔɡ ɚɍɗɌɝɞɑɕ ɱ ɐɌɞ ɱəɠɚɜɘɌɢɱɕəɔɡ 
ɚɛɑɜɌɢɱɕ ɛɜɑɐɝɞɌɎɗɫɪɞɨɝɫ: ɞɚɛ-5 ɱəɠɚɜɘɌɢɱɕəɔɡ ɝɪɒɑɞɱɎ Ɏɱɐ-

ɛɚɎɱɐəɔɡ ɚɛɑɜɌɢɱɕ ɞɌ ɞɚɛ-10 ɜɑɝɟɜɝɱɎ ð ɜɚɓɛɚɎɝɪɐɒɟɎɌɣɱɎ ɱə-

ɠɚɜɘɌɢɱɲ. 
ȯɜɌɠ ɎɓɌɯɘɚɓɎõɫɓɖɟ ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ əɌɐɌɯ ɞɚɛ-20 ɐɒɑ-

ɜɑɗ ɓɌ ɎɔɫɎɗɑəɔɘɔ ɐəɫɘɔ əɌɕɍɱɗɨɤɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɝɛɗɑɝɖɱɎ 
Ɍɍɚ ɛɜɚɎɑɐɑəəɫ ɱəɠɚɜɘɌɢɱɕəɚɲ ɚɛɑɜɌɢɱɲ. ȼɑɕɞɔəɏ ɍɟɐɟɯɞɨɝɫ ɓɌ 

ɖɱɗɨɖɱɝɞɪ ɛɟɍɗɱɖɌɢɱɕ əɌ ɚɐəɚɘɟ ɐɒɑɜɑɗɟ. ȶɚɏəɱɞɔɎəɌ ɖɌɜɞɌ 

ɓɎ'ɫɓɖɱɎ (ȼɔɝ. 39) ɛɚɖɌɓɟɯ ɎɓɌɯɘɚɓɌɗɑɒəɱɝɞɨ (əɌɛɜɔɖɗɌɐ, ɛɑɜɑ-
ɐɜɟɖ ɣɔ əɌɫɎəɱɝɞɨ ɛɚɝɔɗɌəɨ) 20 əɌɕɍɱɗɨɤ ɓəɌɣɟɥɔɡ ɚɍ'ɯɖɞɱɎ 

ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɝɛɗɑɝɖɟ Ɍɍɚ ɚɛɑɜɌɢɱɲ Ɏ ɜɚɓɜɌɡɚɎɌəɟ ɐɌɞɟ. ȼɚɓ-

ɘɱɜ ɖɚɗɌ ɐɒɑɜɑɗɌ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɖɱɗɨɖɚɝɞɱ ɛɟɍɗɱɖɌɢɱɕ. Ȼɜɔ əɌɞɔɝ-
ɖɌəəɱ ɘɔɤɱ əɌ əɌɓɎɱ ɐɒɑɜɑɗɌ ɝɔəɱɘ ɖɚɗɨɚɜɚɘ ɛɚɖɌɓɟɯɞɨɝɫ ɓɎ'ɫ-

ɓɚɖ ɐɗɫ ɎɔɍɜɌəɚɏɚ ɐɒɑɜɑɗɌ ɓ ɱəɤɔɘɔ. Ƚɟɢɱɗɨəɔɘɔ ɗɱəɱɫɘɔ ɛɚ-

ɖɌɓɟɪɞɨɝɫ əɌɕɝɔɗɨəɱɤɱ ɓɎ'ɫɓɖɔ ɘɱɒ ɐɒɑɜɑɗɌɘɔ. 
ȽɞɌɍɱɗɨəɱɝɞɨ ɱəɠɚɜɘɌɢɱɕəɚɲ ɝɔɞɟɌɢɱɲ Ɏ ɝɔɝɞɑɘɱ ɝɑɜɑɐ ɱəɤɚɏɚ 

ɎɔɓəɌɣɌɯɞɨɝɫ ɓəɌɣɑəəɫ ɖɚɑɠɱɢɱɯəɞɌ ɁɑɜɝɞɌ, ɍɗɔɓɨɖɱɝɞɨ ɫɖɚɏɚ ɐɚ 

ɓəɌɣɑəəɫ 0,5 ɏɚɎɚɜɫɞɨ ɛɜɚ ɡɌɚɞɔɣəɟ ɛɜɔɜɚɐɟ ɛɜɚɢɑɝɟ. Ƀɔɘ 
ɍɗɔɒɣɑ ɢɑ ɓəɌɣɑəəɫ ɐɚ 1 ð ɞɔɘ ɝɞɌɍɱɗɨəɱɤɔɕ ɛɜɚɢɑɝ, ɘɌɕɍɟɞəɫ 

ɛɚɎɑɐɱəɖɌ ɛɚɎɞɚɜɪɯ ɘɔəɟɗɟ, ɛɜɚɢɑɝ ɐɚɞɜɔɘɟɯɞɨɝɫ ɝɎɚɏɚ ɞɜɑə-

ɐɟ. ȼɱɓɖɱ ɝɞɜɔɍɖɔ ɖɚɑɠɱɢɱɯəɞɌ ɁɑɜɝɞɌ ɝɎɱɐɣɌɞɨ ɛɜɚ əɌɫɎəɱɝɞɨ 
ɐɟɒɑ ɜɱɓəɔɡ əɑɚɐəɚɜɱɐəɔɡ ɛɜɚɢɑɝɱɎ. ȸɚɒɗɔɎɚ, ɝɗɱɐ ɓɍɱɗɨɤɟɎɌɞɔ 

ɐɚɝɗɱɐɒɟɎɌəɱ ɣɌɝɚɎɱ ɛɜɚɘɱɒɖɔ ð ɐɗɫ ɜɚɓɟɘɱəəɫ ɝɖɗɌɐɚɎɔɡ ɱəɠɚ-

ɜɘɌɢɱɕəɚɲ ɌɖɞɔɎəɚɝɞɱ ɐɚɝɗɱɐɒɟɎɌəɚɏɚ ɚɍ'ɯɖɞɌ. 
 



165 

 

 
ȼɔɝɟəɚɖ 39 ð ɏɜɌɠɱɣəɑ ɓɚɍɜɌɒɑəəɫ ɖɱɗɨɖɚɝɞɱ ɛɟɍɗɱɖɌɢɱɕ ɛɚ ɐɒɑɜɑ-

ɗɌɡ, ɥɚ ɍɜɌɗɔ ɟɣɌɝɞɨ Ɏ ɱəɠɚɜɘɌɢɱɕəɱɕ ɚɛɑɜɌɢɱɲ 

 
ȳɌ ɐɚɛɚɘɚɏɚɪ ɘɑɞɚɐɱɎ Ɏɔɐɱɗɑəəɫ ɐɌəɔɡ ɓ ɞɑɖɝɞɱɎ ɘɚɒəɌ 

ɝɠɚɜɘɟɎɌɞɔ ɘɑɜɑɒɱ ɎɓɌɯɘɚɓɎõɫɓɖɱɎ ɛɚəɫɞɨ. Ȥɡ Ɏɟɓɗɔ ɯ ɖɗɪɣɚɎɔ-

ɘɔ ɝɗɚɎɌɘɔ, ɱɘɑəɌɘɔ ɛɑɜɝɚəɌɗɱɕ, ɖɚɘɛɌəɱɫɘɔ ɱ ɞ.ɐ. ȬəɌɗɱɓ ɢɔɡ 
ɘɑɜɑɒ ɐɚɓɎɚɗɫɯ ɎɔɫɎɔɞɔ ɫɎəɱ ɱ əɑɫɎəɱ ɓɎõɫɓɖɔ ɘɱɒ ɚɖɜɑɘɔɘɔ 

ɛɚəɫɞɞɫɘɔ, ɚɢɱəɔɞɔ ɎɌɏɟ ɞɔɡ ɣɔ ɱəɤɔɡ ɛɚəɫɞɨ, ɟɞɚɣəɔɞɔ ɖɜɔ-

ɞɑɜɱɲ ɠɚɜɘɟɎɌəəɫ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɞɚɖɟ ɱ ɛɚɍɌɣɔɞɔ ɎɓɌɯɘɚɓɌ-
ɗɑɒəɚɝɞɱ Ɏ ɐɚɝɗɱɐɒɟɎɌəɔɡ ɘɑɜɑɒɌɡ. 

ȶɚɏəɱɞɔɎəɱ ɖɌɜɞɔ ɘɚɒɟɞɨ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔɝɫ ɐɗɫ ɝɞɎɚɜɑə-

əɫ ɝɢɑəɌɜɱɲɎ ɱəɠɚɜɘɌɢɱɕəɚɲ ɛɱɐɞɜɔɘɖɔ. Ȯɑɜɤɔəɔ ɖɚɏəɱɞɔɎəɚɲ 
ɖɌɜɞɔ ɎɱɐɛɚɎɱɐɌɪɞɨ ɛɚəɫɞɞɫɘ ɱ ɛɜɔɣɔəəɚ-əɌɝɗɱɐɖɚɎɔɡ ɓɎõɫɓɖɱɎ. 

Ȼɜɔ ɌəɌɗɱɓɱ ɖɚɏəɱɞɔɎəɔɡ ɖɌɜɞ Ɏɟɓɗɔ ɞɌ ɛɚɝɔɗɌəəɫ ɚɢɱəɪɪɞɨɝɫ 

ɥɚɐɚ ɚɍɜɌəɚɲ ɖɚəɢɑɛɢɱɲ, ɛɱɝɗɫ ɣɚɏɚ ɘɱɒ ɢɔɘɔ ɎɟɓɗɌɘɔ ɟɞɎɚɜɪ-
ɪɞɨɝɫ ɟɓɏɚɐɒɑəɱ ɗɌəɢɪɏɌ. 

Ȯɟɓɗɔ ɘɚɒɟɞɨ ɍɟɞɔ ɛɚɎõɫɓɌəɱ ɘɱɒ ɝɚɍɚɪ, ɫɖɥɚ ɎɱɐɛɚɎɱɐəɱ ɲɘ 

ɝɗɚɎɌ ɓəɌɡɚɐɫɞɨɝɫ ɛɚɜɟɣ ɟ ɞɑɖɝɞɱ, əɌɗɑɒɌɞɨ ɚɐəɚɘɟ ɜɑɣɑəəɪ, 
ɓõɯɐəɌəɱ ɝɔəɞɌɖɝɔɣəɚ Ɍɍɚ ɝɑɘɌəɞɔɣəɚ. 

ɋɖ ɛɱɐɖɜɑɝɗɪɯɞɨɝɫ əɌ Ɏɑɍ-ɝɌɕɞɱ ɝɑɜɎɱɝɟ Attack Index, ɓɌ 
2022 ð2023 ɜɚɖɔ ɖɱɗɨɖɱɝɞɨ ɐɒɑɜɑɗ ɘɚəɱɞɚɜɔəɏɟ ɓɍɱɗɨɤɔɗɌɝɫ əɌ 

45%, ɟ ɞɚɘɟ ɣɔɝɗɱ ɓɌ ɜɌɡɟəɚɖ ɖɱɗɨɖɚɝɞɱ ȾɑɗɑɏɜɌɘ ɖɌəɌɗɱɎ ð əɌ 
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50%, ɐɒɑɜɑɗ Ɏ ȿɖɜɌɲəɱ ɞɌ ɜɚɝɱɲ ð ɐɚ 20%. Ȭ ɞɌɖɚɒ ɐɚɐɌɗɔɝɨ ɛɚ-
ɖɌɓəɔɖɔ ɌəɌɗɱɓɟ ɱəɠɚɜɘɌɢɱɕəɚɲ ɝɔɞɟɌɢɱɲ ɞɌ ɐɚ Ɏɚɝɨɘɔ ɜɚɓɐɱɗɱɎ, 

ɫɖɱ ɍɟɗɔ ɐɚɝɞɟɛəɱ ɜɌəɱɤɑ, ɐɚɐɌɗɔɝɨ ɱɥɑ ɣɚɞɔɜɔ, ɫɖɱ ɐɚɓɎɚɗɔɗɔ 

ɤɔɜɤɑ ɡɌɜɌɖɞɑɜɔɓɟɎɌɞɔ ɱəɠɚɜɘɌɢɱɕəɟ ɌɖɞɔɎəɱɝɞɨ ɛɚɎõɫɓɌəɟ ɱɓ 
ɓɌɛɔɞɚɘ. 

ȽɑɜɎɱɝ ɐɚɓɎɚɗɫɯ ɎɔɓəɌɣɌɞɔ ɣɔ Ɏɑɐɑɞɨɝɫ ɱəɠɚɜɘɌɢɱɕəɌ ɌɞɌ-

ɖɌ ɣɔ ɝɞɌɎɝɫ ɝɛɗɑɝɖ ɱəɞɑɜɑɝɟ ɐɚ ɛɚɐɱɲ, ɫɖɱ ɛɟɍɗɱɣəɱ ɛɑɜɝɚəɔ- 
ɝɛɱɖɑɜɔ ɓɌɗɟɣɑəɱ, ɫɖɱ ɑɘɚɢɱɲ ɝɞɚɝɚɎəɚ ɓɌɛɔɞɌəɚɲ ɞɑɘɔ, ɛɑɜɝɚə, 

ɖɚɘɛɌəɱɕ ɣɔ ɛɚɐɱɕ Ɏɚəɔ ɞɜɌəɝɗɪɪɞɨ ɝɟɝɛɱɗɨɝɞɎɟ, ɡɞɚ ɝɞɌɎ ɱəɱɢɱ-
Ɍɞɚɜɚɘ ɱəɠɚɜɘɌɢɱɕəɚɲ ɚɛɑɜɌɢɱɲ ɱ ɫɖ ɛɚɎõɫɓɌəɱ ɲɲ ɟɣɌɝəɔɖɔ. ȿ 

ɎɔɛɌɐɖɟ ɎɔɫɎɗɑəɚɲ ɱəɠɚɜɘɌɢɱɕəɚɲ ɚɛɑɜɌɢɱɲ, ɘɚɒəɌ ɐɱɓəɌɞɔɝɫ 

əɌɝɖɱɗɨɖɔ ɎɚəɌ ɱəɞɑəɝɔɎəɌ ɞɌ ɘɌɝɤɞɌɍəɌ, ɫɖɱ ɝɌɕɞɔ ɣɔ ɌɖɌɟəɞɔ 
Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ ɓɌɐɱɫəɱ. ȹɚɎɚɪ ɡɌɜɌɖɞɑɜɔɝɞɔɖɚɪ ɝɞɌɗɚ 

ɘɌɞɑɘɌɞɔɣəɑ ɛɜɚɏəɚɓɟɎɌəəɫ45  ɛɚɐɌɗɨɤɚɏɚ ɜɚɓɎɔɞɖɟ ɱəɠɚɜɘɌ-

ɢɱɕəɚɲ ɝɔɞɟɌɢɱɲ. ȸɑɞɚɐɔɖɌ ɛɜɚɏəɚɓɟɎɌəəɫ ɛɚɐɱɕ əɌ ɚɝəɚɎɱ ɖɚɜɑ-
ɗɫɢɱɕəɚɏɚ ɎɱɐɚɍɜɌɒɑəəɫ ɱ ɀɟɜõɑ-ɜɚɓɖɗɌɐɟ ɜɑɗɑɎɌəɞəɔɡ ɣɌɝɚɎɔɡ 

ɜɫɐɱɎ  ɛɜɔɓəɌɣɑəɌ ɐɗɫ ɛɜɚɏəɚɝɞɔɣəɚɏɚ  ɚɍɣɔɝɗɑəəɫ ɚɓəɌɖ ɞɚɏɚ, 

ɥɚ Ɏɱɐɍɟɐɑɞɨɝɫ ɐɑɫɖɌ ɛɚɐɱɫ. ɋɖ Ɏɡɱɐəɱ ɐɌəəɱ ɐɗɫ ɚɍɣɔɝɗɑəəɫ 
ɖɜɱɘ ɜɫɐɟ, ɫɖɔɕ  əɑɚɍɡɱɐəɚ ɛɜɚɐɚɎɒɔɞɔ ɛɜɚɏəɚɓəɔɘɔ ɓəɌɣɑə-

əɫɘɔ,  ɓɌɝɞɚɝɚɎɟɪɞɨɝɫ ɜɑɗɑɎɌəɞəɱ ɜɫɐɔ ɍɗɔɓɨɖɔɡ ɓɌ ɓɘɱɝɞɚɘ 

ɛɚɐɱɕ.  Ⱥɍɣɔɝɗɑəəɫ ɍɌɓɟɯɞɨɝɫ  əɌ ɘɚɐɑɗɱ, Ɏ ɫɖɱɕ ɜɚɓɜɌɡɚɎɟɪɞɨɝɫ 
ɖɚɜɑɗɫɢɱɲ ɝɟɘɌɜəɔɡ ɓəɌɣɑəɨ  ɜɚɓɖɗɌɐɟ ɀɟɜõɯ  ɐɗɫ Ɏɝɱɡ ɜɑɗɑɎɌəɞ-

əɔɡ ɣɌɝɚɎɔɡ ɜɫɐɱɎ ɱɓ ɱɝɞɚɜɔɣəɔɘ ɜɫɐɚɘ. Ȼɜɔ ɢɨɚɘɟ ɛɑɎəɌ ɖɱɗɨ-

ɖɱɝɞɨ ɛɚɝɞɱɕəɔɡ  ɛɌɜɌɘɑɞɜɱɎ ɜɚɓɖɗɌɐɟ ɀɟɜõɯ ɚɍɣɔɝɗɪɯɞɨɝɫ ɫɖ 
ɜɑɓɟɗɨɞɌɞ ɜɱɤɑəəɫ ɚɛɞɔɘɱɓɌɢɱɕəɚɲ ɓɌɐɌɣɱ. ȳɌ ɎɔɓəɌɣɑəɚɪ ɘɚ-

ɐɑɗɗɪ ɱ ɓəɌɣɑəəɫɘɔ ɛɚɝɞɱɕəɔɡ ɛɌɜɌɘɑɞɜɱɎ ɛɜɚɎɚɐɔɞɨɝɫ ɜɚɓɜɌ-

ɡɟəɚɖ ɛɚɐɌɗɨɤɔɡ ɓəɌɣɑəɨ ɱɝɞɚɜɔɣəɚɏɚ ɜɫɐɟ, ɞɚɍɞɚ ɎɔɓəɌɣɑəəɫ 
ɛɜɚɏəɚɓɚɎɌəɚɲ ɛɚɐɱɲ. 

Ȼɜɚɞɫɏɚɘ ɝɎɚɏɚ ɱɝəɟɎɌəəɫ Ɏɱɐ 2018 ɜɚɖɟ ɌəɌɗɱɞɔɣəɚ-
ɘɚəɱɞɚɜɔəɏɚɎɔɕ ɝɑɜɎɱɝ Attack Index (attackindex.com) ɜɚɓɎɔɎɌɎ-

ɝɫ ɫɖ ɟ əɌɛɜɫɘɖɟ ɜɚɓɤɔɜɑəəɫ ɍɌɓ ɘɚəɱɞɚɜɔəɏɟ ɓɌ ɜɌɡɟəɚɖ 

ɛɱɐõɯɐəɌəəɫ əɚɎɔɡ Ɏɑɍ-ɝɌɕɞɱɎ ɣɔ ɱəɤɔɡ ɖɌəɌɗɱɎ ɜɚɓɛɚɎɝɪɐɒɑə-
əɫ ɱəɠɚɜɘɌɢɱɲ (əɌɛɜɔɖɗɌɐ, ȾɑɗɑɏɜɌɘ), ɞɌɖ ɱ ɐɚɐɌɎɌəəɫɘ əɚɎɔɡ 

ɌəɌɗɱɞɔɣəɔɡ ɠɟəɖɢɱɕ, ɟ ɞɚɘɟ ɣɔɝɗɱ ð ɘɌɞɑɘɌɞɔɣəɔɡ ɘɑɞɚɐɱɎ 

ɛɜɚɏəɚɓɟɎɌəəɫ ɜɚɓɎɔɞɖɟ ɱəɠɚɜɘɌɢɱɕəɚɲ ɝɔɞɟɌɢɱɲ. ȣ ɝɨɚɏɚɐəɱɤəɱ 

                                                                 
45

 Lande, Dmitry  and Shchutsky, V. and Shnurko -Tabakova, Ellina 
and Strashnoy, Leonard. Event Prediction Technique Based on Correl a-
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əɚɎɚɎɎɑɐɑəəɫ ɞɑɒ ɝɞɌɗɔ ɜɑɓɟɗɨɞɌɞɌɘɔ ɛɜɚɐɚɎɒɑəəɫ əɌɟɖɚɎɚɲ 
ɜɚɍɚɞɔ, ɐɚɝɎɱɐɟ ɛɱɐɏɚɞɚɎɖɔ ɌəɌɗɱɞɔɣəɔɡ ɓɎɱɞɱɎ ɐɗɫ ɖɗɱɯəɞɱɎ ɞɌ 

ɜɑɏɟɗɫɜəɚɏɚ ɓɎɚɜɚɞəɚɏɚ ɓɎõɫɓɖɟ ɱ ɖɚəɝɟɗɨɞɌɢɱɕ ɓ ɖɚɜɔɝɞɟɎɌɣɌɘɔ 

ɝɔɝɞɑɘɔ. 
ȷɱəɏɎɚɝɞɌɞɔɝɞɔɣəɔɕ ɛɱɐɡɱɐ ɛɜɚɎɑɐɑəəɫ ɌəɌɗɱɞɔɣəɔɡ ɐɚɝɗɱ-

ɐɒɑəɨ əɌ ɍɌɓɱ ɓɌɝɞɚɝɟɎɌəəɫ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ ɘɌɯ ɚɍõɯɖɞɔɎəɔɕ 

ɡɌɜɌɖɞɑɜ, ɥɚ ɯ ɝɟɞɞɯɎɔɘ ɖɚɘɛɚəɑəɞɚɘ ɘɑɞɚɐɚɗɚɏɱɣəɚɲ ɚɝəɚɎɔ 
ɌəɌɗɱɓɟ ɞɌ ɛɜɚɏəɚɓɟɎɌəəɫ. 

ȮɔɖɚɜɔɝɞɌəəɫ ɓɌɛɜɚɛɚəɚɎɌəɔɡ ɓɌɝɚɍɱɎ ɎɱɓɟɌɗɱɓɌɢɱɲ ɐɚɓɎɚ-
ɗɫɯ çɜɚɓɖɗɌɝɞɔè Ɏɔɡɱɐəɱ ɣɌɝɚɎɱ ɜɫɐɔ ɓɌ ɝɖɗɌɐɚɘ ɱ ɚɝɚɍɗɔɎɚɝɞɫɘɔ 

ɠɜɌɓɑɚɗɚɏɱɲ ɱ ɛɚəɫɞɨ, ɎɔɫɎɔɞɔ ɌɖɞɔɎəɱɝɞɨ ɛɟɍɗɱɖɌɢɱɕ, ɫɖɔɘ Ɏɱɐ-

ɛɚɎɱɐɌɪɞɨ ɛɑɎəɱ əɌɜɌɞɔɎɔ, ɎɔɫɎɔɞɔ ɓɎõɫɓɖɔ ɠɜɌɓɑɚɗɚɏɱɓɘɱɎ, 
ɚɝɚɍɗɔɎɚɝɞɱ ɐɔəɌɘɱɖɔ Ɏɔəɔɖəɑəəɫ Ɏ ɱəɠɚɜɘɌɢɱɕəɚɘɟ ɛɚɞɚɢɱ 

əɚɎɔɡ ɠɜɌɓɑɚɗɚɏɱɓɘɱɎ. 

ȼɚɓɏɗɫəɟɞɔɕ ɛɱɐɡɱɐ ɘɚɒɑ ɍɟɞɔ ɎɔɖɚɜɔɝɞɌəɔɕ ɐɗɫ ɌəɌɗɱɓɟ ɞɌ 
ɎɱɓɟɌɗɱɓɌɢɱɲ ɜɚɓɛɚɐɱɗɟ ɖɚəɢɑɛɞɱɎ, əɌɜɌɞɔɎɱɎ ɐɗɫ ɍɟɐɨ-ɫɖɔɡ Ɏɔɍ-

ɜɌəɔɡ əɌɍɚɜɱɎ ɱəɠɚɜɘɌɢɱɲ ɓ ɞɚɣɖɔ ɓɚɜɟ ɛɔɞɌəɨ, ɥɚ ɢɱɖɌɎɗɫɞɨ 

ɐɚɝɗɱɐəɔɖɌ ɞɌ ɚɡɚɛɗɪɪɞɨ ɓəɌɣəɔɕ ɣɌɝɚɎɔɕ ɛɜɚɘɱɒɚɖ. 

2.7.5 Cyber Aggregator  

ȬɖɞɟɌɗɨəɔɘ ɛɱɐɡɚɐɔɘɚ Ɏɔɜɱɤɑəəɫ ɛɜɚɍɗɑɘɔ ɝɞɎɚɜɑəəɫ ɞɌ-
ɖɚɲ ɖɚɜɛɚɜɌɞɔɎəɚɲ ɝɔɝɞɑɘɔ, ɥɚ ɛɜɚɛɚəɟɯɞɨɝɫ,  ɯ ɚɐəɚɣɌɝəɑ ɓɌ-

ɝɞɚɝɟɎɌəəɫ  ɘɑɞɚɐɱɎ  ɱ ɓɌɝɚɍɱɎ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɤɟɖɟ, ɌəɌɗɱɓɟ 
ɐɌəɔɡ ɱ ɌɏɜɑɏɟɎɌəəɫ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ. ȿ ɘɑɒɌɡ ɜɚɍɚɞɔ 

ɛɚɍɟɐɚɎɌəɚ ɞɌ ɐɚɝɗɱɐɒɑəɚ ɐɱɪɣɔɕ ɘɌɖɑɞ ɝɔɝɞɑɘɔ ɘɚəɱɞɚɜɔəɏɟ ɱ 

ɌəɌɗɱɓɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ, ɌɎɞɚɘɌɞɔɣəɚɲ ɚɍɜɚɍɖɔ ɐɔəɌɘɱɖɔ ɱ ɛɚ-
Ɏəɔɡ ɞɑɖɝɞɱɎ  ɱɓ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ ɓɌ ɛɑɎəɔɕ ɛɑɜɱɚɐ ɣɌɝɟ ɛɚɎ'ɫ-

ɓɌəɔɡ ɱɓ ɞɑɘɌɞɔɖɚɪ çɖɱɍɑɜɍɑɓɛɑɖɌè.  

ȳɍɔɜɌəəɫ ɱəɠɚɜɘɌɢɱɲ ɓɐɱɕɝəɪɯɞɨɝɫ ɟ ɜɑɒɔɘɱ ɛɚɤɟɖɟ Ɏ ɝɚ-
ɢɱɌɗɨəɔɡ ɘɑɐɱɌ (Ɏɑɍ-ɝɌɕɞɌɡ, ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ, ɘɑɝɑəɐɒɑɜɌɡ, 

ɍɗɚɏɌɡ, ɞɚɥɚ). ȳɌɛɔɞ (ɖɗɪɣɚɎɌ ɠɜɌɓɌ ɐɗɫ ɛɚɤɟɖɟ ɟ ɎɱɐɛɚɎɱɐəɱɕ 

ɝɚɢɱɌɗɨəɱɕ ɘɑɜɑɒɱ, ɫɖɥɚ ɢɑ ɘɚɒɗɔɎɚ, ɱəɌɖɤɑ ð ɌɖɌɟəɞ) ɓɣɔɞɟ-
ɯɞɨɝɫ ɛɜɚɏɜɌɘɚɪ ɱɓ ɝɛɑɢɱɌɗɨəɔɡ ɖɚəɠɱɏɟɜɌɢɱɕəɔɡ ɞɌɍɗɔɢɨ. ȰɌɗɱ 

ɕɐɑ ɓɐɱɕɝəɑəəɫ ɛɚɤɟɖɟ ɱ ɎɔɎɑɐɑəəɫ ɓɌɛɔɝɱɎ, ɥɚ ɎɱɐɛɚɎɱɐɌɪɞɨ 

ɓɌɛɔɞɌɘ. Ȼɱɝɗɫ ɢɨɚɏɚ ɓɐɱɕɝəɪɯɞɨɝɫ ɓɌɛɔɝ ɟəɱɖɌɗɨəɔɡ ɓɌɛɔɝɱɎ ɐɚ 
ȭȰ ɝɑɜɎɑɜɌ. 

ȬəɌɗɱɓ ɱɝəɟɪɣɔɡ ɛɱɐɡɚɐɱɎ ɐɚ ɌɏɜɑɏɌɢɱɲ ɞɑɘɌɞɔɣəɔɡ əɚɎɔə 

ɛɜɔɎɱɎ ɐɚ əɑɚɍɡɱɐəɚɝɞɱ ɱ ɘɚɒɗɔɎɚɝɞɱ ɝɞɎɚɜɑəəɫ ɖɚɘɛɗɑɖɝɟ ɱə-
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ɝɞɜɟɘɑəɞɌɗɨəɔɡ ɓɌɝɚɍɱɎ ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ 
ɓ ɎɔɍɜɌəɔɡ ɛɔɞɌəɨ, ɓɚɖɜɑɘɌ, ɖɱɍɑɜɍɑɓɛɑɖɔ46 . 

ȸɌɖɑɞ, ɥɚ ɚɛɔɝɟɯɞɨɝɫ əɔɒɣɑ, ɎɖɗɪɣɌɯ ɝɟɣɌɝəɱ ɓɌɝɚɍɔ ɛɑɜ-

ɝɚəɌɗɱɓɌɢɱɲ, əɌɐɌəəɫ ɐɚɝɞɟɛɟ ɐɚ ɍɌɓ ɐɌəɔɡ Ɏ ɜɑɒɔɘɱ ɚəɗɌɕə, ɟ 
ɞɚɘɟ ɣɔɝɗɱ ɓ ɘɚɍɱɗɨəɔɡ ɛɜɔɝɞɜɚɲɎ, ɐɗɫ ɣɚɏɚ ɤɔɜɚɖɚ ɓɌɝɞɚɝɚɎɟ-

ɪɞɨɝɫ ɘɚɒɗɔɎɚɝɞɱ ɠɚɜɘɌɞɱɎ RSS. ȺɍɻɜɟəɞɚɎɌəɚ Ɏɔɍɱɜ çɏɚɞɚɎɔɡè 

ɛɜɚɏɜɌɘəɔɡ ɖɚɘɛɚəɑəɞɱɎ, ɚɛɔɝɌəɱ ɓɌɝɚɍɔ ɎɗɌɝəɚɲ ɜɚɓɜɚɍɖɔ 
(ɝɖɌəɑɜɔ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ, ɓɌɝɚɍɔ ɠɚɜɘɟɎɌəəɫ ɐɔəɌɘɱɣəɔɡ 

RSS-ɖɌəɌɗɱɎ), əɌɎɑɐɑəɱ ɜɑɓɟɗɨɞɌɞɔ ɲɡ ɱəɞɑɏɜɌɢɱɲ ɟ ɯɐɔəɔɕ ɛɜɚ-
ɏɜɌɘəɚ-ɌɛɌɜɌɞəɔɕ ɖɚɘɛɗɑɖɝ. 

Ȱɗɫ ɛɜɔɖɗɌɐɟ, ɜɚɓɏɗɫəɑɘɚ ɐɑɞɌɗɨəɚ ɘɑɞɚɐɚɗɚɏɱɪ ɐɚɍɟɎɌəəɫ 

ɱəɠɚɜɘɌɢɱɲ ɱɓ ɎɔɍɜɌəɔɡ ɖɌəɌɗɱɎ ɘɑɝɑəɐɒɑɜɌ Telegram. Ȯɱɐɚɘɚ 
ɞɜɔ ɤɗɫɡɔ ɐɚɝɞɟɛɟ ɓɌɝɚɍɱɎ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ ɐɚɍɟɎɌəəɫ ɐɌəɔɡ 

ɐɚ ɢɨɚɏɚ ɜɑɝɟɜɝɟ. Ȼɑɜɤɔɕ ð ɐɚɝɞɟɛ əɌɛɜɫɘɟ ɐɚ ɘɑɝɑəɐɒɑɜɌ ɓɌ 

Ɍɐɜɑɝɚɪ ɞɔɛɟ https://uk.tgstat.com/channel/@kpilive. ȿ ɢɨɚɘɟ 
ɎɔɛɌɐɖɟ kpilive ð ɢɑ əɌɓɎɌ ɖɌəɌɗɟ (ɖɚəɖɜɑɞəɚ ɟ ɢɨɚɘɟ ɎɔɛɌɐɖɟ ð  

ɖɌəɌɗɟ ȹȾȿȿ çȶȻȣ ɱɘ. ȣɏɚɜɫ Ƚɱɖɚɜɝɨɖɚɏɚè ȶȻȣ live). Ȱɜɟɏɔɕ, Ɏ 

ɱəɤɚɘɟ ɠɚɜɘɌɞɱ,  ɓɌ Ɍɐɜɑɝɚɪ ɜɑɐɔɜɑɖɞɟ ɞɔɛɟ: 
https://t.me/s/kpilive. Ⱦɜɑɞɱɕ ð ɐɚɝɞɟɛ ɐɚ ɱəɠɚɜɘɌɢɱɲ ɖɌəɌɗɟ ɟ 

ɠɚɜɘɌɞɱ Atom ɣɑɜɑɓ ɓɚɎəɱɤəɱɕ ɌɏɜɑɏɌɞɚɜ RSSHub: 

https://rsshub.app/telegram/channel/kpilive.  
1.  Ȱɗɫ ɝɞɎɚɜɑəəɫ ɞɑɖɝɞɚɎɚɏɚ ɖɚɜɛɟɝɟ əɌ ɚɝəɚɎɱ ɖɚəɞɑəɞɟ 

ɖɌəɌɗɱɎ ɘɑɝɑəɐɒɑɜɌ Telegram ɛɑɜɤɔɘ ɖɜɚɖɚɘ ɝɞɎɚɜɪ-

ɯɞɨɝɫ ɝɛɔɝɚɖ ɖɌəɌɗɱɎ, ɥɚ ɘɚɒɟɞɨ ɢɱɖɌɎɔɞɔ ɐɚɝɗɱɐəɔɖɌ. 
Ȱɗɫ ɢɨɚɏɚ ɘɚɒəɌ ɓɎɑɜəɟɞɔɝɫ ɐɚ ɣɔɝɑɗɨəɔɡ ɖɌɞɌɗɚɏɱɎ ɢɔɡ 

ɖɌəɌɗɱɎ, ɜɚɓɘɱɥɑəɔɡ Ɏ ɘɑɜɑɒɱ. ȺɍɔɜɌɯɘɚ, əɌɛɜɔɖɗɌɐ, 

ɜɚɓɘɱɥɑəɔɕ ɓɌ Ɍɐɜɑɝɚɪ https://ru.telegram-
store.com/catalog/product -category/channels/  (ɛɚəɌɐ 50 

ɞɔɝ. ɖɌəɌɗɱɎ). ȮɎɚɐɔɘɚ Ɏ ɜɑɒɔɘɱ ɛɚɤɟɖɟ ɝɗɚɎɚ, ɥɚ əɌɝ 
ɢɱɖɌɎɔɞɨ, əɌɛɜɔɖɗɌɐ çȿɖɜɌɲəɌè, ɚɞɜɔɘɟɯɘɚ ɐɎɱ ɝɞɚɜɱəɖɔ 

ɛɚɝɔɗɌəɨ ɓɌ Ɍɐɜɑɝɚɪ: https://ru.telegram-

store.com/?s=ȿɖɜɌɲəɌ. ɀɚɜɘɟɯɘɚ ɝɛɔɝɚɖ ɖɌəɌɗɱɎ ɟ ɠɚɜ-
ɘɌɞɱ: 
@nowasteukraine  

@onlineukraine  

@sos_ua 

@ua_rozvynuta  

@ukraine_novosti  

é 

                                                                 
46 Lande, D. Information Streams Analysis in the Global Computer 

Networks // Visnyk NAS of Ukraine, 2017. ð N 3. ð p. 46 -54.  
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2.  ȽɖɌəɟɯɘɚ ɜɑɝɟɜɝɔ ɎɔɍɜɌəɔɡ ɖɌəɌɗɱɎ ɱɓ ɐɚɛɚɘɚɏɚɪ Ɏɱɗɨəɚ 
ɐɚɝɞɟɛəɚɲ ɛɜɚɏɜɌɘɔ ɚɞɜɔɘɌəəɫ ɱəɠɚɜɘɌɢɱɲ ɓ ɘɑɜɑɒɑɎɔɡ 

ɜɑɝɟɜɝɱɎ. Ȯɱɐɚɘɚ, ɥɚ ɱɝəɟɯ ɐɑɖɱɗɨɖɌ ɛɜɚɏɜɌɘəɔɡ ɌɏɑəɞɱɎ 

(ɛɜɚɏɜɌɘ-ɜɚɍɚɞɱɎ), ɥɚ ɝɖɌəɟɪɞɨ ɖɚəɞɑəɞ ɱɓ ɜɑɝɟɜɝɱɎ ɘɑ-
ɜɑɒɱ ɓɌ ɛɜɚɞɚɖɚɗɌɘɔ HTTP/HTTPS. ȺɍɔɜɌɯɘɚ ɛɜɚɏɜɌɘɟ 

wget, ɫɖɌ Ɏɡɚɐɔɞɨ ɐɚ ɝɖɗɌɐɟ ɍɌɏɌɞɨɚɡ ɝɔɝɞɑɘ. ȳɌɝɞɚɝɚɎɟ-

ɯɘɚ ɎɔɍɜɌəɔɕ ɟ ɛ. 1 ɝɛɔɝɚɖ ɖɌəɌɗɱɎ, ɠɚɜɘɟɯɘɚ ɛɑɜɑɗɱɖɔ 
Ɍɐɜɑɝ ɐɗɫ ɞɜɨɚɡ ɤɗɫɡɱɎ ɐɚɝɞɟɛɟ ɐɚ ɜɑɝɟɜɝɟ: 
ʘ: 

https://uk.tgstat.com/channel/@nowasteukraine  

https://uk.tgstat.com/channel/@onlineukraine  

https://uk.tgstat.com/channel/@ sos_ua  

é 

ʙ: 

https://t.me/s/nowasteukraine  

https://t.me/s/onlineukraine  

https://t.me/s/sos_ua  

é 

ʚ: 

https://rsshub.app/telegram/channel/nowasteukraine  

https://rsshub.app/telegram/channel/onlineukraine  

https://rsshub.app/telegram/channel/sos_ua  

é 

ȳɐɌɎɌɗɚɝɫ ɍ, əɌɕɍɱɗɨɤɟ ɛɑɜɑɎɌɏɟ ɐɌɯ ɛɱɐɡɱɐ Ɏ), ɕɚɏɚ ɠɚɜɘɌɞ 

Atom əɌɕɍɱɗɨɤ ɝɞɌəɐɌɜɞəɔɕ, Ɍɗɑ, ɎɜɌɡɚɎɟɪɣɔ ɞɑ, ɥɚ Ɏɱə Ɏɱɐɛɚ-
ɎɱɐɌɯ ɓɚɎəɱɤəɨɚɘɟ ɝɑɜɎɱɝɟ ɛɚ Ɏɱɐəɚɤɑəəɪ ɐɚ Telegram, ɐɚ ɜɑɌ-

ɗɱɓɌɢɱɲ ɜɑɖɚɘɑəɐɟɯɞɨɝɫ ɛɱɐɡɱɐ ɍ. 

3.  ȹɌ ɞɜɑɞɨɚɘɟ, ɚɝɞɌəəɨɚɘɟ ɑɞɌɛɱ ɓɐɱɕɝəɪɯɞɨɝɫ ɛɑɜɑɞɎɚ-
ɜɑəəɫ ɓɱɍɜɌəɔɡ əɌɕɛɚɎəɱɤɔɡ ɐɌəɔɡ ɐɚ ɠɚɜɘɌɞɟ ɞɑɖɝɞɚ-

Ɏɚɏɚ ɖɚɜɛɟɝɟ, əɑɚɍɡɱɐəɚɏɚ ɐɗɫ ɐɚɝɗɱɐɒɑəəɫ (ɐɚ ɠɚɜɘɌɞɟ 

XML 1.0), ɫɖɔɕ  ɟ ɛɚɐɌɗɨɤɚɘɟ ɘɚɒɑ ɓɌɎɌəɞɌɒɟɎɌɞɔɝɫ Ɏ 
ɱəɠɚɜɘɌɢɱɕəɚ-ɛɚɤɟɖɚɎɟ ɝɔɝɞɑɘɟ Manticore, ɠɜɌɏɘɑəɞ 

ɫɖɚɏɚ ɞɌɖɔɕ: 
<?xml version= " 1.0 "  encoding= " utf - 8" ?> 

<sph inx:docset>  

<sphinx:schema>  

<sphinx:field name= " subject " />  

<sphinx:field name= " content " />  

<sphinx:field name= " source " />  

<sphinx:field name= " datatime " />  

<sphinx:attr name= " url " />  

</sphinx:schema>  

 <sphinx:document id= " 1_tg " > 

<subject>ʌʝʩʪʠʚʘʣʽ, ʢʦʥʮʝʨʪʠ ʪʘ ʣʽʪʝʨʘʪʫʨʥʽ ʯʠʪʘʥ-

ʥʷ</subject> 
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<content>ʌʝʩʪʠʚʘʣʽ, ʢʦʥʮʝʨʪʠ ʪʘ ʣʽʪʝʨʘʪʫʨʥʽ ʯʠʪʘʥʥʷ -  ʮʽ ʧʦ-

ʜʽʾ ʟʦʚʩʽʤ ʥʝ ʧʦʩʪʘʚʣʝʥʽ ʥʘ ʧʘʫʟʫ ʯʝʨʝʟ ʢʘʨʘʥ-

ʪʠʥ...</content> 

<source>Telegram: novoe_vremya</source>  

<datatime>20200425 14:20</datatime>  

<url>https://tlgrm.ru/channel s/@novoe_vremya/11263</url>  

</sphinx:document>  

é 

ȹɌɎɑɐɑəɌ ɘɑɞɚɐɔɖɌ ɘɚɒɑ ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɫ ɐɗɫ ɐɚɍɟɎɌəəɫ 

ɐɌəɔɡ Ɏ ɱəɠɚɜɘɌɢɱɕəɚ-ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘɌɡ,  ɌəɌɗɱɓɟ ɞɑɖɝɞɱɎ, 

ɥɚ ɛɟɍɗɱɖɟɪɞɨɝɫ ɖɚɜɔɝɞɟɎɌɣɌɘɔ ɘɑɝɑəɐɒɑɜɌ  Telegram. Ȼɚɐɱɍ-
əɌ ɘɑɞɚɐɔɖɌ ɱɓ ɐɑɫɖɔɘɔ ɌɐɌɛɞɌɢɱɫɘɔ  ɎɔɖɚɜɔɝɞɌəɌ ɱ ɐɗɫ ɠɚɜ-

ɘɟɎɌəəɫ ɞɑɖɝɞɚɎɔɡ ɘɌɝɔɎɱɎ ɱɓ ɱəɤɔɡ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ. 

ȽɔɝɞɑɘɌ ɌəɌɗɱɓɟ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɐɌəɔɡ ɱɓ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ 
ɛɚɎɔəəɌ ɓɌɍɑɓɛɑɣɔɞɔ ɜɑɌɗɱɓɌɢɱɪ ɞɌɖɔɡ ɠɟəɖɢɱɕ: 

1) ɀɚɜɘɟɎɌəəɫ ɍɌɓ ɐɌəɔɡ ɤɗɫɡɚɘ ɛɱɐɖɗɪɣɑəəɫ ɐɚ ɘɑɜɑɒɱ ȣə-
ɞɑɜəɑɞ ɞɌ ɓɍɚɜɟ ɓɌ ɛɑɎəɔɘɔ ɖɜɔɞɑɜɱɫɘɔ ɱ ɌɖɌɟəɞɌɘɔ ɱəɠɚɜɘɌɢɱɲ 

əɌɎɑɐɑəɚɲ ɟ əɌɢɱɚəɌɗɨəɔɡ ɖɚɐɟɎɌəəɫɡ ɓ ɎɔɓəɌɣɑəɔɡ ɱəɠɚɜɘɌ-

ɢɱɕəɔɡ ɜɑɝɟɜɝɱɎ (əɌ ɛɑɜɤɚɘɟ ɑɞɌɛɱ ð əɌɐɌɗɱ ɛɑɜɑɗɱɖ ɍɟɐɑ ɓɍɱɗɨ-
ɤɑəɚ):  Ɏɑɍ-ɝɌɕɞɱɎ; ɍɗɚɏɱɎ: Twitter, Livejournal; ɝɚɢɱɌɗɨəɔɡ ɘɑ-

ɜɑɒ:  Facebook, Instagram, Reddit, Medium; ɎɱɐɑɚɡɚɝɞɔəɏɱɎ: 

YouTube, RuTube; əɌɟɖɚɎɔɡ ɝɛɱɗɨəɚɞ: Academia.edu, ArXiv.org, 
SSRN.com; ɘɑɝɑəɐɒɑɜɱɎ: Telegram. 

2) ȹɌɗɌɤɞɟɎɌəəɫ ɌɐɘɱəɱɝɞɜɌɞɚɜɚɘ ɝɔɝɞɑɘɔ ɘɚɐɟɗɱɎ ɌɎɞɚɘɌ-

ɞɔɣəɚɏɚ ɝɖɌəɟɎɌəəɫ ɱ ɛɑɜɎɔəəɚɲ ɚɍɜɚɍɖɔ Ɏɑɍ-ɝɌɕɞɱɎ ɱ ɝɚɢɱɌɗɨ-
əɔɡ ɘɑɜɑɒ. Ȼɜɔ əɑɚɍɡɱɐəɚɝɞɱ ɝɞɎɚɜɑəəɫ ɝɗɟɒɍɚɎɔɡ ɌɖɌɟəɞɱɎ, 

ɣɑɜɑɓ ɫɖɱ ɍɟɐɑ ɚɜɏɌəɱɓɚɎɌəɔɕ ɐɚɝɞɟɛ ȻȾȶ ɐɚ ɎɔɓəɌɣɑəɔɡ ɝɚɢɱɌ-

ɗɨəɔɡ ɘɑɜɑɒ. 
3)  Ȯɑɐɑəəɫ ɜɑɞɜɚɝɛɑɖɞɔɎəɔɡ ɛɚɎəɚɞɑɖɝɞɚɎɔɡ ɍɌɓ ɐɌəɔɡ ɓ 

ɱəɠɚɜɘɌɢɱɲ, ɥɚ ɓɍɔɜɌɯɞɨɝɫ ɱɓ ȣəɞɑɜəɑɞɟ, ɝɞɎɚɜɑəəɫ, ɜɚɞɌɢɱɫ ɍɌɓ 

ɐɌəɔɡ ɱ ɓɌɍɑɓɛɑɣɑəəɫ ɠɚɜɘɟɎɌəəɫ Ɏəɟɞɜɱɤəɱɡ ɝɗɚɎəɔɖɚɎɔɡ 
əɌɍɚɜɱɎ ɐɌəɔɡ, əɌɎɑɐɑəɔɡ ɜɱɓəɔɘɔ ɘɚɎɌɘɔ (ɱəɐɑɖɝɟɎɌəəɫ ɛɚɎɱ-

ɐɚɘɗɑəɨ) Ɏ ɢɔɡ ɍɌɓɌɡ ɐɌəɔɡ ɓ ɎɔɖɚɜɔɝɞɌəəɫɘ ɟəɱɎɑɜɝɌɗɨəɚɲ ɝɔ-

ɝɞɑɘɔ ɖɚɐɟɎɌəəɫ (UTF-8). 
4) ȮɔɫɎɗɑəəɫ ɐɟɍɗɱɖɌɞɱɎ, ɝɡɚɒɔɡ ɓɌ ɓɘɱɝɞɚɘ ɱəɠɚɜɘɌɢɱɕəɔɡ 

ɛɚɎɱɐɚɘɗɑəɨ (ɟ ɞ.ɣ. əɌ ɜɱɓəɔɡ ɘɚɎɌɡ), ɏɜɟɛɟɎɌəəɫ ɐɟɍɗɱɖɌɞɱɎ ɞɌ 
ɍɗɔɓɨɖɔɡ ɓɌ ɓɘɱɝɞɚɘ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɎɱɐɚɘɗɑəɨ ɟ ɎɔɐɌɣɱ ɛɚ-

ɤɟɖɚɎɚɲ ɝɔɝɞɑɘɔ.  

5) ȼɑɌɗɱɓɌɢɱɫ ɛɚɎəɚɞɑɖɝɞɚɎɚɏɚ ɛɚɤɟɖɟ ɱɓ ɓɌɝɞɚɝɟɎɌəəɫɘ ɓɌ-
ɛɔɞɱɎ,  əɌɎɑɐɑəɔɡ ɜɱɓəɔɘɔ ɘɚɎɌɘɔ; 

6) ȻɑɜɎɔəəɔɕ ɌəɌɗɱɓ ɞɑɖɝɞɚɎɔɡ ɛɚɎɱɐɚɘɗɑəɨ, ɥɚ ɓɍɑɜɱɏɌɯɞɨɝɫ 

Ɏ ɍɌɓɌɡ ɐɌəɔɡ ɝɔɝɞɑɘɔ: ɌɎɞɚɘɌɞɔɣəɑ ɎɔɫɎɗɑəəɫ ɱɘɑəɚɎɌəɔɡ 
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ɝɟɞəɚɝɞɑɕ (ɚɝɚɍɔ, əɌɓɎɔ ɖɚɘɛɌəɱɕ, ɍɜɑəɐɱɎ, ɏɑɚɏɜɌɠɱɣəɱ əɌɓɎɔ 
ɞɚɥɚ), ɎɔɓəɌɣɑəəɫ ɞɚəɌɗɨəɚɝɞɱ, ɎɔɫɎɗɑəəɫ ɚɛɚɜəɔɡ ɝɗɱɎ ɓɌ ɝɞɌ-

ɞɔɝɞɔɣəɔɘɔ ɌɗɏɚɜɔɞɘɌɘɔ Ɏ ɱəɠɚɜɘɌɢɱɕəɔɡ ɘɌɞɑɜɱɌɗɌɡ, əɌɎɑ-

ɐɑəɔɡ ɜɱɓəɔɘɔ ɘɚɎɌɘɔ. 
7) ɀɚɜɘɟɎɌəəɫ ɌəɌɗɱɞɔɣəɔɡ ɓɎɱɞɱɎ, ɟ ɞɚɘɟ ɣɔɝɗɱ ɱəɠɚɜɘɌɢɱɕ-

əɔɡ ɛɚɜɞɜɑɞɱɎ ɱ ɝɪɒɑɞəɔɡ ɗɌəɢɪɒɖɱɎ, ɥɚ ɻɜɟəɞɟɪɞɨɝɫ əɌ Ɏɔ-

ɖɚɜɔɝɞɌəəɱ ɚɛɚɜəɔɡ ɝɗɱɎ, əɌɎɑɐɑəɔɡ ɜɱɓəɔɘɔ ɘɚɎɌɘɔ, ɞɑɘɌɞɔɣ-
əɌ ɜɟɍɜɔɖɌɢɱɫ ɐɚɖɟɘɑəɞɱɎ. 

8) ȣəɞɑɏɜɌɢɱɫ ɱɓ ɏɑɚɱəɠɚɜɘɌɢɱɕəɚɪ ɝɔɝɞɑɘɚɪ. 
9) ȬəɌɗɱɓ ɞɌ ɎɱɓɟɌɗɱɓɌɢɱɫ ɐɌəɔɡ; ɎɱɓɟɌɗɱɓɌɢɱɫ ɝɞɌɞɔɝɞɔɣəɔɡ 

ɐɌəɔɡ: ɓɌ ɎɔɓəɌɣɑəɔɘɔ ɐɒɑɜɑɗɌɘ, ɖɱɗɨɖɱɝɞɨ ɓɌɎɌəɞɌɒɑəɔɡ ɛɚ-

Ɏɱɐɚɘɗɑəɨ ɓɌ ɛɑɜɱɚɐ ɣɌɝɟ; ɏɜɌɠɱɖɔ (ɏɱɝɞɚɏɜɌɘɔ) ɜɚɓɛɚɐɱɗɟ ɖɱɗɨ-
ɖɚɝɞɱ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɎɱɐɚɘɗɑəɨ, ɱɓ ɓɌɓəɌɣɑəəɫɘ ɜɚɓɛɚɐɱɗɟ 

ɖɱɗɨɖɱɝəɔɡ ɛɚɖɌɓəɔɖɱɎ ɓɌ ɐɒɑɜɑɗɌɘɔ, ɞɔɛɌɘɔ ɐɒɑɜɑɗ, ɐɌɞɚɪ. 

10) ȳɌɝɞɚɝɟɎɌəəɫ ɎɑɕɎɗɑɞ-ɌəɌɗɱɓɟ ɐɗɫ ɐɚɝɗɱɐɒɑəəɫ ɞɑɘɌɞɔɣ-
əɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ. Ⱦɑɡəɚɗɚɏɱɫ ɎɔɖɚɜɔɝɞɌəəɫ ɎɑɕɎɗɑ-

ɞɱɎ ɐɚɓɎɚɗɫɯ ɎɔɫɎɗɫɞɔ ɚɐɔəɔɣəɱ ɞɌ əɑɜɑɏɟɗɫɜəɱ çɝɛɗɑɝɖɔè, ɜɱɓɖɱ 

ɓɘɱəɔ ɓəɌɣɑəɨ ɖɱɗɨɖɱɝəɔɡ ɛɚɖɌɓəɔɖɱɎ ɟ ɜɱɓəɱ ɛɑɜɱɚɐɔ ɣɌɝɟ, ɓɚɖ-
ɜɑɘɌ ɚɍɝɫɏɱɎ ɞɑɘɌɞɔɣəɔɡ ɛɟɍɗɱɖɌɢɱɕ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ. Ȼɜɔ 

ɢɨɚɘɟ ɘɚɒɟɞɨ ɎɔɫɎɔɞɔɝɫ ɘɚɘɑəɞɔ Ɏɔəɔɖəɑəəɫ ɢɔɖɗɱɎ, Ɍ ɞɌɖɚɒ 

ɘɚɘɑəɞɔ, ɖɚɗɔ ɓɌ ɛɑɜɱɚɐɌɘɔ ɜɑɏɟɗɫɜəɚɲ ɐɔəɌɘɱɖɔ əɌɝɞɌɪɞɨ ɡɌ-
ɚɞɔɣəɱ ɖɚɗɔɎɌəəɫ. ȮɔɓəɌɣɑəɚ, ɥɚ ɐɔəɌɘɱɖɟ ɱəɠɚɜɘɌɢɱɕəɔɡ 

ɚɛɑɜɌɢɱɕ əɌɕɞɚɣəɱɤɑ ɎɱɐɚɍɜɌɒɟɪɞɨ ɞɌɖɱ Ɏɱɐɚɘɱ ɎɑɕɎɗɑɞɔ, ɫɖ 

çɘɑɖɝɔɖɌəɝɨɖɔɕ ɖɌɛɑɗɪɡè ɞɌ ɎɑɕɎɗɑɞ ȸɚɜɗɑ47 .  
11) ȻɜɚɏəɚɓɟɎɌəəɫ ɜɚɓɎɔɞɖɟ ɛɚɐɱɕ əɌ ɚɝəɚɎɱ ɌəɌɗɱɓɟ ɐɔəɌɘɱ-

ɖɔ ɛɟɍɗɱɖɌɢɱɕ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ. Ȱɗɫ ɐɚɝɗɱɐɒɑəəɫ ɣɌɝɚɎɔɡ 

ɜɫɐɱɎ ɚɍɝɫɏɱɎ ɛɚɎɱɐɚɘɗɑəɨ ɟ ɞɑɘɌɞɔɣəɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚ-
ɖɌɡ ɝɨɚɏɚɐəɱ Ɏɝɑ ɤɔɜɤɑ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɞɑɚɜɱɫ ɠɜɌɖɞɌɗɱɎ, 

ɘɑɞɚɐɔ əɑɗɱəɱɕəɚɏɚ ɌəɌɗɱɓɟ48. Ȼɜɚɞɑ ɣɌɝɚɎɱ ɜɫɐɔ, ɛɚɜɚɐɒɟɎɌəɱ 
ɞɑɘɌɞɔɣəɔɘɔ ɱəɠɚɜɘɌɢɱɕəɔɘɔ ɛɚɞɚɖɌɘɔ, ɞɌɖɚɒ ɘɌɪɞɨ ɠɜɌɖ-

ɞɌɗɨəɱ ɎɗɌɝɞɔɎɚɝɞɱ ɱ ɲɡ ɘɚɒəɌ ɜɚɓɏɗɫɐɌɞɔ ɫɖ ɝɞɚɡɌɝɞɔɣəɱ ɠɜɌɖ-

                                                                 
47 Information Operations Recognition. From Nonlinear Analysis to D e-

cision -Making / A.  Dodonov, D.  Lande, V.  Tsyganok, O. Andriichuk, 
S. Kadenko, A. Graivoronskaya. ð LAP Lambert Academic Publishing, 
2019. ð 292 p.  

48 Dodonov O., Lande D., Nesterenko O., Berezin B. Approach to for e-
casting the effectiveness of public administration using OSINT technol o-
gies // Information tec hnology and security. Proceedings of the XIX I n-
ternational Scientific and Practical Conference ITS -2019. ð Kyiv: Eng i-
neering, 2019. ð pp. 230 -233.  
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ɞɌɗɔ. ȾɌɖɔɕ ɛɱɐɡɱɐ ɜɚɓɤɔɜɪɯ ɝɠɑɜɟ ɓɌɝɞɚɝɟɎɌəəɫ ɞɑɚɜɱɲ ɠɜɌɖ-
ɞɌɗɱɎ əɌ ɱəɠɚɜɘɌɢɱɕəɱ ɛɚɞɚɖɔ, ɐɔəɌɘɱɖɌ ɫɖɔɡ ɚɛɔɝɟɯɞɨɝɫ ɓɌɝɚ-

ɍɌɘɔ ɞɑɚɜɱɲ ɎɔɛɌɐɖɚɎɔɡ ɛɜɚɢɑɝɱɎ. ȶɜɱɘ ɞɚɏɚ, ɐɗɫ ɛɜɚɏəɚɓɟɎɌəəɫ 

ɘɚɒɟɞɨ ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɫ ɡɎɔɗɨɚɎɱ ɘɑɞɚɐɔ, ɥɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ-
ɝɫ əɌ ɢɑɕ ɣɌɝ ɞɌɖɚɒ ɐɗɫ ɌəɌɗɱɓɟ ɠɱəɌəɝɚɎɔɡ ɜɔəɖɱɎ49 . 

12) ȳɌɍɑɓɛɑɣɑəəɫ ɐɚɝɞɟɛɟ ɍɌɏɌɞɨɚɡ ɖɚɜɔɝɞɟɎɌɣɱɎ ɐɚ ɠɟəɖɢɱ-

ɚəɌɗɨəɔɡ ɖɚɘɛɚəɑəɞɱɎ ɝɔɝɞɑɘɔ, ɜɚɓɘɑɒɟɎɌəəɫ ɐɚɝɞɟɛɟ ɥɚɐɚ 
ɛɑɜɑɏɗɫɐɟ ɜɚɍɱɞ, ɥɚ Ɏɔɖɚəɟɪɞɨɝɫ ɖɚɜɔɝɞɟɎɌɣɌɘɔ.  

ȺɝəɚɎɟ ɌɛɌɜɌɞəɚɲ ɛɗɌɞɠɚɜɘɔ ɝɔɝɞɑɘ ɌəɌɗɱɓɟ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ 
ɐɌəɔɡ ɱɓ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ ɝɖɗɌɐɌɪɞɨ ɞɌɖɔ ɝɑɜɎɑɜɔ: 

¶ ɱəɠɚɜɘɌɢɱɕəɔɕ ɛɜɚɖɝɱ-ɝɑɜɎɑɜ (ɚɜɑəɐɚɎɌəɔɕ ɎɱɜɞɟɌɗɨəɔɕ 

ɝɑɜɎɑɜ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɛɜɔɡɚɎɌəɔɕ ɓɍɱɜ ɱəɠɚɜɘɌɢɱɲ, ɜɚɓ-
ɞɌɤɚɎɌəɔɕ əɌ ɓɚɎəɱɤəɨɚɘɟ ɐɌɞɌ ɢɑəɞɜɱ. Ȼɜɔ ɜɚɓɎɔɞɖɟ 

ɝɔɝɞɑɘɔ ɞɌɖɔɡ ɝɑɜɎɑɜɱɎ ɘɚɒɑ ɍɟɞɔ ɐɑɖɱɗɨɖɌ. ɂɑɕ ɝɑɜɎɑɜ, 

ɓ ɚɐəɚɏɚ ɍɚɖɟ, ɛɜɔɓəɌɣɑəɔɕ ɐɗɫ əɌɐɱɕəɚɏɚ ɚɍɝɗɟɏɚɎɟɎɌə-
əɫ ɖɚɜɔɝɞɟɎɌɣɱɎ ɖɚɜɛɚɜɌɞɔɎəɔɡ ɘɑɜɑɒ, Ɍ ɓ ɱəɤɚɏɚ ð ɘɚ-

ɒɑ ɓɌɍɑɓɛɑɣɟɎɌɞɔ ɚɍɘɱə ɐɌəɔɘɔ ɓ ɌəɌɗɚɏɱɣəɔɘɔ ɓɚɎəɱɤ-

əɱɘɔ ɛɜɚɖɝɱ-ɝɑɜɎɑɜɌɘɔ); 

¶ ɝɑɜɎɑɜ ɐɚɍɟɎɌəəɫ ɐɌəɔɡ (ɚɝəɚɎəɔɕ ɝɑɜɎɑɜ ɓɍɚɜɟ ɐɌəɔɡ ɱɓ 

ɱəɞɑɜəɑɞ-ɜɑɝɟɜɝɱɎ. ȸɚɒɑ ɐɚɍɟɎɌɞɔ ɐɌəɱ ɓɌ ɎɔɓəɌɣɑəɔɘɔ 
ɌɐɘɱəɱɝɞɜɌɞɚɜɚɘ ɝɢɑəɌɜɱɫɘɔ ɍɑɓɛɚɝɑɜɑɐəɨɚ ɓ ɱəɞɑɜəɑɞ-

ɜɑɝɟɜɝɱɎ, Ɍɍɚ ɓ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɜɚɖɝɱ-ɝɑɜɎɑɜɱɎ); 

¶ ɝɑɜɎɑɜ ɛɑɜɎɔəəɚɲ  ɌəɌɗɱɞɔɖɔ (əɌ ɝɑɜɎɑɜɱ ɓɐɱɕɝəɪɯɞɨɝɫ 
ɛɑɜɎɔəəɌ ɌəɌɗɱɞɔɣəɌ ɚɍɜɚɍɖɌ ɱəɠɚɜɘɌɢɱɲ, Ɍ ɞɌɖɚɒ ɱəɠɚ-

ɜɘɌɢɱɕəɔɕ ɛɚɤɟɖ. ȳɌ ɐɚɛɚɘɚɏɚɪ ɝɑɜɎɑɜɌ ɛɱɐɞɜɔɘɟɪɞɨɝɫ 
ɍɌɓɔ ɐɌəɔɡ ɜɑɞɜɚɝɛɑɖɞɔɎəɚɲ ɱəɠɚɜɘɌɢɱɲ. ȻɑɜɎɔəəɌ ɌəɌ-

ɗɱɞɔɣəɌ ɚɍɜɚɍɖɌ ɱəɠɚɜɘɌɢɱɲ ɚɡɚɛɗɪɯ: ð Ɏɔɞɫɏ ɛɚəɫɞɨ; ð 

ɏɑɚɱəɠɚɜɘɌɢɱɕəɌ ɛɱɐɞɜɔɘɖɌ; ð ɎɔɓəɌɣɑəəɫ ɞɚəɌɗɨəɚɝɞɱ 
ɛɚɎɱɐɚɘɗɑəɨ; ð ɠɚɜɘɟɎɌəəɫ ɓɎɑɐɑəɨ; ð ɌəɌɗɱɓ ɐɔəɌɘɱɖɔ 

ɛɚɎɱɐɚɘɗɑəɨ; ð ɛɜɚɏəɚɓɟɎɌəəɫ; ɌəɌɗɱɓ ɘɌɝɔɎɟ ɐɒɑɜɑɗ ɱə-

ɠɚɜɘɌɢɱɲ ɞɚɥɚ); 

¶ ɠɜɚəɞɑəɐ-ɝɑɜɎɑɜ (Ɏɑɍ-ɝɑɜɎɑɜ, ɓ ɫɖɚɏɚ ɓɌɍɑɓɛɑɣɟɯɞɨɝɫ ɐɚ-

ɝɞɟɛ ɖɱəɢɑɎɔɡ ɖɚɜɔɝɞɟɎɌɣɱɎ ɣɑɜɑɓ Ɏɑɍ-ɍɜɌɟɓɑɜɱ, RSS-
ɌɏɜɑɏɌɞɚɜɔ, Ɍɍɚ ɣɑɜɑɓ API ɛɜɚɏɜɌɘəɔɡ ɐɚɐɌɞɖɱɎ ɐɚ ɜɑɝɟ-

ɜɝɱɎ ɝɔɝɞɑɘɔ). 

                                                                 
49  Sornette, D. How to predict the collapse of financial markets. Crit i-

cal events in complex financial systems . ð Litres, 2017.  ð 394 p.  
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ȼɑɌɗɱɓɚɎɌəɔɕ ɘɌɖɑɞ ɝɔɝɞɑɘɔ ɌəɌɗɱɓɟ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɐɌəɔɡ ɱɓ 
ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ Cyber Aggregator 50 ,51  əɌɐɌɯ ɖɚɜɔɝɞɟɎɌɣɑɎɱ Ɏɑɍ-

ɱəɞɑɜɠɑɕɝ, ɓ ɫɖɚɏɚ ɕɚɘɟ ɐɚɝɞɟɛəɱ ɠɟəɖɢɱɲ ɛɚɤɟɖɟ ɱ ɌəɌɗɱɓɟ ɱə-

ɠɚɜɘɌɢɱɲ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ. 
ȶɚɜɔɝɞɟɎɌɣɟ ɝɔɝɞɑɘɔ əɌɐɌɪɞɨɝɫ ɘɚɒɗɔɎɚɝɞɱ ɛɚɤɟɖɟ (ɫɖ ɟ 

ɜɑɞɜɚɝɛɑɖɞɔɎəɱɕ ɍɌɓɱ ɐɌəɔɡ ɛɚɎɱɐɚɘɗɑəɨ ɱɓ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ 

(Search), ɞɌɖ ɱ ɟ ɛɚɞɚɣəɱɕ ɱəɠɚɜɘɌɢɱɲ (Current), Ɍ ɞɌɖɚɒ ɱ ɌəɌɗɱɓɟ 
ɐɌəɔɡ (Analysis). ɂɑəɞɜɌɗɨəɑ ɘɱɝɢɑ ɱəɞɑɜɠɑɕɝɟ ɓɌɕɘɌɯ ɐɌɕ-

ɐɒɑɝɞ ɱɓ əɌɕɍɱɗɨɤ ɜɑɗɑɎɌəɞəɔɡ ɛɚɞɜɑɍɌɘ ɖɚɜɔɝɞɟɎɌɣɌ ɛɚɎɱɐɚɘ-
ɗɑəɨ. ȿ ɚɖɜɑɘɚɘɟ ɍɗɚɢɱ (ȳɌɛɔɞɔ) ɎɱɐɚɍɜɌɒɌɪɞɨɝɫ ɓɍɑɜɑɒɑəɱ ɖɚ-

ɜɔɝɞɟɎɌɣɑɘ ɓɌɛɔɞɔ. ȽɞɌɞɔɝɞɔɣəɌ ɱəɠɚɜɘɌɢɱɫ ɥɚɐɚ ɛɚɛɚɎəɑəəɫ 

ɍɌɓɔ ɐɌəɔɡ  ɝɔɝɞɑɘɔ ɓ ɚɖɜɑɘɔɡ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ ɐɚɝɞɟɛəɌ ɟ 
ɍɗɚɢɱ (ȽɞɌɞɔɝɞɔɖɌ ɐɒɑɜɑɗ). 

ȿ ɜɑɓɟɗɨɞɌɞɱ ɛɚɤɟɖɟ ɓɌ ɓɌɛɔɞɚɘ ɖɚɜɔɝɞɟɎɌɣɟ əɌɐɌɯɞɨɝɫ ɛɑ-

ɜɑɗɱɖ ɓɌɏɚɗɚɎɖɱɎ ɎɱɐɛɚɎɱɐəɔɡ ɓɌɛɔɞɟ (ɜɑɗɑɎɌəɞəɔɡ) ɛɚɎɱɐɚɘɗɑəɨ 
ɱɓ ɏɱɛɑɜɛɚɝɔɗɌəəɫɘɔ əɌ ɛɚɎəɱ ɞɑɖɝɞɔ ɢɔɡ ɛɚɎɱɐɚɘɗɑəɨ Ɏ ɝɔɝɞɑ-

ɘɱ, Ɍ ɞɌɖɚɒ əɌ ɢɱ ɛɚɎɱɐɚɘɗɑəəɫ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ.  

 ɋɖɥɚ ɓɌɛɔɞ ɎɔɐɌɯ ɎɱɐɛɚɎɱɐəɱ ɱəɠɚɜɘɌɢɱɕəɔɘ ɛɚɞɜɑɍɌɘ ɐɚ-
ɖɟɘɑəɞɔ, ɞɚ ɕɚɏɚ ɘɚɒəɌ ɓɍɑɜɑɏɞɔ ɐɗɫ ɛɚɐɌɗɨɤɚɏɚ ɓɌɝɞɚɝɟɎɌəəɫ 

(Add Query). ȸɚɒɗɔɎɔɕ ɛɚɐɌɗɨɤɑ ɎɔɎɑɐɑəəɫ ɓəɌɕɐɑəɔɡ ɛɚɎɱ-

ɐɚɘɗɑəɨ ɟ ɠɚɜɘɌɞɱ RSS (ɱɓ ɛɚɐɌɗɨɤɔɘ ɓɌɎɌəɞɌɒɑəəɫɘ ɢɔɡ ɜɑ-
ɓɟɗɨɞɌɞɱɎ Ɏ ɞɌɖ ɓɎɌəəɱ RSS-ɌɏɜɑɏɌɞɚɜɔ əɌ ɛɚɝɞɱɕəɱɕ ɚɝəɚɎɱ), Ɍ 

ɞɌɖɚɒ ɎɔɎɑɐɑəəɫ ɜɑɓɟɗɨɞɌɞɱɎ ɛɚɤɟɖɟ ɱɓ ɐɑɞɌɗɱɓɌɢɱɯɪ əɌ ɏɑɚɏ-

ɜɌɠɱɣəɱɕ ɖɌɜɞɱ, ɥɚ ɘɌɝɤɞɌɍɟɯɞɨɝɫ ɫɖ Ɏ ɌɎɞɚɘɌɞɔɣəɚɘɟ ɜɑɒɔɘɱ, 
ɞɌɖ ɱ ɤɗɫɡɚɘ əɌɗɌɤɞɟɎɌəɨ (ȼɔɝ. 40). 

Ȯ ɌəɌɗɱɞɔɣəɚɘɟ ɜɑɒɔɘɱ (Analysis) ɖɚɜɔɝɞɟɎɌɣɑɎɱ əɌɐɌɯɞɨɝɫ 

əɔɓɖɌ ɱəɝɞɜɟɘɑəɞɱɎ, ɛɑɜɤɔɕ ɓ ɖɚɞɜɔɡ ð ɢɑ ɏɜɌɠɱɖ (Graph), ɥɚ 
ɎɱɐɛɚɎɱɐɌɯ ɣɌɝɚɎɚɘɟ ɜɫɐɟ ɖɱɗɨɖɚɝɞɱ ɜɑɗɑɎɌəɞəɔɡ ɓɌɛɔɞɟ ɛɚɎɱɐɚ-

ɘɗɑəɨ əɌ ɐɚɍɟ. 
ȶɚɜɔɝɞɟɎɌɣɑɎɱ ɞɌɖɚɒ əɌɐɌɯɞɨɝɫ ɘɚɒɗɔɎɱɝɞɨ ɛɑɜɑɏɗɫɐɟ ɏɚɗɚ-

Ɏəɔɡ ɝɪɒɑɞɱɎ (Digest) ɓɌ ɞɑɘɚɪ, ɖɗɌɝɞɑɜɱɎ, ɓɏɜɟɛɚɎɌəɔɡ ɓɌ Ɏɱɐ-

ɛɚɎɱɐəɱɝɞɪ ɓɌɓɐɌɗɑɏɱɐɨ ɎɔɓəɌɣɑəɔɡ ɚɛɚɜəɔɡ ɝɗɱɎ. 

                                                                 
50 Computer program "Computer program of social networks content 

monitoring on cybersecurity "CyberAggregator " ("CyberAggregator "). Lande 
D., Subach I., Sobolyev A. Ukraine. Certificate of registration of copyright 
to the work N 91831 from 31.07.2019.  

51 D. Lande; I. Subach; A. Puchkov. System of Analysis of Big Data from 

Social Media. Information & Security: An International Journal 47, no. 1 
(2020): 44 -61. DOI: doi.org/10.11610/isij.4703  
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Ȯ ɝɔɝɞɑɘɱ ɛɑɜɑɐɍɌɣɑəɱ ɜɑɒɔɘɔ ɠɚɜɘɟɎɌəəɫ ɘɑɜɑɒ ɱɓ ɛɚəɫɞɨ, 
ɥɚ ɎɱɐɛɚɎɱɐɌɪɞɨ ɚɖɜɑɘɔɘ ɛɚɎɱɐɚɘɗɑəəɫɘ (ɛɑɜɝɚə, ɍɜɑəɐɱɎ), 

ɱəɠɚɜɘɌɢɱɕəɔɡ ɐɒɑɜɑɗ (ȼɔɝ. 41). ɂɱ ɜɑɒɔɘɔ ɐɚɓɎɚɗɫɪɞɨ ɜɑɕɞɔ-

əɏɟɎɌɞɔ ɛɚəɫɞɞɫ, ɐɚɝɗɱɐɒɟɎɌɞɔ ɎɓɌɯɘɚɓɎõɫɓɖɔ ɘɱɒ əɔɘɔ. 

 
ȼɔɝɟəɚɖ 40 ð ɀɜɌɏɘɑəɞ ɱəɞɑɜɠɑɕɝɟ ɱɓ ɓɌɝɞɚɝɟɎɌəəɫɘ ɏɑɚɱəɠɚɜɘɌ-

ɢɱɕəɚɲ ɝɔɝɞɑɘɔ 

 
ȼɔɝɟəɚɖ 41 ð ȸɑɜɑɒɌ ɎɓɌɯɘɚɓɎõɫɓɖɟ ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ, əɌ ɫɖɔɡ ɛɟ-

ɍɗɱɖɟɎɌɗɔɝɫ ɛɚɎɱɐɚɘɗɑəəɫ ɓɌ ɓɌɛɔɞɚɘ çɍɗɚɖɣɑɕəè 

ȿ ɜɑɒɔɘɱ çȬəɌɗɱɞɔɖɌè ɛɑɜɑɐɍɌɣɑəɚ ɘɚɒɗɔɎɱɝɞɨ ɛɜɚɏəɚɓɟɎɌə-
əɫ (Forecast) ɘɑɞɚɐɚɘ, ɓɌɛɜɚɛɚəɚɎɌəɔɘ Ȱ. Ƚɚɜəɑɞɞɑ52, ɫɖɔɕ 

                                                                 
52 Urentsov, O. Testing the possibility o f predicting crises in the fina n-

cial market using the method of D. Sornette. Proceedings of the Institute 
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ɓɌɝəɚɎɌəɔɕ əɌ ɌəɌɗɱɓɱ ɓɌɖɚəɚɘɱɜəɚɝɞɱ ɜɟɡɟ ɜɔəɖɚɎɔɡ ɢɱə əɌ 
ɞɚɎɌɜəɔɡ ɱ ɠɚəɐɚɎɔɡ ɜɔəɖɌɡ ɛɑɜɑɐ ɖɜɌɡɚɘ. Ȯ ɜɚɍɚɞɱ ɎɱɐɓəɌɣɌ-

ɯɞɨɝɫ, ɥɚ ɛɑɜɑɐ ɖɜɌɡɚɘ ɢɱəɌ ɘɌɯ ɝɞɑɛɑəɑɎɑ ɓɜɚɝɞɌəəɫ, ɟɝɖɗɌɐ-

əɑəɑ ɗɚɏɚɛɑɜɱɚɐɔɣəɔɘɔ ɖɚɗɔɎɌəəɫɘɔ, ɫɖɱ ɝɡɚɐɫɞɨɝɫ ɐɚ əɑɝɖɱə-
ɣɑəəɚɝɞɱ Ɏ ɖɜɔɞɔɣəɱɕ ɞɚɣɢɱ, ɐɑ ɕɘɚɎɱɜəɱɝɞɨ ɖɜɌɡɟ ɐɚɝɫɏɌɯ ɘɌɖ-

ɝɔɘɌɗɨəɚɲ Ɏɑɗɔɣɔəɔ. ȮɱɐɛɚɎɱɐəɌ ɝɞɑɛɑəɑɎɌ ɘɚɐɑɗɨ, ɫɖɌ ɎɜɌɡɚ-

Ɏɟɯ ɗɱəɱɕəɱ ɗɚɏɚɛɑɜɱɚɐɔɣəɱ ɖɚɗɔɎɌəəɫ, ɘɌɯ əɌɝɞɟɛəɔɕ Ɏɔɏɗɫɐ:  

( ) ( ) 1 cos log .m c
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ȿ ɢɱɕ ɘɚɐɑɗɱ ct  ð ɖɜɔɞɔɣəɔɕ ɣɌɝ (ɣɌɝ ɖɜɔɓɔ). ȶɚɑɠɱɢɱɯəɞɔ ɘɚ-

ɐɑɗɱ , , ,A B w j ɎɔɓəɌɣɌɪɞɨɝɫ ɓɌ ɐɚɛɚɘɚɏɚɪ ɛɜɚɢɑɐɟɜɔ ɛɱɐ-

ɍɚɜɟ. ȳɌ ɐɚɛɚɘɚɏɚɪ ɎɔɖɚɜɔɝɞɌəəɫ ɘɚɐɑɗɱ Ƚɚɜəɑɞɞɑ (ɖɗɌɎɱɤɌ 

Forecast, ȼɔɝ. 42) əɌ ɚɝəɚɎɱ ɐɌəɔɡ ɘɚəɱɞɚɜɔəɏɟ ɘɚɒəɌ ɚɞɜɔɘɌɞɔ 
ɛɜɚɏəɚɓəɱ ɓəɌɣɑəəɫ ɗɚɏɌɜɔɠɘɟ ɖɱɗɨɖɚɝɞɱ ɎɱɐɛɚɎɱɐəɔɡ ɛɟɍɗɱɖɌ-

ɢɱɕ.   

ȼɚɓɏɗɫəɑɘɚ ɖɑɕɝɔ  ɓɌɝɞɚɝɟɎɌəəɫ ɝɔɝɞɑɘɔ Cyber Aggregator ɫɖ 
ɱəɝɞɜɟɘɑəɞɌ  ɓɌɍɑɓɛɑɣɑəəɫ ɱəɠɚɜɘɌɢɱɕəɚɲ ɞɌ ɖɱɍɑɜəɑɞɔɣəɚɲ 

ɍɑɓɛɑɖɔ. ȸɑɞɚɐɔɖɌ ɜɚɓɝɗɱɐɟɎɌəəɱ ɖɱɍɑɜɱəɢɔɐɑəɞɱɎ, ɥɚ ɚɛɔɝɟɯɞɨ-
ɝɫ ɟ ɛɑɜɤɚɘɟ ɖɑɕɝɱ, ɍɌɓɟɯɞɨɝɫ əɌ ɌəɌɗɱɓɱ ɓɘɱɝɞɚɎəɚɲ ɝɖɗɌɐɚɎɚɲ 

ɱəɞɑɜəɑɞ-ɛɜɚɝɞɚɜɟ ɱ ɐɚɓɎɚɗɫɯ ɎɔɓəɌɣɌɞɔ ɚɍ'ɯɖɞɔ ɖɱɍɑɜɍɑɓɛɑɖɔ ɞɌ 

ɲɡ ɓɎ'ɫɓɖɔ, ɓɌɎɐɫɖɔ ɣɚɘɟ ɐɚɛɚɘɌɏɌɯ ɎɔɜɱɤɟɎɌɞɔ ɜɱɓəɚɘɌəɱɞəɱ 
ɓɌɎɐɌəəɫ, ɎɖɗɪɣɌɪɣɔ ɢɱɗɨɚɎɔɕ ɓɍɱɜ ɞɌ ɚɍɜɚɍɖɟ ɱəɠɚɜɘɌɢɱɲ, Ɏɔ-

ɐɱɗɑəəɫ ɛɚɞɜɱɍəɔɡ ɝɟɞəɚɝɞɑɕ, ɎɝɞɌəɚɎɗɑəəɫ ɓɎ'ɫɓɖɱɎ ɘɱɒ əɔɘɔ 

ɞɌ ɝɞɎɚɜɑəəɫ ɘɑɜɑɒɱ ɚɍ'ɯɖɞɱɎ. ȾɌɖɚɒ ɓɌ ɐɚɛɚɘɚɏɚɪ ɢɱɯɲ ɘɑɞɚɐɔ-
ɖɔ ɘɚɒəɌ ɛɜɚɎɚɐɔɞɔ ɖɗɌɝɞɑɜəɔɕ ɌəɌɗɱɓ ɘɑɜɑɒɱ ɚɍ'ɯɖɞɱɎ, ɎɔɓəɌ-

ɣɌɞɔ ɢɑəɞɜɔ ɖɗɌɝɞɑɜɱɎ ɞɌ ɎɔɖɚəɟɎɌɞɔ ɱəɤɱ ɛɚɐɱɍəɱ ɓɌɎɐɌəəɫ.  

                                                                                                                                                   
of System Analysis of the Russian Academy of Sciences, 2008. ð N 40. ð 
pp. 174 -191.  



176 

 

 
ȼɔɝɟəɚɖ 42 ð ȻɜɚɏəɚɓəɌ ɗɱəɱɫ ɓɌ Ɍɗɏɚɜɔɞɘɚɘ Ƚɚɜəɑɞɞɑ ɐɗɫ ɣɌɝɚɎɚɏɚ 

ɜɫɐɟ, ɥɚ ɎɱɐɛɚɎɱɐɌɯ ɛɑɎəɚɘɟ ɓɌɛɔɞɟ    

ɂɫ ɘɑɞɚɐɔɖɌ ɜɚɓɝɗɱɐɟɎɌəəɫ ɖɱɍɑɜəɑɞɔɣəɔɡ ɱəɢɔɐɑəɞɱɎ, ɥɚ 
Ɏɒɑ Ɏɱɐɍɟɗɔɝɫ ɛɑɜɑɐɍɌɣɌɯ ɎɔɖɚəɌəəɫ əɌɝɞɟɛəɔɡ ɖɜɚɖɱɎ53 :  

ȶɜɚɖ 1. ȮɝɞɌəɚɎɗɑəəɫ ɣɌɝɚɎɚɏɚ ɛɜɚɘɱɒɖɟ, ɛɱɐ ɣɌɝ ɫɖɚɏɚ Ɏɱɐ-

ɍɟɎɝɫ ɖɱɍɑɜəɑɞɔɣəɔɕ ɱəɢɔɐɑəɞ.  

ȶɜɚɖ 2. ȳɍɱɜ əɌɕɍɱɗɨɤ ɘɚɒɗɔɎɚɏɚ ɚɍɝɫɏɟ ɛɚɝɔɗɌəɨ əɌ ɛɚɎɱ-

ɐɚɘɗɑəəɫ ɓ ȣəɞɑɜəɑɞɟ, ɥɚ ɝɞɚɝɟɯɞɨɝɫ ɎɖɌɓɌəɚɏɚ ɖɱɍɑɜɱəɢɔɐɑəɞɟ.  

ȶɜɚɖ 3. ȺɞɜɔɘɌəəɫ ɛɚɎəɔɡ ɞɑɖɝɞɱɎ Ɏɝɱɡ ɛɚɎɱɐɚɘɗɑəɨ, ɥɚ Ɏɱɐ-
ɛɚɎɱɐɌɪɞɨ ɓɱɍɜɌəɔɘ ɛɚɝɔɗɌəəɫɘ.  

ȶɜɚɖ 4. ȯɜɟɛɟɎɌəəɫ ɚɞɜɔɘɌəɔɡ ɛɚɎɱɐɚɘɗɑəɨ ɓɌ ɣɌɝɚɘ ɲɡəɨɚɲ 

ɛɟɍɗɱɖɌɢɱɲ Ɏ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɞɌ ɛɚɍɟɐɟɎɌɞɔ ɣɌɝɚɎɟ ɛɚɝɗɱɐɚɎ-
əɱɝɞɨ ɐɔəɌɘɱɖɔ ɛɟɍɗɱɖɌɢɱɕ.  

ȶɜɚɖ 5.  Ȱɚɝɗɱɐɒɑəəɫ ɣɌɝɚɎɚɏɚ ɜɫɐɟ, ɎɔɫɎɗɑəəɫ ɌəɚɘɌɗɱɕ, 

ɛɑɜɱɚɐɔɣəɚɝɞɱ ɞɚɥɚ, ɛɚɜɱɎəɫəəɫ ɓ Ɏɱɐɚɘɔɘɔ ɤɌɍɗɚəɌɘɔ ɖɱɍɑɜ-
əɑɞɔɣəɔɡ ɱəɢɔɐɑəɞɱɎ.  

                                                                 
53 D. Lande, O. Puchkov, I. Subach, M. Boliukh, D. Nahornyi OSINT 

investigation to detect and prevent cyber attacks and cyber security inc i-
dents // Information Technology and Security, 2021. Vol 9 (2).  ð pp. 209 -
218. DOI: doi.org/10.20535/2411 -1031.2021.9.2.249921.  
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ȶɜɚɖ 6. Ȯɔɐɱɗɑəəɫ ɓ ɞɑɖɝɞɱɎ ɖɚəɢɑɛɞɔ ð ɱɘɑəɚɎɌəɱ ɝɟɞəɚɝɞɱ. 
ȮɱɐɚɍɜɌɒɑəəɫ əɌ ɏɑɚɏɜɌɠɱɣəɱɕ ɖɌɜɞɱ ɞɚɛɚəɱɘɱɎ, ɥɚ ɎɱɐɛɚɎɱɐɌ-

ɪɞɨ ɎɔɍɜɌəɚɘɟ ɖɱɍɑɜəɑɞɔɣəɚɘɟ ɱəɢɔɐɑəɞɟ.  

ȶɜɚɖ 7. ɀɚɜɘɟɎɌəəɫ ɘɑɜɑɒɱ ɢɔɡ ɝɟɞəɚɝɞɑɕ ɞɌ ɓəɌɡɚɐɒɑəəɫ 
ɏɜɟɛɔ əɌɕɍɱɗɨɤ ɓɎ'ɫɓɌəɔɡ.  

ȶɜɚɖ 8. ɀɚɜɘɟɎɌəəɫ ɐɌɕɐɒɑɝɞɟ ɓ ɛɚɎɱɐɚɘɗɑəɨ, ɥɚ ɎɱɐɚɍɜɌ-

ɒɌɪɞɨ əɌɕɎɌɒɗɔɎɱɤɱ Ɍɝɛɑɖɞɔ ɎɔɓəɌɣɑəɚɏɚ ɖɱɍɑɜɱəɢɔɐɑəɞɟ. 

ɋɖ ɛɜɔɖɗɌɐ ɜɚɓɝɗɱɐɟɎɌəəɫ ɓɌ ɢɱɯɪ ɘɑɞɚɐɔɖɚɪ ɘɚɒəɌ əɌɎɑɝ-

ɞɔ ɜɚɓɝɗɱɐɟɎɌəəɫ ɖɱɍɑɜɌɞɌɖɔ  Colonial Pipeline (7 ɞɜɌɎəɫ 2021 
ɜɚɖɟ), ɫɖɌ ɓɌ ɚɢɱəɖɌɘɔ ɛɜɑɝɔ ɍɟɗɌ əɌɕɟɝɛɱɤəɱɤɚɪ ɖɱɍɑɜɌɞɌɖɚɪ 

əɌ əɌɠɞɚɎɟ ɱəɠɜɌɝɞɜɟɖɞɟɜɟ  ȽɄȬ. ȿ ɎɱɐɛɚɎɱɐəɚɝɞɱ ɱɓ ɛɜɑɐɝɞɌɎ-

ɗɑəɚɪ ɘɑɞɚɐɔɖɚɪ ɍɟɗɚ ɓɱɍɜɌəɚ ɐɑɖɱɗɨɖɌ ɞɔɝɫɣ ɐɚɖɟɘɑəɞɱɎ ɓɌ 
ɎɔɓəɌɣɑəɔɕ ɛɜɚɘɱɒɚɖ ɣɌɝɟ, ɛɚɍɟɐɚɎɌəɚ ɐɔəɌɘɱɖɟ ɲɡ ɛɟɍɗɱɖɌɢɱɕ 

(ȼɔɝ. 43), ɐɗɫ ɎɔɫɎɗɑəəɫ ɌəɚɘɌɗɱɕ ɱ ɛɚɐɱɍəɚɝɞɱ ɠɜɌɏɘɑəɞɱɎ ɐɚɝ-

ɗɱɐɒɟɎɌəɚɏɚ ɣɌɝɚɎɚɏɚ ɜɫɐɟ ɟ ɜɱɓəɔɡ ɘɌɝɤɞɌɍɌɡ ɎɔɖɚɜɔɝɞɚɎɟɎɌ-
Ɏɝɫ ɎɑɕɎɗɑɞ-ɌəɌɗɱɓ.  

 

ȼɔɝɟəɚɖ 43 ð Ȯɔɡɱɐəɔɕ ɞɌ ɓɏɗɌɐɒɑəɔɕ ɜɫɐɔ 

Ȼɱɝɗɫ ɢɨɚɏɚ ɍɟɗɔ ɝɠɚɜɘɚɎɌəɱ ɘɑɜɑɒɱ ɝɟɞəɚɝɞɑɕ, ɐɗɫ ɎɱɐɚɍɜɌ-
ɒɑəəɫ ɫɖɔɡ  ɍɟɎ ɎɔɖɚɜɔɝɞɌəɔɕ ɝɛɑɢɱɌɗɨəɔɕ ɛɜɚɏɜɌɘəɔɕ ɘɚ-

ɐɟɗɨ, ɜɑɓɟɗɨɞɌɞ ɜɚɍɚɞɔ  ɫɖɚɏɚ ð əɌɍɱɜ ɐɌəɔɡ ɟ ɠɚɜɘɌɞɱ CSV, ɥɚ 

ɎɱɐɛɚɎɱɐɌɯ ɘɌɞɜɔɢɱ ɝɟɘɱɒəɚɝɞɱ. ȮɱɐɚɍɜɌɒɑəəɫ ɱ ɖɗɌɝɞɑɜɔɓɌɢɱɫ 
ɓɐɱɕɝəɪɎɌɗɚɝɨ ɓɌ ɐɚɛɚɘɚɏɚɪ ɝɔɝɞɑɘɔ ɌəɌɗɱɓɟ ɏɜɌɠɱɎ Gephi. ȿ 

ɛɜɚɏɜɌɘɱ Gephi ɎɱɐɖɜɔɎɌɯɞɨɝɫ ɝɞɎɚɜɑəɔɕ CSV-ɠɌɕɗ.  ȹɌ ɚɝəɚɎɱ 

ɓɱɍɜɌəɔɡ ɐɌəɔɡ ɍɟɗɚ ɝɠɚɜɘɚɎɌəɚ ɐɌɕɐɒɑɝɞ ð ɝɛɔɝɚɖ ɜɑɗɑɎɌəɞ-
əɔɡ ɐɚɖɟɘɑəɞɱɎ, ɥɚ ɎɱɐɚɍɜɌɒɌɪɞɨ ɜɱɓəɱ əɌɕɍɱɗɨɤ ɎɌɒɗɔɎɱ ɜɱɓəɱ 

Ɍɝɛɑɖɞɔ ɎɔɓəɌɣɑəɚɏɚ ɖɱɍɑɜɱəɢɔɐɑəɞɟ. 

Ȼɱɝɗɫ ɢɨɚɏɚ ɍɟɗɔ ɝɠɚɜɘɚɎɌəɱ ɘɑɜɑɒɱ ɝɟɞəɚɝɞɑɕ, ȮɱɐɚɍɜɌɒɑə-
əɫ ɱ ɖɗɌɝɞɑɜɔɓɌɢɱɫ ɫɖɚɲ  ɓɐɱɕɝəɪɎɌɗɚɝɨ ɓɌ ɐɚɛɚɘɚɏɚɪ ɝɔɝɞɑɘɔ 

ɌəɌɗɱɓɟ ɏɜɌɠɱɎ Gephi.  ȹɌ ɚɝəɚɎɱ ɓɱɍɜɌəɔɡ ɐɌəɔɡ ɍɟɗɚ ɝɠɚɜɘɚ-
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ɎɌəɚ ɐɌɕɐɒɑɝɞ - ɝɛɔɝɚɖ ɐɚɖɟɘɑəɞɱɎ, ɥɚ ɎɱɐɚɍɜɌɒɌɪɞɨ əɌɕ-
ɍɱɗɨɤ ɎɌɒɗɔɎɱ ɜɱɓəɱ Ɍɝɛɑɖɞɔ ɖɱɍɑɜɱəɢɔɐɑəɞɟ. 

ȮɔɫɎɗɑəəɫ ɓɗɚɣɔəəɔɡ ɖɱɍɑɜəɑɞɔɣəɔɡ ɟɏɜɟɛɟɎɌəɨ 

Ȱɜɟɏɔɕ ɖɑɕɝ ɛɜɔɝɎɫɣɑəɚ ɛɜɚɍɗɑɘɱ  ɑɖɝɞɜɌɏɟɎɌəəɫ ɛɚəɫɞɨ ɱɓ 

ɞɑɖɝɞɱɎ ɐɚɖɟɘɑəɞɱɎ ɱɓ ɘɑɜɑɒɑɎɔɡ  ɐɒɑɜɑɗ, Ɍ ɝɌɘɑ ɓɗɚɣɔəəɔɡ 

ɜɚɝɱɕɝɨɖɔɡ ɱ ɍɱɗɚɜɟɝɨɖɔɡ ɡɌɖɑɜɝɨɖɔɡ ɟɏɜɟɛɟɎɌəɨ, ɥɚ ɯ ɟɣɌɝəɔ-
ɖɌɘɔ ɝɟɣɌɝəɚɲ ɖɱɍɑɜɎɱɕəɔ, Ɍ ɞɌɖɚɒ ɎɱɐɛɚɎɱɐəɚɏɚ ɤɖɱɐɗɔɎɚɏɚ 

ɛɜɚɏɜɌɘəɚɏɚ ɓɌɍɑɓɛɑɣɑəəɫ. Ȱɗɫ Ɏɔɜɱɤɑəəɫ ɢɱɯɲ ɛɜɚɍɗɑɘɔ ɛɜɚ-

ɛɚəɟɯɞɨɝɫ ɘɑɞɚɐɔɖɌ, ɝɟɞəɱɝɞɨ ɫɖɚɲ ɛɚɗɫɏɌɯ ɟ ɎɔɖɚəɌəəɱ ɞɌɖɔɡ 
ɞɑɡəɚɗɚɏɱɣəɔɡ ɚɛɑɜɌɢɱɕ, ɫɖ:  

1) ɐɚɍɟɎɌəəɫ ɱəɠɚɜɘɌɢɱɲ;   

2) ɑɖɝɞɜɌɏɟɎɌəəɫ ɛɚəɫɞɨ ð ɚɍõɯɖɞɱɎ ɖɱɍɑɜɍɑɓɛɑɖɔ;  
3) ɠɱɗɨɞɜɌɢɱɫ ɛɚəɫɞɨ ɱɓ ɓɌɗɟɣɑəəɫɘ ɑɖɝɛɑɜɞɱɎ  Ɍɍɚ ɓɌɝɚɍɱɎ 

ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ;  

4) ɠɚɜɘɟɎɌəəɫ ɘɑɜɑɒɱ ɚɍõɯɖɞɱɎ ɖɱɍɑɜɍɑɓɛɑɖɔ;  
5) ɌəɌɗɱɓ (ɟ ɞɚɘɟ ɣɔɝɗɱ ɖɗɌɝɞɑɜɔɓɌɢɱɫ) ɱ ɎɱɓɟɌɗɱɓɌɢɱɫ ɢɱɯɲ ɘɑ-

ɜɑɒɱ;  

6) ɎɱɓɟɌɗɱɓɌɢɱɫ ɐɔəɌɘɱɖɔ ɛɚɫɎɔ ɛɚəɫɞɨ ɟ ɣɌɝɱ.  

ȻɜɚɎɚɐɔɎɝɫ ɌəɌɗɱɓ ɌɖɞɔɎəɚɝɞɱ ɜɚɝɱɕɝɨɖɔɡ/ɍɱɗɚɜɟɝɨɖɔɡ  ɡɌ-

ɖɑɜɝɨɖɔɡ ɟɏɜɟɛɟɎɌəɨ ɎɛɜɚɐɚɎɒ 2022 ɱ ɛɚɣɌɞɖɟ 2023 ɜɚɖɟ. Ȱɗɫ 
ɢɨɚɏɚ əɌ 1-ɘɟ ɑɞɌɛɱ ɠɚɜɘɟɯɞɨɝɫ ɞɑɘɌɞɔɣəɔɕ ɱəɠɚɜɘɌɢɱɕəɔɕ 

ɘɌɝɔɎ, ɐɗɫ ɣɚɏɚ ɘɌɪɞɨ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔɝɨ əɌɫɎəɱ ɱəɠɚɜɘɌɢɱɕ-

əɚ-ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ, ɫɖ ɓɌɏɌɗɨəɚɐɚɝɞɟɛəɱ, ɞɌɖ ɱ ɖɚɜɛɚɜɌɞɔɎəɱ 
ɝɔɝɞɑɘɔ ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ, ɓɚɖɜɑɘɌ, ɝɔɝɞɑɘɌ Cyber 

Aggregator, ɫɖɌ ɐɚɓɎɚɗɫɯ ɓɍɔɜɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɱɓ Ɏɑɍ-ɝɌɕɞɱɎ ɱ 12 

ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ. Ȱɗɫ ɚɞɜɔɘɌəəɫ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɘɌɝɔɎɟ ɛɟɍ-
ɗɱɖɌɢɱɕ ɥɚɐɚ ɖɱɍɑɜɍɑɓɛɑɖɔ əɑɚɍɡɱɐəɚ ɎɔɓəɌɣɔɞɔ əɑɚɍɡɱɐəɔɕ 

ɛɑɜɱɚɐ ɚɛɜɌɢɪɎɌɞɔ ɞɑɘɌɞɔɣəɔɕ ɓɌɛɔɞ, əɌɛɜɔɖɗɌɐ ɞɌɖɔɕ:  

ɡɌɖɑɜ|(Ɏɜɑɐɚəɚɝə-ɛɜɚɏɜɌɘɘə)|(ɤɖɱɐɗ-ɛɜɚɏɜɌɘə)| 
(ɖɔɍɑɜ-ɌɞɌɖ)|ɖɔɍɑɜɌɞɌɖ|(ɖɱɍɑɜ-ɌɞɌɖ)|ɖɱɍɑɜɌɞɌɖ 

Ȼɱɝɗɫ ɢɨɚɏɚ ɓɌɝɞɚɝɚɎɟɎɌɗɌɝɨ ɘɑɞɚɐɚɗɚɏɱɫ ɎɔɓəɌɣɑəəɫ ɱɘɑəɚ-

ɎɌəɔɡ ɝɟɞəɚɝɞɑɕ Ɏ ɚɍɗɌɝɞɱ ɖɱɍɑɜɍɑɓɛɑɖɔ54, Ɍ əɌ ɚɝɞɌəəɨɚɘɟ  

                                                                 
54 Ȱ.Ȯ. ȷɌəɐɑ, Ⱥ.Ⱥ. ȻɟɣɖɚɎ, ȣ.Ɋ. ȽɟɍɌɣ. ȸɑɞɚɐɔɖɌ ɎɔɫɎɗɑəəɫ ɚɍ'ɯɖ-

ɞɱɎ ɖɱɍɑɜɍɑɓɛɑɖɔ əɌ ɍɌɓɱ ɞɑɡəɚɗɚɏɱɲ OSINT // ȣəɠɚɜɘɌɢɱɕəɱ ɞɑɡəɚɗɚɏɱɲ ɱ 
ɍɑɓɛɑɖɌ. ȸɌɞɑɜɱɌɗɔ XɁII ȸɱɒəɌɜɚɐəɚɲ əɌɟɖɚɎɚ-ɛɜɌɖɞɔɣəɚɲ ɖɚəɠɑɜɑəɢɱɲ 
ȣȾȭ-2022. ð ȶɔɲɎ: ȣəɒɔəɱɜɔəɏ. ð C. 9 -13. ȼɑɒɔɘ ɐɚɝɞɟɛɟ: 
http://dwl.kiev.ua/art/itb2022 -1/2022itb1.pdf  
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ɑɞɌɛɱ ɓɐɱɕɝəɪɯɞɨɝɫ ɖɗɌɝɞɑɜəɔɕ ɌəɌɗɱɓ ɎɱɐɱɍɜɌəɚɲ ɘɑɜɑɒɱ ɞɌ ɓəɌ-
ɡɚɐɒɑəəɫ ɚɍõɯɖɞɱɎ ð ɢɑəɞɜɱɎ ɖɗɌɝɞɑɜɱɎ (ȼɔɝ. 44). 

 
 

ʈʠʩʫʥʦʢ 44 ï ʄʝʨʝʞʘ ʦʩʥʦʚʥʠʭ ʭʘʢʝʨʩʴʢʠʭ ʫʛʨʫʧʫʚʘʥʴ ʽʟ ʨʦ-
ʩʽʾ/ʙʽʣʦʨʫʩʽʾ 

ȼɑɓɟɗɨɞɌɞɔ ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ ɱəɞɑɜəɑɞ-ɜɑɝɟɜɝɱɎ ɱ ɛɚɐɌɗɨ-

ɤɚɲ ɖɗɌɝɞɑɜɔɓɌɢɱɲ  ɎɖɌɓɟɪɞɨ əɌ ɛɑɜɑɎɌɒəɟ ɛɜɔəɌɗɑɒəɱɝɞɨ ɜɚɓɏ-

ɗɫəɟɞɔɡ ɡɌɖɑɜɝɨɖɔɡ ɟɏɜɟɛɟɎɌəɨ ɐɚ ɝɛɑɢɝɗɟɒɍ ɜɠ ɱ ɍɱɗɚɜɟɝɱɲ, Ɍ 
ɝɌɘɑ ɀȽȭ ɜɠ; ȯȿ ȯɄ ȳȽ ɜɠ (ȯȼȿ);  Ƚȳȼ ɜɠ;  ȸɱəɱɝɞɑɜɝɞɎɚ ɚɍɚ-

ɜɚəɔ ɜɍ; ɱəɤɱ ɛɜɚɜɚɝɱɕɝɨɖɱ ɟɏɜɟɛɟɎɌəəɫ.  
 ȹɌɎɑɐɑəɱ ɘɑɞɚɐɔɖɔ ɎɜɌɡɚɎɟɪɞɨ ɛɜɔɡɚɎɌəɱ ɓəɌəəɫ, Ɏəɑɝɑəɱ 

ɑɖɝɛɑɜɞəɔɘ ɘɑɜɑɒɑɎɔɘ ɝɑɜɑɐɚɎɔɥɑɘ. ȼɌɓɚɘ ɓ ɢɔɘ, ɛɟɍɗɱɖɌɢɱɫ 

ɐɑɞɌɗɨəɚɲ  ɱəɠɚɜɘɌɢɱɲ ɓ ɛɚɗɱɎ ɖɱɍɑɜɎɱɕəɔ ɟ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗɌɡ, 
ɍɑɓɟɘɚɎəɚ, ɘɚɒɑ ɍɟɞɔ ɓɌɝɞɚɝɚɎɌəɌ ɱ Ɏɚɜɚɏɚɘ, ɞɚɘɟ, ɎɚɣɑɎɔɐɨ, 

ɎɔɘɌɏɌɯ ɐɑɫɖɔɡ ɚɍɘɑɒɑəɨ, ɫɖɱ ɘɌɪɞɨ ɓɌɖɚəɚɐɌɎɣɚ ɜɑɏɟɗɪɎɌ-

ɞɔɝɨ ɟ ɝɟɣɌɝəɔɡ ɟɘɚɎɌɡ.  
ȹɌ ɟɖɜɌɲəɝɨɖɚɘɟ ɜɔəɖɟ Ɏ ɝɑɏɘɑəɞɱ ɱəɠɚɜɘɌɢɱɕəɚ-

ɌəɌɗɱɞɔɣəɔɡ ɝɔɝɞɑɘ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɛɜɑɐɝɞɌɎɗɑəɱ ɞɌɖɱ 

ɝɔɝɞɑɘɔ, ɫɖ X-SCIF, The -hound (ɍɜɌɟɓɑɜ, ɜɚɓɜɚɍɗɑəɔɕ ɐɗɫ ɜɚɓ-
ɤɔɜɑəəɫ ɘɚɒɗɔɎɚɝɞɑɕ ɟɖɜɌɲəɝɨɖɔɡ ɛɜɌɎɚɓɌɡɔɝəɔɖɱɎ, ɒɟɜəɌɗɱ-

ɝɞɱɎ, ɛɜɌɎɚɚɡɚɜɚəɢɱɎ ɞɌ OSINT-ɐɚɝɗɱɐəɔɖɱɎ ɛɱɐ ɣɌɝ ɓɍɚɜɟ əɔɘɔ 

ɐɌəɔɡ ɓ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ), Bellingcatõs map on Ukraine (ȶɌɜɞɌ 
ɱɓ ɏɑɚɗɚɖɚɎɌəɔɘɔ ɛɚɤɖɚɐɒɑəəɫɘɔ ɢɔɎɱɗɨəɚɲ ɱəɠɜɌɝɞɜɟɖɞɟɜɔ 

https://ukraine.bellingcat.com/
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ɛɱɐ ɣɌɝ ɜɚɝɱɕɝɨɖɚɏɚ Ɏɞɚɜɏəɑəəɫ Ɏ ȿɖɜɌɲəɟ.),  scanbe.io (ȽɑɜɎɱɝ 
ɤɟɖɌɯ ɓɌ Ɏɱɐɖɜɔɞɔɘɔ ɐɑɜɒɌɎəɔɘɔ ɜɑɯɝɞɜɌɘɔ, ɍɌɓɔ ɐɌəɔɡ ɐɚ-

ɛɚɎəɪɪɞɨɝɫ ɞɌ ɚəɚɎɗɪɪɞɨɝɫ)), ȾɑɗɑɏɜɌɘ-ɍɚɞɔ əɌɖɤɞɌɗɞ 

OpenDataUABot (ɐɗɫ ɛɚɤɟɖɟ ɞɌ ɘɚəɱɞɚɜɔəɏɟ Ɏɱɐɖɜɔɞɔɡ ɐɑɜɒɌ-
Ɏəɔɡ ɐɌəɔɡ Ɏ ȿɖɜɌɲəɱ), DataLeakBot  (ȾɑɗɑɏɜɌɘ-ɍɚɞ, ɫɖɔɕ ɓɐɱɕɝ-

əɪɯ ɛɚɤɟɖ ɟ Ɏɑɗɔɖɱɕ ɖɱɗɨɖɚɝɞɱ ɎɔɞɚɖɱɎ ɐɌəɔɡ ð ɓɗɔɞɔɡ ɍɌɓ) ɞɚ-

ɥɚ.  
Ƚɗɱɐ ɓɌɓəɌɣɔɞɔ, ɥɚ ɐɌɗɑɖɚ əɑ Ɏɝɱ ɓ əɌɓɎɌəɔɡ ɝɔɝɞɑɘ ɘɌɪɞɨ 

ɛɚɎəɔɕ ɠɟəɖɢɱɚəɌɗ ɞɌ ɎɱɐɛɚɎɱɐəɱ ɘɚɐɟɗɱ, ɫɖɱ ɓɌɍɑɓɛɑɣɟɪɞɨ Ɏɔ-
ɖɚəɌəəɫ Ɏɝɨɚɏɚ ɝɛɑɖɞɜɌ ɓɌɎɐɌəɨ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ. 

2.7.6 X -Scif  

ɋɖ ɚɐəɟ ɓ əɌɕɍɱɗɨɤ ɛɚɎəɚɠɟəɖɢɱɚəɌɗɨəɔɡ Ɏɱɞɣɔɓəɫəɔɡ ɝɔ-

ɝɞɑɘ, ɚɍɜɚɍɖɌ ɱəɠɚɜɘɌɢɱɲ Ɏ ɫɖɱɕ ɎɱɐɛɚɎɱɐɌɯ ɖɗɌɝɔɣəɚɘɟ ɱəɠɚɜ-

ɘɌɢɱɕəɚɘɟ ɜɚɓɎɱɐɟɎɌɗɨəɚɘɟ ɢɔɖɗɟ, ɘɚɒəɌ əɌɓɎɌɞɔ ɝɔɝɞɑɘɟ X-
SCIF.  

ȼɚɓɏɗɫəɑɘɚ, ɫɖ ɜɑɌɗɱɓɟɪɞɨɝɫ ɑɞɌɛɔ ɜɚɓɎɱɐɟɎɌɗɨəɚɏɚ ɢɔɖɗɟ 

ɓɌ ɐɚɛɚɘɚɏɚɪ ɢɱɯɲ ɝɔɝɞɑɘɔ; ɐɗɫ ɢɨɚɏɚ ɓɟɛɔəɔɘɚɝɫ əɌ ɚɛɔɝɱ ɘɚ-
ɒɗɔɎɚɝɞɑɕ ɝɔɝɞɑɘɔ X-SCIF ɐɑɥɚ ɐɑɞɌɗɨəɱɤɑ. 

ȺəɗɌɕəɚɎɌ ɱəɝɞɜɟɘɑəɞɌɗɨəɌ ɖɚɜɛɚɜɌɞɔɎəɌ ɝɔɝɞɑɘɌ ɘɚəɱɞɚ-

ɜɔəɏɟ, ɌɏɜɑɏɌɢɱɲ ɞɌ ɌəɌɗɱɓɟ ɱəɠɚɜɘɌɢɱɲ X-SCIF  ɫɎɗɫɯ ɝɚɍɚɪ ɛɜɚ-
ɏɜɌɘəɚ-ɞɑɡəɱɣəɔɕ ɖɚɘɛɗɑɖɝ, ɛɜɔɓəɌɣɑəɔɕ ɐɗɫ ɜɚɓɎ'ɫɓɌəəɫ ɓɌ-

ɎɐɌəɨ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ ɓɍɚɜɟ, ɚɍɜɚɍɖɔ, ɠɚɜɘɟɎɌəəɫ ɱəɞɑɏɜɚ-
ɎɌəɚɏɚ ɍɌəɖɟ ɐɌəɔɡ ɞɌ ɌəɌɗɱɓɟ ɜɱɓəɚɘɌəɱɞəɚɲ ɱəɠɚɜɘɌɢɱɲ. 

ȽɔɝɞɑɘɌ X-SCIF ɓɌɍɑɓɛɑɣɟɯ: 

¶ ɘɚəɱɞɚɜɔəɏ ɱəɠɚɜɘɌɢɱɲ ɓ ɎɔɓəɌɣɑəɔɡ ɖɚɜɔɝɞɟɎɌɣɑɘ Ɏɑɍ-
ɝɌɕɞɱɎ (Ɏɑɍ-ɝɞɚɜɱəɚɖ) ɟ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ (ȣəɞɜɌəɑɞ) ɓɌ ɓɌ-

ɐɌəɔɘɔ ɞɑɘɌɘɔ; 

¶ ɛɚɤɟɖ əɚɎɔɡ ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ Ɏ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɓɌ 
ɎɔɓəɌɣɑəɔɘɔ ɖɚɜɔɝɞɟɎɌɣɑɘ ɞɑɘɌɞɔɖɌɘɔ ɞɌ ɲɡ ɛɚɐɌɗɨɤɑ 

ɛɱɐɖɗɪɣɑəəɫ ɐɚ ɘɚəɱɞɚɜɔəɏɟ; 

¶ ɝɞɎɚɜɑəəɫ ɞɌ ɓɍɑɜɑɒɑəəɫ ɝɖɗɌɐəɔɡ ɓɌɛɔɞɱɎ ɓɌ ɓɌɐɌəɔɘɔ 

ɞɑɘɌɘɔ ɟ Ɏɔɏɗɫɐɱ ɖɌɞɌɗɚɏɱɓɚɎɌəɚɏɚ ɛɑɜɑɗɱɖɟ Ɍɍɚ ɜɟɍɜɔɖɔ 
ɐɗɫ ɛɚɐɌɗɨɤɚɏɚ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ ɘɚəɱɞɚɜɔəɏɟ, ɛɚɤɟɖɟ 

ɣɔ ɖɚəɞɑəɞ-ɌəɌɗɱɓɟ; 

¶ ɛɜɔɎɑɐɑəəɫ ɎɱɐɱɍɜɌəɚɲ ɱəɠɚɜɘɌɢɱɲ ɐɚ ɯɐɔəɚɏɚ ɠɚɜɘɌɞɟ 
ɞɌ ɲɲ ɓɌɎɌəɞɌɒɑəəɫ ɐɚ ɝɡɚɎɔɥɌ; 

¶ ɠɱɗɨɞɜɌɢɱɪ, ɖɗɌɝɔɠɱɖɌɢɱɪ, ɖɗɌɝɞɑɜɔɓɌɢɱɪ, ɜɟɍɜɔɖɌɢɱɪ 
ɞɌ ɌəɚəɝɟɎɌəəɫ ɓɌɎɌəɞɌɒɑəɚɲ ɛɚɎəɚɞɑɖɝɞɚɎɚɲ ɱəɠɚɜɘɌ-

ɢɱɲ; 

https://t.me/safe_search_bot
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¶ ɌɎɞɚɘɌɞɔɣəɑ ɑɖɝɞɜɌɏɟɎɌəəɫ (Ɏɔɗɟɣɑəəɫ) ɓ ɚɞɜɔɘɌəɚɲ ɱə-
ɠɚɜɘɌɢɱɲ ɝɟɞəɚɝɞɑɕ (ɚɍ'ɯɖɞɱɎ ɱ ɠɌɖɞɱɎ); 

¶ ɝɞɎɚɜɑəəɫ əɌ ɚɝəɚɎɱ ɓɌɎɌəɞɌɒɑəɚɲ ɐɚ ɝɔɝɞɑɘɔ əɑɠɚɜɘɌ-

ɗɱɓɚɎɌəɚɲ ɛɚɎəɚɞɑɖɝɞɚɎɚɲ ɞɌ ɠɚɜɘɌɗɱɓɚɎɌəɚɲ ɠɌɖɞɚɏɜɌɠɱ-
ɣəɚɲ ɱəɠɚɜɘɌɢɱɲ ɱəɞɑɏɜɚɎɌəɚɏɚ ɍɌəɖɟ ɐɌəɔɡ (ɝɡɚɎɔɥɌ) 

ɚɍ'ɯɖɞɱɎ, ɠɌɖɞɱɎ, ɛɚɐɱɕ ɱ ɐɚɖɟɘɑəɞɱɎ, ɛɚɎ'ɫɓɌəɔɡ ɘɱɒ ɝɚ-

ɍɚɪ ɜɱɓəɔɘɔ ɎɔɐɌɘɔ ɞɌ ɘɚɞɔɎɌɘɔ ɓɎ'ɫɓɖɱɎ, ɓ ɟɜɌɡɟɎɌə-
əɫɘ ɌɞɜɔɍɟɞɱɎ ɐɚɝɞɚɎɱɜəɚɝɞɱ, ɌɖɞɟɌɗɨəɚɝɞɱ, Ɍ ɞɌɖɚɒ ɎɌ-

ɏɚɎɔɡ ɖɚɑɠɱɢɱɯəɞɱɎ ɞɌɖɔɡ ɓɎ'ɫɓɖɱɎ; 

¶ əɌɝɖɜɱɓəɔɕ ɛɚɤɟɖ ɱəɠɚɜɘɌɢɱɲ ɓɌ ɓɌɛɔɞɌɘɔ Ɍɍɚ ɞɑɘɌɘɔ 

ɖɚɜɔɝɞɟɎɌɣɌ, ɥɚ ɚɡɚɛɗɪɯ ɫɖ ɛɚɤɟɖ ɟ Ɏəɟɞɜɱɤəɨɚɘɟ ɱə-

ɞɑɏɜɚɎɌəɚɘɟ ɍɌəɖɟ ɐɌəɔɡ ɜɌəɱɤɑ ɓɌɎɌəɞɌɒɑəɚɲ  ɞɌ əɌ-
ɖɚɛɔɣɑəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɞɌɖ ɱ ɚəɗɌɕəɚɎɔɕ ɘɑɞɌɛɚɤɟɖ ɟ 

ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ (ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ, Ɏɑɍ-ɝɌɕɞɔ, ɍɗɚɏɔ, 

ɝɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ) ɞɌ Ɏ ɱəɤɔɡ ɛɱɐɖɗɪɣɑəɔɡ ɓɚɎəɱɤəɱɡ 
ɐɒɑɜɑɗɌɡ ɐɌəɔɡ (ɚɠɱɢɱɕəɱ ɜɑɯɝɞɜɔ ɐɑɜɒɌɎəɔɡ ɚɜɏɌəɱɎ, 

Ɏɱɐɖɜɔɞɱ ɍɌɓɔ ɐɌəɔɡ ɞɚɥɚ); 

¶ ɌəɌɗɱɞɔɣəɟ ɚɍɜɚɍɖɟ ɱəɠɚɜɘɌɢɱɲ (ɐɌɯ ɓɘɚɏɟ ɌəɌɗɱɓɟɎɌɞɔ 
ɝɛɱɗɨəɑ ɓɏɌɐɟɎɌəəɫ ɞɌ ɎɔɫɎɗɫɞɔ əɑɫɎəɱ ɓɎ'ɫɓɖɔ ɘɱɒ ɚɍ'ɯ-

ɖɞɌɘɔ, ɱɐɑəɞɔɠɱɖɟɎɌɞɔ ɚɍ'ɯɖɞɔ ɕ ɏɜɟɛɟɎɌɞɔ ɱəɠɚɜɘɌɢɱɪ 
ɓɌ ɝɪɒɑɞɌɘɔ, ɍɟɐɟɎɌɞɔ ɗɌəɢɪɒɖɔ ɞɌ ɏɜɌɠɔ ɓɎ'ɫɓɖɱɎ, 

ɌəɌɗɱɓɟɎɌɞɔ ɱəɠɚɜɘɌɢɱɕəɟ ɌɖɞɔɎəɱɝɞɨ, ɑɘɚɢɱɕəɑ ɓɌɍɌɜɎ-

ɗɑəəɫ ɐɚɖɟɘɑəɞɱɎ, ɛɑɜɑɞɔə ɓɌɐɌəɔɡ ɜɟɍɜɔɖ Ɍɍɚ ɞɑɘ, ɌɎ-
ɞɚɘɌɞɔɣəɚ ɝɞɎɚɜɪɎɌɞɔ ɱəɠɚɜɘɌɢɱɕəɔɕ ɛɚɜɞɜɑɞ ɎɱɐɱɍɜɌ-

əɔɡ ɓɌ ɓɌɛɔɞɚɘ ɐɚɖɟɘɑəɞɱɎ, Ɏɔɚɖɜɑɘɗɪɪɣɔ ɓɏɌɐɟɎɌəɱ Ɏ 

əɔɡ ɚɍ'ɯɖɞɔ, ɐɒɑɜɑɗɌ, ɜɑɏɱɚəɔ ɞɚɥɚ, ɚɍɣɔɝɗɪɎɌɞɔ ɱəɐɑɖɝ 
ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɝɛɜɔɫəəɫ ɞɌ ɍɌɏɌɞɚ ɱəɤɚɏɚ); 

¶ ɏɑəɑɜɌɢɱɪ Ɏɔɡɱɐəɔɡ ɠɚɜɘ ɓɌ ɎɔɓəɌɣɑəɔɘɔ ɖɚɜɔɝɞɟɎɌɣɑɘ 
ɛɌɜɌɘɑɞɜɌɘɔ (ɐɌɯ ɓɘɚɏɟ ɌɎɞɚɘɌɞɔɣəɚ ɝɞɎɚɜɪɎɌɞɔ ɑɗɑɖɞ-

ɜɚəəɑ ɐɚɝɨɯ, ɝɡɑɘɔ ɓɎ'ɫɓɖɱɎ, ɐɌɕɐɒɑɝɞɔ, ɚɏɗɫɐɔ, ɛɚɜɱɎ-

əɫɗɨəɱ ɐɱɌɏɜɌɘɔ, ɱəɠɚɜɘɌɢɱɕəɱ ɐɚɎɱɐɖɔ ɞɌ ɌɏɜɑɏɚɎɌəɱ ɓɎɱ-
ɞɔ); 

¶ ɚɛɑɜɌɞɔɎəɟ ɐɚɝɞɌɎɖɟ ɜɑɓɟɗɨɞɌɞɱɎ ɓɌɛɔɞɱɎ ɜɱɓəɔɘɔ ɖɌəɌ-
ɗɌɘɔ (ɐɚ ɝɖɗɌɐɟ ɝɔɝɞɑɘɔ Ɏɡɚɐɔɞɨ ɎɱɜɞɟɌɗɨəɔɕ ɚɠɱɝ ɱɓ 

ɎɗɌɝəɔɘ ɎɱɐɐɌɗɑəɔɘ ɖɜɔɛɞɚɓɌɡɔɥɑəɔɘ ɝɡɚɎɔɥɑɘ ɐɚɖɟ-

ɘɑəɞɱɎ ɞɌ ɛɚɤɞɚɎɚɪ ɝɔɝɞɑɘɚɪ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɫɖ çɚə-
ɗɌɕəɚɎɔɕè ɍɑɓɛɑɣəɔɕ ɐɚɝɞɟɛ ɓɌ ɤɔɠɜɚɎɌəɔɘ ɖɌəɌɗɚɘ ɐɚ 

ɐɚɖɟɘɑəɞɱɎ, ɥɚ ɓɍɑɜɱɏɌɪɞɨɝɫ Ɏ ɡɘɌɜɱ, ɞɌɖ ɱ çɚɠɗɌɕəɚɎɑè 

ɚɞɜɔɘɌəəɫ ɛɱɐɝɟɘɖɚɎɔɡ ɐɚɖɟɘɑəɞɱɎ ɑɗɑɖɞɜɚəəɚɪ ɛɚ-
ɤɞɚɪ). 
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Ƚɞɜɟɖɞɟɜəɚ ȣȶȽ X-SCIF ɝɖɗɌɐɌɯɞɨɝɫ ɓ ɖɱɗɨɖɚɡ ɛɱɐɝɔɝɞɑɘ, 
ɚɜɱɯəɞɚɎɌəɔɡ əɌ ɎɱɐɛɚɎɱɐəɱ ɛɚɞɜɑɍɔ ɖɚɜɛɚɜɌɞɔɎəɔɡ ɓɌɘɚɎəɔ-

ɖɱɎ, Ɍ ɝɌɘɑ: 

¶ X-Stream ð ɛɱɐɝɔɝɞɑɘɌ ɘɚəɱɞɚɜɔəɏɟ Ɏɑɍ-ɝɌɕɞɱɎ, ɝɞɎɚɜɑəɌ 
əɌ ɚɝəɚɎɱ ɞɑɡəɚɗɚɏɱɲ InfoStream, Ɍ ɞɌɖɚɒ ɛɚɎəɚɞɑɖɝɞɚɎɌ 

ɍɌɓɌ ɐɌəɔɡ (ɌɜɡɱɎ) əɑɠɚɜɘɌɗɱɓɚɎɌəɚɲ ɱəɠɚɜɘɌɢɱɲ (ɝɞɌɞɑɕ, 
ɛɚɎɱɐɚɘɗɑəɨ ɞɚɥɚ), ɫɖɌ ɌɎɞɚɘɌɞɔɣəɚ ɛɚɛɚɎəɪɯɞɨɝɫ ɓ 

1996 ɜɚɖɟ ɞɌ ɯ əɌɕɛɚɎəɱɤɚɪ ɝɑɜɑɐ əɌɫɎəɔɡ ɑɗɑɖɞɜɚəəɔɡ 

ɌɜɡɱɎɱɎ Ɏ ȿɖɜɌɲəɱ; 

¶ X-Files ð ɱəɞɑɏɜɚɎɌəɌ ɍɌɓɌ ɐɌəɔɡ ɐɗɫ əɌɖɚɛɔɣɑəəɫ ɜɱɓ-

əɚɘɌəɱɞəɚɲ ɠɚɜɘɌɗɱɓɚɎɌəɚɲ ɐɚɎɱɐɖɚɎɚ-ɠɌɖɞɚɏɜɌɠɱɣəɚɲ 
ɱəɠɚɜɘɌɢɱɲ, ɑɖɝɞɜɌɏɚɎɌəɚɲ ɞɌ ɌɏɜɑɏɚɎɌəɚɲ ɓ ɟɝɱɡ ɐɚɝɞɟɛ-

əɔɡ ɝɔɝɞɑɘɱ ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ, ɥɚ ɛɑɜɑɍɟɎɌɪɞɨ əɌ ɘɚ-

əɱɞɚɜɔəɏɟ, Ɍ ɞɌɖɚɒ ɝɔɝɞɑɘɌ əɌɝɖɜɱɓəɚɏɚ ɛɚɤɟɖɟ ɓɌ Ɏəɟɞ-
ɜɱɤəɱɘɔ ɞɌ ɓɚɎəɱɤəɱɘɔ ɐɒɑɜɑɗɌɘɔ (Ɏɑɍ-ɝɌɕɞɌɘɔ, ɍɗɚɏɌ-

ɘɔ, ɚəɗɌɕəɚɎɔɘɔ ɍɌɓɌɘɔ ɐɌəɔɡ, ɝɚɢɱɌɗɨəɔɘɔ ɘɑɜɑɒɌɘɔ 

ɞɚɥɚ); 

¶ X-Office ð ɝɔɝɞɑɘɌ ɎɱɜɞɟɌɗɨəɚɏɚ ɚɠɱɝɟ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ 

ɍɑɓɛɑɣəɔɕ ɐɚɝɞɟɛ ɐɚ ɖɚɜɛɚɜɌɞɔɎəɔɡ ɜɑɝɟɜɝɱɎ ɓ ɍɟɐɨ-ɫɖɚɲ 
ɞɚɣɖɔ ɝɎɱɞɟ ɍɑɓ ɎɝɞɌəɚɎɗɑəəɫ ɐɚɐɌɞɖɚɎɚɏɚ ɛɜɚɏɜɌɘəɚɏɚ 

ɓɌɍɑɓɛɑɣɑəəɫ. ȽɔɝɞɑɘɌ ɎɖɗɪɣɌɯ çɡɘɌɜəɑè ɠɌɕɗɚɎɑ ɝɡɚ-

Ɏɔɥɑ ɐɚɖɟɘɑəɞɱɎ ɞɌ ɓɌɡɔɥɑəɟ ɖɚɜɛɚɜɌɞɔɎəɟ Ɏɑɍ-ɛɚɤɞɟ. 
ȰɚɐɌɞɖɚɎɚ ɐɚ ɎɱɜɞɟɌɗɨəɚɏɚ ɚɠɱɝɟ ɘɚɒɑ ɍɟɞɔ ɱəɞɑɏɜɚɎɌəɚ 

ɝɑɜɎɑɜ VoIP-ɞɑɗɑɠɚəɱɲ ɐɗɫ Ɏɑɐɑəəɫ ɖɚəɠɱɐɑəɢɱɕəɔɡ ɛɑ-

ɜɑɏɚɎɚɜɱɎ; 

¶ X-Scoring ð ɛɑɜɑɐɝɖɚɜɔəɏɚɎɌ ɝɔɝɞɑɘɌ, ɫɖɌ ɐɚɓɎɚɗɫɯ Ɏ 

ɌɎɞɚɘɌɞɔɣəɚɘɟ ɜɑɒɔɘɱ ɓɐɱɕɝəɪɎɌɞɔ ɎɑɜɔɠɱɖɌɢɱɪ ɐɌəɔɡ 

ɞɌ ɛɚɛɑɜɑɐəɪ ɛɑɜɑɎɱɜɖɟ əɌɐɱɕəɚɝɞɱ ɖɚəɞɜɌɏɑəɞɱɎ (ɠɱɓɔɣ-
əɔɡ ɞɌ ɪɜɔɐɔɣəɔɡ ɚɝɱɍ). 

ȳɟɛɔəɔɘɚɝɫ əɌ ɜɚɓɏɗɫɐɱ ɖɚɒəɚɲ ɓ ɛɱɐɝɔɝɞɑɘ ɐɑɞɌɗɨəɱɤɑ. 

ȻɱɐɝɔɝɞɑɘɌ X-Stream, ɛɚɍɟɐɚɎɌəɌ əɌ ɚɝəɚɎɱ ɞɑɡəɚɗɚɏɱɲ 

InfoStream ɖɚɘɛɌəɱɲ ElVisti, ɛɜɔɓəɌɣɑəɌ ɐɗɫ ɘɚəɱɞɚɜɔəɏɟ ɱəɠɚ-

ɜɘɌɢɱɲ Ɏ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɓɌ ɓɌɐɌəɔɘɔ ɖɚɜɔɝɞɟɎɌɣɑɘ ɛɌɜɌɘɑɞ-
ɜɌɘɔ, ɛɚɤɟɖɟ ɱəɠɚɜɘɌɢɱɲ ɓɌ ɓɌɛɔɞɌɘɔ Ɍɍɚ ɞɑɘɌɘɔ ɖɚɜɔɝɞɟɎɌɣɌ, 

ɚɛɑɜɌɞɔɎəɚɲ ɐɚɝɞɌɎɖɔ ɜɑɓɟɗɨɞɌɞɱɎ ɛɚɤɟɖɟ ɱ, ɞɌɖɔɘ ɣɔəɚɘ, ɘɱ-

əɱɘɱɓɌɢɱɲ ɓɟɝɔɗɨ ɞɌ ɑɖɚəɚɘɱɲ ɣɌɝɟ, ɎɔɞɜɌɣɑəɚɏɚ əɌ ɛɚɤɟɖ ɱ ɚɍɜɚ-
ɍɖɟ əɑɚɍɡɱɐəɚɲ ɱəɠɚɜɘɌɢɱɲ. ȻɱɐɝɔɝɞɑɘɌ X-Stream əɌɐɌɯ ɖɚɜɔɝ-

ɞɟɎɌɣɑɎɱ ɐɚɝɞɟɛ ɐɚ ɱəɠɚɜɘɌɢɱɲ ɓɌ ɢɱɖɌɎɚɪ ɐɗɫ əɨɚɏɚ ɞɑɘɌɞɔɖɚɪ 

ɚɐəɚɣɌɝəɚ ɓ Ɏɑɗɔɖɚɲ ɖɱɗɨɖɚɝɞɱ Ɏɑɍ-ɝɌɕɞɱɎ, Ɏɖɗɪɣəɚ ɓ ɞɔɘɔ ɚɍɜɌ-



183 

 

əɔɘɔ, ɫɖɱ Ɏɱə ɓɎɔɖ ɛɑɜɑɏɗɫɐɌɞɔ ɥɚɐəɫ (ȼɔɝ. 45). ȹɔəɱ ɓɐɱɕɝəɪ-
ɯɞɨɝɫ ɌɎɞɚɘɌɞɔɣəɔɕ ɘɚəɱɞɚɜɔəɏ ɛɚəɌɐ 15000 ɐɒɑɜɑɗ, ɛɚɞɱɖ 

ɱəɠɚɜɘɌɢɱɲ ɛɑɜɑɎɔɥɟɯ 100 000 ɐɚɖɟɘɑəɞɱɎ əɌ ɐɚɍɟ. ȾɑɜɔɞɚɜɱɌ-

ɗɨəɑ ɚɡɚɛɗɑəəɫ ð ɜɚɝɱɕɝɨɖɚ-, ɌəɏɗɚɘɚɎəɱ ɞɌ ɟɖɜɌɲəɚɘɚɎəɱ Ɏɔ-
ɐɌəəɫ ȿɖɜɌɲəɔ, ȼɚɝɱɲ ɞɌ ɱəɤɔɡ ɖɜɌɲə ɍɗɔɒəɨɚɏɚ ɱ ɐɌɗɨəɨɚɏɚ ɓɌ-

ɜɟɍɱɒɒɫ (Ɏɝɨɚɏɚ ð 126 ɖɜɌɲə ɝɎɱɞɟ). ȳɌ əɑɚɍɡɱɐəɚɝɞɱ ɘɚɒɑ ɍɟɞɔ 

ɚɡɚɛɗɑəɚ ɍɟɐɨ-ɫɖɔɕ Ɏɑɍ-ɝɌɕɞ, ɐɚɝɞɟɛəɔɕ ɟ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ. 
ȣəɠɚɜɘɌɢɱɫ ɓ ɝɔɝɞɑɘɔ əɱɖɚɗɔ əɑ ɎɔɐɌɗɫɯɞɨɝɫ, Ɍ ɛɑɜɑəɚɝɔɞɨɝɫ ɐɚ 

ɌɜɡɱɎɟ. ȬɜɡɱɎ ɛɟɍɗɱɖɌɢɱɕ Ɏɑɐɑɞɨɝɫ ɍɑɓɛɑɜɑɜɎəɚ ɓ 1996 ɜɚɖɟ ɱ 
ɝɞɌəɚɎɔɞɨ əɔəɱ ɛɚəɌɐ 85 ɘɱɗɨɕɚəɱɎ ɐɚɖɟɘɑəɞɱɎ. 

Ȯɱɐɘɱəəɱɝɞɨ ɢɱɯɲ ɛɱɐɝɔɝɞɑɘɔ Ɏɱɐ ɖɚəɖɟɜɟɪɣɔɡ ɛɜɚɐɟɖɞɱɎ 

ɛɚɗɫɏɌɪɞɨ ɟ ɲɲ ɚɍɝɫɏɌɡ ɞɌ ɘɚɒɗɔɎɚɝɞɱ ɱəɐɔɎɱɐɟɌɗɨəɚɏɚ əɌɗɌɤɞɟ-
ɎɌəəɫ. ȮɚəɌ ɚɜɱɯəɞɚɎɌəɌ əɑ ɗɔɤɑ əɌ ɤɎɔɐɖɟ ɐɚɝɞɌɎɖɟ ɓɌɏɌɗɨ-

əɔɡ ɝɞɜɱɣɚɖ əɚɎɔə, ɫɖɔɡ ɍɌɏɌɞɚ ɟ Ɏɑɍ-ɛɜɚɝɞɚɜɱ, Ɍ ɕ əɌ ɓɐɱɕɝəɑə-

əɫ ɘɚəɱɞɚɜɔəɏɟ ɓɌ ɱəɐɔɎɱɐɟɌɗɨəɚ ɓɌɐɌəɔɘɔ ɖɚɜɔɝɞɟɎɌɣɑɘ ɛɌ-
ɜɌɘɑɞɜɌɘɔ Ɍɍɚ ɌɜɡɱɎəɚɏɚ ɛɚɤɟɖɟ. 

 

 
 

ȼɔɝ. 45 ð ȮɔɎɑɐɑəəɫ ɜɑɓɟɗɨɞɌɞɱɎ ɛɚɤɟɖɟ 

Ȼɑɜɑɏɗɫɐ ɱəɠɚɜɘɌɢɱɲ ɓɐɱɕɝəɪɯɞɨɝɫ ɣɑɜɑɓ ɯɐɔəɔɕ ɟəɱɠɱɖɚ-

ɎɌəɔɕ ɱəɞɑɜɠɑɕɝ. ȶɚɜɔɝɞɟɎɌɣ ɘɚɒɑ Ɏ ɜɑɒɔɘɱ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ əɑ 
ɗɔɤɑ ɚɞɜɔɘɟɎɌɞɔ ɜɑɓɟɗɨɞɌɞɔ ɛɚɤɟɖɟ, Ɍ ɕ ɠɚɜɘɟɎɌɞɔ ɐɌɕɐɒɑɝ-

ɞɔ, ɱəɠɚɜɘɌɢɱɕəɱ ɐɚɝɨɯ, ɍɟɐɟɎɌɞɔ ɝɪɒɑɞəɱ ɗɌəɢɪɒɖɔ, ɌəɌɗɱɓɟ-

ɎɌɞɔ ɎɓɌɯɘɚɓɎ'ɫɓɚɖ ɜɟɍɜɔɖ, ɱəɠɚɜɘɌɢɱɕəɟ ɌɖɞɔɎəɱɝɞɨ, ɱəɠɚɜ-
ɘɌɢɱɕəɱ ɓɎ'ɫɓɖɔ ɞɌ ɝɛɱɗɨəɑ ɓɏɌɐɟɎɌəəɫ ɚɍ'ɯɖɞɱɎ ɞɚɥɚ. 
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ȹɔɒɣɑ əɌɎɑɐɑəɚ ɛɜɔɖɗɌɐɔ ɎɔɎɑɐɑəəɫ ɜɑɓɟɗɨɞɌɞɱɎ ɛɚɤɟɖɟ 
(ɜɔɝ. 45), ɛɑɜɑɏɗɫɐɟ ɚɖɜɑɘɚɏɚ ɘɌɞɑɜɱɌɗɟ (ɜɔɝ. 46) ɞɌ  ɌəɌɗɱɞɔɣəɚɲ 

ɚɍɜɚɍɖɔ ɓɌ ɐɚɛɚɘɚɏɚɪ ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ ɜɑɓɟɗɨɞɌɞɱɎ ɛɚɤɟɖɟ  

ɱəɠɚɜɘɌɢɱɲ Ɏ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞɱ ɞɌ ɝɚɢɘɑɜɑɒɌɡ (ɜɔɝ. 47). 

 

ȼɔɝɟəɚɖ 46 ð Ȼɑɜɑɏɗɫɐ ɝɞɌɞɞɱ 

 
ȮɔɖɚɜɔɝɞɌəəɫ ɛɱɐɝɔɝɞɑɘɔ X-Stream ɐɚɓɎɚɗɫɯ: 

¶ ɚɛɑɜɌɞɔɎəɚ ɚɞɜɔɘɟɎɌɞɔ əɑɚɍɡɱɐəɟ ɱəɠɚɜɘɌɢɱɪ Ɏ ɘɱɜɟ ɲɲ 
ɛɚɫɎɔ Ɏ ȣəɞɑɜəɑɞɱ, ɌəɌɗɱɓɟɎɌɞɔ ɛɚɐɱɲ ɞɌ ɝɎɚɯɣɌɝəɚ əɌ əɔɡ 

ɜɑɌɏɟɎɌɞɔ; 

¶ ɠɚɜɘɟɎɌɞɔ ɎɗɌɝəɱ ɱəɠɚɜɘɌɢɱɕəɱ ɖɌəɌɗɔ, ɥɚ ɎɔɓəɌɣɌ-
ɪɞɨɝɫ ɓɌɛɔɞɌɘɔ ɱəɠɚɜɘɌɢɱɕəɚ-ɛɚɤɟɖɚɎɚɪ ɘɚɎɚɪ, ɝɞɎɚ-
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ɜɪɎɌɞɔ ɌɜɡɱɎɔ ɐɗɫ ɛɚɐɌɗɨɤɚɲ ɚɍɜɚɍɖɔ ɞɌ ɜɑɞɜɚɝɛɑɖɞɔɎ-
əɚɏɚ ɌəɌɗɱɓɟ; 

¶ ɌəɌɗɱɓɟɎɌɞɔ ɛɚɞɱɖ ɱəɠɚɜɘɌɢɱɲ, ɥɚ əɌɐɡɚɐɔɞɨ ɟ ɜɑɒɔɘɱ 
ɜɑɌɗɨəɚɏɚ ɣɌɝɟ; 

¶ ɝɎɚɯɣɌɝəɚ ɎɔɫɎɗɫɞɔ ɞɑəɐɑəɢɱɲ ɜɚɓɎɔɞɖɟ Ɏ ɛɚɗɱɞɔɢɱ, ɑɖɚ-

əɚɘɱɢɱ, ɎɱɕɝɨɖɚɎɱɕ ɝɠɑɜɱ, ɝɞɌə ɜɔəɖɱɎ ɞɚɎɌɜɱɎ ɣɔ ɛɚɝɗɟɏ; 

¶ ɎɱɐɝɞɑɒɟɎɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɐɱɫɗɨəɱɝɞɨ ɚɖɜɑɘɔɡ ɚɜɏɌ-

əɱɓɌɢɱɕ, ɛɌɜɞɱɕ, ɜɟɡɱɎ, ɲɡəɪ PR-ɌɖɞɔɎəɱɝɞɨ; 

¶ ɚɢɱəɪɎɌɞɔ ɘɚɒɗɔɎɱ ɝɠɑɜɔ ɎɛɗɔɎɟ ɖɚəɠɗɱɖɞəɔɡ ɣɔ ɖɜɔ-

ɓɚɎɔɡ ɝɔɞɟɌɢɱɕ, ɓɐɱɕɝəɪɎɌɞɔ ɱəɠɚɜɘɌɢɱɕəɔɕ ɖɚəɞɜɚɗɨ 
ɕɘɚɎɱɜəɔɡ ɐɒɑɜɑɗ ɜɔɓɔɖɱɎ; 

¶ ɛɜɚɎɚɐɔɞɔ ɠɌɖɞɚɗɚɏɱɣəɔɕ ɌəɌɗɱɓ ɚɞɜɔɘɌəɚɲ ɱəɠɚɜɘɌɢɱɲ; 

¶ ɎɔɫɎɗɫɞɔ ɟɛɑɜɑɐɒɑəɚɝɞɱ ɞɌ ɐɑɓɱəɠɚɜɘɌɢɱɪ.  

 

 
 
ȼɔɝ. 47 ð ȬəɌɗɱɞɔɣəɌ ɚɢɱəɖɌ ɓɌ ɐɌɕɐɒɑɝɞɚɘ əɚɎɔə 

  

ȹɌɝɞɟɛəɔɘ ɝɞɜɟɖɞɟɜəɔɘ ɑɗɑɘɑəɞɚɘ ȣȶȽ X-SCIF ɯ ɛɱɐɝɔɝ-
ɞɑɘɌ X-Files (əɑ ɝɗɱɐ ɛɗɟɞɌɞɔ ɓ Ɏɱɐɚɘɚɪ ɜɚɝɱɕɝɨɖɚɪ ɝɔɝɞɑɘɚɪ). 

ȰɌəɌ ɛɱɐɝɔɝɞɑɘɌ ɛɜɔɓəɌɣɑəɌ ɐɗɫ əɌɖɚɛɔɣɑəəɫ ɞɌ ɓɍɑɜɱɏɌəəɫ 

ɠɚɜɘɌɗɱɓɚɎɌəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɚɞɜɔɘɌəɚɲ ɓ ɟɝɱɡ ɐɚɝɞɟɛəɔɡ ɐɒɑɜɑɗ, 
ɓɐɱɕɝəɑəəɫ əɌɝɖɜɱɓəɚɏɚ ɛɚɤɟɖɟ ɞɌ ɛɚɐɌɗɨɤɚɲ ɌəɌɗɱɞɔɣəɚɲ ɚɍɜɚ-

ɍɖɔ ɓəɌɕɐɑəɚɲ ɱəɠɚɜɘɌɢɱɲ. 

ȣəɠɚɜɘɌɢɱɫ, ɚɞɜɔɘɌəɌ ɓ ɜɱɓəɔɡ ɐɒɑɜɑɗ, ɚɍɜɚɍɗɫɯɞɨɝɫ, ɠɚ-
ɜɘɌɗɱɓɟɯɞɨɝɫ, ɛɜɔɎɚɐɔɞɨɝɫ ɐɚ ɯɐɔəɚɏɚ Ɏɔɏɗɫɐɟ ɞɌ ɓɌɛɔɝɟɯɞɨɝɫ Ɏ 
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ɱəɞɑɏɜɚɎɌəɟ ɍɌɓɟ ɐɌəɔɡ, ɫɖɌ ɝɞɜɟɖɞɟɜəɚ ɚɡɚɛɗɪɯ ɚɍ'ɯɖɞɔ ɞɌ 
ɓɎ'ɫɓɖɔ ɘɱɒ əɔɘɔ. Ȥɲ ɝɞɜɟɖɞɟɜɌ, ɜɚɓɜɚɍɗɑəɌ ɓ ɟɜɌɡɟɎɌəəɫɘ 

ɛɜɌɖɞɔɣəɔɡ ɛɚɞɜɑɍ ɌəɌɗɱɞɔɖɱɎ, ɎɖɗɪɣɌɯ ɛɚəɌɐ 40 ɞɔɛɱɎ ɚɍ'ɯɖɞɱɎ 

ɚɍɗɱɖɟ ɞɌ ɛɚəɌɐ 1000 ɘɚɞɔɎɱɎ ɓɎ'ɫɓɖɱɎ ɘɱɒ əɔɘɔ. 
Ȼɚɤɟɖ əɑɚɍɡɱɐəɚɲ ɱəɠɚɜɘɌɢɱɲ ɓɐɱɕɝəɪɯɞɨɝɫ ɓɌɝɚɍɌɘɔ ɏɗɚ-

ɍɌɗɨəɚɏɚ ɛɚɤɟɖɟ, ɫɖɔɕ Ɏɔɖɚəɟɯɞɨɝɫ ɓɌ ɎɝɱɘɌ ɐɚɝɞɟɛəɔɘɔ ɍɌɓɌ-

ɘɔ ɐɌəɔɡ, Ɍ ɞɌɖɚɒ ɛɑɜɑɐɍɌɣɌɯ ɌɎɞɚɘɌɞɔɣəɑ ɚɞɜɔɘɌəəɫ ɱəɠɚɜ-
ɘɌɢɱɲ Ɏɱɐ ɚəɗɌɕə-ɛɚɝɞɌɣɌɗɨəɔɖɱɎ ɱəɠɚɜɘɌɢɱɲ. 

ȹɌ ɜɔɝ. 48 əɌɎɑɐɑəɚ ɱəɞɑɜɠɑɕɝ ɎɎɑɐɑəəɫ ɓɌɛɔɞɱɎ ɐɗɫ ɏɗɚ-
ɍɌɗɨəɚɏɚ ɛɚɤɟɖɟ.  

 

 
 
ȼɔɝ. 48 ð ȣəɞɑɜɠɑɕɝ ɎɎɑɐɑəəɫ ɓɌɛɔɞɱɎ ɏɗɚɍɌɗɨəɚɏɚ ɛɚɤɟɖɟ 

 

ȻɱɐɝɔɝɞɑɘɌ ɐɚɓɎɚɗɫɯ ɛɜɑɐɝɞɌɎɗɫɞɔ ɜɑɓɟɗɨɞɌɞɔ ɛɚɤɟɖɟ ɟ 

ɜɱɓəɱɕ ɠɚɜɘɱ, əɌɕɍɱɗɨɤ ɓɜɟɣəɱɕ ɐɗɫ Ɏɔɜɱɤɑəəɫ ɛɚɞɚɣəɚɏɚ ɓɌ-
ɎɐɌəəɫ. 

Ⱥɐəɱɯɪ ɓ əɌɕɍɱɗɨɤ ɛɚɤɔɜɑəɔɡ ɠɚɜɘ ɛɜɑɐɝɞɌɎɗɑəəɫ Ɏɱɐɱ-

ɍɜɌəɔɡ ɐɌəɔɡ ɯ ɱəɠɚɜɘɌɢɱɕəɑ ɐɚɝɨɯ (ȼɔɝ. 49). ȰɌəɌ ɠɚɜɘɌ ɐɚ-
ɓɎɚɗɫɯ ɎɱɐɚɍɜɌɒɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɚɍ'ɯɖɞ ɚɍɗɱɖɟ ɱəɞɑɏɜɚɎɌəɚɲ 
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ɍɌɓɔ ɐɌəɔɡ ɟ Ɏɔɏɗɫɐɱ, Ɏ ɫɖɚɘɟ ɛɜɑɐɝɞɌɎɗɑəɱ Ɏɝɱ ɜɑɖɎɱɓɔɞɔ ɢɨɚɏɚ 
ɚɍ'ɯɖɞɌ ɚɍɗɱɖɟ, Ɍ ɞɌɖɚɒ ɟɝɱ ɛɚɎ'ɫɓɌəɱ ɓ əɔɘ ɓɌɛɔɝɔ Ɏ ɱəɤɔɡ ɍɌ-

ɓɌɡ ɐɌəɔɡ.  

 

ȼɔɝ. 49 ð ȣəɠɚɜɘɌɢɱɕəɑ ɐɚɝɨɯ 

ȭɟɐɨ-ɫɖɌ ɌɐɜɑɝəɌ ɱəɠɚɜɘɌɢɱɫ Ɏ ɝɔɝɞɑɘɱ ɌɎɞɚɘɌɞɔɣəɚ ɛɑ-
ɜɑɎɚɐɔɞɨɝɫ ɟ ɠɚɜɘɌɞ ɞɚɣəɔɡ ɖɚɚɜɐɔəɌɞ (14 ɓəɌɖɱɎ ɛɱɝɗɫ ɏɜɌɐɟ-

ɝɱɎ), ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɛɜɚɓɚɜɟ ɱəɞɑɏɜɌɢɱɪ ɓ ɏɑɚɱəɠɚɜɘɌɢɱɕəɔɘɔ 

ɝɔɝɞɑɘɌɘɔ, ɞɌɖɔɘɔ ɫɖ, OpenStreetMap, Google Maps, 
GoogleEarth ɞɌ ɱəɤɔɘɔ. ȹɌ ɘɌɛɱ ɘɚɒɗɔɎɚ ɛɜɚɎɚɐɔɞɔ ɖɗɌɝɞɑɜɱ-

ɓɌɢɱɪ ɚɍ'ɯɖɞɱɎ, ɛɚɖɌɓɟɎɌɞɔ ɓɎ'ɫɓɖɔ ɓ ɱəɤɔɘɔ ɚɍ'ɯɖɞɌɘɔ ɓ ɱəɠɚɜ-

ɘɌɢɱɕəɚɏɚ ɐɚɝɨɯ, ɛɑɜɑɡɚɐɔɞɔ ɐɚ ɎɱɓɟɌɗɨəɚɏɚ ɛɜɑɐɝɞɌɎɗɑəəɫ 
ɝɡɑɘɔ ɏɜɌɠɟ ɓɎ'ɫɓɖɱɎ (ȼɔɝ. 50).  

Ʌɑ ɚɐəɔɘ ɛɜɔɖɗɌɐɚɘ ɠɚɜɘɔ ɛɚɐɌəəɫ ɐɌəɔɡ ɯ ɏɜɌɠɱɣəɌ 
ɝɡɑɘɌ ɐɚɝɨɯ. ȮɱɐɱɍɜɌəɱ ɚɍ'ɯɖɞɔ ɜɌɓɚɘ ɱɓ ɲɡəɱɘɔ ɓɎ'ɫɓɖɌɘɔ Ɏɱɐɚ-

ɍɜɌɒɌɪɞɨɝɫ ɟ Ɏɔɏɗɫɐɱ ɏɜɌɠɌ, ɟ ɫɖɚɘɟ ɎɑɜɤɔəɌɘɔ ɎɔɝɞɟɛɌɪɞɨ 

ɚɍ'ɯɖɞɔ ɚɍɗɱɖɟ, Ɍ ɜɑɍɜɌɘɔ ð ɓɎ'ɫɓɖɔ ɘɱɒ ɎɱɐɛɚɎɱɐəɔɘɔ ɚɍ'ɯɖɞɌɘɔ 
(ɜɔɝ. 51). ȾɌɖɌ ɠɚɜɘɌ ɛɚɐɌəəɫ ɐɚɓɎɚɗɫɯ ɓɐɱɕɝəɪɎɌɞɔ ɌəɌɗɱɞɔɣ-

əɱ ɐɚɝɗɱɐɒɑəəɫ ɫɖ ɫɎəɔɡ, ɞɌɖ ɱ əɑɫɎəɔɡ ɓɎ'ɫɓɖɱɎ ɚɍ'ɯɖɞɱɎ ɚɍɗɱɖɟ, 

ɎɱɐɚɍɜɌɒɌɞɔ ɲɡ əɌ ɑɖɜɌəɱ ɟ Ɏɔɏɗɫɐɱ ɏɜɌɠɱɎ ɟ ɜɱɓəɔɡ ɘɌɝɤɞɌɍɌɡ, 
ɐɜɟɖɟɎɌɞɔ ɝɡɑɘɔ ɢɔɡ ɏɜɌɠɱɎ ɞɚɥɚ. ȾɌɖɚɒ ɟ ɢɨɚɘɟ ɜɑɒɔɘɱ ɖɚ-

ɜɔɝɞɟɎɌɣɑɎɱ ɐɚɝɞɟɛəɱ Ɏɝɱ ɱəɝɞɜɟɘɑəɞɔ ɜɑɐɌɏɟɎɌəəɫ, ɎɎɑɐɑəəɫ ɞɌ 
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ɎɔɐɌɗɑəəɫ ɱəɠɚɜɘɌɢɱɲ, ɥɚ ɓɌɍɑɓɛɑɣɟɪɞɨ ɱəɞɟɲɞɔɎəɑ ɞɌ ɤɎɔɐɖɑ 
ɜɑɐɌɏɟɎɌəəɫ ɠɚɜɘɌɗɱɓɚɎɌəɔɡ ɐɌəɔɡ. 

 

 

ȼɔɝɟəɚɖ 50 ð ȻɜɑɐɝɞɌɎɗɑəəɫ ɚɍõɯɖɞɱɎ əɌ ɘɌɛɱ  

Ȱɗɫ ɌəɌɗɱɞɔɣəɚɲ ɚɍɜɚɍɖɔ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɚɐəɚɞɔɛəɚɲ ɱə-
ɠɚɜɘɌɢɱɲ Ɏ ɝɔɝɞɑɘɱ ɛɑɜɑɐɍɌɣɑəɚ ɌəɌɗɱɓ ɓɌ ɐɚɛɚɘɚɏɚɪ ɤɞɟɣəɚɏɚ 

ɱəɞɑɗɑɖɞɟ ɞɌ ɘɑɡɌəɱɓɘ ɌɏɜɑɏɚɎɌəɔɡ ɠɚɜɘ. Ȯɱə ɐɚɓɎɚɗɫɯ əɌ ɛɱɐɝ-

ɞɌɎɱ Ɏɔɡɱɐəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɫɖɌ ɎɌɒɖɚ ɛɱɐɐɌɯɞɨɝɫ ɍɑɓɛɚɝɑɜɑɐəɨɚ-
ɘɟ ɌəɌɗɱɓɟ, ɍɟɐɟɎɌɞɔ ɌɏɜɑɏɚɎɌəɱ ɠɚɜɘɔ, ɏɜɌɠɱɖɔ, ɛɜɚɎɚɐɔɞɔ 

ɜɚɓɜɌɡɟəɚɖ ɱəɞɑɏɜɌɗɨəɔɡ ɡɌɜɌɖɞɑɜɔɝɞɔɖ. 

Ⱥɐəɱɯɪ ɓ ɖɗɪɣɚɎɔɡ ɘɚɒɗɔɎɚɝɞɑɕ ɛɱɐɝɔɝɞɑɘɔ X-Files ɯ ɘɚ-
ɐɟɗɨ ETL (Extract-Transform -Loading) - ɘɚɐɟɗɨ ɚɍɜɚɍɖɔ ɱ ɌɎɞɚ-

ɘɌɞɔɓɚɎɌəɚɏɚ ɓɌɎɌəɞɌɒɑəəɫ ɛɚɎəɚɞɑɖɝɞɚɎɔɡ ɐɚɖɟɘɑəɞɱɎ ɞɌ 
ɜɚɓɛɱɓəɌɎɌəəɫ ɝɟɞəɚɝɞɑɕ Ɏ əɔɡ ɓɌ ɐɚɛɚɘɚɏɚɪ ɤɞɟɣəɚɏɚ ɱəɞɑɗɑ-

ɖɞɟ. Ȯɱə ɐɚɓɎɚɗɫɯ ɍɑɓ ɟɣɌɝɞɱ ɚɛɑɜɌɞɚɜɌ ɝɞɎɚɜɪɎɌɞɔ ɜɱɓəɚɘɌəɱɞəɱ 

ɚɍ'ɯɖɞɔ ɚɍɗɱɖɟ (ɚɝɚɍɔ, ɖɚɘɛɌəɱɲ, ɞɑɗɑɠɚəɔ, Ɍɐɜɑɝɔ, ɑɗɑɖɞɜɚəəɱ 
Ɍɐɜɑɝɔ ɞɌ ɱəɤɱ) ɞɌ ɎɝɞɌəɚɎɗɪɎɌɞɔ ɓɎ'ɫɓɖɔ ɘɱɒ əɔɘɔ əɌ ɚɝəɚɎɱ 

əɑɠɚɜɘɌɗɱɓɚɎɌəɔɡ ɐɚɖɟɘɑəɞɱɎ (ɞɑɖɝɞɔ, Ɍəɖɑɞɔ, ɖɌɜɞɖɔ ɞɚɥɚ). 

Ȯ əɌɝɗɱɐɚɖ ɣɚɏɚ çɱəɠɚɜɘɌɢɱɕəɌ ɜɟɐɌè ð ɛɑɜɎɔəəɌ ɎɡɱɐəɌ 
ɜɚɓɜɱɓəɑəɌ ɱ əɑɝɞɜɟɖɞɟɜɚɎɌəɌ ɱəɠɚɜɘɌɢɱɫ, ɚɞɜɔɘɌəɌ Ɏ ɜɑɓɟɗɨ-

ɞɌɞɱ ɘɚəɱɞɚɜɔəɏɟ,  ɘɚɒɑ ɍɟɞɔ ɛɱɝɗɫ ɚɍɜɚɍɖɔ ɤɞɟɣəɔɘ ɱəɞɑɗɑɖ-

ɞɚɘ ɛɜɑɐɝɞɌɎɗɑəɌ ɟ Ɏɔɏɗɫɐɱ ɜɱɓəɔɡ ɠɚɜɘɌɗɱɓɚɎɌəɔɡ ɐɚɖɟɘɑəɞɱɎ 
- ɱəɠɚɜɘɌɢɱɕəɚɲ ɐɚɎɱɐɖɔ, ɌəɌɗɱɞɔɣəɚɏɚ ɓɎɱɞɟ, ɞɚɥɚ (ȼɔɝ. 52). 
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ȼɔɝ. 51 ð ȮɱɓɟɌɗɱɓɌɢɱɫ ɏɜɌɠɱɎ ɓɎõɫɓɖɱɎ ɚɍõɯɖɞɟ ɟɎɌɏɔ 
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ȼɔɝ. 52 ð ȻɜɔɖɗɌɐ ɎɔɎɑɐɑəəɫ  ɟ ɠɌɕɗ ɱəɠɚɜɘɌɢɱɕəɚɏɚ OSINT-
ɐɚɝɨɑ, ɝɠɚɜɘɚɎɌəɚɏɚ ɓɌ ɐɚɛɚɘɚɏɚɪ ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ əɌ ɚɝəɚɎɱ ɌɎ-
ɞɚɘɌɞɔɣəɚɏɚ ɘɚəɱɞɚɜɔəɏɟ ɘɑɜɑɒ  

Ȱɗɫ ɓɌɍɑɓɛɑɣɑəəɫ ɎɱɐɐɌɗɑəɚɲ ɎɓɌɯɘɚɐɱɲ ɖɚɜɔɝɞɟɎɌɣɱɎ ɞɌ 
ɓɌɍɑɓɛɑɣɑəəɫ ɑɠɑɖɞɔɎəɚɲ ɝɛɱɗɨəɚɲ ɜɚɍɚɞɔ ɛɜɔɓəɌɣɑəɌ ɛɱɐɝɔɝɞɑ-

ɘɌ X-Office. Ȱɚ ɲɲ ɝɖɗɌɐɟ, ɝɎɚɯɪ ɣɑɜɏɚɪ, Ɏɡɚɐɫɞɨ ɞɌɖɱ ɛɱɐɝɔɝɞɑ-
ɘɔ: 
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¶ çȶɚɜɛɚɜɌɞɔɎəɌ Ɏɑɍ-ɛɚɤɞɌè. ȳɌɍɑɓɛɑɣɟɯ ɜɚɍɚɞɟ ɓ ɖɚɜɛɚ-
ɜɌɞɔɎəɚɪ ɑɗɑɖɞɜɚəəɚɪ ɛɚɤɞɚɪ ɓ ɍɟɐɨ-ɫɖɚɏɚ ɘɱɝɢɫ ɣɑɜɑɓ 

ɤɔɠɜɚɎɌəɔɕ ɖɌəɌɗ ɓɎ'ɫɓɖɟ, ɍɑɓ əɑɚɍɡɱɐəɚɝɞɱ ɛɚɛɑɜɑɐ-
əɨɚɏɚ əɌɗɌɤɞɟɎɌəəɫ ɞɌ ɍɑɓ ɓɌɗɔɤɑəəɫ çɝɗɱɐɱɎè əɌ ɖɚɘ-

ɛ'ɪɞɑɜɱ ɖɚɜɔɝɞɟɎɌɣɌ; 

¶ çɀɌɕɗɚɎɑ ɝɡɚɎɔɥɑ ɐɚɖɟɘɑəɞɱɎè. ɋɎɗɫɯ ɝɚɍɚɪ ɎɱɐɐɌɗɑəɑ 
ɓɌɡɔɥɑəɑ ɠɌɕɗɚɎɑ ɝɡɚɎɔɥɑ, ɐɚɝɞɟɛəɑ ɓ ɍɟɐɨ-ɫɖɚɲ ɞɚɣɖɔ 

ɘɑɜɑɒɱ Ɏɔɖɗɪɣəɚ ɐɗɫ ɣɗɑəɱɎ ɓɌɖɜɔɞɚɲ ɏɜɟɛɔ. ȹɌɐɌɯ ɐɚɝ-
ɞɟɛ ɐɚ ɚɝɚɍɔɝɞɔɡ ɱ ɖɚɜɛɚɜɌɞɔɎəɔɡ ɐɚɖɟɘɑəɞɱɎ ɱɓ ɘɚɒɗɔ-

Ɏɱɝɞɪ ɝɛɱɗɨəɚɲ ɜɚɍɚɞɔ ɖɱɗɨɖɚɡ ɖɚɜɔɝɞɟɎɌɣɱɎ. ȽɡɚɎɔɥɑ 

ɐɚɖɟɘɑəɞɱɎ ɓɌɍɑɓɛɑɣɟɯ əɌɝɖɜɱɓəɔɕ ɛɚɤɟɖ ɓɌ ɓɘɱɝɞɚɘ ɐɚ-
ɖɟɘɑəɞɱɎ. ȼɚɓɘɑɒɟɎɌəəɫ ɛɜɌɎ ɐɚɝɞɟɛɟ ɐɚ ɞɑɖɝɞɟ ɐɚɖɟ-

ɘɑəɞɌ ɓɐɱɕɝəɪɯɞɨɝɫ ɎɱɐɛɚɎɱɐəɚ ɐɚ ɛɜɚɠɱɗɪ ɐɚɝɞɟɛɟ ɖɚ-

ɜɔɝɞɟɎɌɣɌ Ɍɍɚ ɓɌ ɐɚɓɎɚɗɚɘ ɌɎɞɚɜɌ ɐɚɖɟɘɑəɞɌ (ȼɔɝ. 53); 

¶ çȻɑɜɑɏɚɎɚɜəɌè. ȹɌɐɌɯ ɖɚɜɔɝɞɟɎɌɣɌɘ ɝɔɝɞɑɘɔ ɘɚɒɗɔɎɱɝɞɨ 

ɝɛɱɗɖɟɎɌəəɫ Ɏɝɑɜɑɐɔəɱ ɓɌɖɜɔɞɚɲ ɏɜɟɛɔ Ɏ ɞɑɖɝɞɚɎɚɘɟ, ɏɚ-

ɗɚɝɚɎɚɘɟ ɞɌ ɎɱɐɑɚɜɑɒɔɘɌɡ ɓɌ ɓɌɡɔɥɑəɔɘ ɛɜɚɞɚɖɚɗɚɘ 
ɓɎ'ɫɓɖɟ. ȾɌɖɚɒ ɐɚɝɞɟɛəɌ ɠɟəɖɢɱɫ ɓɐɱɕɝəɑəəɫ ɐɓɎɱəɖɱɎ əɌ 

ɝɞɌɢɱɚəɌɜəɱ ɞɌ ɘɚɍɱɗɨəɱ ɞɑɗɑɠɚəɔ ɛɚɓɌ ɘɑɒɌɘɔ ɏɜɟɛɔ ɓ 
əɑɘɚɒɗɔɎɱɝɞɪ ɱɐɑəɞɔɠɱɖɌɢɱɲ Ɏɔɡɱɐəɚɏɚ ɌɍɚəɑəɞɌ. 

 

 

ȼɔɝ. 53 ð ȺɛɑɜɌɢɱɲ, ɐɚɝɞɟɛəɱ Ɏ ɠɌɕɗɚɎɚɘɟ ɝɡɚɎɔɥɱ 



192 

 

 
ȻɱɐɝɔɝɞɑɘɌ X-Office ɘɌɯ əɔɓɖɟ ɚɝɚɍɗɔɎɚɝɞɑɕ, ɫɖɱ əɌɐɌɪɞɨ 

ɲɲ ɖɚɜɔɝɞɟɎɌɣɌɘ ɝɟɞɞɯɎɱ ɛɑɜɑɎɌɏɔ ɛɚɜɱɎəɫəɚ ɓ ɌəɌɗɚɏɱɣəɔɘɔ 
ɛɜɚɏɜɌɘəɚ-ɌɛɌɜɌɞəɔɘɔ ɖɚɘɛɗɑɖɝɌɘɔ. ȬɎɞɚɜɔɓɌɢɱɫ Ɏ ɛɱɐɝɔɝɞɑɘɱ 

ɓɐɱɕɝəɪɯɞɨɝɫ ɓɌ ɖɚɘɍɱəɌɢɱɯɪ ɎɱɐɍɔɞɖɌ ɛɌɗɨɢɫ ɞɌ ɛɌɜɚɗɫ, Ɍ ɐɗɫ 

ɖɚɘɟəɱɖɌɢɱɕ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɤɔɠɜɚɎɌəɱ ɖɌəɌɗɔ ɓɎ'ɫɓɖɟ ɞɌ 
ɗɔɤɑ ɐɚɎɱɜɑəɱ ɝɑɜɞɔɠɱɖɌɞɔ, ɥɚ ɟəɑɘɚɒɗɔɎɗɪɯ ɌəɌɗɱɓ ɞɜɌɠɱɖɟ 

əɌ ɜɱɎəɱ ɱəɞɑɜəɑɞ-ɛɜɚɎɌɕɐɑɜɌ Ɍɍɚ Ɏ ɍɟɐɨ-ɫɖɱɕ ɱəɤɱɕ ɞɚɣɢɱ ɛɑɜɑ-

ɡɚɛɗɑəəɫ. Ȼɱɝɗɫ ɓɌɎɑɜɤɑəəɫ ɜɚɍɚɞɔ ɓ ɛɱɐɝɔɝɞɑɘɚɪ əɌ ɖɚɘɛ'ɪ-
ɞɑɜɱ ɖɚɜɔɝɞɟɎɌɣɌ əɑ ɓɌɗɔɤɌɯɞɨɝɫ ɒɚɐəɔɡ ɝɗɱɐɱɎ ɲɲ ɠɟəɖɢɱɚəɟ-

ɎɌəəɫ. 

ɀɌɕɗɚɎɑ ɝɡɚɎɔɥɑ ɖɚɜɛɚɜɌɞɔɎəɔɡ ɐɚɖɟɘɑəɞɱɎ, ɫɖɑ Ɏɡɚɐɔɞɨ 
ɐɚ ɝɖɗɌɐɟ ɛɱɐɝɔɝɞɑɘɔ X-Office, əɌɐɌɯ ɖɚɜɔɝɞɟɎɌɣɑɎɱ ɘɚɒɗɔɎɱɝɞɨ 

ɛɜɌɢɪɎɌɞɔ ɓ ɎɱɐɐɌɗɑəɔɘ ɡɘɌɜəɔɘ ɝɡɚɎɔɥɑɘ ɞɌɖ ɝɌɘɚ ɛɜɚɝɞɚ, 

ɫɖ ɱɓ ɛɌɛɖɚɪ əɌ ɗɚɖɌɗɨəɚɘɟ ɐɔɝɖɟ ɕɚɏɚ ɖɚɘɛ'ɪɞɑɜɌ. ȻɱɐɝɔɝɞɑɘɌ 
ɓɌɍɑɓɛɑɣɟɯ ɛɜɚɓɚɜɟ ɐɗɫ ɖɚɜɔɝɞɟɎɌɣɌ ɜɚɍɚɞɟ ɓ ɜɱɓəɔɘɔ ɐɒɑɜɑ-

ɗɌɘɔ (ɗɚɖɌɗɨəɔɕ ɐɔɝɖ, ɖɚɜɛɚɜɌɞɔɎəɱ ɐɚɖɟɘɑəɞɔ, ɠɌɕɗɚɎɱ ɝɡɚ-
ɎɔɥɌ). ȼɑɐɌɏɟɎɌəəɫ ɚɠɱɝəɔɡ ɐɚɖɟɘɑəɞɱɎ ɘɚɒɗɔɎɑ ɍɑɓ ɎɝɞɌəɚɎ-

ɗɑəəɫ ɞɌ əɌɗɌɤɞɟɎɌəəɫ ɐɚɐɌɞɖɚɎɚɏɚ ɛɜɚɏɜɌɘəɚɏɚ ɓɌɍɑɓɛɑɣɑə-

əɫ. ȼɚɓɘɑɒɟɎɌəəɫ ɐɚɝɞɟɛɟ ɐɚ ɜɱɓəɔɡ ɠɌɕɗɱɎ ɓɐɱɕɝəɪɯɞɨɝɫ əɌ 
ɚɝəɚɎɱ ɤɌɍɗɚəɱɎ ɐɚɝɞɟɛɟ, ɓɌɐɌəɔɡ ɌɐɘɱəɱɝɞɜɌɞɚɜɚɘ. ȿ ɜɌɓɱ əɌɫ-

Ɏəɚɝɞɱ ɚɝɚɍɗɔɎɚ ɝɑɖɜɑɞəɚɲ ɱəɠɚɜɘɌɢɱɲ ɖɚɜɔɝɞɟɎɌɣ ɘɌɯ ɘɚɒɗɔ-

Ɏɱɝɞɨ ɐɚɐɌɞɖɚɎɚ ɚɍɘɑɒɔɞɔ ɐɚɝɞɟɛ ɐɚ əɑɲ ɓɌɝɚɍɌɘɔ ɤɔɠɜɟɎɌəəɫ 
ɍɑɓɛɚɝɑɜɑɐəɨɚ ɓ ɱəɞɑɜɠɑɕɝɟ ɛɜɚɏɜɌɘɔ. 

Ȱɗɫ ɛɑɜɑɎɱɜɖɔ əɌɐɱɕəɚɝɞɱ ɖɚəɞɜɌɏɑəɞɱɎ Ɏ ɌɎɞɚɘɌɞɔɣəɚɘɟ 

ɜɑɒɔɘɱ ɐɚɝɞɟɛəɌ ɛɱɐɝɔɝɞɑɘɌ X-Scoring. ȻɱɐɝɔɝɞɑɘɌ ɜɑɌɗɱɓɚɎɌəɌ 
əɌ ɚɝəɚɎɱ ɞɑɡəɚɗɚɏɱɲ XML Web service, ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɛɜɚɓɚɜɟ 

ɱəɞɑɏɜɌɢɱɪ ɓ ɍɱɗɨɤɱɝɞɪ əɌɫɎəɔɡ ɝɔɝɞɑɘ əɌ ɍɚɢɱ ɓɌɘɚɎəɔɖɌ. Ȼɚ-

ɛɜɔ Ɏɑɗɔɖɔɕ ɚɍɝɫɏ ɱəɠɚɜɘɌɢɱɲ, ɥɚ ɛɚɝɞɱɕəɚ ɛɚɛɚɎəɪɯɞɨɝɫ ɱ əɌ 
ɛɱɐɝɞɌɎɱ ɫɖɚɲ ɟɡɎɌɗɪɯɞɨɝɫ ɜɱɤɑəəɫ ɥɚɐɚ əɌɐɱɕəɚɝɞɱ ɖɚəɞɜɌɏɑə-

ɞɌ, ɝɔɝɞɑɘɌ əɌɐɌɯ ɎɱɐɛɚɎɱɐɨ ɘɑəɤ əɱɒ ɓɌ 3 ɝɑɖɟəɐɔ. 

Ȭɗɏɚɜɔɞɘ ɟɡɎɌɗɑəəɫ ɜɱɤɑəəɫ ɘɚɒɑ ɏəɟɣɖɚ əɌɗɌɤɞɚɎɟɎɌ-
ɞɔɝɫ ɎɱɐɛɚɎɱɐəɚ ɐɚ ɛɚɞɜɑɍ ɖɚəɖɜɑɞəɚɏɚ ɓɌɘɚɎəɔɖɌ. ȾɔɛɚɎɔɕ 

Ɍɗɏɚɜɔɞɘ ɛɜɚɎɑɐɑəəɫ ɛɑɜɑɎɱɜɖɔ ɞɌ ɟɡɎɌɗɑəəɫ ɜɱɤɑəəɫ ɥɚɐɚ 

ɛɜɚɍɗɑɘəəɚɝɞɱ ɠɱɏɟɜɌəɞɌ ɛɑɜɑɎɱɜɖɔ ɝɖɗɌɐɌɯɞɨɝɫ ɓ ɞɌɖɔɡ ɑɞɌɛɱɎ: 

¶ ȬɎɞɚɘɌɞɔɣəɔɕ ɛɚɤɟɖ ɓɌɝɞɑɜɑɒɑəɨ ɛɑɜɑɐɍɌɣɑəɔɡ əɚɜ-

ɘɌɞɔɎəɔɘɔ ɌɖɞɌɘɔ ȿɖɜɌɲəɔ ɞɌ Ɏɱɐɚɘɣɔɘɔ ɌɖɞɌɘɔ Ɏɱ-
ɐɚɘɝɞɎ ɱ ɚɜɏɌəɱɓɌɢɱɕ (ȶɌɍɘɱə, ȼȹȭȺ, ȹȭȿ, ȸȺ, ȸȮȽ, 

Ƚȭȿ ɞɌ ɱəɤɔɡ), ɫɖ ɝɌɘɚɏɚ ɠɱɏɟɜɌəɞɌ ɛɑɜɑɎɱɜɖɔ, ɞɌɖ ɱ 

ɕɚɏɚ ɓɎ'ɫɓɖɱɎ ɐɚ 3-ɏɚ ɜɱɎəɫ .  
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¶ ɚɢɱəɖɌ ɑɖɚəɚɘɱɣəɚɲ ɛɗɌɞɚɝɛɜɚɘɚɒəɚɝɞɱ ɖɗɱɯəɞɌ ɓɌ əɌ-
ɐɌəɔɘɔ əɔɘ Ɏɱɐɚɘɚɝɞɫɘɔ; 

¶ ɌɎɞɚɘɌɞɔɣəɌ ɛɑɜɑɎɱɜɖɌ ɓɌ ɍɌəɖɚɘ ɐɌəɔɡ, ɝɛɜɫɘɚɎɌəɌ 
əɌ ɛɑɜɑɎɱɜɖɟ ɎɱɐɛɚɎɱɐəɚɝɞɱ Ɏɱɐɚɘɚɝɞɑɕ, ɥɚ əɌɐɌɪɞɨɝɫ 

ɛɚɓɔɣɌɗɨəɔɖɚɘ, ɞɌ ɎɔɫɎɗɑəəɫ ɘɚɒɗɔɎɔɡ ɝɛɜɚɍ ɤɌɡ-

ɜɌɕɝɞɎɌ ɓ ɍɚɖɟ əɑɐɚɍɜɚɝɚɎɱɝəɔɡ ɛɚɓɔɣɌɗɨəɔɖɱɎ; 

¶ ɐɑɞɌɗɨəɌ ɛɑɜɑɎɱɜɖɌ ɖɚəɞɜɌɏɑəɞɌ, ɓɌɫɎɖɌ ɫɖɚɏɚ ɛɜɚɕɤ-

ɗɌ Ɏɝɱ ɛɚɛɑɜɑɐəɱ ɑɞɌɛɔ. 
Ƚɗɱɐ ɓɌɓəɌɣɔɞɔ, ɥɚ ɛɚɎəɚɠɟəɖɢɱɚəɌɗɨəɱ ɝɔɝɞɑɘɔ ɖɚəɖɟ-

ɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ əɑ ɓɌɎɒɐɔ ɯ ɐɚɝɞɟɛəɔɘɔ ɣɔ əɌɎɱɞɨ əɑɚɍɡɱɐəɔ-

ɘɔ ð ɓ ɚɏɗɫɐɟ əɌ ɲɡəɪ ɎɌɜɞɱɝɞɨ Ɍɍɚ ɱəɤɱ ɣɔəəɔɖɔ. ȼɌɓɚɘ ɱɓ ɞɔɘ, 

ɚɖɜɑɘɱ ɓɌɎɐɌəəɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɘɚɒɟɞɨ ɍɟɞɔ ɣɌɝɞɖɚɎɚ 
Ɏɔɜɱɤɑəɱ ɓɌ ɐɚɛɚɘɚɏɚɪ ɢɱɗɖɚɘ ɐɚɝɞɟɛəɔɡ ɱəɝɞɜɟɘɑəɞɱɎ. Ȯɔɖɚ-

ɜɔɝɞɌəəɫ əɚɎɔɡ ɛɱɐɡɚɐɱɎ, Ɍ ɞɌɖɚɒ Ɏɱɐɖɜɔɞɔɡ, ɐɚɝɞɟɛəɔɡ ɱ Ɏɱɐ-

əɚɝəɚ əɑɐɚɜɚɏɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ ɐɒɑɜɑɗ ɐɚɓɎɚɗɫɯ Ɏɒɑ əɔəɱ 
ɑɠɑɖɞɔɎəɚ ɛɱɐɞɜɔɘɟɎɌɞɔ ɛɜɚɢɑɝ ɟɡɎɌɗɑəəɫ ɟɛɜɌɎɗɱəɝɨɖɔɡ ɜɱ-

ɤɑəɨ ɟ ɍɌɏɌɞɨɚɡ ɝɠɑɜɌɡ ɍɱɓəɑɝɟ, ɓɚɖɜɑɘɌ ɕ əɌ ɝɞɜɌɞɑɏɱɣəɚɘɟ 

ɜɱɎəɱ. 

ȮɔɝəɚɎɖɔ ɐɚ ɜɚɓɐɱɗɟ 2 

ȻɜɚɎɑɐɑəɔɕ ɟ ɐɜɟɏɚɘɟ ɜɚɓɐɱɗɱ ɌəɌɗɱɓ ɞɑɡəɚɗɚɏɱɣəɚɏɚ ɓɌɍɑɓ-

ɛɑɣɑəəɫ ɖɚɘɛ'ɪɞɑɜəɚɲ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɓɌɝɎɱɐɣɟɯ, ɥɚ 

ɝɟɣɌɝəɔɕ ɑɞɌɛ ɜɚɓɎɔɞɖɟ ɢɱɯɲ ɐɱɫɗɨəɚɝɞɱ əɑɘɚɒɗɔɎɔɕ ɍɑɓ ɓɌɝɞɚ-
ɝɟɎɌəəɫ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ ɱəɠɚɜɘɌɢɱɕəɚ-ɌəɌɗɱɞɔɣəɔɡ ɝɔɝɞɑɘ ɞɌ 

ɌɎɞɚɘɌɞɔɓɚɎɌəɔɡ ɛɜɚɢɑɐɟɜ ɚɍɜɚɍɖɔ ɐɌəɔɡ. ȾɜɌɐɔɢɱɕəɱ ɛɚɤɟ-

ɖɚɎɱ ɝɔɝɞɑɘɔ ɎɔɫɎɗɫɪɞɨɝɫ əɑɐɚɝɞɌɞəɨɚ ɑɠɑɖɞɔɎəɔɘɔ ɐɗɫ Ɏɔ-
ɜɱɤɑəəɫ ɓɌɎɐɌəɨ ɜɚɓɎɱɐɖɔ ɣɑɜɑɓ Ɏɔɝɚɖɔɕ ɜɱɎɑəɨ ɱəɠɚɜɘɌɢɱɕəɚ-

ɏɚ ɤɟɘɟ, ɐɔəɌɘɱɣəɱɝɞɨ Ɏɑɍ-ɛɜɚɝɞɚɜɟ ɞɌ ɚɍɘɑɒɑəɱɝɞɨ ɐɚɝɞɟɛɟ ɐɚ 

ɛɜɔɡɚɎɌəɔɡ ɝɑɏɘɑəɞɱɎ ɘɑɜɑɒɱ, ɥɚ ɓɟɘɚɎɗɪɯ əɑɚɍɡɱɐəɱɝɞɨ Ɏɔɖɚ-
ɜɔɝɞɌəəɫ ɖɚɘɛɗɑɖɝəɔɡ ɜɱɤɑəɨ əɌ ɚɝəɚɎɱ ɖɚəɞɑəɞ-ɘɚəɱɞɚɜɔəɏɟ 

ɞɌ ɏɗɔɍɔəəɚɏɚ ɌəɌɗɱɓɟ ɞɑɖɝɞɱɎ. ȶɗɪɣɚɎɔɘ ɑɗɑɘɑəɞɚɘ ɞɑɡəɚɗɚɏɱ-

ɣəɚɏɚ ɝɞɑɖɟ ɎɔɝɞɟɛɌɪɞɨ ɘɑɞɚɐɔ Text Mining ɞɌ Data Mining, ɫɖɱ 
ɐɚɓɎɚɗɫɪɞɨ ɞɜɌəɝɠɚɜɘɟɎɌɞɔ əɑɝɞɜɟɖɞɟɜɚɎɌəɱ ɘɌɝɔɎɔ ɱəɠɚɜ-

ɘɌɢɱɲ ɟ ɝɞɜɟɖɞɟɜɚɎɌəɱ ɓəɌəəɫ ɤɗɫɡɚɘ ɖɗɌɝɔɠɱɖɌɢɱɲ, ɖɗɌɝɞɑɜɔ-

ɓɌɢɱɲ ɞɌ ɑɖɝɞɜɌɏɟɎɌəəɫ ɝɟɞəɚɝɞɑɕ, ɥɚ ɯ ɖɜɔɞɔɣəɚ ɎɌɒɗɔɎɔɘ ɐɗɫ 
ɎɔɫɎɗɑəəɫ əɑɚɣɑɎɔɐəɔɡ ɓɌɖɚəɚɘɱɜəɚɝɞɑɕ ɞɌ ɛɜɔɡɚɎɌəɔɡ ɓɎ'ɫɓ-

ɖɱɎ ɘɱɒ ɚɍ'ɯɖɞɌɘɔ ɘɚəɱɞɚɜɔəɏɟ. 
ȣəɞɑɏɜɌɢɱɫ ɖɚəɢɑɛɢɱɲ Ɏɑɗɔɖɔɡ ɐɌəɔɡ Big Data ɟ ɛɜɚɢɑɝɔ 

ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɓɌɍɑɓɛɑɣɟɯ ɘɚɒɗɔɎɱɝɞɨ ɚɍɜɚɍɖɔ əɌɐɎɑ-

ɗɔɖɔɡ ɚɍɝɫɏɱɎ ɜɱɓəɚɜɱɐəɚɲ ɱəɠɚɜɘɌɢɱɲ ɓ əɑɚɍɡɱɐəɚɪ ɤɎɔɐɖɱɝɞɪ, 
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ɎɔɖɚɜɔɝɞɚɎɟɪɣɔ ɜɚɓɛɚɐɱɗɑəɱ ɚɍɣɔɝɗɪɎɌɗɨəɱ ɝɑɜɑɐɚɎɔɥɌ ɞɌɖɱ ɫɖ 
Hadoop ɞɌ Storm, Ɍ ɞɌɖɚɒ ɝɛɑɢɱɌɗɱɓɚɎɌəɱ ɝɔɝɞɑɘɔ ɓɍɑɜɱɏɌəəɫ ɞɌ 

ɎɱɓɟɌɗɱɓɌɢɱɲ əɌ ɖɤɞɌɗɞ Elastic Stack ɞɌ ɏɜɌɠɚɎɔɡ ɍɌɓ ɐɌəɔɡ 

Neo4j. ȸɌɞɑɘɌɞɔɣəɑ ɛɱɐɻɜɟəɞɫ ɌəɌɗɱɓɟ, ɓɚɖɜɑɘɌ ɘɑɞɚɐɔ ɐɚɝɗɱ-
ɐɒɑəəɫ ɣɌɝɚɎɔɡ ɜɫɐɱɎ, ɎɑɕɎɗɑɞ-ɌəɌɗɱɓ ɞɌ ɞɑɚɜɱɫ ɝɖɗɌɐəɔɡ ɘɑ-

ɜɑɒ, əɌɐɌɯ ɱəɝɞɜɟɘɑəɞɌɜɱɕ ɐɗɫ ɖɱɗɨɖɱɝəɚɲ ɚɢɱəɖɔ ɐɔəɌɘɱɖɔ ɱə-

ɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ, ɎɔɫɎɗɑəəɫ ɌəɚɘɌɗɱɕ ɞɌ ɜɚɓɛɱɓəɌɎɌəəɫ 
ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɛɑɜɌɢɱɕ əɌ ɜɌəəɱɡ ɑɞɌɛɌɡ ɲɡ ɛɜɚɎɑɐɑəəɫ. 

ȻɜɌɖɞɔɣəɌ ɜɑɌɗɱɓɌɢɱɫ ɜɚɓɏɗɫəɟɞɔɡ ɞɑɡəɚɗɚɏɱɕ ɛɜɑɐɝɞɌɎɗɑəɌ 
ɤɔɜɚɖɔɘ ɝɛɑɖɞɜɚɘ ɱɝəɟɪɣɔɡ ɛɜɚɏɜɌɘəɔɡ ɛɜɚɐɟɖɞɱɎ ɞɌ ɝɔɝɞɑɘ, 

ɞɌɖɔɡ ɫɖ X-SCIF, RCO, PolyAnalyst ɞɌ ɱəɤɱ, ɫɖɱ ɐɑɘɚəɝɞɜɟɪɞɨ 

ɘɚɒɗɔɎɱɝɞɨ ɛɚɍɟɐɚɎɔ ɯɐɔəɚɏɚ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɜɚɝɞɚɜɟ ɎɓɌɯ-
ɘɚɛɚɎ'ɫɓɌəɔɡ ɚɍ'ɯɖɞɱɎ ɞɌ ɠɌɖɞɱɎ. ȾɌɖɔɘ ɣɔəɚɘ, ɞɑɡəɚɗɚɏɱɣəɔɕ 

ɌɜɝɑəɌɗ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɠɚɜɘɟɯɞɨɝɫ ɫɖ ɍɌɏɌɞɚɜɱɎəɑɎɌ 

ɝɔɝɞɑɘɌ, ɥɚ ɛɚɯɐəɟɯ ɓɌɝɚɍɔ ɓɍɚɜɟ, ɱəɞɑɗɑɖɞɟɌɗɨəɚɲ ɚɍɜɚɍɖɔ, 
ɘɌɞɑɘɌɞɔɣəɚɏɚ ɘɚɐɑɗɪɎɌəəɫ ɞɌ ɎɱɓɟɌɗɱɓɌɢɱɲ ɐɌəɔɡ, ɥɚ ɐɚɓɎɚɗɫɯ 

ɛɑɜɑɕɞɔ Ɏɱɐ ɱəɞɟɲɞɔɎəɚɏɚ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ ɐɚ ɟɛɜɌɎɗɱəəɫ, ɓɌ-

ɝəɚɎɌəɚɏɚ əɌ ɐɚɝɞɚɎɱɜəɔɡ ɛɜɚɏəɚɓɌɡ ɞɌ ɎɑɜɔɠɱɖɚɎɌəɔɡ ɓəɌə-
əɫɡ, ɚɞɜɔɘɌəɔɡ Ɏɔɖɗɪɣəɚ ɓ ɗɑɏɔɞɔɘəɔɡ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ. 
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3. ȰɒɑɜɑɗɌ ɱəɠɚɜɘɌɢɱɲ 

 

Ȯ ɱəɠɚɜɘɌɢɱɕəɚ-ɌəɌɗɱɞɔɣəɱɕ ɜɚɍɚɞɱ ɎɌɒɗɔɎɑ ɓəɌɣɑəəɫ ɘɌɯ 

ɘɚɒɗɔɎɱɝɞɨ ɐɚɝɞɟɛɟ ɐɚ ɐɒɑɜɑɗ ɐɌəɔɡ, ɱəɠɚɜɘɌɢɱɲ ɞɌ ɓəɌəɨ. Ȼɜɔ 
ɢɨɚɘɟ ɏɚɗɚɎəɚɪ ɛɜɚɍɗɑɘɚɪ ɯ ɓəɌɡɚɐɒɑəəɫ ɓɘɱɝɞɚɎəɔɡ ɱ əɌɐɱɕ-

əɔɡ ɐɒɑɜɑɗ ɓ-ɛɚɘɱɒ ɟɝɱɡ ɓɌɏɌɗɨəɚɐɚɝɞɟɛəɔɡ. ȶɚɗɔ ɞɌɖɱ ɐɒɑɜɑɗɌ 

ɓəɌɕɐɑəɚ, ɎɖɗɪɣɌɪɞɨɝɫ ɘɑɡɌəɱɓɘɔ ɛɑɜɑɞɎɚɜɑəəɫ ɐɌəɔɡ əɌ 
ɓəɌəəɫ, ɐɗɫ ɣɚɏɚ ɓɌɝɞɚɝɚɎɟɪɞɨɝɫ ɎɱɐɛɚɎɱɐəɱ ɞɑɡəɚɗɚɏɱɲ. Ȼɱɐ ɐɌ-

əɔɘɔ ɓɌɓɎɔɣɌɕ ɜɚɓɟɘɱɪɞɨ çɝɔɜɱè, əɑɚɍɜɚɍɗɑəɱ Ɏɱɐɚɘɚɝɞɱ, ɥɚ ɻɜɟ-

əɞɟɪɞɨɝɫ əɌ ɠɌɖɞɌɡ. ɂɑ ɘɚɒɟɞɨ ɍɟɞɔ ɝɞɌɞɔɝɞɔɣəɱ ɐɌəɱ, ɠɌɖɞɔ ɓ 
ɍɱɚɏɜɌɠɱɕ ɖɗɪɣɚɎɔɡ ɛɑɜɝɚə Ɍɍɚ, əɌɛɜɔɖɗɌɐ, Ɏɱɐɚɘɚɝɞɱ ɛɜɚ ɓɎɱɞ-

əɱɝɞɨ ɚɖɜɑɘɔɡ ɖɚɘɛɌəɱɕ. ȣəɠɚɜɘɌɢɱɫ ɫɎɗɫɯ ɝɚɍɚɪ Ɏɒɑ ɛɑɎəɔɘ 

ɣɔəɚɘ ɚɍɜɚɍɗɑəɱ ɞɌ ɛɜɚɌəɌɗɱɓɚɎɌəɱ ɐɌəɱ. ȶɱəɢɑɎɔɘ ɒɑ ɱəɠɚɜɘɌ-
ɢɱɕəɔɘ ɛɜɚɐɟɖɞɚɘ ɍɟɐɨ-ɫɖɚɲ ɌəɌɗɱɞɔɣəɚɲ ɜɚɍɚɞɔ ɯ ɓəɌəəɫ ð ɝɔə-

ɞɑɓɚɎɌəɱ ɎɔɝəɚɎɖɔ, ɜɑɖɚɘɑəɐɌɢɱɲ ɐɗɫ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ. 

ȣəɠɚɜɘɌɢɱɫ, ɫɖ ɍɟɗɚ ɓɌɓəɌɣɑəɚ Ɏɔɥɑ, ɘɚɒɑ ɍɟɞɔ ɚɞɜɔɘɌəɌ 
ɓ ɚɠɱɢɱɕəɔɡ, Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ, ȳȸȣ, ɚɏɚɗɚɤɑəɨ, ɜɑɖɗɌɘɔ, ɠɱɜ-

ɘɚɎɔɡ, ɍɌəɖɱɎɝɨɖɔɡ, ɟɜɫɐɚɎɔɡ ɓɎɱɞɱɎ, ɍɌɓ ɐɌəɔɡ, Ɏɱɐ ɑɖɝɛɑɜɞɱɎ 

ɤɗɫɡɚɘ ɌəɌɗɱɓɟ Ɍɍɚ ɝɛɑɢɱɌɗɨəɚɲ ɚɍɜɚɍɖɔ ɐɌəɔɡ, ɞɑɖɝɞɱɎ. 
ȹɔɒɣɑ əɌɎɑɐɑəɚ ɐɚɖɗɌɐəɔɕ ɛɑɜɑɗɱɖ ɎɔɐɱɎ ɱəɠɚɜɘɌɢɱɕəɔɡ 

ɐɒɑɜɑɗ, ɫɖɱ əɌɕɣɌɝɞɱɤɑ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɛɜɔ ɖɚəɖɟɜɑəɞəɱɕ 

ɜɚɓɎɱɐɢɱ. 
1.  Ȼɜɑɝ-ɜɑɗɱɓɔ ɖɚɘɛɌəɱɕ, ɚɠɱɢɱɕəɱ ɓɌɫɎɔ Ɏɱɐ ɱɘɑəɱ ɖɚɘɛɌəɱɕ 

ɛɜɚ əɚɎɱ ɞɑɡəɚɗɚɏɱɲ, əɚɎɱ əɌɛɜɫɘɖɔ, ɟɏɚɐɔ, ɛɑɜɝɛɑɖɞɔ-
Ɏɔ. ȾɌɖɱ ɛɜɑɝ-ɜɑɗɱɓɔ ɝɞɎɚɜɪɪɞɨɝɫ ɖɚɘɛɌəɱɫɘɔ ɐɗɫ ɎɗɌɝ-

əɚɲ ɛɚɛɟɗɫɜɔɓɌɢɱɲ, ɛɜɔɎɑɜəɑəəɫ ɟɎɌɏɔ ɛɚɞɑəɢɱɕəɔɡ ɖɗɱɯ-

əɞɱɎ, ɱəɎɑɝɞɚɜɱɎ, ɫɖɱ ɤɟɖɌɪɞɨ Ɏɔɏɱɐəɱ ɎɌɜɱɌəɞɔ ɎɖɗɌɐɑə-
əɫ ɝɎɚɲɡ ɖɚɤɞɱɎ. ɃɌɝɞɚ Ɏ ɞɌɖɔɡ ɓɌɫɎɌɡ ɛɜɔɝɟɞəɫ ɱəɠɚɜ-

ɘɌɢɱɫ ɛɜɚ əɌɘɱɜɔ, ɓɌɛɗɌəɚɎɌəɱ ɛɚɐɱɲ. Ȼɜɑɝ-ɜɑɗɱɓɔ ɐɚɝɞɟ-

ɛəɱ əɌ Ɏɑɍ-ɝɌɕɞɌɡ ɖɚɘɛɌəɱɕ, ɟ PR-ɝɗɟɒɍɌɡ, əɌ ɓɌɏɌɗɨəɔɡ 
ɱ ɛɜɚɠɱɗɨəɔɡ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ ɘɌɕɐɌəɣɔɖɌɡ ɐɗɫ ɜɚɓɘɱ-

ɥɑəəɫ ɛɜɑɝ-ɜɑɗɱɓɱɎ. 

2.  ȣəɞɑɜɎ'ɪ ɝɛɱɎɜɚɍɱɞəɔɖɱɎ ɖɚɘɛɌəɱɕ, ɎɱɐɛɚɎɱɐəɱ ɘɌɞɑɜɱɌɗɔ 
Ɏ ȳȸȣ. Ȯ ɱəɞɑɜɎ'ɪ ɱəɞɑɜɑɝ ɝɞɌəɚɎɗɫɞɨ ɛɗɌəɔ ɖɚɘɛɌəɱɕ. 

Ȼɜɔ ɢɨɚɘɟ ɓ ɍɚɖɟ ɝɗɟɒɍɔ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɐɚɛɟɝ-

ɖɌɯɞɨɝɫ ɱəɱɢɱɪɎɌəəɫ ɱəɞɑɜɎ'ɪ ɖɚɏɚɝɨ ɱɓ ɝɛɱɎɜɚɍɱɞəɔɖɱɎ 
ɚɍ'ɯɖɞɌ ɱəɞɑɜɑɝɟ. 
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3.  ȮɔɝɗɚɎɗɪɎɌəəɫ ɝɛɱɎɜɚɍɱɞəɔɖɱɎ ɖɚɘɛɌəɱɕ əɌ ɠɚɜɟɘɌɡ, ɟ 
ɍɗɚɏɌɡ, ɟ ɛɜɔɎɌɞəɔɡ ɍɑɝɱɐɌɡ. Ȼɜɔ ɢɨɚɘɟ ɘɚɒɟɞɨ ɎɔɫɎɗɫ-

ɞɔɝɫ ɛɗɌəɔ ɖɚɘɛɌəɱɕ, ɖɌɐɜɚɎɌ ɛɚɗɱɞɔɖɌ, ɌɞɘɚɝɠɑɜɌ Ɏ 

ɖɚɗɑɖɞɔɎɱ ɞɚɥɚ. ȰɒɑɜɑɗɌ ɱəɠɚɜɘɌɢɱɲ: 1) ɱəɞɑɜəɑɞ-
ɜɑɝɟɜɝɔ (ɝɛɑɢɱɌɗɱɓɚɎɌəɱ ɠɚɜɟɘɔ, ɍɗɚɏɔ ɝɛɱɎɜɚɍɱɞəɔɖɱɎ), 

ɍɗɚɏɔ ɑɖɝɛɑɜɞɱɎ, ɏɜɟɛɔ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ; 2) ɎɔɝɞɌɎ-

ɖɔ, ɖɚəɠɑɜɑəɢɱɲ, ɖɟɜɝɔ ɛɱɐɎɔɥɑəəɫ ɖɎɌɗɱɠɱɖɌɢɱɲ, ɛɜɚɠɑ-
ɝɱɕəɱ ɓɌɡɚɐɔ. 

4.  Ⱦɑəɐɑɜɔ, ɓɌɖɟɛɱɎɗɱ. Ȼɜɑɐɘɑɞɔ ɓɌɖɟɛɱɎɑɗɨ, ɚɍɗɌɐəɌəəɫ, 
ɎɔɖɚəɌɎɢɱ. ȰɒɑɜɑɗɌ ɱəɠɚɜɘɌɢɱɲ: 1) ɱəɞɑɜəɑɞ-ɜɑɝɟɜɝɔ 

(Ɏɑɍ-ɝɌɕɞɔ ɖɚɘɛɌəɱɕ, ɞɚɜɏɚɎɑɗɨəɱ ɘɌɕɐɌəɣɔɖɔ, ɛɜɚɠɱɗɨəɱ 

ɠɚɜɟɘɔ); 2) ɛɌɜɞəɑɜɔ ɐɚɝɗɱɐɒɟɎɌəɚɲ ɖɚɘɛɌəɱɲ, ɞɱ, ɡɞɚ 
ɍɜɌɎ ɟɣɌɝɞɨ ɟ ɲɡəɱɡ ɞɑəɐɑɜɌɡ, ɟ ɖɗɱɯəɞɱɎ ɱ ɛɚɝɞɌɣɌɗɨəɔɖɱɎ. 

5.  ȻɌɞɑəɞəɱ ɐɚɖɟɘɑəɞɔ, ɌɎɞɚɜɝɨɖɱ ɝɎɱɐɚɢɞɎɌ ɖɚɘɛɌəɱɲ ɞɌ ɲɲ 

ɝɛɱɎɜɚɍɱɞəɔɖɱɎ. Ȱɗɫ ɓɌɎɐɌəɨ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɢɱ-
ɖɌɎɔɕ ɲɡəɱɕ ɓɘɱɝɞ, ɝɛɜɫɘɚɎɌəɱɝɞɨ, ɝɛɔɝɖɔ ɝɛɱɎɌɎɞɚɜɱɎ. 

ȣəɠɚɜɘɌɢɱɫ ɜɚɓɘɱɥɟɯɞɨɝɫ əɌ ɎɱɐɛɚɎɱɐəɔɡ ɝɌɕɞɌɡ. Ȱɗɫ 

ȿɖɜɌɲəɔ: https://ukrpatent.org/ ; Google Patents: 
https://patents.google.com/ ; ȡɎɜɌɓɱɕɝɨɖɑ ɛɌɞɑəɞəɑ Ɏɱ-

ɐɚɘɝɞɎɚ: www.eapo.org . ȻɌɞɑəɞɟɎɌəəɫ ɘɚɒɗɔɎɑ Ɏ ɍɟɐɨ-

ɫɖɱɕ ɖɜɌɲəɱ, əɌɕɖɜɌɥɱ ɎɌɜɱɌəɞɔ ð ɖɜɌɲəɌ ɜɑɯɝɞɜɌɢɱɲ ɚɜɏɌ-
əɱɓɌɢɱɲ, ɖɜɌɲəɌ Ɏɑɐɑəəɫ ɍɱɓəɑɝɟ, ɖɜɱɘ ɞɚɏɚ ȽɄȬ, ȡɎɜɚɝɚ-

ɪɓ, ȼɚɝɱɫ, ɋɛɚəɱɫ ɞɌ ȶɔɞɌɕ. 

6.  ȼɚɓɜɚɍɖɔ ɖɚɘɛɌəɱɲ: ɞɱ, ɥɚ Ɏɑɐɟɞɨɝɫ, ɠɱəɌəɝɟɪɞɨɝɫ, ɜɚɓ-
ɜɚɍɖɔ, ɫɖɔɘɔ ɖɚɘɛɌəɱɫ ɢɱɖɌɎɔɞɨɝɫ. Ƚɛɚɝɞɑɜɑɒɑəəɪ ɛɱɐ-

ɗɫɏɌɪɞɨ ɝɛɜɚɍɔ ɖɚɘɛɌəɱɲ ɛɜɚɎɚɐɔɞɔ ɐɚɝɗɱɐɒɑəəɫ: ɓɌɖɟ-

ɛɱɎɗɫ ɝɛɑɢɔɠɱɣəɚɏɚ ɚɍɗɌɐəɌəəɫ, ɛɜɔɕɚɘ əɌ ɜɚɍɚɞɟ ɝɛɑ-
ɢɱɌɗɱɝɞɱɎ, ɛɑɜɑɏɚɎɚɜɔ, ɎɱɐɎɱɐɟɎɌəəɫ ɎɱɐɛɚɎɱɐəɔɡ ɚɜɏɌəɱ-

ɓɌɢɱɕ ɞɚɥɚ. 
7.  ȬɖɞɔɎəɱɝɞɨ ɖɚɘɛɌəɱɲ əɌ ɜɔəɖɟ ɓɗɔɞɞɱɎ ɱ ɛɚɏɗɔəɌəɨ 

(M&A).  ȣəɠɚɜɘɌɢɱɫ ɛɜɚ ɞɑ, ɫɖɱ ɚɜɏɌəɱɓɌɢɱɲ ɛɚɏɗɔəɌɪɞɨɝɫ, 

ɛɗɌəɟɪɞɨ ɛɚɏɗɔəɟɞɔ Ɍɍɚ Ɏɑɐɟɞɨ ɛɑɜɑɏɚɎɚɜɔ ɛɜɚ ɛɚɏɗɔ-
əɌəəɫ. ȣəɠɚɜɘɌɢɱɪ ɘɚɒəɌ ɚɞɜɔɘɌɞɔ Ɏ Ȭəɞɔɘɚəɚɛɚɗɨ-

əɚɘɟ ɖɚɘɱɞɑɞɱ (Ȭȸȶ) ȿɖɜɌɲəɔ, ɌəɌɗɚɏɱɣəɔɡ ɎɱɐɚɘɝɞɎɌɡ 

ɱəɤɔɡ ɖɜɌɲə, ɓɌ əɚɎɔəəɔɘɔ ɛɚɎɱɐɚɘɗɑəəɫɘɔ əɌ Ɏɑɍ-
ɜɑɝɟɜɝɌɡ, ɛɜɔɝɎɫɣɑəɔɡ M&A. 

8.  ȮɌɖɌəɝɱɲ ɖɚɘɛɌəɱɲ (Ɏɱɐɖɜɔɞɱ, ɓɌɖɜɔɞɱ), ɛɚɎɱɐɚɘɗɑəəɫ ɛɜɚ 

ɌɖɞɔɎəɔɕ ɛɚɤɟɖ ɝɛɱɎɜɚɍɱɞəɔɖɱɎ, Ɏɔɘɚɏɔ ɐɚ ɎɌɖɌəɝɱɕ, 
ɟɘɚɎɔ. Ȱɒɑɜɑɗɚ ɱəɠɚɜɘɌɢɱɲ: Ɏɑɍ-ɝɌɕɞ ɖɚɘɛɌəɱɲ, ɝɌɕɞɔ ɓ 

https://ukrpatent.org/
https://patents.google.com/
https://www.eapo.org/


197 

 

ɛɚɤɟɖɟ ɜɚɍɚɞɔ ɞɌ əɌ ɝɌɕɞɔ Ɍɏɑəɢɱɕ, ɓ ɫɖɔɘɔ ɖɚɘɛɌəɱɫ 
ɝɛɱɎɛɜɌɢɪɯ. 

9.  ȶɟɜɝɔ ɛɱɐɎɔɥɑəəɫ ɖɎɌɗɱɠɱɖɌɢɱɲ, əɌɎɣɌəəɫ ɛɑɜɝɚəɌɗɟ ð 

ɎɖɌɓɱɎɖɌ əɌ ɛɜɱɚɜɔɞɑɞɔ Ɏ ɜɚɓɎɔɞɖɟ ɖɚɘɛɌəɱɲ. ȣəɞɑɜɑɝ 
ɝɞɌəɚɎɔɞɨ ɞɑ, ɣɚɏɚ əɌɎɣɌɪɞɨ, ɫɖɔɡ ɝɛɑɢɱɌɗɱɝɞɱɎ ɓɌɛɜɚ-

ɤɟɪɞɨ ɐɗɫ əɌɎɣɌəəɫ, ɫɖɱ Ɏɔɘɚɏɔ ɎɔɝɟɎɌɪɞɨ ɛɜɔ ɓɌɗɟ-

ɣɑəəɱ ɞɔɡ, ɡɞɚ əɌɎɣɌɯ, ɫɖɱ ɞɑɜɘɱəɔ əɌɎɣɌəəɫ, ɫɖɌ ɖɱɗɨ-
ɖɱɝɞɨ ɛɑɜɝɚəɌɗɟ əɌɎɣɌɯɞɨɝɫ. 

10.  Ȼɚɐɫɖɔ ɞɌ əɌɏɚɜɚɐɔ ɖɚɘɛɌəɱɲ ɞɌ ɲɲ ɝɛɱɎɜɚɍɱɞəɔɖɱɎ. 
11.  ȿɣɌɝɞɨ ɟ ɓɌɡɚɐɌɡ (ɎɔɝɞɌɎɖɔ, ɖɚəɠɑɜɑəɢɱɲ, ɖɜɟɏɗɱ ɝɞɚɗɔ, 

ɛɜɑɓɑəɞɌɢɱɲ). ȳ'ɫɝɟɎɌəəɫ, Ɏ ɫɖɔɡ ɓɌɡɚɐɌɡ ɍɑɜɟɞɨ ɟɣɌɝɞɨ 

ɖɚɘɛɌəɱɲ, ɲɡəɫ ɝɛɜɫɘɚɎɌəɱɝɞɨ, ɖɚɗɚ ɟɣɌɝəɔɖɱɎ. 
12.  ȿɣɌɝɞɨ Ɏ ɚɜɏɌəɱɓɌɢɱɫɡ (ɝɛɱɗɖɔ, ɌɝɚɢɱɌɢɱɲ, ɖɚəɠɑɐɑɜɌɢɱɲ 

ɞɚɥɚ) ð ɱəɠɚɜɘɌɢɱɫ ɛɜɚ ɞɑ, Ɏ ɫɖɔɡ ɚɍ'ɯɐəɌəəɫɡ ɍɑɜɑ 

ɟɣɌɝɞɨ ɖɚɘɛɌəɱɫ, əɌɝɖɱɗɨɖɔ ɌɖɞɔɎəɚ ɍɑɜɑ ɟɣɌɝɞɨ, ɥɚ 
ɚɞɜɔɘɟɯ Ɏɱɐ ɟɣɌɝɞɱ, əɌ ɥɚ ɜɚɓɜɌɡɚɎɟɯ, ɫɖ ɎɔɖɚɜɔɝɞɚɎɟɯ. 

ȣəɠɚɜɘɌɢɱɫ ɡɌɜɌɖɞɑɜɔɓɟɯɞɨɝɫ ɫɖɱɝəɔɘɔ, ɖɱɗɨɖɱɝəɔɘɔ ɞɌ 

ɢɱəəɱɝəɔɘɔ ɛɚɖɌɓəɔɖɌɘɔ. Ȱɚ ɫɖɱɝəɔɡ ɡɌɜɌɖɞɑɜɔɝɞɔɖ ɓɌɓɎɔɣɌɕ 
Ɏɱɐəɚɝɫɞɨ: ɐɚɝɞɚɎɱɜəɱɝɞɨ, ɚɍ'ɯɖɞɔɎəɱɝɞɨ ɞɌ ɚɐəɚɓəɌɣəɱɝɞɨ ɱəɠɚ-

ɜɘɌɢɱɲ. Ȱɚ ɖɱɗɨɖɱɝəɔɡ ɡɌɜɌɖɞɑɜɔɝɞɔɖ ð ɲɲ ɛɚɎəɚɞɟ (Ɏɱɐɝɟɞəɱɝɞɨ 

əɑɓ'ɫɝɚɎɌəɔɡ ɛɜɚɏɌɗɔə) ɞɌ ɜɑɗɑɎɌəɞəɱɝɞɨ (ɝɞɟɛɱəɨ ɎɱɐɛɚɎɱɐəɚɝɞɱ 
ɝɟɞɱ ɛɚɝɞɌɎɗɑəɔɡ ɛɔɞɌəɨ ɱ ɓɌɎɐɌəɨ). ɂɱəəɱɝəɔɘɔ ɡɌɜɌɖɞɑɜɔɝɞɔ-

ɖɌɘɔ ɯ ɎɌɜɞɱɝɞɨ ɞɌ ɌɖɞɟɌɗɨəɱɝɞɨ ɱəɠɚɜɘɌɢɱɲ. 

Ȱɱɫɗɨəɱɝɞɨ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɓɌɝəɚɎɌəɌ əɌ Ɏɔɖɚɜɔɝ-
ɞɌəəɱ ɗɔɤɑ ɗɑɏɱɞɔɘəɔɡ ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ, ɫɖɔɡ ɢɱɗɖɚɘ ɐɚɝɞɌɞ-

əɨɚ ɐɗɫ ɛɜɔɕəɫɞɞɫ ɟɛɜɌɎɗɱəɝɨɖɔɡ ɜɱɤɑəɨ ɟ ɝɠɑɜɱ ɍɱɓəɑɝɟ, əɑɚɍ-

ɡɱɐəɚ ɗɔɤɑ ɛɜɚɎɑɝɞɔ ɐɑɫɖɟ ɱəɠɚɜɘɌɢɱɕəɚ-ɌəɌɗɱɞɔɣəɟ ɚɍɜɚɍɖɟ 
əɌɫɎəɔɡ Ɏɱɐɖɜɔɞɔɡ ɐɌəɔɡ. Ƚɑɜɑɐ ɞɌɖɔɡ ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ ɘɚ-

ɒəɌ əɌɓɎɌɞɔ: ɐɌəɱ ɝɞɌɞɔɝɞɔɖɔ, ɘɌɞɑɜɱɌɗɔ ɓ Ɏɑɍ-ɝɌɕɞɱɎ, ɝɚɢɱɌɗɨ-
əɔɡ ɘɑɜɑɒ, ȳȸȣ, ɏɌɗɟɓɑɎɔɡ ɓɎɱɞɱɎ ɞɚɥɚ. 

ȭɌɏɌɞɚ ɝɗɟɒɍ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ əɑ ɓɌɎɒɐɔ ɘɚɒɟɞɨ 

Ɏɱɐɚɖɜɑɘɔɞɔ əɑɗɑɏɱɞɔɘəɟ ɣɌɝɞɔəɟ ɱəɠɚɜɘɌɢɱɲ Ɏɱɐ ɗɑɏɌɗɨəɚɲ, Ɍ 
ɓɌɘɚɎəɔɖ, ɫɖ ɛɜɌɎɔɗɚ, ɢɱɖɌɎɔɞɨɝɫ ɖɱəɢɑɎɔɘɔ ɜɑɓɟɗɨɞɌɞɌɘɔ, 

ɐɒɑɜɑɗɌ ɐɗɫ əɨɚɏɚ ɎɔɝɞɟɛɌɪɞɨ ɗɔɤɑ ɫɖ ɛɱɐɞɎɑɜɐɒɑəəɫ, ɛɜɚɘɱ-

ɒəɱ ɐɌəɱ. ȮɚɐəɚɣɌɝ, ɝɚɗɱɐəɱ ɓɌɘɚɎəɔɖɔ ɝɌɘɱ ɓɌɢɱɖɌɎɗɑəɱ Ɏ ɞɚɘɟ, 
ɥɚɍ ɱəɠɚɜɘɌɢɱɫ ɐɚɍɟɎɌɗɌɝɫ ɓɌɖɚəəɔɘɔ ɓɌɝɚɍɌɘɔ, ɥɚɍ ɌəɌɗɱɞɔ-

ɣəɔɕ ɓɎɱɞ ɍɟɎ ɗɑɏɌɗɨəɔɘ. 

ȿ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ Ɏ ɚɝɞɌəəɱ ɐɑɝɫɞɔɗɱɞɞɫ ɓ'ɫɎɔɗɚɝɫ ɱ 
ɜɚɓɎɔəɟɗɚɝɫ ɐɚ əɑɍɌɣɑəɔɡ ɜɌəɱɤɑ ɘɌɝɤɞɌɍɱɎ əɚɎɑ ɱəɠɚɜɘɌɢɱɕ-

əɑ ɐɒɑɜɑɗɚ ð Ɏɑɍ-ɛɜɚɝɞɱɜ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ. Ƚɨɚɏɚɐəɱ, ɓɌ ɚɢɱəɖɌ-
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ɘɔ ɑɖɝɛɑɜɞɱɎ, ȣəɞɑɜəɑɞ ɓɌ ɖɱɗɨɖɱɝɞɪ ɱəɠɚɜɘɌɢɱɲ ɓəɌɡɚɐɔɞɨɝɫ əɌ 
ɛɑɜɤɚɘɟ ɘɱɝɢɱ, ɎɔɛɑɜɑɐɒɌɪɣɔ ȳȸȣ, ɏɌɗɟɓɑɎɱ ɎɔɐɌəəɫ ɞɌ ɚɐɑɜ-

ɒɟɎɌəɱ Ɏɱɐ ɖɚɗɑɏ əɚɎɔəɔ, ɝɛɑɢɱɌɗɨəɱ ɚɏɗɫɐɔ, ɓɌɖɜɔɞɱ ɍɌɓɔ ɐɌəɔɡ. 

Ȼɜɔ ɢɨɚɘɟ ɟ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗɌɡ ɱ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ ɍɌɓɌɡ ɐɌəɔɡ, 
ɐɚɝɞɟɛəɔɡ Ɏ ȣəɞɑɜəɑɞɱ, ɘɱɝɞɔɞɨɝɫ ɍɱɗɨɤɌ ɣɌɝɞɔəɌ ɱəɠɚɜɘɌɢɱɲ, 

əɑɚɍɡɱɐəɚɲ ɐɗɫ ɛɜɚɎɑɐɑəəɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, ɛɜɚɞɑ ɓɌɗɔ-

ɤɌɯɞɨɝɫ Ɏɱɐɖɜɔɞɔɘ ɛɔɞɌəəɫ ɲɲ ɓəɌɡɚɐɒɑəəɫ ɞɌ ɑɠɑɖɞɔɎəɚɏɚ 
ɎɔɖɚɜɔɝɞɌəəɫ. ȺɝɞɌəəɱ ɐɚɝɗɱɐɒɑəəɫ ɱəɠɚɜɘɌɢɱɕəɚɏɚ Ɏɑɍ-

ɛɜɚɝɞɚɜɟ ɛɚɖɌɓɌɗɔ, ɥɚ ɐɚɝɞɟɛəɔɕ ɣɑɜɑɓ ɞɜɌɐɔɢɱɕəɱ ɱəɠɚɜɘɌ-
ɢɱɕəɚ-ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ ɞɜɔɗɨɕɚə Ɏɑɍ-ɝɞɚɜɱəɚɖ ð ɢɑ ɗɔɤɑ çɛɚ-

ɎɑɜɡəɑɎɌ ɎɔɐɔɘɌ ɣɌɝɞɔəɌ ɌɕɝɍɑɜɏɌè. ȭɗɔɓɨɖɚ 40 % ɟɝɱɯɲ ɱəɠɚɜ-

ɘɌɢɱɲ Ɏ ȣəɞɑɜəɑɞɱ ɐɚɝɞɟɛəɚ ɍɑɓɖɚɤɞɚɎəɚ. ȹɌɎɱɏɌɢɱɪ ɛɚ ɐɌəɚɘɟ 
ɱəɠɚɜɘɌɢɱɕəɚɘɟ ɛɜɚɝɞɚɜɟ ɓɌɍɑɓɛɑɣɟɪɞɨ ɍɱɗɨɤɑ ɘɱɗɨɕɚəɌ ɛɚɤɟ-

ɖɚɎɔɡ ɝɔɝɞɑɘ ɱ ɖɌɞɌɗɚɏɱɎ, Ɍɗɑ ɕ Ɏɚəɔ ɚɡɚɛɗɪɪɞɨ ɗɔɤɑ ɘɌɗɟ ɣɌɝ-

ɞɔəɟ ɱəɠɚɜɘɌɢɱɕəɔɡ ɜɑɝɟɜɝɱɎ. ȻɜɔɡɚɎɌəɔɡ ɱ əɑɎɔɐɔɘɔɡ (deep, 
invisible) ɜɑɝɟɜɝɱɎ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɓəɌɣəɚ ɍɱɗɨɤɑ ð ɢɑ, ɛɑɜɤ ɓɌ 

Ɏɝɑ, ɐɔəɌɘɱɣəɚ ɏɑəɑɜɚɎɌəɱ ɝɞɚɜɱəɖɔ, ɠɌɕɗɔ ɜɱɓəɚɘɌəɱɞəɔɡ ɠɚ-

ɜɘɌɞɱɎ, ɱəɠɚɜɘɌɢɱɫ ɓ ɣɔɝɗɑəəɔɡ ɍɌɓ ɐɌəɔɡ. Ȱɚ çɛɜɔɡɚɎɌəɚɏɚè 
Ɏɑɍ ɘɚɒəɌ Ɏɱɐəɑɝɞɔ ɕ ɞɌɖɱ ɘɑɜɑɒɱ, ɫɖ BitTorrent, DirectConnect, 

EMule, Napster ɞɌ ɱə. 

Ƚɨɚɏɚɐəɱ ɐɗɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɚɝəɚɎəɔɘɔ ɐɒɑɜɑɗɌ-
ɘɔ ɱəɠɚɜɘɌɢɱɲ ɝɗɟɏɟɪɞɨ ȣəɞɑɜəɑɞ, ɛɜɑɝɌ, Ɍ ɞɌɖɚɒ Ɏɱɐɖɜɔɞɱ ɍɌɓɔ 

ɐɌəɔɡ. Ȱɟɒɑ ɛɚɛɟɗɫɜəɱ ɝɑɜɑɐ ɝɛɑɢɱɌɗɱɝɞɱɎ ɓ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱ-

ɐɖɔ ɍɌɓɔ ɐɌəɔɡ ɐɑɜɒɌɎəɔɡ ɱ ɝɞɌɞɔɝɞɔɣəɔɡ ɚɜɏɌəɱɎ, ɞɚɜɏɚɎɚ-
ɛɜɚɘɔɝɗɚɎɔɡ ɛɌɗɌɞ, ɚɜɏɌəɱɎ ɛɜɔɎɌɞɔɓɌɢɱɲ ɞɚɥɚ. Ȯɑɗɔɖɟ ɖɚɜɔɝɞɨ 

ɛɜɔəɚɝɫɞɨ ɱ ɚɖɜɑɘɱ ɐɚɝɞɟɛəɱ ɍɌɓɔ ɐɌəɔɡ ɱəɤɔɡ ɚɜɏɌəɱɎ ɎɗɌɐɔ. 

ȺɝɞɌəəɱɘ ɣɌɝɚɘ ɐɑɐɌɗɱ ɛɚɛɟɗɫɜəɱɤɔɘɔ ɝɞɌɪɞɨ ɍɌɓɔ ɐɌəɔɡ əɌ 
ɚɝəɚɎɱ ɌɜɡɱɎɱɎ ȳȸȣ, ɟ ɞɚɘɟ ɣɔɝɗɱ ɕ ɘɑɜɑɒɑɎɔɡ. ȾɜɌɐɔɢɱɕəɚ ɖɚə-

ɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ ɝɛɔɜɌɯɞɨɝɫ əɌ ɞɌɖɱ ɐɒɑɜɑɗɌ ɱəɠɚɜɘɌɢɱɲ, ɫɖ 
ɚɛɟɍɗɱɖɚɎɌəɱ ɐɚɖɟɘɑəɞɔ Ɏɱɐɖɜɔɞɚɏɚ ɐɚɝɞɟɛɟ, ɥɚ ɘɱɝɞɫɞɨ ɚɏɗɫɐɔ 

ɞɚɎɌɜəɚɏɚ ɜɔəɖɟ, ɱəɠɚɜɘɌɢɱɪ ɛɜɚ əɚɎɱ ɞɑɡəɚɗɚɏɱɲ, ɝɞɎɚɜɑəəɫ 

ɛɌɜɞəɑɜɝɞɎ, ɓɗɔɞɞɫ ɞɌ ɛɜɔɐɍɌəəɫ, ɚɏɚɗɚɤɑəəɫ ɛɜɚ ɜɚɍɚɣɱ ɎɌɖɌ-
əɝɱɲ, ɛɜɚ ɎɔɝɞɌɎɖɔ ɞɌ ɖɚəɠɑɜɑəɢɱɲ ɞɚɥɚ. Ʉɔɜɚɖɚ ɎɔɖɚɜɔɝɞɚɎɟ-

ɪɞɨɝɫ Ɏɱɐɚɘɚɝɞɱ, ɥɚ ɓəɌɡɚɐɫɞɨɝɫ Ɏ ɐɚɖɟɘɑəɞɌɡ, ɫɖɱ Ɏɒɑ ɯ Ɏ 

ɖɚɘɛɌəɱɫɡ, ɥɚ Ɏɑɐɟɞɨ ɖɚəɖɟɜɑəɞəɟ ɜɚɓɎɱɐɖɟ, ɜɑɓɟɗɨɞɌɞɔ ɘɌɜɖɑ-
ɞɔəɏɚɎɔɡ ɐɚɝɗɱɐɒɑəɨ, ɱəɠɚɜɘɌɢɱɫ, ɚɞɜɔɘɌəɌ əɌ ɖɚəɠɑɜɑəɢɱɫɡ, 

ɛɜɔ ɝɛɱɗɖɟɎɌəəɱ ɓ ɖɗɱɯəɞɌɘɔ ɞɌ ɖɚɗɑɏɌɘɔ. ȭɱɗɨɤɌ ɣɌɝɞɔəɌ ɢɔɡ 

ɐɌəɔɡ ɛɚɞɜɌɛɗɫɯ Ɏ ɘɑɜɑɒɑɎɟ ɛɜɑɝɟ, ɛɜɑɝ-ɜɑɗɱɓɔ Ɍɍɚ ɛɟɍɗɱɖɟɯɞɨ-
ɝɫ əɌ ɖɚɜɛɚɜɌɞɔɎəɔɡ Ɏɑɍ-ɝɌɕɞɌɡ. Ⱦɚɘɟ ɚɝɞɌəəɱɘ ɣɌɝɚɘ Ɏɑɗɔɖɚɲ 
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ɛɚɛɟɗɫɜəɚɝɞɱ əɌɍɟɎɌɪɞɨ ɍɌɓɔ ɐɌəɔɡ əɌ ɚɝəɚɎɱ ɌɜɡɱɎɱɎ ɘɌɝ-
ɘɑɐɱɌ, ɟ ɞɚɘɟ ɣɔɝɗɱ (ɱ ɛɑɜɑɎɌɒəɚ) ɘɑɜɑɒɑɎɔɡ. 

3.1 Ȯɑɍ-ɜɑɝɟɜɝɔ 

ɺʝʙ-ʨʝʩʫʨʩʠ ʻ ʚʘʞʣʠʚʠʤ ʜʞʝʨʝʣʦʤ ʽʥʬʦʨʤʘʮʽʾ ʜʣʷ OSINT, ʷʢʽ ʜʦ-
ʟʚʦʣʷʶʪʴ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʜʘʥʠʭ, ʱʦ ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʽ 
ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ ʪʘ ʚʨʘʟʣʠʚʦʩʪʝʡ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʎʽ ʨʝʩʫ-
ʨʩʠ ʥʘʜʘʶʪʴ ʨʽʟʥʦʤʘʥʽʪʥʫ ʽʥʬʦʨʤʘʮʽʶ, ʷʢʫ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʚ 
ʘʥʘʣʽʪʠʯʥʽʡ ʨʦʙʦʪʽ, ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ ʪʘ ʧʽʜʚʠʱʝʥʥʷ ʨʽʚʥʷ ʢʽʙʝʨʙʝʟ-
ʧʝʢʠ. ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʧʨʠʢʣʘʜʠ ʚʝʙ-ʨʝʩʫʨʩʽʚ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ 
ʫ OSINT: 

Å WHOIS ʜʦʤʝʥʽʚ, ʱʦ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʽʥʬʦʨ-
ʤʘʮʽʾ ʧʨʦ ʚʣʘʩʥʠʢʘ ʜʦʤʝʥʫ. ʇʨʠʢʣʘʜʠ ʨʝʩʫʨʩʽʚ: WHOIS 
Lookup55 (whois.icann.org), WHOIS Domain Search (who.is). 

Å DNS ʙʘʟʠ ʜʘʥʠʭ, ʱʦ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʽʥʬʦʨʤʘ-
ʮʽʾ ʧʨʦ DNS-ʟʘʧʠʩʠ ʪʘ ʢʦʥʬʽʛʫʨʘʮʽʾ ʜʦʤʝʥʽʚ. ʇʨʠʢʣʘʜʠ ʨʝʩʫ-
ʨʩʽʚ: DNSstuff (https://www.dnsstuff.com/), MXToolbox 
(https://mxtoolbox.com/). 

Å ʉʦʮʽʘʣʴʥʽ ʤʝʨʝʞʽ, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʩʧʦʩʪʝʨʽʛʘʪʠ ʟʘ ʘʢʪʠʚʥʽʩʪʶ 
ʾʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. ʇʨʠʢʣʘʜʠ ʨʝʩʫʨʩʽʚ: Facebook, Telegram, 
LinkedIn, Instagram, Reddit. 

Å ʌʦʨʫʤʠ ʪʘ ʩʧʽʣʴʥʦʪʠ, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʚʠʷʚʣʷʪʠ ʦʙʛʦʚʦʨʝʥʥʷ 
ʪʘ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʢʽʙʝʨʟʘʛʨʦʟʠ. ʇʨʠʢʣʘʜʠ ʨʝʩʫʨʩʽʚ: Hack 
Forums (https://hackforums.net/), RaidForums 
(https://raidforums.com/),  Nulled (www.nulled.to), Dark0de 
(http://darkode.cybercrime-tracker.net/), BlackHatWorld (BHW, 
www.blackhatworld. com). 

Å ɸʨʭʽʚʠ ʚʝʙ-ʩʘʡʪʽʚ ʪʘ ʙʣʦʛʽʚ ʜʦʟʚʦʣʷʶʪʴ ʧʨʦʚʦʜʠʪʠ ʘʥʘʣʽʟ ʢʦ-
ʥʪʝʥʪʫ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʥʦʚʠʭ ʪʨʝʥʜʽʚ ʫ ʢʽʙʝʨʙʝʟʧʝʮʽ. ʇʨʠʢʣʘ-
ʜʠ ʨʝʩʫʨʩʽʚ: Wayback Machine (archive.org), Google Blog 
Search (https://blog.google/ products/search/). 

Å ɹʘʟʠ ʜʘʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ ʪʘ ʝʢʩʧʣʦʡʪʽʚ ʜʦʟʚʦʣʷʶʪʴ ʚʠʷʚʣʷʪʠ 

                                                                 
55 https://www.namecheap.com/domains/whois/ 
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ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʚʨʘʟʣʠʚʦʩʪʽ ʪʘ ʜʦʩʪʫʧʥʽ ʝʢʩʧʣʦʡʪʠ, ʥʘʧʨʠ-
ʢʣʘʜ: Exploit Database (https://www.exploit-db.com/), National 
Vulnerability Database (https://nvd.nist.gov/), Vulnerability & 
Exploit Database (https://www.rapid7.com/db/). 

Å ɹʘʟʠ ʜʘʥʠʭ ʽ ʤʘʩʠʚʠ, ʷʢʽ ʤʽʩʪʷʪʴ ʽʥʬʦʨʤʘʮʽʶ ʱʦʜʦ ʟʤʽʥ ʚ ʽʥ-
ʬʨʘʩʪʨʫʢʪʫʨʽ ʽ ʜʦʟʚʦʣʷʶʪʴ ʩʣʽʜʢʫʚʘʪʠ ʟʘ ʟʤʽʥʘʤʠ, ʩʝʨʝʜ ʷʢʠʭ: 
SecurityTrails (https://securitytrails.com/), RiskIQ PassiveTotal 
(https://community.riskiq.com/), URL Classification Database 
(https://www.forcepoint.com/ product/feature/forcepoint-url-
database). 

Å ʅʦʚʠʥʥʽ ʜʞʝʨʝʣʘ ʪʘ ʜʦʰʢʠ ʦʛʦʣʦʰʝʥʴ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʜʣʷ 
ʚʠʷʚʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ. ʇʨʠʢʣʘʜʠ ʨʝʩʫʨʩʽʚ: Google 
News, Bing News, Threatpost (https://threatpost.com/). 

Å ʊʝʭʥʽʯʥʽ ʬʦʨʫʤʠ ʜʦʟʚʦʣʷʶʪʴ ʟʯʠʪʫʚʘʪʠ ʪʘ ʘʥʘʣʽʟʫʚʘʪʠ  ʦʙʛʦ-
ʚʦʨʝʥʥʷ ʧʨʦ ʪʝʭʥʽʯʥʽ ʘʩʧʝʢʪʠ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʇʨʠʢʣʘʜʠ ʨʝʩʫʨ-
ʩʽʚ: Stack Overflow (https://stackoverflow.com/), Information 
Security Stack Exchange (https://security.stackexchange.com/), 
Information Security Forum (https://www.securityforum.org). 

3.2 RSS -ɠɱɐɔ  

RSS (Really Simple Syndication) ɯ ɝɞɌəɐɌɜɞɚɘ ɐɗɫ ɠɚɜɘɌ-

ɞɟɎɌəəɫ Ɏɘɱɝɞɟ əɚɎɔə, ɍɗɚɏɱɎ ɞɌ ɱəɤɔɡ ɱəɞɑɜəɑɞ-ɜɑɝɟɜɝɱɎ Ɏ 
ɝɞɜɟɖɞɟɜɚɎɌəɟ ɠɚɜɘɟ, ɫɖɟ ɗɑɏɖɚ ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɐɗɫ 

ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ ɚɞɜɔɘɌəəɫ ɚəɚɎɗɑəɨ56. 

ȸɌɝɔɎɔ ɐɚɖɟɘɑəɞɱɎ, ɫɖɱ əɌɐɌɪɞɨɝɫ əɌ ɜɑɝɟɜɝɌɡ Ɏɑɍ-
ɝɑɜɎɑɜɱɎ ɟ ɠɚɜɘɌɞɱ  RSS ɘɌɪɞɨ əɌɓɎɔ çRSS-ɠɱɐɔè (Ɏɱɐ Ɍəɏɗ. Feed 

ð ɏɚɐɟɎɌɞɔ, ɛɚɝɞɌɣɌɞɔ), ɖɌəɌɗɔ ɱəɠɚɜɘɌɢɱɲ. Ȭɐɜɑɝɔ ɢɔɡ ɠɱɐɱɎ 

ɓɌɐɌɪɞɨɝɫ ɟ ɫɎəɚɘɟ Ɏɔɏɗɫɐɱ əɌ ɝɞɚɜɱəɖɌɡ Ɏɑɍ ɝɌɕɞɱɎ (ɝɞɌəɐɌɜɞ-

əɑ ɛɚɓəɌɣɑəəɫ ð ), Ɍɍɚ ɲɡ ɘɚɒəɌ ɓəɌɕɞɔ ɟ Ɏɔɡɱɐəɚɘɟ ɖɚɐɱ 

HTML ɝɞɚɜɱəɚɖ, əɌɛɜɔɖɗɌɐ,  ɫɖ ɟ ɠɜɌɏɘɑəɞɱ ɛɑɜɤɚɲ ɝɞɚɜɱəɖɔ 
Ɏɑɍ-ɝɌɕɞɟ Cyber Security Hub (https://www.cshub.com/): 

<li class= " list - inline - item " > 

<a aria - label= " RSS"   

href= " https://www.cshub.com/rss - feeds " > 

                                                                 
56 Ben Hammersley. Content Syndication with RSS. O' Reilly & Associates, 

Inc., 2003. - 208 p. ISBN:978-0-596-00383-8                                                                     
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<i class= " fa fa - rss - square fa - 2x text - white " > 

RSS Feed</i></a>  

</li>  

ɼʣʷ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʟʘʚʘʥʪʘʞʝʥʥʷ RSS-ʬʽʜʠ ʟʘʟʚʠʯʘʡ ʤʦʞʥʘ ʚʠʢʦ-
ʨʠʩʪʦʚʫʚʘʪʠ ʩʪʘʥʜʘʨʪʥʽ ʫʪʠʣʽʪʠ ʟʘʚʘʥʪʘʞʝʥʥʷ ʽʥʪʝʨʥʝʪ-ʢʦʥʪʝʥʪʫ, 
ʷʢʠʭ ʽʩʥʫʻ ʜʫʞʝ ʙʘʛʘʪʦ, ʥʘʧʨʠʢʣʘʜ ʧʨʦʛʨʘʤʠ cURL (https://curl.se/) 
ʘʙʦ wget (https://www.gnu.org/software/wget/).  

cURL ï ʮʝ ʫʪʠʣʽʪʘ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʚʠʙʽʨʢʠ ʜʘʥʠʭ ʟ ʚʝʙ-ʩʘʡʪʽʚ, ʷʢʘ 
ʥʘʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʦʧʝʨʫʚʘʪʠ ʟ ʬʘʡʣʘʤʠ ʥʘ ʙʦʮʽ ʚʝʙ-ʩʝʨʚʝʨʘ ʟʘ ʜʦʧʦ-
ʤʦʛʦʶ ʧʘʨʘʤʝʪʨʽʚ, ʱʦ ʤʦʞʫʪʴ ʙʫʪʠ ʧʝʨʝʜʘʥʠʤʠ ʚ ʨʷʜʢʫ URL. ɿʘ 
ʜʦʧʦʤʦʛʦʶ cURL ʤʦʞʥʘ ʦʪʨʠʤʫʚʘʪʠ ʚʝʙ-ʩʪʦʨʽʥʢʠ, ʥʝ ʚʠʢʦʨʠʩʪʦʚʫ-
ʶʯʠ ʜʣʷ ʮʴʦʛʦ ʙʨʘʫʟʝʨʘ. ʂʨʽʤ HTTP-ʟʘʧʠʪʽʚ, cURL ʧʽʜʪʨʠʤʫʻ SMTP, 
IMAP, Telnet, FTP ʪʘ ʽʥʰʽ ʤʝʨʝʞʥʽ ʧʨʦʪʦʢʦʣʠ. ɹʘʟʦʚʝ ʚʠʢʦʨʠʩʪʘʥʥʷ 
cURL ʧʦʣʷʛʘʻ ʫ ʧʨʦʩʪʦʤʫ ʥʘʙʦʨʽ ʫ ʢʦʤʘʥʜʥʽʡ ʢʦʥʩʦʣʽ ʢʦʤʘʥʜʠ 
cURL, ʟʘ ʷʢʦʶ ʽʜʝ URL ʜʣʷ ʟʘʚʘʥʪʘʞʝʥʥʷ. cURL ʟʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ 
ʚʽʜʦʙʨʘʞʘʻ ʚʠʚʽʜ ʦʪʨʠʤʘʥʦʛʦ ʫ ʩʪʘʥʜʘʨʪʥʠʡ ʧʦʪʽʢ ʚʠʚʦʜʫ ʩʠʩʪʝʤʠ, 
ʪʦʙʪʦ ʚʠʢʣʠʢ cURL ʧʦʢʘʞʝ ʧʨʦʛʨʘʤʥʠʡ ʢʦʜ ʩʪʦʨʽʥʢʠ ʚ ʚʽʢʥʽ ʪʝʨʤʽ-
ʥʘʣʫ. 

ȻɜɚɏɜɌɘɌ cURL ɘɚɒɑ ɓɌɛɔɝɌɞɔ ɎɔɎɱɐ ɐɚ ɠɌɕɗɟ ɛɜɔ ɓɌ-
ɎɐɌəəɱ ɚɛɢɱɲ ç-oè: 

curl -o example.html www.example.com  

ȾɌɖɔɕ Ɏɔɖɗɔɖ ɓɌɍɑɓɛɑɣɟɯ ɓɍɑɜɑɒɑəəɫ ɖɚɐɟ ɞɔɞɟɗɨəɚɲ ɝɞɚ-
ɜɱəɖɔ www.example.com ɟ ɠɌɕɗɱ example.html.  

Wget ð ɢɑ ɖɚəɝɚɗɨəɌ ɟɞɔɗɱɞɌ ɐɗɫ ɓɌɎɌəɞɌɒɑəəɫ ɠɌɕɗɱɎ ɓɌ 

ɛɜɚɞɚɖɚɗɌɘɔ HTTP, HTTPS ɞɌ FTP. Wget ɐɌɯ ɓɘɚɏɟ ɜɑɖɟɜɝɔɎəɚ 
ɓɌɎɌəɞɌɒɟɎɌɞɔ ɘɑɜɑɒɑɎɱ ɠɌɕɗɔ, ɖɚɛɱɪɎɌɞɔ ɫɖ ɚɖɜɑɘɱ ɝɞɚɜɱəɖɔ, 

ɞɌɖ ɱ  ɢɱɗɱ Ɏɑɍ-ɝɌɕɞɔ, ɖɚəɎɑɜɞɟɎɌɞɔ ɛɚɝɔɗɌəəɫ ɞɚɥɚ. ɂɫ ɟɞɔɗɱɞɌ 

ɛɚɜɞɚɎɌəɌ ɕ ɓɌɛɟɝɖɌɯɞɨɝɫ əɌ ɍɌɏɌɞɨɚɡ UNIX-ɛɚɐɱɍəɔɡ ɝɔɝɞɑɘɌɡ, 

Microsoft Windows, MacOS X ɞɚɥɚ. Wget - əɑ ɱəɞɑɜɌɖɞɔɎəɌ ɛɜɚ-

ɏɜɌɘɌ, ɞɚɍɞɚ, ɛɱɝɗɫ ɞɚɏɚ, ɫɖ ɲɲ ɓɌɛɟɥɑəɚ ɓ ɛɑɎəɔɘɔ ɛɌɜɌɘɑɞɜɌ-
ɘɔ, ɎɚəɌ Ɏɔɖɚəɟɯ Ɏɝɱ əɑɚɍɡɱɐəɱ ɐɱɲ ɱ əɑ ɛɚɞɜɑɍɟɯ ɐɚɐɌɞɖɚɎɚɏɚ 

ɎɞɜɟɣɌəəɫ ɟ ɝɎɚɪ ɜɚɍɚɞɟ. Wget ɘɚɒɑ ɛɜɌɢɪɎɌɞɔ ɫɖ ɛɚɤɟɖɚɎɔɕ 

ɜɚɍɚɞ, ɞɚɍɞɚ ɚɞɜɔɘɟɎɌɞɔ ɜɑɝɟɜɝɔ, əɌ ɫɖɱ ɛɚɝɔɗɌɪɞɨcɫ ɑɗɑɘɑəɞɔ 
HTML ɝɞɚɜɱəɖɔ, ɕ ɜɑɖɟɜɝɔɎəɚ ɛɜɚɝɟɎɌɞɔɝɫ Ɏɑɍ-ɐɑɜɑɎɚɘ, ɐɚɖɔ 

Ɏɝɱ əɑɚɍɡɱɐəɱ ɠɌɕɗɔ əɑ ɍɟɐɟɞɨ ɓɌɎɌəɞɌɒɑəəɱ. 

Ȼɜɚɢɑɐɟɜɔ ɝɖɌɣɟɎɌəəɫ RSS-ɠɱɐɱɎ (ɖɌəɌɗɱɎ ɱəɠɚɜɘɌɢɱɲ) 
ɘɌɪɞɨ Ɏɔɏɗɫɐ: 

curl ïo habr https://habr.com/ru/rss/all/all/  

https://habr.com/ru/rss/all/all/
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ʘʙʦ 

wget ïO habr https://habr.com/ru/rss/all/all/  

ȹɔɒɣɑ əɌɎɑɐɑəɚ ɝɛɔɝɚɖ RSS-ɠɱɐɱɎ, ɫɖɱ ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟ-

ɎɌɞɔ ɐɗɫ ɠɚɜɘɟɎɌəəɫ ɘɌɝɔɎɟ ɐɌəɔɡ ɐɗɫ ɛɚɐɌɗɨɤɔɡ ɛɜɌɖɞɔɣ-

əɔɡ ɜɚɍɱɞ ɓ ɖɱɍɑɜəɑɞɔɣəɚɲ ɍɑɓɛɑɖɔ
57

: 
 

Graham Cluley RSS Feed: grahamcluley.com/feed  

Krebs on Security RSS Feed: krebsonsecurity.com/feed  

Dark Reading RSS Feed: darkreading.com/rss/all.xml  

CSO Online RSS Feed: csoonline.com/feed  

Naked Security RSS Feed: nakedsecurity.sophos.com/feed  

JISA Softech RSS Feed: jisasoftech.com/feed  

Venture in Security RSS Feed: ventureinsecurity.net/feed  

ȻɜɔɖɗɌɐ ɠɱɐɟ: 

<?xml version= " 1.0 "  encoding= " UTF- 8" ?> 

<rss version= " 2.0 "  xmlns: content=  

" http://purl.org/rss/1.0/modules/content/ "  

xmlns:wfw= " http://wellformedweb.org/CommentAPI/ "  

xmlns:dc= " http://purl.org/dc/elements/1.1/ "  

xmlns:atom= " http://www.w3.org/2005/Atom "  

xmlns:sy= " http://purl.org/rss/1.0/modules/syndication/ "         

xmlns:slash=http://purl.org/rss/1.0/modules/slash/  

> 

<channel>  

<title>Krebs on Security</title>  

<atom:link href= " https://krebsonsecurity.com/feed/ "  rel= " self "  

type= " application/rss+xml "  />  

<link>https://krebsonsecurity.com</link>  

<description>In - depth security news and investigation </description>  

<lastBuildDate>Thu, 29 Feb 2024 22:24:46 +0000</lastBuildDate>  

<language>en - US</language>  

<sy:updatePeriod>    hourly  </sy:updatePeriod>  

<sy:updateFrequency>        1       </sy:updateFrequency>  

<generator>https://wordpress.org/?v=6.2.2</generator>  

<item>  

<title>Fulton County, Security Experts Call LockBit&#8217;s 

Blu ff</title>  

<link>https://krebsonsecurity.com/2024/02/fulton - county - security -

experts - call - lockbits - bluff/</link>  

<dc:creator><![CDATA[BrianKrebs]]></dc:creator>  

<pubDate>Thu, 29 Feb 2024 22:18:54 +0000</pubDate>  

<category><![CDATA[Ransomware]]></category>  

<category><![CDATA[Brett Callow]]></category>  

<category><![CDATA[Emsisoft]]></category>  

                                                                 
57 https :// rss .feedspot .com / cyber_security _rss _feeds/  

https://habr.com/ru/rss/all/all/
https://www.csoonline.com/feed/
https://ventureinsecurity.net/feed
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<guid isPermaLink= " false " > https://krebsonsecurity.com/?p=66580 

</guid>  

<description><![CDATA[The ransomware group LockBit told officials 

with Fulton County, Ga. they co uld expect to see their internal 

documents published online this morning unless the county paid a 

ransom demand. Instead, LockBit removed Fulton County's listing from 

its victim shaming website this morning, claiming county officials 

had paid. But county o fficials said they did not pay, nor did anyone 

make payment on their behalf. Security experts say LockBit was 

l i kely bluffing and probably lost most of the data when  the gang's 

servers were seized this month by U.S. and U.K. law 

enforcement.]]></descripti on> 

<slash:comments>22</slash:comments>  

</item>  

é 

</channel>  

ɀɌɕɗɔ ɓɌ ɞɑɘɌɞɔɖɚɪ, ɥɚ ɎɔɓəɌɣɌɯɞɨɝɫ ɱəɠɚɜɘɌɢɱɕəɔɘɔ 

ɐɒɑɜɑɗɌɘɔ, ɓɌɎɌəɞɌɒɑəɱ Ɏ ɠɚɜɘɌɞɱ RSS, ɫɖɔɕ ɘɚɒəɌ ɎɎɌɒɌɞɔ 
ɚɍɘɱəəɔɘ, ɖɚɘɟəɱɖɌɢɱɕəɔɘ ɠɚɜɘɌɞɚɘ. 

ȭɌɏɌɞɚ ɝɟɣɌɝəɔɡ ɍɜɌɟɓɑɜɱɎ, ɛɚɤɞɚɎɔɡ ɖɗɱɯəɞɱɎ ɞɌ ɓɌɝɚɍɱɎ 

ɘɔɞɞɯɎɚɏɚ ɚɍɘɱəɟ ɛɚɎɱɐɚɘɗɑəəɫɘɔ ɘɚɒɟɞɨ ɛɜɌɢɪɎɌɞɔ ɓ RSS-
ɝɞɜɱɣɖɌɘɔ, ɝɑɜɑɐ əɔɡ Safari, Maxthon, Miranda, Mozilla Firefox 

(ɐɚ Firefox 63), Mozilla Thunderbird, Opera, Opera Mini, Microsoft 
Internet Explorer (ɛɚɣɔəɌɪɣɔ ɓ 7-ɚɲ Ɏɑɜɝɱɲ), Vivaldi (ɓ Ɏɑɜɝɱɲ 4.0). 

ȶɜɱɘ ɞɚɏɚ, ɱɝəɟɪɞɨ ɝɛɑɢɱɌɗɱɓɚɎɌəɱ ɓɌɝɞɚɝɟəɖɔ (RSS-ɌɏɜɑɏɌɞɚɜɔ), 

ɫɖɱ ɓɍɔɜɌɪɞɨ ɞɌ ɚɍɜɚɍɗɫɪɞɨ ɱəɠɚɜɘɌɢɱɪ RSS-ɖɌəɌɗɱɎ. 
ȿ ɖɚəɞɑɖɝɞɱ OSINT ɟ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ, ɎɔɖɚɜɔɝɞɌəəɫ 

RSS-ɠɱɐɱɎ ɘɚɒɑ ɍɟɞɔ ɖɚɜɔɝəɔɘ ɓ ɞɚɣɖɔ ɓɚɜɟ ɘɚəɱɞɚɜɔəɏɟ ɞɌ 

ɌəɌɗɱɓɟ ɱəɠɚɜɘɌɢɱɲ. ȹɌɎɑɐɑɘɚ ɐɑɫɖɱ Ɍɝɛɑɖɞɔ ɎɔɖɚɜɔɝɞɌəəɫ 
RSS-ɠɱɐɱɎ ɟ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ: 

Å ȽɗɱɐɖɟɎɌəəɫ ɓɌ əɚɎɔəɌɘɔ ɱ ɛɟɍɗɱɖɌɢɱɫɘɔ ɚɜɏɌəɱɓɌɢɱɕ, Ɏɣɑ-
əɔɡ ɞɌ ɑɖɝɛɑɜɞɱɎ ɟ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ, ɥɚ ɛɟɍɗɱɖɟɪɞɨ ɝɎɚɲ 

ɐɚɝɗɱɐɒɑəəɫ, ɌəɌɗɱɓ ɞɌ əɚɎɔəɔ ɣɑɜɑɓ RSS-ɠɱɐɔ. Ȯɔɖɚɜɔɝ-
ɞɌəəɫ ɢɔɡ ɠɱɐɱɎ ɐɚɓɎɚɗɫɯ ɚɞɜɔɘɟɎɌɞɔ ɌɎɞɚɘɌɞɔɣəɱ ɚəɚɎ-

ɗɑəəɫ ɛɜɚ əɚɎɱ ɓɌɏɜɚɓɔ, ɎɜɌɓɗɔɎɚɝɞɱ ɞɌ ɱəɤɱ ɛɚɐɱɲ. 

Å ȸɚəɱɞɚɜɔəɏ ɍɗɚɏɱɎ ɞɌ ɠɚɜɟɘɱɎ ɟ ɫɖɔɡ ɑɖɝɛɑɜɞɔ ɓ ɖɱɍɑɜɍɑɓ-
ɛɑɖɔ ɛɟɍɗɱɖɟɪɞɨ ɝɎɚɲ ɐɟɘɖɔ ɞɌ ɎɜɌɒɑəəɫ Ɏ ɍɗɚɏɌɡ ɞɌ ɠɚ-
ɜɟɘɌɡ. ȮɔɖɚɜɔɝɞɌəəɫ RSS-ɠɱɐɱɎ ɐɚɓɎɚɗɫɯ ɝɗɱɐɖɟɎɌɞɔ ɓɌ 

ɢɔɘ ɖɚəɞɑəɞɚɘ, ɚɞɜɔɘɟɪɣɔ ɝɛɚɎɱɥɑəəɫ ɛɜɚ əɚɎɱ ɓɌɛɔɝɔ. 

Å Ƚɞɑɒɑəəɫ ɓɌ ɍɑɓɛɑɖɚɎɔɘɔ ɍɪɗɑɞɑəɫɘɔ, ɫɖɱ ɜɑɏɟɗɫɜəɱ Ɏɔ-
ɛɟɝɖɌɪɞɨ Ɏɔɜɚɍəɔɖɔ ɛɜɚɏɜɌɘəɚɏɚ ɓɌɍɑɓɛɑɣɑəəɫ ɞɌ ɚɜɏɌəɱ-
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ɓɌɢɱɲ, ɥɚ ɓɌɕɘɌɪɞɨɝɫ ɖɱɍɑɜɍɑɓɛɑɖɚɪ. ɂɱ ɍɪɗɑɞɑəɱ ɘɱɝɞɫɞɨ 
ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɎɜɌɓɗɔɎɚɝɞɱ ɞɌ ɛɌɞɣɱ. ȻɱɐɛɔɝɖɌ əɌ RSS-

ɠɱɐɔ ɢɔɡ ɍɪɗɑɞɑəɱɎ ɐɚɓɎɚɗɫɯ ɚɞɜɔɘɟɎɌɞɔ ɚəɚɎɗɑəəɫ ɍɑɓ-

ɛɚɝɑɜɑɐəɨɚ Ɏ ɜɑɌɗɨəɚɘɟ ɣɌɝɱ. 

Å ȳɌ ɐɚɛɚɘɚɏɚɪ RSS-ɠɱɐɱɎ ɘɚɒəɌ ɚɞɜɔɘɟɎɌɞɔ ɱəɠɚɜɘɌɢɱɪ 
ɛɜɚ ɛɚɐɱɲ, ɖɚəɠɑɜɑəɢɱɲ, ɎɔɝɞɌɎɖɔ ɞɌ ɱəɤɱ ɎɌɒɗɔɎɱ ɛɚɐɱɲ ɟ 

ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ ɘɚɒəɌ ɝɗɱɐɖɟɎɌɞɔ ɓɌ ɛɚɐɱɫɘɔ Ɏ ɱəɐɟɝɞ-

ɜɱɲ. ɂɑ ɐɚɓɎɚɗɫɯ ɍɟɞɔ Ɏ ɖɟɜɝɱ ɚɝɞɌəəɱɡ ɞɑəɐɑəɢɱɕ ɞɌ ɜɚɓɎɔ-
ɞɖɟ ɏɌɗɟɓɱ. 

Å ȮɔɖɚɜɔɝɞɌəəɫ RSS-ɌɏɜɑɏɌɞɚɜɱɎ ɐɚɓɎɚɗɫɯ ɚɍ'ɯɐəɟɎɌɞɔ ɠɱɐɔ 
ɓ ɜɱɓəɔɡ ɐɒɑɜɑɗ, ɝɞɎɚɜɪɪɣɔ ɯɐɔəɔɕ ɛɚɞɱɖ ɱəɠɚɜɘɌɢɱɲ. ɂɑ 
ɛɚɗɑɏɤɟɯ ɎɱɐɝɗɱɐɖɚɎɟɎɌəəɫ ɱ ɌəɌɗɱɓ ɚəɚɎɗɑəɨ Ɏ ɖɱɍɑɜɍɑɓɛɑ-

ɢɱ. 

ȮɔɖɚɜɔɝɞɌəəɫ RSS ɟ ɖɚəɞɑɖɝɞɱ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ OSINT 
ɛɚɗɑɏɤɟɯ ɓɍɱɜ ɞɌ ɌəɌɗɱɓ Ɏɱɐɖɜɔɞɔɡ ɐɌəɔɡ, ɐɚɛɚɘɌɏɯ ɓɜɚɍɔɞɔ ɓɍɱɜ 

ɱəɠɚɜɘɌɢɱɲ ɑɠɑɖɞɔɎəɱɤɔɘ ɞɌ ɤɎɔɐɤɔɘ, ɐɚɓɎɚɗɫɪɣɔ ɌəɌɗɱɞɔ-

ɖɌɘ ɤɎɔɐɖɚ ɚɞɜɔɘɟɎɌɞɔ ɌɖɞɟɌɗɨəɟ ɞɌ ɎɌɒɗɔɎɟ ɱəɠɚɜɘɌɢɱɪ. 
ȹɌɎɑɐɑɘɚ ɗɔɤɑ ɐɑɫɖɱ ɛɜɚɢɑɝɔ, Ɏ ɫɖɔɡ ɎɜɌɡɚɎɟɪɞɨɝɫ ɚɝɚɍɗɔɎɚɝ-

ɞɱ ɛɜɑɐɝɞɌɎɗɑəəɫ RSS-ɠɱɐɱɎ. 

Å Ȱɗɫ ɓɍɚɜɟ ɱəɠɚɜɘɌɢɱɲ ɓ RSS-ɠɱɐɱɎ ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ 
ɞɑɡəɱɖɔ ɝɖɜɑɕɛɱəɏɟ Ɍɍɚ ɌɎɞɚɘɌɞɔɓɚɎɌəɱ ɝɖɜɔɛɞɔ. ȾɌɖɱ ɱə-
ɝɞɜɟɘɑəɞɔ ɘɚɒɟɞɨ ɜɑɏɟɗɫɜəɚ ɛɑɜɑɎɱɜɫɞɔ ɠɱɐɔ, ɎɔɗɟɣɌɞɔ 

əɚɎɱ ɓɌɛɔɝɔ ɞɌ ɓɍɑɜɱɏɌɞɔ ɲɡ ɐɗɫ ɛɚɐɌɗɨɤɚɏɚ ɌəɌɗɱɓɟ. 

Å RSS-ɠɱɐɔ əɌɐɌɪɞɨ ɝɞɜɟɖɞɟɜɚɎɌəɟ ɱəɠɚɜɘɌɢɱɪ, ɞɌɖɟ ɫɖ ɓɌ-
ɏɚɗɚɎɚɖ, ɚɛɔɝ, ɛɚɝɔɗɌəəɫ ɞɚɥɚ. Ȼɱɐ ɣɌɝ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ 
ɓɍɚɜɟ, ɛɌɜɝɔəɏɟ ɞɌ ɚɍɜɚɍɖɔ ɢɔɡ ɐɌəɔɡ ɲɡ ɘɚɒəɌ Ɏɔɖɚɜɔɝ-

ɞɚɎɟɎɌɞɔ ɐɗɫ ɑɠɑɖɞɔɎəɚɏɚ Ɏɔɗɟɣɑəəɫ ɖɚɜɔɝəɚɲ ɱəɠɚɜɘɌɢɱɲ. 

Å ɀɱɗɨɞɜɌɢɱɫ ɞɌ ɟɜɌɡɟɎɌəəɫ ɖɗɪɣɚɎɔɡ ɝɗɱɎ ɐɗɫ ɜɚɓɛɱɓəɌɎɌə-
əɫ ɛɚɐɱɕ ɞɌ ɱəɢɔɐɑəɞɱɎ. Ⱦɑɡəɱɣəɚ ɘɚɒəɌ əɌɗɌɤɞɚɎɟɎɌɞɔ 
ɠɱɗɨɞɜɔ ɐɗɫ ɎɱɐɝɱɪɎɌəəɫ əɑɛɚɞɜɱɍəɚɲ ɱəɠɚɜɘɌɢɱɲ ɓɌ ɐɚɛɚ-

ɘɚɏɚɪ ɖɗɪɣɚɎɔɡ ɝɗɱɎ, ɫɖɱ ɘɚɒɟɞɨ ɎɖɌɓɟɎɌɞɔ əɌ ɖɚəɖɜɑɞəɱ 

ɞɑɘɔ Ɍɍɚ ɞɔɛɔ ɛɚɐɱɕ. ȬɎɞɚɘɌɞɔɓɚɎɌəɱ ɝɔɝɞɑɘɔ ɘɚɒɟɞɨ Ɏɔ-
ɖɚɜɔɝɞɚɎɟɎɌɞɔ ɜɚɓɛɱɓəɌɎɌəəɫ ɛɚɐɱɕ ɐɗɫ ɌɎɞɚɘɌɞɔɣəɚɏɚ 

ɎɔɫɎɗɑəəɫ ɱəɢɔɐɑəɞɱɎ Ɍɍɚ əɚɎɔə, ɛɚɎ'ɫɓɌəɔɡ ɓ ɖɱɍɑɜɍɑɓɛɑ-

ɖɚɪ. 

Å RSS ɘɚɒɑ ɍɟɞɔ ɚɐəɱɯɪ ɓ ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ ɟ Ɏɑɗɔɖɱɕ ɝɔɝ-
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ɞɑɘɱ OSINT. ȣəɞɑɏɜɌɢɱɫ ɓ ɱəɤɔɘɔ ɐɒɑɜɑɗɌɘɔ, ɞɌɖɔɘɔ ɫɖ 
ɝɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ, ɠɚɜɟɘɔ ɣɔ Ɏɑɍ-ɝɌɕɞɔ, ɐɚɓɎɚɗɫɯ ɚɞɜɔɘɌ-

ɞɔ ɍɱɗɨɤ ɛɚɎəɔɕ ɢɱɗɨɚɎɔɕ ɖɚəɞɑɖɝɞ. 

Å ȳɌɝɞɚɝɟɎɌəəɫ ɞɑɡəɚɗɚɏɱɕ ɚɍɜɚɍɖɔ ɛɜɔɜɚɐəɚɲ ɘɚɎɔ (NLP) 
ɐɚɓɎɚɗɫɯ ɌəɌɗɱɓɟɎɌɞɔ ɞɑɖɝɞɚɎɔɕ Ɏɘɱɝɞ ɝɞɌɞɑɕ Ɍɍɚ əɚɎɔə, 
ɥɚɍ ɎɔɓəɌɣɔɞɔ ɎɌɒɗɔɎɱɝɞɨ ɱəɠɚɜɘɌɢɱɲ ɞɌ ɲɲ ɖɚəɞɑɖɝɞɟ. 

3.3 ȽɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ  

ȽɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ ɏɜɌɪɞɨ ɎɌɒɗɔɎɟ ɜɚɗɨ ɟ ɝɠɑɜɱ OSINT, ɓɚ-

ɖɜɑɘɌ, ɟ Ɏ ɏɌɗɟɓɱ ɖɱɍɑɜɍɑɓɛɑɖɔ. Ȼɜɔ ɢɨɚɘɟ ɎɌɒɗɔɎɚ ɎɜɌɡɚɎɟɎɌ-
ɞɔ, ɥɚ ɓɍɱɜ ɞɌ ɎɔɖɚɜɔɝɞɌəəɫ ɱəɠɚɜɘɌɢɱɲ ɓ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ 

ɛɚɎɔəəɱ ɎɱɐɍɟɎɌɞɔɝɫ Ɏ ɘɑɒɌɡ ɑɞɔɣəɔɡ ɞɌ ɛɜɌɎɚɎɔɡ ɝɞɌəɐɌɜɞɱɎ. 

ȹɌɎɑɐɑɘɚ ɐɑɫɖɱ əɌɛɜɫɘɖɔ ɎɔɖɚɜɔɝɞɌəəɫ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ ɫɖ 
ɐɒɑɜɑɗɌ ɱəɠɚɜɘɌɢɱɲ ɟ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ: 

Å ȣəɠɚɜɘɌɢɱɫ, ɫɖɟ ɖɚɜɔɝɞɟɎɌɣɱ ɎɔɖɗɌɐɌɪɞɨ əɌ ɝɚɢɱɌɗɨəɔɡ 
ɘɑɜɑɒɌɡ, ɘɚɒɑ ɘɱɝɞɔɞɔ Ɏɱɐɚɘɚɝɞɱ ɛɜɚ ɲɡ ɞɑɡəɱɣəɟ ɱəɠɜɌ-

ɝɞɜɟɖɞɟɜɟ, ɎɔɖɚɜɔɝɞɌəɱ ɛɜɚɏɜɌɘəɱ ɛɜɚɐɟɖɞɔ, Ɍ ɞɌɖɚɒ ɘɚ-
ɒɗɔɎɱ ɎɜɌɓɗɔɎɚɝɞɱ. ȬəɌɗɱɞɔɖɔ ɘɚɒɟɞɨ ɓɐɱɕɝəɪɎɌɞɔ ɛɚɤɟɖ 

ɢɱɯɲ ɱəɠɚɜɘɌɢɱɲ ɐɗɫ ɎɔɫɎɗɑəəɫ ɛɚɞɑəɢɱɕəɔɡ ɞɚɣɚɖ ɎɜɌɓɗɔ-

Ɏɚɝɞɑɕ. 

Å ȽɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ ɘɚɒɟɞɨ ɝɗɟɏɟɎɌɞɔ ɐɒɑɜɑɗɚɘ ɐɗɫ ɎɔɫɎ-
ɗɑəəɫ ɓɌɏɜɚɓ ɞɌ ɌɞɌɖ. ȶɱɍɑɜɓɗɚɣɔəɢɱ ɘɚɒɟɞɨ ɜɚɓɘɱɥɟɎɌɞɔ 

ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɝɎɚɲ ɛɗɌəɔ Ɍɍɚ ɘɑɞɚɐɔ əɌ ɢɔɡ ɝɚɢɱɌɗɨəɔɡ 

ɛɗɌɞɠɚɜɘɌɡ. ȸɚəɱɞɚɜɔəɏ ɌɖɞɔɎəɚɝɞɱ Ɏ ɘɑɜɑɒɌɡ ɘɚɒɑ ɐɚ-
ɛɚɘɚɏɞɔ ɓɌɓɐɌɗɑɏɱɐɨ ɎɔɫɎɔɞɔ ɘɚɒɗɔɎɱ ɓɌɏɜɚɓɔ. 

Å ɀɱɤɔəɏ ɞɌ ɝɚɢɱɌɗɨəɌ ɱəɒɑəɑɜɱɫ: ȬəɌɗɱɓ ɛɜɚɠɱɗɱɎ ɟ ɝɚɢɱɌɗɨ-
əɔɡ ɘɑɜɑɒɌɡ ɘɚɒɑ əɌɐɌɞɔ ɱəɠɚɜɘɌɢɱɲ ɐɗɫ ɛɜɚɎɑɐɑəəɫ ɠɱ-

ɤɔəɏɚɎɔɡ ɌɞɌɖ Ɍɍɚ ɌɞɌɖ ɝɚɢɱɌɗɨəɚɲ ɱəɒɑəɑɜɱɲ, ɥɚ ɛɚɞɜɑɍɟɯ 
ɓɌɡɔɝɞɟ. ȶɱɍɑɜɓɗɚɣɔəɢɱ ɘɚɒɟɞɨ əɌɘɌɏɌɞɔɝɫ ɎɔɖɚɜɔɝɞɚɎɟ-

ɎɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɖɚɜɔɝɞɟɎɌɣɱɎ ɐɗɫ ɚɞɜɔɘɌəəɫ əɑɝɌə-

ɖɢɱɚəɚɎɌəɚɏɚ ɐɚɝɞɟɛɟ. 

Å ȽɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ ɘɱɝɞɫɞɨ Ɏɑɗɔɖɟ ɖɱɗɨɖɱɝɞɨ ɠɚɞɚɏɜɌɠɱɕ ɞɌ 
Ɏɱɐɑɚ. ȬəɌɗɱɓ ɢɨɚɏɚ ɘɟɗɨɞɔɘɑɐɱɕəɚɏɚ ɖɚəɞɑəɞɟ ɘɚɒɑ ɐɚɛɚ-

ɘɚɏɞɔ ɎɔɫɎɔɞɔ ɘɚɒɗɔɎɱ ɓɌɏɜɚɓɔ Ɍɍɚ ɜɑɝɟɜɝɔ, ɛɚɎ'ɫɓɌəɱ ɓ 
ɖɱɍɑɜɍɑɓɛɑɖɚɪ. 

Å ȶɱɍɑɜɓɗɚɣɔəɢɱ ɱəɖɚɗɔ ɚɜɏɌəɱɓɚɎɟɪɞɨɝɫ Ɏ ɏɜɟɛɔ ɣɔ ɝɛɱɗɨəɚ-
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ɞɔ əɌ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ ɐɗɫ ɚɍɏɚɎɚɜɑəəɫ ɞɌ ɚɍɘɱəɟ ɱə-
ɠɚɜɘɌɢɱɯɪ. ȸɚəɱɞɚɜɔəɏ ɞɌɖɔɡ ɏɜɟɛ ɘɚɒɑ ɜɚɓɖɜɔɎɌɞɔ əɚɎɱ 

ɞɑəɐɑəɢɱɲ ɞɌ ɓɌɏɜɚɓɔ ɟ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ. 

Å ȬəɌɗɱɓ ɛɜɚɠɱɗɱɎ ɖɚɜɔɝɞɟɎɌɣɱɎ ɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ ɐɚɓɎɚ-
ɗɫɯ ɝɞɎɚɜɪɎɌɞɔ ɛɜɚɠɱɗɱ ɢɱɗɨɚɎɔɡ ɚɍ'ɯɖɞɱɎ ɐɗɫ ɛɚɐɌɗɨɤɚɏɚ 
ɎɔɎɣɑəəɫ, ɫɖɱ ɘɚɒɟɞɨ ɎɖɗɪɣɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɚɝɎɱɞɟ, 

ɐɚɝɎɱɐ ɜɚɍɚɞɔ, ɛɜɚɠɑɝɱɕəɱ ɖɚəɞɌɖɞɔ ɞɌ ɱəɤɱ ɐɑɞɌɗɱ, ɫɖɱ 

ɘɚɒɟɞɨ ɍɟɞɔ ɖɚɜɔɝəɔɘɔ ɐɗɫ ɌəɌɗɱɓɟ ɓɌɏɜɚɓ. 

Å ȬəɌɗɱɓ ɖɚɘɟəɱɖɌɢɱɲ ɞɌ ɛɚɎɑɐɱəɖɔ ɖɚɜɔɝɞɟɎɌɣɱɎ ɟ ɝɚɢɱɌɗɨəɔɡ 
ɘɑɜɑɒɌɡ ɘɚɒɑ əɌɐɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɲɡəɱ ɱəɞɑɜɑɝɔ, ɎɓɌ-

ɯɘɚɐɱɲ ɞɌ ɘɚɒɗɔɎɱ ɘɚɞɔɎɌɢɱɲ, ɥɚ ɘɚɒɑ ɍɟɞɔ ɖɚɜɔɝəɚ ɐɗɫ 
ɌəɌɗɱɓɟ ɓɌɏɜɚɓ ɞɌ ɌɞɌɖ. 

Ⱦɑɡəɱɣəɱ Ɍɝɛɑɖɞɔ ɐɚɍɟɎɌəəɫ ɱəɠɚɜɘɌɢɱɲ ɓ ɝɚɢɱɌɗɨəɔɡ ɘɑ-

ɜɑɒ Ɏ ɜɌɘɖɌɡ OSINT ɟ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ ɎɖɗɪɣɌɪɞɨ Ɏ ɝɑɍɑ 
ɜɱɓəɱ ɘɑɞɚɐɔ ɞɌ ɱəɝɞɜɟɘɑəɞɔ ɐɗɫ ɓɍɚɜɟ ɞɌ ɚɍɜɚɍɖɔ ɐɌəɔɡ, əɌ-

ɓɎɑɘɚ ɲɡ: 

Å ȮɔɖɚɜɔɝɞɌəəɫ API (ɛɜɔɖɗɌɐəɔɕ ɛɜɚɏɜɌɘəɔɕ ɱəɞɑɜɠɑɕɝ) 
ɐɚɝɞɟɛɟ ɐɚ ɝɎɚɲɡ ɐɌəɔɡ, ɫɖɱ əɌɐɌɪɞɨ ɐɑɫɖɱ  ɝɚɢɱɌɗɨəɱ ɘɑ-
ɜɑɒɱ. ȮɔɖɚɜɔɝɞɌəəɫ API ɐɚɓɎɚɗɫɯ ɚɞɜɔɘɟɎɌɞɔ ɝɞɜɟɖɞɟɜɚ-

ɎɌəɱ ɐɌəɱ, ɝɑɜɑɐ ɫɖɔɡ  ɛɜɚɠɱɗɨəɱ ɱəɠɚɜɘɌɢɱɲ, ɐɚɛɔɝɔ, ɓɚ-

ɍɜɌɒɑəəɫ ɞɌ ɱəɤɑ. ȻɜɔɖɗɌɐɌɘɔ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ ɓ API ɯ 
X API (ɜɌəɱɤɑ Twitter API), Facebook Graph API, LinkedIn 

API ɞɚɥɚ. 

Å Ȯ ɞɔɡ ɎɔɛɌɐɖɌɡ, ɖɚɗɔ API əɑɐɚɝɞɟɛəɑ Ɍɍɚ ɘɌɯ Ɏɑɗɔɖɱ ɚɍ-
ɘɑɒɑəəɫ, ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɞɑɡəɱɖɟ Ɏɑɍ-ɝɖɜɑɕɛɱəɏɟ 
ɐɗɫ ɚɞɜɔɘɌəəɫ ɱəɠɚɜɘɌɢɱɲ ɓ ɛɟɍɗɱɣəɔɡ ɝɞɚɜɱəɚɖ ɝɚɢɱɌɗɨəɔɡ 

ɘɑɜɑɒ. 

Å ȬəɌɗɱɓ ɘɑɞɌɐɌəɔɡ: ȸɑɞɌɐɌəɱ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ ɘɚɒɟɞɨ ɘɱ-
ɝɞɔɞɔ ɢɱəəɟ ɱəɠɚɜɘɌɢɱɪ, ɞɌɖɟ ɫɖ ɏɑɚɗɚɖɌɢɱɕəɱ ɐɌəɱ ɓ ɐɚɛɔ-
ɝɱɎ Ɍɍɚ ɱəɠɚɜɘɌɢɱɫ ɛɜɚ ɛɜɔɝɞɜɚɲ, ɫɖɱ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ 

ɐɗɫ Ɏɡɚɐɟ, ɘɚɒɟɞɨ ɐɚɛɚɘɚɏɞɔ Ɏ ɚɍɝɞɑɒɑəəɱ ɐɱɫɗɨəɚɝɞɱ ɖɚ-

ɜɔɝɞɟɎɌɣɱɎ. 

Å ȽɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ ɘɚɒɟɞɨ ɘɱɝɞɔɞɔ ɏɑɚɞɑɏɔ, ɫɖɱ ɛɚɖɌɓɟɪɞɨ, 
ɐɑ ɍɟɗɔ ɚɛɟɍɗɱɖɚɎɌəɱ ɐɚɛɔɝɔ. ɂɑ ɘɚɒɑ ɍɟɞɔ ɖɚɜɔɝəɚ ɐɗɫ 

ɎɔɓəɌɣɑəəɫ ɠɱɓɔɣəɚɏɚ ɘɱɝɢɫ ɜɚɓɞɌɤɟɎɌəəɫ ɚɝɱɍ ɣɔ ɚɜɏɌəɱ-

ɓɌɢɱɕ. 
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Å ȬəɌɗɱɓ ɡɑɤɞɑɏɱɎ ɞɌ ɖɗɪɣɚɎɔɡ ɝɗɱɎ ɟ ɐɚɛɔɝɌɡ ɘɚɒɑ ɜɚɓɖɜɔ-
ɞɔ ɞɑəɐɑəɢɱɲ, ɝɛɑɢɔɠɱɣəɱ ɞɑɘɔ ɣɔ əɌɎɱɞɨ ɘɚɒɗɔɎɱ ɓɌɏɜɚɓɔ Ɏ 
ɚɍɏɚɎɚɜɑəəɫɡ. 

Å ȮɔɖɚɜɔɝɞɌəəɫ ɘɑɞɚɐɱɎ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ ɞɌ ɌəɌɗɱɞɔɖɔ 
ɞɑɖɝɞɚɎɚɏɚ ɖɚəɞɑəɞɟ ɐɚɛɚɘɌɏɌɯ ɛɜɚɎɚɐɔɞɔ ɝɑɘɌəɞɔɣəɟ ɱə-

ɐɑɖɝɌɢɱɪ, ɑɖɝɞɜɌɏɟɎɌɞɔ ɖɗɪɣɚɎɱ ɝɗɚɎɌ, ɞɑɘɔ, Ɍ ɞɌɖɚɒ ɜɚɓ-
ɛɱɓəɌɎɌɞɔ əɌɘɱɜɔ ɞɌ əɌɝɞɜɱɕ ɖɚɜɔɝɞɟɎɌɣɱɎ. 

Å ȸɚəɱɞɚɜɔəɏ ɌɖɞɔɎəɚɝɞɱ ɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ ɞɌ ɝɛɚɎɱ-
ɥɑəəɫ ɛɜɚ əɚɎɱ ɛɚɐɱɲ Ɍɍɚ ɓɘɱəɔ Ɏ ɛɚɎɑɐɱəɢɱ ɘɚɒɑ ɝɛɜɔɫɞɔ 

ɎɣɌɝəɚɘɟ ɎɔɫɎɗɑəəɪ ɘɚɒɗɔɎɔɡ ɓɌɏɜɚɓ. 

Å ȬəɌɗɱɓ ɓɎ'ɫɓɖɱɎ ɖɚɜɔɝɞɟɎɌɣɱɎ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ ɘɚɒɑ ɜɚɓɖ-
ɜɔɞɔ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɲɡəɱ ɛɜɚɠɑɝɱɕəɱ ɓɎ'ɫɓɖɔ, ɏɜɟɛɔ ɱ ɝɛɱ-

ɗɨəɚɞɔ. 

Å ȮɔɖɚɜɔɝɞɌəəɫ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ ɱəɝɞɜɟɘɑəɞɱɎ OSINT əɌ ɍɌɓɱ 
ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ, ɫɖɱ ɖɚɘɍɱəɟɪɞɨ Ɏ ɝɚɍɱ ɜɱɓəɱ ɞɑɡəɱɣəɱ ɛɱɐ-
ɡɚɐɔ ɐɗɫ ɐɚɍɟɎɌəəɫ ɞɌ ɌəɌɗɱɓɟ ɱəɠɚɜɘɌɢɱɲ. 

3.4 ȽɛɑɢɱɌɗɨəɱ ɍɌɓɔ ɐɌəɔɡ 

ȺɝɞɌəəɱ ɐɚɝɗɱɐɒɑəəɫ Ɏɑɍ-ɛɜɚɝɞɚɜɟ ɛɚɖɌɓɌɗɔ, ɥɚ ɐɚɝɞɟɛəɱ 

ɣɑɜɑɓ ɞɜɌɐɔɢɱɕəɱ ɱəɠɚɜɘɌɢɱɕəɚ-ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ ɛɚəɌɐ ɞɜɔ-
ɗɨɕɚə Ɏɑɍ-ɝɞɚɜɱəɚɖ ð ɢɑ ɗɔɤɑ çɛɚɎɑɜɡəɑɎɌ ɎɔɐɔɘɌ ɣɌɝɞɔəɌ Ɍɕɝ-

ɍɑɜɏɌè. 

ȮɌɒɗɔɎɚɪ ɛɜɚɍɗɑɘɚɪ ɯ ɛɚɤɟɖ ɱəɠɚɜɘɌɢɱɲ Ɏ çɛɜɔɡɚɎɌəɚ-
ɘɟè Ɍɍɚ çɏɗɔɍɔəəɚɘɟè Ɏɑɍɛɜɚɝɞɚɜɱ, ɐɑ, ɫɖ ɍɟɗɚ ɓɌɓəɌɣɑəɚ Ɏɔɥɑ, 

ɘɱɝɞɔɞɨɝɫ əɑɓɜɱɎəɫəəɚ ɍɱɗɨɤɌ ɖɱɗɨɖɱɝɞɨ ɐɌəɔɡ, ɛɚɞɑəɢɱɕəɚ ɢɱ-

ɖɌɎɔɡ ɐɗɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ, əɱɒ ɟ Ɏɱɐɖɜɔɞɱɕ ɣɌɝɞɔəɱ ȣəɞɑ-
ɜəɑɞɟ. 

ɂɑ, ɛɑɜɑɐɟɝɱɘ, ɐɔəɌɘɱɣəɱ Ɏɑɍ-ɝɞɚɜɱəɖɔ, ɱəɠɚɜɘɌɢɱɫ ɓ ɣɔɝ-

ɗɑəəɔɡ ɍɌɓ ɐɌəɔɡ, ɫɖɱ ɘɚɒɟɞɨ ɝɞɌəɚɎɔɞɔ Ɏɑɗɔɖɔɕ ɱəɞɑɜɑɝ ɐɗɫ 
ɌəɌɗɱɞɔɣəɚɲ ɜɚɍɚɞɔ. Ȱɚ ɜɚɓɜɫɐɟ çɛɜɔɡɚɎɌəɚɏɚè Ɏɑɍ əɌɗɑɒɌɞɨ ɱ 

ɛɚɎəɚɞɑɖɝɞɚɎɱ ɱəɠɚɜɘɌɢɱɕəɱ ɝɔɝɞɑɘɔ ɞɔɛɟ LexisNexis Ɍɍɚ 

Factiva.  
Ȱɚ çɛɜɔɡɚɎɌəɔɡè ɜɑɝɟɜɝɱɎ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɘɚɒəɌ ɞɌɖɚɒ 

Ɏɱɐəɑɝɞɔ ɛɱɜɔəɏɚɎɱ ɘɑɜɑɒɱ, ɞɌɖɱ ɫɖ BitTorrent, EDonkey, EMule, 
Gnutella, Kazaa.  

ɋɖ ɟɒɑ ɍɟɗɚ ɓɌɓəɌɣɑəɚ ɜɌəɱɤɑ, əɑɚɍɡɱɐəɚɲ (ɓɚɖɜɑɘɌ ɕ ɐɗɫ 

ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ) ɱəɠɚɜɘɌɢɱɲ Ɏ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɓəɌɣəɚ 
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ɍɱɗɨɤɑ, əɱɒ ɲɲ ɚɡɚɛɗɪɪɞɨ ɟəɱɎɑɜɝɌɗɨəɱ ɛɚɤɟɖɚɎɱ ɘɌɤɔəɔ. 
ȻɜɔɛɟɝɖɌɪɞɨ, ɥɚ əɌ Ɏɱɐɘɱəɟ Ɏɱɐ çɛɱɓəɌɎɌəɚɲè ɣɌɝɞɔəɔ ɘɑɜɑɒɱ 

ȣəɞɑɜəɑɞ, çɛɜɔɡɚɎɌəɌè ɣɌɝɞɔəɌ ɎɔɫɎɔɗɌɝɫ Ɏ ɝɚɞəɱ ɜɌɓɱɎ ɍɱɗɨɤɚɪ 

ɓɌ ɚɍɝɫɏɚɘ. 
ȭɱɓəɑɝ-ɌəɌɗɱɞɔɖ ɣɌɝɞɚ ɝɞɔɖɌɯɞɨɝɫ ɓ ɝɔɞɟɌɢɱɯɪ, ɖɚɗɔ ɕɚɘɟ 

Ɏɱɐɚɘɚ ɛɜɚ ɱɝəɟɎɌəəɫ ɟ Ɏɑɍ-ɛɜɚɝɞɚɜɱ ɫɖɚɏɚɝɨ ɐɚɖɟɘɑəɞɌ, Ɍɗɑ Ɏɱə 

əɑ ɘɚɒɑ ɓəɌɕɞɔ ɕɚɏɚ ɓɌ ɐɚɛɚɘɚɏɚɪ ɞɜɌɐɔɢɱɕəɔɡ ɛɚɤɟɖɚɎɔɡ 
ɝɔɝɞɑɘ, ɫɖɔɘɔ ɝɨɚɏɚɐəɱ ɘɚɒəɌ ɎɎɌɒɌɞɔ ɞɌɖɱ ɝɔɝɞɑɘɔ, ɫɖ 

Google, Yahoo!, Bing, Baidu, ȼɌɘɍɗɑɜ Ɍɍɚ ȸɑɞɌ. ȺɐəɌɖ, ɓɏɌɐɌɎ-
ɤɔ Ɍɍɚ ɓəɌɕɤɚɎɤɔ Ɏ ɓɌɖɗɌɐɖɌɡ Ɍɐɜɑɝɟ (URL) ɢɨɚɏɚ ɐɚɖɟɘɑəɞɌ, 

Ɏɱə ɍɑɓ ɞɜɟɐəɚɥɱɎ Ɏɔɡɚɐɔɞɨ əɌ əɨɚɏɚ. Ⱦɚɍɞɚ ɟ Ɏɑɍɛɜɚɝɞɚɜɱ ɢɑɕ 

ɐɚɖɟɘɑəɞ ɯ, Ɍ ɓəɌɕɞɔ ɕɚɏɚ ɓɎɔɣəɔɘ ɝɛɚɝɚɍɚɘ əɑ ɘɚɒəɌ. ȶɚɜɔɝ-
ɞɟɎɌɣ ɓɱɞɖəɟɎɝɫ ɓ əɑɎɔɐɔɘɔɘ (invisible) ɐɗɫ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ 

ɜɑɝɟɜɝɚɘ. 

ȳɍɱɜ ɱəɠɚɜɘɌɢɱɲ ɱɓ ɝɛɑɢɱɌɗɨəɔɡ ɍɌɓ ɐɌəɔɡ ɐɚɓɎɚɗɫɯ ɌəɌɗɱ-
ɞɔɖɌɘ ɞɌ ɝɛɑɢɱɌɗɱɝɞɌɘ ɓ ɖɱɍɑɜɍɑɓɛɑɖɔ ɚɞɜɔɘɟɎɌɞɔ ɍɱɗɨɤɑ ɱəɠɚ-

ɜɘɌɢɱɲ ɛɜɚ ɛɚɞɑəɢɱɕəɱ ɓɌɏɜɚɓɔ ɞɌ ɎɜɌɓɗɔɎɚɝɞɱ ɐɗɫ ɛɚɖɜɌɥɑəəɫ 

ɚɍɚɜɚəəɚɲ ɝɞɜɌɞɑɏɱɲ ɞɌ ɜɑɌɏɟɎɌəəɫ əɌ ɱəɢɔɐɑəɞɔ. 
ȺɞɜɔɘɌəəɫ ɐɚɝɞɟɛɟ ɐɚ ɢɔɡ ɍɌɓ ɐɌəɔɡ ɟ ɘɑɒɌɡ OSINT ɐɚ-

ɓɎɚɗɫɯ ɌəɌɗɱɞɔɖɌɘ ɞɌ ɐɚɝɗɱɐəɔɖɌɘ ɎɱɐɝɞɑɒɟɎɌɞɔ ɱ ɌəɌɗɱɓɟɎɌɞɔ 

ɛɚɐɱɲ Ɏ ɖɱɍɑɜɛɜɚɝɞɚɜɱ. ȹɌɎɑɐɑɘɚ ɐɑɫɖɱ ɛɜɔɖɗɌɐɔ ɝɛɑɢɱɌɗɨəɔɡ 
ɍɌɓ ɐɌəɔɡ: 

Å National Vulnerabili ty Database (NVD )58: NVD ɯ ɍɌɓɚɪ ɐɌ-
əɔɡ, ɫɖɌ ɘɱɝɞɔɞɨ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɎɜɌɓɗɔɎɚɝɞɱ ɛɜɚɏɜɌɘ-

əɚɏɚ ɓɌɍɑɓɛɑɣɑəəɫ. ȮɚəɌ ɯ ɣɌɝɞɔəɚɪ ɝɔɝɞɑɘɔ NIST 
(National Institute of Standards and Technology) ɟ ȽɄȬ. 

NVD əɌɐɌɯ ɐɌəɱ ɛɜɚ ɎɜɌɓɗɔɎɚɝɞɱ, ɲɡ ɚɛɔɝɔ, ɓɌɝɚɍɔ ɑɖɝ-

ɛɗɟɌɞɌɢɱɲ ɞɌ ɱəɤɱ ɞɑɡəɱɣəɱ ɐɑɞɌɗɱ (ȼɔɝ. 54). 

Å Common Vulnerabili tie s and Exposures (CVE) 59 : CVE - ɢɑ 
ɝɗɚɎəɔɖ ɎɜɌɓɗɔɎɚɝɞɑɕ, ɫɖɔɕ əɌɐɌɯ ɟəɱɖɌɗɨəɱ ɱɐɑəɞɔɠɱɖɌ-

ɞɚɜɔ (CVE-ɱɐɑəɞɔɠɱɖɌɞɚɜɔ) ɐɗɫ ɎɔɓəɌɣɑəəɫ ɖɚəɖɜɑɞəɔɡ 

ɎɜɌɓɗɔɎɚɝɞɑɕ. ȣəɠɚɜɘɌɢɱɫ ɎɱɐɚɍɜɌɒɌɯɞɨɝɫ ɟ Ɏɔɏɗɫɐɱ ɓɌ-
ɏɌɗɨəɚɛɜɔɕəɫɞɔɡ ɞɑɜɘɱəɱɎ, ɥɚ ɛɚɗɑɏɤɟɯ ɚɍɘɱə ɱəɠɚɜɘɌ-

ɢɱɯɪ ɛɜɚ ɎɜɌɓɗɔɎɚɝɞɱ.  

                                                                 
58 National Vulnerability Database (NVD). URL: https://nvd.nist.gov/  

59 CVE security vulnerability database. URL: 
https://www.cvedetails.com/  
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Å Exploit Database (ExploitDB) 60 : ExploitDB - ɢɑ ɍɌɓɌ ɐɌ-
əɔɡ, ɫɖɌ ɘɱɝɞɔɞɨ ɑɖɝɛɗɚɕɞɔ ɞɌ ɖɚɐ ɐɗɫ ɎɔɖɚɜɔɝɞɌəəɫ 
ɎɜɌɓɗɔɎɚɝɞɑɕ ɛɜɚɏɜɌɘəɚɏɚ ɓɌɍɑɓɛɑɣɑəəɫ. ȮɚəɌ ɘɚɒɑ ɍɟ-

ɞɔ ɎɔɖɚɜɔɝɞɌəɌ ɐɗɫ ɐɚɝɗɱɐɒɑəəɫ ɞɌ ɜɚɓɟɘɱəəɫ ɞɚɏɚ, ɫɖ 

ɌɞɌɖɟɎɌɞɔ ɎɜɌɓɗɔɎɚɝɞɱ ɞɌ ɫɖ ɲɡ ɟəɔɖɌɞɔ. 

 

ʈʠʩʫʥʦʢ 54 - ɺʝʙ-ʨʝʩʫʨʩ ʩʠʩʪʝʤʠ NVD 

Å Shodan 61: Shodan - ɢɑ ɛɚɤɟɖɚɎɔɕ ɐɎɔɏɟə ɐɗɫ Internet of 
Things (IoT) ɞɌ ɛɱɐɖɗɪɣɑəɔɡ ɐɚ ȣəɞɑɜəɑɞɟ ɛɜɔɝɞɜɚɲɎ. Ȯɱə 

ɐɚɓɎɚɗɫɯ ɌəɌɗɱɓɟɎɌɞɔ ɖɚəɖɜɑɞəɱ ɞɔɛɔ ɛɜɔɝɞɜɚɲɎ ɞɌ ɎɜɌɓɗɔ-
Ɏɚɝɞɱ, ɛɚɎ'ɫɓɌəɱ ɓ əɔɘɔ, Ɏ ɜɑɌɗɨəɚɘɟ ɣɌɝɱ. 

Å National Institute of Standards and Technology Cybersecurity 

Framework 62: NIST ɜɚɓɜɚɍɗɫɯ ɞɌ ɛɟɍɗɱɖɟɯ ɖɱɗɨɖɌ ɝɞɌəɐɌɜɞɱɎ 
ɞɌ ɠɜɑɕɘɎɚɜɖɱɎ ɓ ɖɱɍɑɜɍɑɓɛɑɖɔ, ɞɌɖɔɡ ɫɖ NIST 

Cybersecurity Framework. ɂɑɕ ɠɜɑɕɘɎɚɜɖ ɘɱɝɞɔɞɨ ɜɑɖɚɘɑ-
əɐɌɢɱɲ ɓ ɖɱɍɑɜɍɑɓɛɑɖɔ ɞɌ ɎɖɗɪɣɌɯ Ɏ ɝɑɍɑ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ 

ɖɜɌɥɱ ɛɜɌɖɞɔɖɔ ɞɌ ɝɞɌəɐɌɜɞɔ. 

Å Dark Web Databases: Ȯ ɱəɠɚɜɘɌɢɱɕəɚɘɟ ɛɜɚɝɞɚɜɱ ɐɌɜɖɎɑɍɟ 
ɱɝəɟɪɞɨ ɍɌɓɔ ɐɌəɔɡ, ɫɖɱ ɘɱɝɞɫɞɨ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɓɗɚɎɘɔɝəɱ 

ɐɱɲ, ɎɌɜɞɱɝɞɨ ɡɌɖɑɜɝɨɖɔɡ ɱəɝɞɜɟɘɑəɞɱɎ, ɎɔɖɜɌɐɑəɱ ɐɌəɱ ɞɌ 

ɱəɤɑ. ȳɌɟɎɌɒɔɘɚ, ɐɚɝɞɟɛ ɐɚ ɐɌɜɖɎɑɍ-ɜɑɝɟɜɝɱɎ ɛɚɞɜɑɍɟɯ 

                                                                 
60 The  Exploit Database. URL: https://www.exploit -db.com/  
61 Shodan. URL: https://www.shodan.io  
62 NIST Cybersecurity Framework. URL: https://www.nist.gov/ 

cyberframework   
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ɝɛɑɢɱɌɗɨəɔɡ ɓɌɡɚɐɱɎ ɍɑɓɛɑɖɔ. 

Å Threat Intelligence Platforms (TIPs )63: Threat Intelligence 
Platforms əɌɐɌɪɞɨ ɘɚɒɗɔɎɱɝɞɨ ɌɏɜɑɏɟɎɌɞɔ ɞɌ ɌəɌɗɱɓɟɎɌɞɔ 

ɜɱɓəɱ ɐɒɑɜɑɗɌ ɓɌɏɜɚɓ, ɎɖɗɪɣɌɪɣɔ ɐɌəɱ ɓ ɜɱɓəɔɡ ɝɛɱɗɨəɚɞ ɓ 

ɖɱɍɑɜɍɑɓɛɑɖɔ, ɚɍɱɏɚɎɱ ɞɌ ɱəɤɱ. 

Å Ȱɑɫɖɱ OSINT-ɠɜɑɕɘɎɚɜɖɔ (Open Source Intelligence 

Framework 64, ȼɔɝ. 55), ɞɌɖɱ ɫɖ Maltego 

(https://www.maltego.com/categories/osint/), Buscador 

OSINT  Virtual Machine (https://inteltechniques.com/ 
buscador/), Ɍɍɚ SpiderFoot (https://github.com/smicallef/ 

spiderfoot), ɚɍ'ɯɐəɟɪɞɨ ɜɱɓəɱ ɐɒɑɜɑɗɌ ɱəɠɚɜɘɌɢɱɲ, ɎɖɗɪɣɌ-

ɪɣɔ ɍɌɓɔ ɐɌəɔɡ ɓ ɖɱɍɑɜɍɑɓɛɑɖɔ, ɐɗɫ ɓɐɱɕɝəɑəəɫ ɖɚɘɛɗɑɖɝ-
əɚɏɚ ɌəɌɗɱɓɟ. 

Ⱦɑɡəɱɣəɱ Ɍɝɛɑɖɞɔ ɝɛɑɢɱɌɗɨəɔɡ ɍɌɓ ɐɌəɔɡ ɫɖ ɐɒɑɜɑɗ ɱəɠɚɜ-

ɘɌɢɱɲ ɐɗɫ OSINT ɎɖɗɪɣɌɪɞɨ Ɏ ɝɑɍɑ ɜɫɐ ɚɝɚɍɗɔɎɔɡ ɡɌɜɌɖɞɑɜɔɝ-
ɞɔɖ, ɠɚɜɘɌɞɱɎ ɞɌ ɱəɝɞɜɟɘɑəɞɱɎ, ɫɖɱ ɓɌɍɑɓɛɑɣɟɪɞɨ əɑɚɍɡɱɐəɟ ɠɟ-

əɖɢɱɚəɌɗɨəɱɝɞɨ ɞɌ ɓɜɟɣəɱɝɞɨ ɛɜɔ ɜɚɍɚɞɱ: 

Å ȽɞɌəɐɌɜɞɔɓɚɎɌəɱ ɠɚɜɘɌɞɔ ɐɌəɔɡ Ɏ ɝɛɑɢɱɌɗɨəɔɡ ɍɌɓɌɡ ɐɌ-
əɔɡ, ɥɚ ɛɚɗɑɏɤɟɯ ɌɎɞɚɘɌɞɔɓɚɎɌəɔɕ ɌəɌɗɱɓ ɱ ɚɍɜɚɍɖɟ. ȹɌ-
ɛɜɔɖɗɌɐ, ɍɌɓɌ CVE ɎɔɖɚɜɔɝɞɚɎɟɯ ɠɚɜɘɌɞɔ JSON ɞɌ XML 

ɐɗɫ ɛɜɑɐɝɞɌɎɗɑəəɫ ɐɌəɔɡ ɥɚɐɚ ɎɜɌɓɗɔɎɚɝɞɑɕ. 

Å Ȱɑɫɖɱ ɍɌɓɔ ɐɌəɔɡ ɚɞɜɔɘɟɪɞɨ ɐɌəɱ ɣɑɜɑɓ Threat Intelligence 

Feed65, ɌɎɞɚɘɌɞɔɓɚɎɌəɔɕ ɘɑɡɌəɱɓɘ, ɫɖɔɕ əɌɐɌɯ ɛɚɞɚɣəɟ 
ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɓɌɏɜɚɓɔ Ɏ ɜɑɌɗɨəɚɘɟ ɣɌɝɱ. 

 

                                                                 
63 Top 7 Threat Intelligence Platforms & Tools for 2023. URL: 

https://www.esecuri typlanet.com/products/threat -intelligence -
platforms/  

64 OSINT framework. URL:  https://osintframework.com/  
65 Daniella Balaban. 8 Best Threat Intelligence Feeds to Monitor in 

2023  (https://cybeready.com/threat -intelligence/best -threat -intelligence -

feeds-to -monitor -in -2023)  

 

https://www.esecurityplanet.com/products/threat-intelligence-platforms/
https://www.esecurityplanet.com/products/threat-intelligence-platforms/
https://www.esecurityplanet.com/products/threat-intelligence-platforms/
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ȼɔɝɟəɚɖ 55 - Open Source Intelligence Framework (ɀɜɑɕɘɎɚɜɖ 
OSINT, ɓɚɝɑɜɑɐɒɑəɔɕ əɌ ɓɍɚɜɱ ɱəɠɚɜɘɌɢɱɲ ɓ ɍɑɓɖɚɤɞɚɎəɔɡ ɱəɝɞɜɟɘɑə-

ɞɱɎ Ɍɍɚ ɜɑɝɟɜɝɱɎ 

ȸɑɞɌ ɛɜɚɑɖɞɟ ɛɚɗɫɏɌɯ Ɏ ɞɚɘɟ, ɥɚɍ ɐɚɛɚɘɚɏɞɔ ɗɪɐɫɘ ɓəɌɕɞɔ 
ɍɑɓɖɚɤɞɚɎəɱ OSINT-ɜɑɝɟɜɝɔ) 

Å API ɐɗɫ ɓɌɛɔɞɱɎ ɱ ɓɍɚɜɟ ɐɌəɔɡ - ɐɑɫɖɱ ɝɛɑɢɱɌɗɨəɱ ɍɌɓɔ ɐɌəɔɡ 
ɛɜɚɛɚəɟɪɞɨ API, ɎɔɖɚɜɔɝɞɌəəɫ ɫɖɔɡ ɐɚɓɎɚɗɫɯ ɌɎɞɚɘɌɞɔɓɟ-

ɎɌɞɔ ɛɜɚɢɑɝɔ ɓɍɚɜɟ ɞɌ ɱəɞɑɏɜɌɢɱɲ ɱəɠɚɜɘɌɢɱɲ ɟ ɝɔɝɞɑɘɔ 
ɍɑɓɛɑɖɔ. 

Å ȮɔɖɚɜɔɝɞɌəəɫ ɖɗɌɝɔɠɱɖɌɢɱɲ ɐɗɫ ɛɚɖɜɌɥɑəəɫ ɐɚɝɞɟɛɟ ɐɚ 
ɐɌəɔɡ ɐɚɓɎɚɗɫɯ ɤɎɔɐɤɑ ɠɱɗɨɞɜɟɎɌɞɔ ɞɌ ɌəɌɗɱɓɟɎɌɞɔ ɱəɠɚ-

ɜɘɌɢɱɪ. 

Å ȮɓɌɯɘɚɐɱɫ ɱɓ əɌɫɎəɔɘɔ Ɏ ɖɚɜɛɚɜɌɢɱɲ ɱəɝɞɜɟɘɑəɞɌɘɔ ɍɑɓɛɑ-
ɖɔ, ɞɌɖɔɘɔ ɫɖ SIEM (Security Information and Event 

Management), IDS (Intrusion Detection System), Ɍɍɚ ɱəɤɔɘɔ 

ɝɔɝɞɑɘɌɘɔ. 

Å ȸɌɤɔəəɑ əɌɎɣɌəəɫ ɐɗɫ ɌəɌɗɱɓɟ ɐɌəɔɡ: ȳɌɝɞɚɝɟɎɌəəɫ ɘɑ-
ɞɚɐɱɎ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ ɘɚɒɑ ɐɚɛɚɘɚɏɞɔ ɎɛɜɚɎɌɐɒɑə-

əɪ ɌɗɏɚɜɔɞɘɱɎ ɌəɌɗɱɓɟ ɐɗɫ ɌɎɞɚɘɌɞɔɣəɚɏɚ ɎɔɫɎɗɑəəɫ ɞɌ 
ɖɗɌɝɔɠɱɖɌɢɱɲ ɓɌɏɜɚɓ əɌ ɚɝəɚɎɱ əɌɖɚɛɔɣɑəɔɡ ɐɌəɔɡ. 

Å ȺɍɜɚɍɖɌ əɑɛɑɜɑɜɎəɔɡ ɛɚɞɚɖɱɎ ɐɌəɔɡ: Ⱥɝɖɱɗɨɖɔ ɱəɠɚɜɘɌɢɱɫ 



212 

 

Ɏ ɚɍɗɌɝɞɱ ɖɱɍɑɜɍɑɓɛɑɖɔ ɘɚɒɑ əɌɐɡɚɐɔɞɔ Ɏ ɜɑɒɔɘɱ ɜɑɌɗɨəɚ-
ɏɚ ɣɌɝɟ, ɝɛɑɢɱɌɗɨəɱ ɍɌɓɔ ɐɌəɔɡ ɘɚɒɟɞɨ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ 

ɝɔɝɞɑɘɔ ɚɍɜɚɍɖɔ ɛɚɞɚɖɱɎ ɐɌəɔɡ ɐɗɫ əɑɏɌɕəɚɲ ɌəɌɗɱɓɟ ɞɌ 

ɜɑɌɖɢɱɲ əɌ ɛɚɐɱɲ. 

Å ȼɚɓɤɔɜɑəɱ ɘɚɒɗɔɎɚɝɞɱ ɛɚɤɟɖɟ ɞɌ ɠɱɗɨɞɜɌɢɱɲ: ȮɜɌɡɚɎɟɪɣɔ 
ɚɍɝɫɏ ɐɌəɔɡ Ɏ ɖɱɍɑɜɍɑɓɛɑɢɱ, ɍɌɓɔ ɐɌəɔɡ ɣɌɝɞɚ ɘɌɪɞɨ ɜɚɓ-

ɤɔɜɑəɱ ɓɌɝɚɍɔ ɛɚɤɟɖɟ ɞɌ ɠɱɗɨɞɜɌɢɱɲ ɐɗɫ ɞɚɣəɚɏɚ Ɏɔɐɱɗɑəəɫ 

əɑɚɍɡɱɐəɚɲ ɱəɠɚɜɘɌɢɱɲ. 

Å ȮɔɖɚɜɔɝɞɌəəɫ ɱəɐɑɖɝɌɢɱɲ ɐɌəɔɡ: ȣəɐɑɖɝɌɢɱɫ ɐɚɓɎɚɗɫɯ ɤɎɔ-
ɐɖɚ ɎɔɓəɌɣɌɞɔ ɞɌ ɚɞɜɔɘɟɎɌɞɔ ɐɚɝɞɟɛ ɐɚ ɖɚəɖɜɑɞəɔɡ ɐɌ-

əɔɡ, ɥɚ ɛɚɗɑɏɤɟɯ ɑɠɑɖɞɔɎəɔɕ ɛɚɤɟɖ ɞɌ ɌəɌɗɱɓ. 

3.4.1.  ȯɗɔɍɔəəɔɕ Ɏɑɍ 

Ƚɟɖɟɛəɱɝɞɨ ɐɒɑɜɑɗ ɟ Ɏɑɍ-ɛɜɚɝɞɚɜɱ, əɑɐɚɝɞɟɛəɔɡ ɖɚɜɔɝɞɟɎɌ-
ɣɌɘ ɞɜɌɐɔɢɱɕəɔɡ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ, ɟɞɎɚɜɪɯ ɞɌɖ ɓɎɌəɔɕ çɏɗɔ-

ɍɔəəɔɕ Ɏɑɍè ð ɛɚəɫɞɞɫ, ɎɎɑɐɑəɑ Ȱɒɔɗɗ ȱɗɗɝɎɚɜɞ (Jill Ellsworth) 

ɟ 1994 ɜ. Ⱦɚɍɞɚ ɛɱɐ ɏɗɔɍɔəəɔɘ Ɏɑɍ (invisible web, deep web, 
hidden web) ɛɜɔɕəɫɞɚ ɜɚɓɟɘɱɞɔ ɞɟ ɣɌɝɞɔəɟ Ɏɑɍ-ɛɜɚɝɞɚɜɟ, ɫɖɌ əɑ 

ɱəɐɑɖɝɟɯɞɨɝɫ ɜɚɍɚɞɌɘɔ (web crawlers) ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ. Ȯɔɖɚ-

ɜɔɝɞɚɎɟɪɣɔ ɌəɌɗɚɏɱɪ, ɱəɠɚɜɘɌɢɱɫ, ɍɟɐɟɣɔ əɑɐɚɝɞɟɛəɚɪ ɐɗɫ 
ɛɚɤɟɖɟ, ɓəɌɡɚɐɔɞɨɝɫ çɎ ɏɗɔɍɔəɱè (Ɍəɏɗ. ð deep). Ȼɜɔ ɢɨɚɘɟ əɑ 

ɎɌɜɞɚ ɛɗɟɞɌɞɔ ɏɗɔɍɔəəɔɕ Ɏɑɍ ɱɓ ɜɑɝɟɜɝɌɘɔ, ɎɓɌɏɌɗɱ əɑɐɚɝɞɟɛ-

əɔɘɔ ɓ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ð ɢɑ ɞɑɘəɔɕ Ɏɑɍ (dark web), ɱ ɘɚɎɌ ɛɜɚ 
əɨɚɏɚ ɞɟɞ əɑ ɕɞɔɘɑ. Ȱɑɫɖɱ ɜɑɝɟɜɝɔ, ɐɚɝɞɟɛ ɐɚ ɫɖɔɡ Ɏɱɐɖɜɔɞɚ 

ɗɔɤɑ ɐɗɫ ɓɌɜɑɯɝɞɜɚɎɌəɔɡ ɖɚɜɔɝɞɟɎɌɣɱɎ, ɞɌɖɚɒ əɌɗɑɒɌɞɨ ɐɚ 

ɏɗɔɍɔəəɚɏɚ Ɏɑɍ. 
ȿ 2000 ɜɚɢɱ ɌɘɑɜɔɖɌəɝɨɖɌ ɖɚɘɛɌəɱɫ BrightPlanet 

(www .brightplanet.com ) ɚɛɟɍɗɱɖɟɎɌɗɌ ɝɑəɝɌɢɱɕəɟ ɐɚɛɚɎɱɐɨ, ɟ 
ɫɖɱɕ ɝɞɎɑɜɐɒɟɯɞɨɝɫ, ɥɚ ɟ Ɏɑɍ-ɛɜɚɝɞɚɜɱ Ɏ ɝɚɞəɱ ɜɌɓɱɎ ɍɱɗɨɤɑ ɝɞɚ-

ɜɱəɚɖ, əɱɒ ɲɡ ɎɐɌɗɚɝɫ ɛɜɚɱəɐɑɖɝɟɎɌɞɔ əɌɕɛɚɛɟɗɫɜəɱɤɔɘ əɌ ɞɚɕ 

ɣɌɝ ɛɚɤɟɖɚɎɔɘ ɝɔɝɞɑɘɌɘ. ȶɚɘɛɌəɱɫ ɜɚɓɜɚɍɔɗɌ ɛɜɚɏɜɌɘɟ 
LexiBot, ɫɖɌ ɐɚɓɎɚɗɫɯ ɝɖɌəɟɎɌɞɔ ɐɑɫɖɱ ɐɔəɌɘɱɣəɱ Ɏɑɍ-ɝɞɚɜɱəɖɔ, 

ɥɚ ɠɚɜɘɟɪɞɨɝɫ ɓ ɍɌɓ ɐɌəɔɡ, ɱ, ɓɌɛɟɝɞɔɎɤɔ ɲɲ, ɚɞɜɔɘɌɗɌ əɑɝɛɚ-

ɐɱɎɌəɱ ɐɌəɱ. ȳ'ɫɝɟɎɌɗɚɝɫ, ɥɚ Ɏ ɏɗɔɍɔəəɚɘɟ Ɏɑɍ ɓəɌɡɚɐɔɞɨɝɫ ɟ 
500 ɜɌɓɱɎ ɍɱɗɨɤɑ ɐɚɖɟɘɑəɞɱɎ, əɱɒ ɐɚɝɞɟɛəɚ ɣɑɜɑɓ ɛɚɤɟɖɚɎɱ ɝɔɝ-

ɞɑɘɔ. ȳɎɱɝəɚ, ɢɱ ɢɔɠɜɔ əɑɞɚɣəɱ. ȶɜɱɘ ɞɚɏɚ, ɝɞɌɗɚ Ɏɱɐɚɘɚ, ɥɚ 

ɝɑɜɑɐəɫ ɝɞɚɜɱəɖɌ ɏɗɔɍɔəəɚɏɚ Ɏɑɍ əɌ 27 % ɖɚɘɛɌɖɞəɱɤɌ ɓɌ ɝɑɜɑ-
ɐəɪ ɝɞɚɜɱəɖɟ ɓ Ɏɔɐɔɘɚɲ ɣɌɝɞɔəɔ Ɏɑɍ-ɛɜɚɝɞɚɜɟ. 

Ƚɨɚɏɚɐəɱ ɝɔɞɟɌɢɱɫ ɓɘɱəɔɗɌɝɫ, əɌɛɜɔɖɗɌɐ, ɛɜɚɎɱɐəɱ ɛɚɤɟɖɚɎɱ 

ɝɔɝɞɑɘɔ ɘɚɒɟɞɨ ɱəɐɑɖɝɟɎɌɞɔ ɐɚɖɟɘɑəɞɔ, ɛɜɑɐɝɞɌɎɗɑəɱ ɟ ɠɚɜ-

https://www.brightplanet.com/
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ɘɌɞɌɡ, ɥɚ ɘɱɝɞɫɞɨ ɞɑɖɝɞ. ȳɎɱɝəɚ, ɢɑ, ɛɑɜɑɐɟɝɱɘ, pdf, rtf ɞɌ doc. ȿ 
2006 ɜɚɢɱ Google ɓɌɛɌɞɑəɞɟɎɌɗɌ ɝɛɚɝɱɍ ɛɚɤɟɖɟ Ɏ ɏɗɔɍɔəəɚɘɟ 

Ɏɑɍ: çSearching through content which is accessible through web -

based forms è (ȼɔɝ. 56). ȹɌ ɐɟɘɖɟ ɜɱɓəɔɡ ɌɎɞɚɜɱɎ, ɐɚ Ɏɔɐɔɘɚɏɚ 
Ɏɑɍ əɌɗɑɒɔɞɨ ɗɔɤɑ 20ð30 % Ɏɑɍ-ɛɜɚɝɞɚɜɟ. 

 

ȼɔɝ. 56 ð ɀɜɌɏɘɑəɞ Ɏɑɍ-ɜɑɝɟɜɝɟ ȮȺȣȮ ɓ ɚɛɔɝɚɘ ɛɌɞɑəɞɟ Google əɌ 

ɛɚɤɟɖ ɟ ɏɗɔɍɔəəɚɘɟ ɱəɞɑɜəɑɞɱ 
 

ȿ ɏɗɔɍɔəəɚɘɟ Ɏɑɍɱ ɓəɌɡɚɐɫɞɨɝɫ Ɏɑɍ-ɜɑɝɟɜɝɔ, əɑ ɛɚɎ'ɫɓɌəɱ ɓ 

ɱəɤɔɘɔ ɜɑɝɟɜɝɌɘɔ ɏɱɛɑɜɛɚɝɔɗɌəəɫɘɔ ð əɌɛɜɔɖɗɌɐ, ɝɞɚɜɱəɖɔ, 

ɥɚ ɐɔəɌɘɱɣəɚ ɝɞɎɚɜɪɪɞɨɝɫ ɓɌ ɓɌɛɔɞɌɘɔ ɐɚ ɍɌɓ ɐɌəɔɡ, ɐɚɖɟɘɑ-
əɞɔ ɓ ɍɌɓ ɐɌəɔɡ, ɐɚɝɞɟɛəɱ ɖɚɜɔɝɞɟɎɌɣɌɘ ɣɑɜɑɓ ɛɚɤɟɖɚɎɱ Ɏɑɍ-

ɠɚɜɘɔ (Ɍɗɑ əɑ ɓɌ ɏɱɛɑɜɛɚɝɔɗɌəəɫɘɔ). ȾɌɖɱ ɐɚɖɟɘɑəɞɔ ɓɌɗɔɤɌ-
ɪɞɨɝɫ əɑɐɚɝɞɟɛəɔɘɔ ɐɗɫ ɜɚɍɚɞɌ, əɑɓɐɌɞəɚɏɚ Ɏ ɜɑɒɔɘɱ ɜɑɌɗɨəɚ-

ɏɚ ɣɌɝɟ ɛɜɌɎɔɗɨəɚ ɓɌɛɚɎəɔɞɔ ɛɚɗɫ ɠɚɜɘɔ ɓəɌɣɑəəɫɘɔ (ɠɚɜɘɟ-

ɎɌɞɔ ɓɌɛɔɞɔ ɐɚ ɍɌɓ ɐɌəɔɡ). 
Ⱥɝɨ ɥɚ ɏɚɎɚɜɔɞɨɝɫ ɛɜɚ ɏɗɔɍɔəəɔɕ Ɏɑɍ ɟ ɖəɔɓɱ66 : çȭɱɗɨɤɱɝɞɨ 

ɝɞɚɜɱəɚɖ əɑɎɔɐɔɘɚɏɚ ȣəɞɑɜəɑɞɟ ɘɚɒɟɞɨ ɍɟɞɔ ɞɑɡəɱɣəɚ ɛɜɚɱəɐɑɖ-

ɝɚɎɌəɱ, Ɍɗɑ əɑ ɱəɐɑɖɝɟɪɞɨɝɫ, ɞɚɘɟ ɥɚ ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ Ɏɔɜɱ-
ɤɔɗɔ ɲɡ əɑ ɱəɐɑɖɝɟɎɌɞɔé ȭɱɗɨɤɱɝɞɨ çəɑɎɔɐɔɘɔɡè ɝɌɕɞɱɎ ɘɌɪɞɨ 

Ɏɔɝɚɖɚɫɖɱɝəɔɕ ɖɚəɞɑəɞ. Ȼɜɚɝɞɚ ɢɱ ɜɑɝɟɜɝɔ əɑ ɘɚɒɟɞɨ ɍɟɞɔ 

                                                                 
66

 Price G., Sherman C., Sullivan D. The Invisible Web: Uncovering I n-

formation Sources Search Engines Can't See. ð Information Today, Inc., 
2001. ð 439 p.  
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ɓəɌɕɐɑəɱ ɓɌ ɐɚɛɚɘɚɏɚɪ ɛɚɤɟɖɚɎɔɡ ɘɌɤɔə ɓɌɏɌɗɨəɚɏɚ ɛɜɔɓəɌ-
ɣɑəəɫé 

é Ȱɑɫɖɱ ɝɌɕɞɔ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɞɑɡəɚɗɚɏɱɪ ɍɌɓ ɐɌəɔɡ, ɥɚ 

ɐɱɕɝəɚ ɝɖɗɌɐəɚ ɐɗɫ ɛɚɤɟɖɚɎɚɲ ɘɌɤɔəɔ. ȣəɤɱ ɝɌɕɞɔ, ɚɐəɌɖ, Ɏɔ-
ɖɚɜɔɝɞɚɎɟɪɞɨ ɛɚɯɐəɌəəɫ ɠɌɕɗɱɎ, ɫɖɱ ɘɱɝɞɫɞɨ ɞɑɖɝɞ ɱ ɘɟɗɨɞɔɘɑ-

ɐɱɌ, Ɍ ɞɚɘɟ ɣɌɝɞɔəɌ ɓ əɔɡ ɘɚɒɑ ɍɟɞɔ ɛɜɚɱəɐɑɖɝɚɎɌəɌ, Ɍ ɣɌɝɞɔəɌ 

ð əɱ. 
é Ȱɑɫɖɱ ɝɌɕɞɔ ɘɚɒɟɞɨ ɍɟɞɔ ɛɜɚɱəɐɑɖɝɚɎɌəɱ ɛɚɤɟɖɚɎɔɘɔ 

ɘɌɤɔəɌɘɔ, Ɍɗɑ ɢɑ əɑ ɜɚɍɔɞɨɝɫ ɞɚɘɟ, ɥɚ ɛɚɤɟɖɚɎɱ ɘɌɤɔəɔ 
ɎɎɌɒɌɪɞɨ ɢɑ əɑɛɜɌɖɞɔɣəɔɘ ð əɌɛɜɔɖɗɌɐ, ɓ ɛɜɔɣɔəɔ ɎɌɜɞɚɝɞɱ 

Ɍɍɚ ɞɚɘɟ, ɥɚ ɐɌəɱ əɌɝɞɱɗɨɖɔ ɖɚɜɚɞɖɚɣɌɝəɱ, ɥɚ ɱəɐɑɖɝɟɎɌɞɔ ɲɡ 

ɛɜɚɝɞɚ ɍɑɓɏɗɟɓɐɚ ð əɌɛɜɔɖɗɌɐ, ɛɜɚɏəɚɓ ɛɚɏɚɐɔ, ɞɚɣəɔɕ ɣɌɝ ɛɜɔ-
ɍɟɞɞɫ ɖɚəɖɜɑɞəɚɏɚ ɗɱɞɌɖɌ, ɥɚ ɓɐɱɕɝəɔɎ ɛɚɝɌɐɖɟ Ɏ Ɍɑɜɚɛɚɜɞɟ 

ɞɚɥɚè. 

ȺɝəɚɎəɱ ɚɍɘɑɒɑəəɫ, ɛɚɎ'ɫɓɌəɱ ɓ ɜɚɍɚɞɌɘɔ ɛɚɤɟɖɚɎɔɡ ɘɌ-
ɤɔə, ɘɚɒəɌ ɛɚɫɝəɔɞɔ ɞɌɖɔɘɔ ɚɝəɚɎəɔɘɔ ɛɜɔɣɔəɌɘɔ: ɐɗɫ ɛɟɍ-

ɗɱɣəɔɡ ɛɚɤɟɖɚɎɔɡ ɝɗɟɒɍ ɎɌɒɗɔɎɱɤɑ ɓɌɍɑɓɛɑɣɔɞɔ ɞɚɣəɱɝɞɨ ɛɚ-

ɤɟɖɟ, əɱɒ ɛɚɎəɚɞɟ, ɱəɚɐɱ ɎɌɒɗɔɎɱɤɑ ɓɌɍɑɓɛɑɣɔɞɔ ɚɞɜɔɘɌəəɫ 
ɎɱɐɛɚɎɱɐɱ əɌ ɓɌɛɔɞ ɓɌ ɛɜɔɕəɫɞəɔɕ ɣɌɝ, əɱɒ ɞɚɣəɱɝɞɨ. ȳɎɱɐɝɔ ð 

ɚɍɘɑɒɑəəɫ əɌ ɏɗɔɍɔəɟ ɝɖɌəɟɎɌəəɫ Ɏɑɍ-ɜɑɝɟɜɝɱɎ, ɝɛɜɚɍɔ çɠɱɗɨɞ-

ɜɌɢɱɲè ɖɚəɞɑəɞɟ ɓɌ ɓɘɱɝɞɚɘ, ɎɱɐɝɱɪɎɌəəɫ ɝɞɚɜɱəɚɖ, ɥɚ ɘɱɝɞɫɞɨ 
ɓɌɕɎɱ Ɏɔɡɱɐəɱ ɏɱɛɑɜɛɚɝɔɗɌəəɫ ɞɚɥɚ. Ȼɜɔ ɢɨɚɘɟ ɣɌɝɞɚ ɜɌɓɚɘ ɓ 

Ɏɚɐɚɪ Ɏɔɡɗɪɛɟɪɞɨ ɱ ɐɔɞɔəɟ. 

ȳɌɏɌɗɨəɚɎɔɓəɌəɚ, ɥɚ ɢɱəəɱɝɞɨ ɜɑɝɟɜɝɱɎ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ 
ɱəɚɐɱ ɎɔɥɌ ɓɌ ɢɱəəɱɝɞɨ ɜɑɝɟɜɝɱɎ Ɏɔɐɔɘɚɲ ɣɌɝɞɔəɔ Ɏɑɍ-ɛɜɚɝɞɚɜɟ. 

ȸɚɒəɌ ɓɏɌɐɌɞɔ ɥɑ ɚɐəɟ ɛɜɔɣɔəɟ ɛɚɛɚɎəɑəəɫ ɏɗɔɍɔəəɚɏɚ 

Ɏɑɍɟ ð ɎɗɌɝəɔɖɔ ɝɎɱɐɚɘɚ əɑ ɡɚɣɟɞɨ, ɥɚɍ ɲɡəɱ Ɏɑɍ-ɜɑɝɟɜɝɔ ɓəɌɡɚ-
ɐɔɗɔ ɓɌ ɐɚɛɚɘɚɏɚɪ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ. ȹɌɕɣɌɝɞɱɤɑ ɞɌɖɱ Ɏɑɍ-

ɜɑɝɟɜɝɔ ɫɎɗɫɪɞɨ ɝɚɍɚɪ ɥɚɝɨ əɑ ɓɚɎɝɱɘ ɓɌɖɚəəɑ, ɡɌɖɑɜɝɨɖɱ ɠɚ-
ɜɟɘɔ, ɌɜɡɱɎɔ əɑɌɎɞɚɜɔɓɚɎɌəɚɏɚ ɖɚəɞɑəɞɟ ɞɚɥɚ. ȳɜɚɓɟɘɱɗɚ, ɥɚ 

ɍɌɏɌɞɚ ɓ ɞɌɖɔɡ ɜɑɝɟɜɝɱɎ ɐɟɒɑ ɢɱɖɌɎɱ ɐɗɫ ɎɔɎɣɑəəɫ ɍɱɓəɑɝ-

ɌəɌɗɱɞɔɖɌɘɔ. 
ȭɌɏɌɞɚ ɖɚɘɛɌəɱɕ ɝɛɚɣɌɞɖɟ ɛɱɐɖɗɪɣɌɪɞɨɝɫ ɐɚ ɓɌɏɌɗɨəɚɲ ȸɑ-

ɜɑɒɱ, ɱ ɗɔɤɑ ɛɚɞɱɘ ɎɔɞɜɌɣɌɪɞɨ Ɏɑɗɔɖɱ ɖɚɤɞɔ əɌ ɓɌɡɔɝɞ. ȮɗɌɝ-

əɔɖɔ ɝɌɕɞɱɎ ɘɚɒɟɞɨ ɝɛɜɚɍɟɎɌɞɔ ɓɌɍɚɜɚəɔɞɔ ɱəɐɑɖɝɌɢɱɪ ɞɔɡ ɣɔ 
ɱəɤɔɡ ɝɞɚɜɱəɚɖ ɝɎɚɲɡ ɜɑɝɟɜɝɱɎ, ɛɜɚɛɔɝɌɎɤɔ ɓɌɍɚɜɚəəɟ ɖɚɘɌəɐɟ 

ɟ ɠɌɕɗɱ robots.txt, Ɍɗɑ ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ ɘɚɒɟɞɨ ɲɲ ɛɜɚɱɏəɚɜɟɎɌ-

ɞɔ. Ⱦɚɘɟ ɞɌɖɱ ɜɑɝɟɜɝɔ Ɍɍɚ ɎɔɐɌɗɫɪɞɨ, Ɍɍɚ ɎɔɐɌɗɫɪɞɨ ɏɱɛɑɜɛɚɝɔ-
ɗɌəəɫ, ɛɑɜɑɎɚɐɫɣɔ ɜɑɝɟɜɝɔ Ɏ ɏɗɔɍɔəəɔɕ Ɏɑɍ. ȹɌɛɜɔɖɗɌɐ, ɐɑɫɖɱ 

ɍɱɓəɑɝ-ɖɌɞɌɗɚɏɔ ɎɱɐɘɚɎɗɫɪɞɨɝɫ ɎɱɐɐɌɎɌɞɔ ɝɎɚɲ ɚɏɚɗɚɤɑəəɫ ɜɚ-
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ɍɚɞɌɘ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ, ɞɚɍɞɚ ɓɌɡɔɥɌɪɣɔ ɝɎɚɲ ɱəɠɚɜɘɌɢɱɕəɱ 
ɌɖɞɔɎɔ, ɖɚɘɛɌəɱɲ ɛɑɜɑɎɚɐɫɞɨ ɝɎɚɲ ɜɑɝɟɜɝɔ Ɏ ɏɗɔɍɔəəɔɕ Ɏɑɍ. 

3.4.2. ȼɑɝɟɜɝɔ ɏɗɔɍɔəəɚɏɚ Ɏɑɍ 

ȣɝəɟɯ ɖɱɗɨɖɌ ɞɔɛɱɎ ɜɑɝɟɜɝɱɎ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ, əɌɛɜɔɖɗɌɐ, ɫɖ 

ɍɟɗɚ ɓɌɓəɌɣɑəɚ Ɏɔɥɑ, ɢɑ ɘɚɒɟɞɨ ɍɟɞɔ Ɏɑɍ-ɝɞɚɜɱəɖɔ, ɥɚ ɤɎɔɐɖɚ 
ɓɌɝɞɌɜɱɎɌɪɞɨ. ȶɜɱɘ ɞɚɏɚ, ɐɚ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ əɌɗɑɒɌɞɨ Ɏɑɍ-

ɜɑɝɟɜɝɔ, ɥɚ ɫɎɗɫɪɞɨ ɝɚɍɚɪ ɘɟɗɨɞɔɘɑɐɱɕəɟ ɱəɠɚɜɘɌɢɱɪ. ɋɖ Ɏɱ-

ɐɚɘɚ, əɌ ɝɨɚɏɚɐəɱ ɥɑ əɑ ɱɝəɟɯ ɓɌɐɚɎɱɗɨəɔɡ ɌɗɏɚɜɔɞɘɱɎ ɛɚɤɟɖɟ 
əɑɞɑɖɝɞɚɎɚɲ ɱəɠɚɜɘɌɢɱɲ. ȰɔəɌɘɱɣəɚ ɏɑəɑɜɚɎɌəɱ ɓɌ ɓɌɛɔɞɚɘ ɝɞɚ-

ɜɱəɖɔ ɞɌɖɚɒ ɣɌɝɞɚ ɛɚɞɜɌɛɗɫɪɞɨ ɐɚ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ. ȹɌɕɣɌɝɞɱ-

ɤɑ ɍɑɓ ɓɌɛɔɞɟ ɞɌɖɔɡ ɝɞɚɜɱəɚɖ əɑ ɱɝəɟɯ, Ɏɚəɔ ɏɑəɑɜɟɪɞɨɝɫ ɛɜɔ 
ɓɎɑɜəɑəəɱ ɐɚ ɍɌɓ ɐɌəɔɡ. Ȯɔɡɚɐɔɞɨ, ɥɚ ɱəɠɚɜɘɌɢɱɫ əɌɣɑɍɞɚ ɕ 

ɛɜɔɝɟɞəɫ ɟ Ɏɑɍ-ɛɜɚɝɞɚɜɱ, Ɍɗɑ ɎɔəɔɖɌɯ ɎɚəɌ ɗɔɤɑ Ɏ ɘɚɘɑəɞ ɚɍ-

ɜɚɍɖɔ ɓɌɛɔɞɟ, Ɍ ɟəɱɎɑɜɝɌɗɨəɚɏɚ Ɍɗɏɚɜɔɞɘɟ ɓɌɛɚɎəɑəəɫ əɔɘɔ 
ɛɚɤɟɖɚɎɔɡ ɠɚɜɘ ɜɚɍɚɞɌɘɔ əɑ ɱɝəɟɯ. ȣ, əɌɜɑɤɞɱ, ɫɖɥɚ əɌ Ɏɑɍ-

ɜɑɝɟɜɝ əɑ Ɏɑɐɟɞɨ ɒɚɐəɱ ɛɚɝɔɗɌəəɫ, ɞɚ ɜɚɍɚɞɔ ɛɚɤɟɖɚɎɔɡ ɝɔɝ-

ɞɑɘ ɒɚɐəɔɘ ɣɔəɚɘ əɑ ɘɚɒɟɞɨ ɐɱɓəɌɞɔɝɫ ɛɜɚ ɕɚɏɚ ɱɝəɟɎɌəəɫ. 
ȳɌɝəɚɎəɔɖ ɖɚɘɛɌəɱɲ BrightPlanet ȸɌɕɖɗ ȭɑɜɏɘɌə (Michael 

K. Bergman) ɓɘɱɏ Ɏɔɐɱɗɔɞɔ 12 ɜɱɓəɚɎɔɐɱɎ ɏɗɔɍɔəəɔɡ Ɏɑɍ-

ɜɑɝɟɜɝɱɎ, ɥɚ əɌɗɑɒɌɞɨ ɐɚ ɖɗɌɝɟ ɚəɗɌɕəɚɎɔɡ ɍɌɓ ɐɌəɔɡ. Ȱɚ ɝɛɔ-
ɝɖɟ ɛɚɞɜɌɛɔɗɔ ɫɖ ɞɜɌɐɔɢɱɕəɱ ɍɌɓɔ ɐɌəɔɡ (ɛɌɞɑəɞɔ, ɘɑɐɔɢɔəɌ ɞɌ 

ɠɱəɌəɝɔ), ɞɌɖ ɱ ɛɟɍɗɱɣəɱ ɜɑɝɟɜɝɔ ð ɚɏɚɗɚɤɑəəɫ ɛɜɚ ɛɚɤɟɖ ɜɚɍɚ-
ɞɔ, ɣɌɞɔ, ɍɱɍɗɱɚɞɑɖɔ, ɐɚɎɱɐəɔɖɔ. ȭɑɜɏɘɌə ɓɌɜɌɡɟɎɌɎ ɐɚ ɏɗɔɍɔə-

əɔɡ ɜɑɝɟɜɝɱɎ ɱ ɝɛɑɢɱɌɗɱɓɚɎɌəɱ ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ, ɫɖɱ ɚɍɝɗɟɏɚɎɟ-

ɪɞɨ ɛɑɎəɱ ɏɌɗɟɓɱ ɣɔ ɜɔəɖɔ, ɍɌɓɔ ɐɌəɔɡ ɫɖɔɡ əɑ ɎɖɗɪɣɌɪɞɨɝɫ ɐɚ 
ɏɗɚɍɌɗɨəɔɡ ɖɌɞɌɗɚɏɱɎ ɞɜɌɐɔɢɱɕəɔɡ ɛɚɤɟɖɚɎɔɡ ɝɗɟɒɍ. 

Ȱɚ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ ɞɌɖɚɒ əɌɗɑɒɌɞɨ ɣɔɝɗɑəəɱ ɝɔɝɞɑɘɔ ɱəɞɑ-

ɜɌɖɞɔɎəɚɲ ɎɓɌɯɘɚɐɱɲ ɓ ɖɚɜɔɝɞɟɎɌɣɌɘɔ ð ɐɚɛɚɘɚɏɔ, ɖɚəɝɟɗɨɞɟ-
ɎɌəəɫ, əɌɎɣɌəəɫ, ɥɚ ɎɔɘɌɏɌɪɞɨ ɟɣɌɝɞɱ ɗɪɐɑɕ ɐɗɫ ɠɚɜɘɟɎɌəəɫ 

ɐɔəɌɘɱɣəɔɡ ɎɱɐɛɚɎɱɐɑɕ Ɏɱɐ ɝɑɜɎɑɜɱɎ. Ȱɚ əɔɡ ɞɌɖɚɒ ɘɚɒəɌ Ɏɱɐ-

əɑɝɞɔ ɕ ɓɌɖɜɔɞɟ (ɛɚɎəɱɝɞɪ Ɍɍɚ ɣɌɝɞɖɚɎɚ) ɱəɠɚɜɘɌɢɱɪ, ɐɚɝɞɟɛəɟ 
ɖɚɜɔɝɞɟɎɌɣɌɘ ȸɑɜɑɒɱ ɗɔɤɑ ɓ ɛɑɎəɔɡ Ɍɐɜɑɝ, ɏɜɟɛ Ɍɐɜɑɝ, ɱəɚɐɱ 

ɘɱɝɞ Ɍɍɚ ɖɜɌɲə. Ȱɚ çɛɜɔɡɚɎɌəɚɲè ɣɌɝɞɔəɔ ȸɑɜɑɒɱ ɍɌɏɌɞɚ ɡɞɚ ɓɌ-

ɜɌɡɚɎɟɯ ɕ Ɏɑɍ-ɝɞɚɜɱəɖɔ, ɓɌɜɑɯɝɞɜɚɎɌəɱ əɌ ɍɑɓɖɚɤɞɚɎəɔɡ ɝɑɜɎɑ-
ɜɌɡ, ɫɖɱ ɱəɐɑɖɝɟɪɞɨɝɫ, Ɏ ɖɜɌɥɚɘɟ ɎɔɛɌɐɖɟ, ɗɔɤɑ ɣɌɝɞɖɚɎɚ ð 

ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ, ɥɚɍ ɟəɔɖəɟɞɔ ɜɑɖɗɌɘəɚɏɚ ɝɛɌɘɟ, əɑ ɛɜɌɏ-

əɟɞɨ ɚɍɡɚɐɔɞɔ ɲɡ ɟ ɛɚɎəɚɘɟ ɚɍɝɫɓɱ. 
Ȱɚ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ ɞɌɖɚɒ əɌɗɑɒɔɞɨ ɖɌɞɑɏɚɜɱɫ ɞɌɖ ɓɎɌəɔɡ 

çɝɱɜɔɡè ɝɌɕɞɱɎ, ɥɚ ɠɟəɖɢɱɚəɟɪɞɨ əɌ ɚɝəɚɎɱ ɐɔəɌɘɱɣəɔɡ ɝɔɝɞɑɘ 
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ɖɑɜɟɎɌəəɫ ɖɚəɞɑəɞɚɘ (Dynamic Content Management Systems). 
ȿ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘɌɡ ɓɌɓɎɔɣɌɕ ɚɍɘɑɒɟɯɞɨɝɫ ɏɗɔɍɔəɌ ɱəɐɑɖɝɟ-

ɎɌəəɫ ɞɌɖɔɡ ɝɌɕɞɱɎ, ɥɚɍ ɟəɔɖəɟɞɔ ɘɚɒɗɔɎɚɏɚ ɢɔɖɗɱɣəɚɏɚ ɛɑɜɑ-

ɏɗɫɐɟ ɚɐəɔɡ ɱ ɞɔɡ ɝɌɘɔɡ ɝɞɚɜɱəɚɖ. 
ɋɖ ɒɑ ɓəɌɕɞɔ Ɏɑɍ-ɜɑɝɟɜɝɔ, ɜɚɓɘɱɥɑəɱ Ɏ ɏɗɔɍɔəəɚɘɟ Ɏɑɍɱ? 

ɋɖɥɚ ɜɑɝɟɜɝɔ ɎɔɘɌɏɌɪɞɨ ɓɌɛɚɎəɑəəɫ ɝɛɑɢɱɌɗɨəɔɡ ɠɚɜɘ, ɐɚɛɚ-

Ɏəɑəɔɡ, əɌɛɜɔɖɗɌɐ, ɖɌɛɣɌɘɔ, ɞɚ əɑɚɍɡɱɐəɚ Ɏɔɕɞɔ əɌ ɍɌɓɟ ɐɌ-
əɔɡ, ɫɖɌ ɕɘɚɎɱɜəɚ ɘɱɝɞɔɞɨ ɛɚɞɜɱɍəɱ ɐɚɖɟɘɑəɞɔ. ȳəɌɕɞɔ ɍɌɓɔ 

ɐɌəɔɡ ð ɐɒɑɜɑɗɌ ɛɜɔɡɚɎɌəɚɏɚ Ɏɑɍɟ ð ɘɚɒəɌ ɓɌ ɐɚɛɚɘɚɏɚɪ ɓɎɔ-
ɣɌɕəɔɡ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ, ɟɓɌɏɌɗɨəɔɎɤɔ ɓɌɛɔɞ ɱ ɎɎɱɎɤɔ ɟɞɚɣ-

əɪɪɣɱ ɝɗɚɎɌ, ɞɌɖɱ ɫɖ çɍɌɓɌ ɐɌəɔɡè, çɍɌəɖ ɐɌəɔɡè, çdatabase è ɞɚ-

ɥɚ. 
ȹɌɎɑɐɑɘɚ ɓɌɏɌɗɨəɚɎɱɐɚɘɔɕ ɛɜɔɖɗɌɐ: ɖɚɜɔɝɞɟɎɌɣɑɎɱ ɛɚɞɜɱɍ-

əɌ ɝɞɌɞɔɝɞɔɖɌ ɖɌɞɌɝɞɜɚɠ ɗɱɞɌɖɱɎ Ɏ Ȭɜɏɑəɞɔəɱ. Ȼɜɔɜɚɐəɔɕ ɓɌɛɔɞ 

ɐɚ ɞɜɌɐɔɢɱɕəɚɲ ɛɚɤɟɖɚɎɚɲ ɝɔɝɞɑɘɔ ɎɔɐɌɯ Ɏɑɗɔɣɑɓəɔɕ ɝɛɔɝɚɖ 
ɏɌɓɑɞəɔɡ ɓɌɏɚɗɚɎɖɱɎ. ȳɌ ɓɌɛɔɞɚɘ çaviation database è ɘɚɒəɌ ɚɐ-

ɜɌɓɟ Ɏɔɕɞɔ əɌ ɍɌɓɟ ɐɌəɔɡ NTSB Aviation Accident Database 

(www.ntsb.gov/ntsb/query.asp ). 
Ȱɗɫ ɛɚɤɟɖɟ Ɏ ɏɗɔɍɔəəɚɘɟ Ɏɑɍɱ, Ɍ ɝɌɘɑ Ɏ ɞɚɘɟ ɕɚɏɚ ɝɑɏɘɑəɞɱ, 

ɫɖɔɕ ɝɖɗɌɐɌɪɞɨ ɍɌɓɔ ɐɌəɔɡ, ɝɨɚɏɚɐəɱ Ɏɒɑ ɱɝəɟɪɞɨ ɐɑɫɖɱ ɝɛɑɢɱɌ-

ɗɱɓɚɎɌəɱ ɜɑɝɟɜɝɔ. ȷɱɐɑɜɚɘ ɝɑɜɑɐ əɌɎɱɏɌɞɚɜɱɎ ɟ ɏɗɔɍɔəəɚɘɟ Ɏɑɍɱ ɯ 
ɝɌɕɞ CompletePlanet (www.completeplanet .com) ɖɚɘɛɌəɱɲ 

BrightPlanet. ɂɑɕ ɝɌɕɞ ɯ əɌɕɍɱɗɨɤɔɘ ɖɌɞɌɗɚɏɚɘ, ɥɚ əɌɗɱɣɟɯ ɛɚ-

əɌɐ 100 ɞɔɝɫɣ ɛɚɝɔɗɌəɨ. ȶɚɘɛɌəɱɫ BrightPlanet ɞɌɖɚɒ ɝɞɎɚɜɔɗɌ 
ɛɑɜɝɚəɌɗɨəɟ ɟɞɔɗɱɞɟ ɐɗɫ ɛɚɤɟɖɟ Ɏ ɚəɗɌɕəɚɎɔɡ ɍɌɓɌɡ ɐɌəɔɡ 

LexiBot, ɫɖɌ ɘɚɒɑ ɓɌɍɑɓɛɑɣɟɎɌɞɔ ɛɚɤɟɖ ɟ ɖɱɗɨɖɚɡ ɞɔɝɫɣɌɡ ɛɚ-

ɤɟɖɚɎɔɡ ɝɔɝɞɑɘ çɏɗɔɍɔəəɚɏɚè Ɏɑɍɟ. ȸɑɞɌɛɚɤɟɖɚɎɔɕ ɛɌɖɑɞ 
DeepQueryManager (DQM) ɢɱɯɲ ɒ ɖɚɘɛɌəɱɲ ɓɌɍɑɓɛɑɣɟɯ ɛɚɤɟɖ 

ɍɱɗɨɤ əɱɒ 70 ɞɔɝɫɣɌɘɔ çɛɜɔɡɚɎɌəɔɡè Ɏɑɍ-ɜɑɝɟɜɝɱɎ. 
Ȱɚɝɗɱɐɒɑəəɫ, ɛɜɚɎɑɐɑəɑ ɥɑ ɟ 2006 ɜ., ɛɚɖɌɓɌɗɚ, ɥɚ ɏɗɔ-

ɍɔəəɔɕ Ɏɑɍ ɚɡɚɛɗɪɯ ɛɚəɌɐ 300 ɞɔɝ. ɝɌɕɞɱɎ, ɛɚɎ'ɫɓɌəɔɡ ɱɓ ɛɚəɌɐ 

450 ɞɔɝ. ɍɌɓ ɐɌəɔɡ, əɑ ɚɡɚɛɗɪɎɌəɔɡ ɞɜɌɐɔɢɱɕəɔɘɔ ɛɚɤɟɖɚɎɔ-
ɘɔ ɝɔɝɞɑɘɌɘɔ67. Ȱɚ əɌɕɢɱɖɌɎɱɤɔɡ ɐɗɫ ɍɱɓəɑɝ-ɌəɌɗɱɞɔɖɱɎ ɜɑɝɟɜ-

ɝɱɎ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ əɌɗɑɒɌɞɨ: ɍɌɓɔ ɐɌəɔɡ ɪɜɔɐɔɣəɔɡ ɞɌ ɠɱɓɔ-

ɣəɔɡ ɚɝɱɍ; ɏɌɗɟɓɑɎɱ ɍɌɓɔ ɐɌəɔɡ; ɜɑɛɟɞɌɢɱɕəɱ ɍɌɓɔ ɐɌəɔɡ (ɣɚɜəɱ ɞɌ 
ɍɱɗɱ ɝɛɔɝɖɔ); ɖɜɔɘɱəɚɗɚɏɱɣəɱ ɍɌɓɔ ɐɌəɔɡ; ɍɌɓɔ ɐɌəɔɡ ɞɚɎɌɜɱɎ ɞɌ 
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ɛɚɝɗɟɏ; ɖɌɞɌɗɚɏɔ ɛɜɚɐɟɖɢɱɲ ɞɚɥɚ. Ȱɚ ɎɝɑɝɎɱɞəɨɚ Ɏɱɐɚɘɔɡ ɍɱɓəɑɝ-
ɜɑɝɟɜɝɱɎ, ɜɚɓɘɱɥɑəɔɡ ɟ ɏɗɔɍɔəəɚɘɟ Ɏɑɍɱ, əɌɗɑ-

ɒɌɞɨ: amazon.com , ebay.com , realtor.com , cars.com , imdb.com . 

ȹɌɎɑɐɑɘɚ ɥɑ ɖɱɗɨɖɌ ɛɜɔɖɗɌɐɱɎ ɍɌɓ ɐɌəɔɡ ɞɌ ɖɌɞɌɗɚɏɱɎ ɏɗɔ-
ɍɔəəɚɏɚ Ɏɑɍɟ: 

FindLaw ( www.findlaw.com ) ð ɚɐɔə ɱɓ əɌɕɛɚɛɟɗɫɜəɱɤɔɡ ɟ 

ɝɎɱɞɱ ɪɜɔɐɔɣəɔɡ Ɏɑɍ-ɝɌɕɞɱɎ ð Ɏɑɗɔɖɔɕ ɖɌɞɌɗɚɏ ɛɜɌɎɚɎɔɡ ɜɑɝɟɜ-
ɝɱɎ, ɥɚ ɘɱɝɞɔɞɨ ɌəɚɞɚɎɌəɔɕ ɝɛɔɝɚɖ Ɏɱɗɨəɚ ɐɚɝɞɟɛəɔɡ ɍɌɓ ɐɌəɔɡ 

əɚɜɘɌɞɔɎəɚ-ɛɜɌɎɚɎɔɡ ɐɚɖɟɘɑəɞɱɎ, ɐɗɫ ɫɖɔɡ ɐɌəɔɕ ɜɑɝɟɜɝ ɯ 
çɞɚɣɖɚɪ Ɏɡɚɐɟè. ɀɜɌɏɘɑəɞ Ɏɑɍ-ɝɌɕɞɟ ɝɑɜɎɱɝɟ FindLaw əɌɎɑɐɑəɚ 

əɌ ȼɔɝ. 57. 

 
 

ȼɔɝ. 57 ð ɀɜɌɏɘɑəɞ ɎɑɍɝɌɕɞɟ ɝɑɜɎɔɝɟ FindLaw  

 

Politicalinformation.com  (www.politicalinformation.com ) ð ɜɑ-

ɝɟɜɝ ɐɗɫ ɒɟɜəɌɗɱɝɞɱɎ, ɛɚɗɱɞɔɖɱɎ, ɝɞɟɐɑəɞɱɎ ɞɌ ɛɚɗɱɞɔɣəɔɡ ɐɱɫɣɱɎ, 
ɝɑɜɎɱɝ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɚɛɑɜɌɞɔɎəɔɕ ɛɚɤɟɖ əɌ 5000 ɎɱɐɱɍɜɌəɔɡ 

Ɏɑɍ-ɝɌɕɞɌɡ ɛɚɗɱɞɔɣəɚɏɚ ɝɛɜɫɘɟɎɌəəɫ, əɌɐɌəəɫ əɚɎɔə ɱɓ ɖɱɗɨɖɚɡ 

ɐɑɝɫɞɖɱɎ ɌɎɞɚɜɔɞɑɞəɔɡ ɐɒɑɜɑɗ. 
ȬɖɌɐɑɘɱɣəɌ ɛɚɤɟɖɚɎɌ ɝɔɝɞɑɘɌ ȭɱɗɑɠɑɗɨɐɌ BASE 

(https://archive -it.org/ ) ð ɚɐəɌ ɓ əɌɕɍɱɗɨɤɔɡ ɟ ɝɎɱɞɱ ɛɚɤɟɖɚɎɔɡ 

ɝɔɝɞɑɘ ɌɖɌɐɑɘɱɣəɔɡ Ɏɑɍ-ɜɑɝɟɜɝɱɎ. ȳɌɍɑɓɛɑɣɟɯɞɨɝɫ ɐɚɝɞɟɛ ɐɚ 

https://amazon.com/
https://ebay.com/
https://realtor.com/
https://cars.com/
https://imdb.com/
https://www.findlaw.com/
https://politicalinformation.com/
https://www.politicalinformation.com/
https://archive-it.org/
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ɛɚɎəɔɡ ɞɑɖɝɞɱɎ ɍɗɔɓɨɖɚ 60% ɛɜɚɱəɐɑɖɝɚɎɌəɔɡ ɐɚɖɟɘɑəɞɱɎ ɍɑɓ-
ɖɚɤɞɚɎəɚ (Ɏɱɐɖɜɔɞɔɕ ɐɚɝɞɟɛ). BASE ɛɑɜɑɍɟɎɌɯ ɟ ɎɱɐɌəəɱ ȭɱɍɗɱɚ-

ɞɑɖɔ ȿəɱɎɑɜɝɔɞɑɞɟ ȭɱɗɑɠɑɗɨɐɌ. 

CiteSeerX ( https://citeseerx.ist.psu.edu/index ) ð ɢɑ ɑɗɑɖɞ-
ɜɚəəɌ ɍɱɍɗɱɚɞɑɖɌ əɌɟɖɚɎɚɲ ɗɱɞɑɜɌɞɟɜɔ ɞɌ ɛɚɤɟɖɚɎɌ ɝɔɝɞɑɘɌ. 

ȽɑɜɎɱɝ ɝɞɎɚɜɑəɔɕ ɐɗɫ ɛɚɤɔɜɑəəɫ əɌɟɖɚɎɚɲ ɗɱɞɑɜɌɞɟɜɔ ɞɌ ɛɚɖ-

ɜɌɥɑəəɫ ɠɟəɖɢɱɚəɌɗɨəɚɝɞɱ, ɓɜɟɣəɚɝɞɱ ɎɔɖɚɜɔɝɞɌəəɫ, ɐɚɝɞɟɛəɚ-
ɝɞɱ, ɎɌɜɞɚɝɞɱ, ɛɚɎəɚɞɔ, ɑɠɑɖɞɔɎəɚɝɞɱ ɞɌ ɝɎɚɯɣɌɝəɚɝɞɱ ɐɚɝɞɟɛɟ ɐɚ 

əɌɟɖɚɎɔɡ ɓəɌəɨ. 
Data.gov  (https://www.data.gov/ ) ð çɚɝɑɗɫ ɐɌəɔɡè. ȳɏɱɐəɚ ɓ 

ɟɘɚɎɌɘɔ ɀɑɐɑɜɌɗɨəɚɲ ɛɚɗɱɞɔɖɔ Ɏɱɐɖɜɔɞɔɡ ɐɌəɔɡ 2013 ɜ., əɚɎɚɝ-

ɞɎɚɜɑəɱ ɟɜɫɐɚɎɱ ɐɌəɱ ɘɌɪɞɨ ɍɟɞɔ ɐɚɝɞɟɛəɱ ɟ Ɏɱɐɖɜɔɞɔɡ ɘɌɤɔəɚ-
ɣɔɞɌəɔɡ ɠɚɜɘɌɞɌɡ, ɛɜɔ ɢɨɚɘɟ ɓɍɑɜɱɏɌɯɞɨɝɫ ɖɚəɠɱɐɑəɢɱɕəɱɝɞɨ ɞɌ 

ɍɑɓɛɑɖɌ. 

Mednar 
(https://mednar.com/mednar/desktop/en/sea rch.html ) ð ɍɑɓɖɚ-

ɤɞɚɎəɌ ɛɚɤɟɖɚɎɌ ɝɔɝɞɑɘɌ Ɏ ɏɗɔɍɔəəɱɕ ɘɑɜɑɒɱ, ɚɜɱɯəɞɚɎɌəɌ əɌ 

ɘɑɐɔɢɔəɟ. Ⱥɝɖɱɗɨɖɔ Mednar ɯ ɓɌɏɌɗɨəɚɐɚɝɞɟɛəɔɘ ɛɚɤɟɖɚɘ, Ɏɱə 
əɑ ɘɚɒɑ ɚɞɜɔɘɌɞɔ ɜɑɓɟɗɨɞɌɞɔ ɓ ɚɝɚɍɔɝɞɚɲ ɛɱɐɛɔɝɖɔ Ɍɍɚ ɐɚɐɌɞ-

ɖɚɎɔɡ ɘɑɐɔɣəɔɡ ɜɑɝɟɜɝɱɎ. 

World Wide Science ( https://worldwidescience.org/ ) ð ɏɗɚɍɌ-
ɗɨəɔɕ əɌɟɖɚɎɔɕ ɛɚɜɞɌɗ, ɥɚ ɝɖɗɌɐɌɯɞɨɝɫ ɓ əɌɟɖɚɎɔɡ ɍɌɓ ɐɌəɔɡ 

ɞɌ ɛɚɜɞɌɗɱɎ. 

ȺɝɚɍɗɔɎɱɝɞɨ ɍɱɗɨɤɚɝɞɱ çɛɜɔɡɚɎɌəɔɡè ɜɑɝɟɜɝɱɎ ɛɚɗɫɏɌɯ Ɏ ɲɡ 
Ɏɟɓɨɖɱɕ ɝɛɑɢɱɌɗɱɓɌɢɱɲ. Ȱɗɫ ɛɚɤɟɖɟ Ɏ əɔɡ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɞɱ ɒ 

ɘɑɡɌəɱɓɘɔ, ɥɚ ɕ ɐɗɫ çɛɚɎɑɜɡəɑɎɚɏɚè Ɏɑɍɟ, ɚɐəɌɖ ɟ ɍɱɗɨɤɚɝɞɱ 

ɎɔɛɌɐɖɱɎ ɜɚɍɚɞɔ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ ɐɗɫ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ Ɏɖɗɪ-
ɣɌɪɞɨ ɟəɱɖɌɗɨəɱ ɐɗɫ ɖɚɒəɚɏɚ ɞɌɖɚɏɚ ɜɑɝɟɜɝɟ ɘɚɐɟɗɱ ɐɚɝɞɟɛɟ ɐɚ 

ɐɌəɔɡ. 
ȾɜɌɐɔɢɱɕəɌ ɛɚɤɟɖɚɎɌ ɝɔɝɞɑɘɌ əɌɕɣɌɝɞɱɤɑ ɘɚɒɑ ɎɔɐɌɞɔ 

Ɍɐɜɑɝɟ ɍɌɓɔ ɐɌəɔɡ, Ɍɗɑ əɑ ɝɖɌɒɑ, ɫɖɱ ɐɚɖɟɘɑəɞɔ ɖɚəɖɜɑɞəɚ ɘɱɝ-

ɞɫɞɨɝɫ Ɏ əɱɕ. ȾɔɛɚɎɔɕ ɛɜɔɖɗɌɐ ð ɱəɠɚɜɘɌɢɱɕəɚ-ɛɚɤɟɖɚɎɱ ɝɔɝ-
ɞɑɘɔ ɓ ɟɖɜɌɲəɝɨɖɚɏɚ (zakon.rada.gov.ua ) Ɍɍɚ ɜɚɝɱɕɝɨɖɚɏɚ ɓɌɖɚəɚ-

ɐɌɎɝɞɎɌ (www.kodeks.ru ). Ⱦɔɝɫɣɱ ɐɚɖɟɘɑəɞɱɎ ɓ ɍɌɓ ɐɌəɔɡ ɝɞɌɪɞɨ 

ɐɚɝɞɟɛəɔɘɔ ɞɱɗɨɖɔ ɛɱɝɗɫ Ɏɡɚɐɟ Ɏ ɝɔɝɞɑɘɟ, Ɍ ɜɚɍɚɞɔ ɝɞɌəɐɌɜɞ-
əɔɡ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ əɑ Ɏ ɓɘɚɓɱ ɛɜɚɱəɐɑɖɝɟɎɌɞɔ ɖɚəɞɑəɞ ɍɌɓ 

ɐɌəɔɡ. 

ȻɌɜɌɐɚɖɝɌɗɨəɚ, Ɍɗɑ ɫɖ ɚɐɔə ɱɓ ɜɑɝɟɜɝɱɎ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ 
ɘɚɒəɌ ɜɚɓɏɗɫɐɌɞɔ ɕ ɌɜɡɱɎ ɜɑɝɟɜɝɱɎ Ɏɱɐɖɜɔɞɚɏɚ Ɏɑɍ-ɛɜɚɝɞɚɜɟ. 

ȾɌɖɔɕ ɌɜɡɱɎ ð Internet Archive ɝɞɎɚɜɪɯɞɨɝɫ ɓ 1996 ɜɚɖɟ 

https://citeseerx.ist.psu.edu/index
https://data.gov/
https://www.data.gov/
https://mednar.com/mednar/desktop/en/search.html
https://worldwidescience.org/
https://zakon.rada.gov.ua/
https://www.kodeks.ru/
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(www.archive.org ). Ƚɨɚɏɚɐəɱ ɚɍɝɫɏ ɍɌɓɔ ɐɌəɔɡ Alexa ɛɑɜɑɎɔɥɟɯ 
538 ɘɗɜɐ. Ɏɑɍ-ɝɞɚɜɱəɚɖ (ȼɔɝ. 58), 28 ɘɗə. ɖəɔɒɚɖ ɞɌ ɞɑɖɝɞɱɎ, 14 

ɘɗə. ɌɟɐɱɚɓɌɛɔɝɱɎ, 6 ɘɗə. Ɏɱɐɑɚ, 3,5 ɘɗə. ɓɚɍɜɌɒɑəɨ, 580 ɞɔɝɫɣ 

ɖɚɘɛ'ɪɞɑɜəɔɡ ɛɜɚɏɜɌɘ. 
 

 
 

ȼɔɝ. 58 ð ȽɞɌɜɞɚɎɌ ɝɞɚɜɱəɖɌ ɎɑɍɝɌɕɞɟ www.archive.org  
 

Ⱦɑɡəɚɗɚɏɱɫ ɝɡɚɎɔɥɌ Internet Archive ɎɖɗɪɣɌɯ əɔɓɖɟ ɝɟɣɌɝ-
əɔɡ ɓɌɝɚɍɱɎ ɖɑɜɟɎɌəəɫ ɏɱɏɌəɞɝɨɖɔɘ ɐɚɖɟɘɑəɞɌɗɨəɔɘ ɝɡɚɎɔɥɑɘ. 

ȹɌɛɜɔɖɗɌɐ, ɓɌ ɐɚɛɚɘɚɏɚɪ ɢɱɯɲ ɞɑɡəɚɗɚɏɱɲ Ɏɔɖɚəɟɯɞɨɝɫ ɖɗɌɝɞɑɜɔ-

ɓɌɢɱɫ Ɏɑɍ-ɜɑɝɟɜɝɱɎ, ɞɚɍɞɚ ɠɚɜɘɟɎɌəəɫ ɖɚɗɑɖɢɱɕ ɐɚɖɟɘɑəɞɱɎ, 
ɍɗɔɓɨɖɔɡ ɓɌ ɞɑɘɌɞɔɖɚɪ. ȺɝɚɍɗɔɎɔɕ ɱəɞɑɜɑɝ ɟ ɖɚɜɔɝɞɟɎɌɣɱɎ ɝɑɜ-

Ɏɱɝɟ Internet Archive ɎɔɖɗɔɖɌɯ çȸɌɤɔəɌ ɣɌɝɟè (Wayback 

Machine), ɥɚ ɎɱɐɖɜɔɎɌɯ ɐɚɝɞɟɛ ɐɚ ɣɌɝɚɎɔɡ ɓɜɱɓɱɎ Ɏɑɍ-ɛɜɚɝɞɚɜɟ. 
Ⱥɐəɑ ɓ əɌɕɢɱɖɌɎɱɤɔɡ ɛɜɌɖɞɔɣəɔɡ ɓɌɝɞɚɝɟɎɌəɨ ɢɱɯɲ ɞɑɡəɚɗɚɏɱɲ ð 

ɎɱɐəɚɎɗɑəəɫ ɐɚɖɟɘɑəɞɱɎ, ɖɚɗɔɝɨ ɚɛɟɍɗɱɖɚɎɌəɔɡ ɟ Ɏɑɍ-ɛɜɚɝɞɚɜɱ, 

Ɍɗɑ ɓɏɚɐɚɘ ɎɔɐɌɗɑəɔɡ. Ȼɜɔ ɢɨɚɘɟ ɓɜɚɝɞɌəəɫ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ 
ɓɌɏɜɚɒɟɯ ɝɑɜɕɚɓəɔɘɔ ɛɜɚɍɗɑɘɌɘɔ ɛɚɎəɚɞɔ ɟ ɝɡɚɎɔɥɱ ɝɔɝɞɑɘɔ, 

ɛɚɎ'ɫɓɌəɔɘɔ ɓɱ ɓɍɱɗɨɤɑəəɫɘ ɖɱɗɨɖɚɝɞɱ ɝɌɕɞɱɎ, ɥɚ ɑɖɝɛɗɟɌɞɟɪɞɨ 
ɜɱɓəɱ ɞɑɡəɚɗɚɏɱɲ ɖɑɜɟɎɌəəɫ ɖɚəɞɑəɞɚɘ, ɐɔəɌɘɱɣəɚɲ ɛɟɍɗɱɖɌɢɱɲ 

ɐɚɖɟɘɑəɞɱɎ ɱɓ ɍɌɓ ɐɌəɔɡ ɞɚɥɚ. 

 

3.4.3. ȽɑɜɎɱɝɔ ɜɚɍɚɞɔ ɓ ɏɗɔɍɔəəɔɘ Ɏɑɍ 

https://www.archive.org/


220 

 

ȾɜɌɐɔɢɱɕəɱ ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ ɛɜɌɏəɟɞɨ ɓɎɟɓɔɞɔ ɛɜɚɝɞɱɜ 
ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ, ɛɚɝɞɟɛɚɎɚ ɓɌɡɚɛɗɪɪɣɔ ɞɌɖɱ əɱɤɱ, ɫɖ ɍɗɚɏɔ, 

əɌɟɖɚɎɱ ɝɌɕɞɔ, ɱəɠɚɜɘɌɢɱɕəɱ ɌɏɑəɞɝɞɎɌ. ȾɌɖ, ɫɖ ɐɚɛɚɘɱɒəɱ ɝɑɜ-

Ɏɱɝɔ ɐɗɫ ɛɚɤɟɖɟ Ɏ ɏɗɔɍɔəəɚɘɟ Ɏɑɍɱ Ɏɱɐ Google ɘɚɒəɌ ɜɑɖɚɘɑə-
ɐɟɎɌɞɔ: Google Book Search (books.google.com ) ð ɛɚɤɟɖ ɖəɔɏ, 

Google Scholar ( scholar.google.com ) ð ɛɚɤɟɖ əɌɟɖɚɎɔɡ ɛɟɍɗɱɖɌ-

ɢɱɕ, Google Code Search (code.google.com ) ð ɛɚɤɟɖ ɛɜɚɏɜɌɘəɚɏɚ 
ɖɚɐɟ. 

ȽɔɝɞɑɘɌ Goldfire Research Ɏɱɐ ɖɚɘɛɌəɱɲ Invention Machine 
Corp. ( inventionmachine.com ) ɐɌɯ ɓɘɚɏɟ ɚɍɜɚɍɗɫɞɔ ɖɚəɞɑəɞ ɏɗɔ-

ɍɔəəɚɏɚ Ɏɑɍɟ, ɜɚɓɘɱɥɑəɔɕ əɌ ɍɱɗɨɤ əɱɒ 2000 ɝɌɕɞɌɡ ɟɜɫɐɚɎɔɡ, 

ɌɖɌɐɑɘɱɣəɔɡ, ɐɚɝɗɱɐəɔɢɨɖɔɡ ɞɌ ɖɚɘɑɜɢɱɕəɔɡ ɚɜɏɌəɱɓɌɢɱɕ ȽɄȬ. 
ȽɔɝɞɑɘɌ Goldfire Research Ɏɚɗɚɐɱɯ ɱəɠɚɜɘɌɢɱɯɪ ɛɜɚ ɘɑɡɌəɱɓɘɔ 

ɐɚɝɞɟɛɟ ɐɚ ɍɌɓ ɐɌəɔɡ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ ɕ ɌɎɞɚɘɌɞɔɣəɚ ɏɑəɑɜɟɯ 

ɓɌɛɔɞɔ ɐɚ əɔɡ. 
ȹɌɫɎəɱ ɓɌɝɚɍɔ ɌəɌɗɱɓɟ ɞɌ ɛɜɚɝɟɎɌəəɫ Ɏɑɍ-ɜɑɝɟɜɝɱɎ ɐɌɪɞɨ 

ɓɘɚɏɟ ɛɚ-əɚɎɚɘɟ ɛɱɐɱɕɞɔ ɐɚ ɚɢɱəɖɔ ɝɛɱɎɎɱɐəɚɤɑəəɫ ɚɍɝɫɏɱɎ Ɏɔ-

ɐɔɘɚɏɚ ɞɌ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ. ȾɌɖ, əɌ Ɏɑɍ-ɝɌɕɞɱ www.cy -
pr.com  əɌɎɚɐɔɞɨɝɫ ɱəɠɚɜɘɌɢɱɫ ɛɜɚ ɜɑɌɗɨəɟ ɖɱɗɨɖɱɝɞɨ ɐɚɖɟɘɑə-

ɞɱɎ əɌ ɐɚɝɗɱɐɒɟɎɌəɚɘɟ Ɏɑɍ-ɝɌɕɞɱ ɞɌ ɛɜɚ ɖɱɗɨɖɱɝɞɨ ɐɚɖɟɘɑəɞɱɎ, 

ɛɜɚɱəɐɑɖɝɚɎɌəɔɡ ɜɱɓəɔɘɔ ɛɚɤɟɖɚɎɔɘɔ ɝɔɝɞɑɘɌɘɔ, ɓɚɖɜɑɘɌ 
Google. ȺɞɜɔɘɌɎɤɔ ɜɑɛɜɑɓɑəɞɌɞɔɎəɟ Ɏɔɍɱɜɖɟ ɓɌ ɝɌɕɞɌɘɔ, ɘɚɒ-

əɌ ɚɞɜɔɘɌɞɔ ɚɢɱəɖɟ ɝɛɱɎɎɱɐəɚɤɑəəɫ Ɏɔɐɔɘɚɲ ɞɌ ɏɗɔɍɔəəɚɲ ɣɌɝ-

ɞɔəɔ Ɏɑɍ-ɛɜɚɝɞɚɜɟ. 
ɋɖ ɛɚɖɌɓɟɪɞɨ ɜɚɓɜɌɡɟəɖɔ, ɚɍɝɫɏ ɱəɠɚɜɘɌɢɱɲ, ɥɚ ɚɛɔəɔɗɌɝɫ 

Ɏ ɏɗɔɍɔəəɱɕ ɣɌɝɞɔəɱ Ɏɑɍ-ɛɜɚɝɞɚɜɟ, ɛɑɜɑɎɔɥɟɯ ɚɍɝɫɏ ɱəɠɚɜɘɌɢɱɲ 

ɓ Ɏɔɐɔɘɚɲ ɣɌɝɞɔəɔ ɛɜɔɍɗɔɓəɚ Ɏ 3-5 ɜɌɓɱɎ. ȮɔɫɎɗɫɯɞɨɝɫ, ɓɌ ɜɱɐ-
ɖɱɝəɔɘ Ɏɔəɫɞɖɚɘ, ɥɚ ɣɔɘ ɍɱɗɨɤɔɕ ɜɑɝɟɜɝ, ɞɔɘ ɍɱɗɨɤɌ ɕɚɏɚ ɣɌɝ-

ɞɔəɌ əɌɗɑɒɔɞɨ ɐɚ ɏɗɔɍɔəəɚɏɚ Ɏɑɍɟ. ȿ ɢɨɚɘɟ ɝɑəɝɱ əɑɎɑɗɔɖɱ Ɏɑɍ-
ɜɑɝɟɜɝɔ ɎɔɏɜɌɪɞɨ ɟ ɐɚɝɞɟɛəɚɝɞɱ. Ⱥɝɖɱɗɨɖɔ ɎɑɗɔɖɌ ɣɌɝɞɖɌ əɚ-

Ɏɔəəɔɡ ɐɚɖɟɘɑəɞɱɎ ɚɛɔəɫɯɞɨɝɫ Ɏ ɏɗɔɍɔəəɚɘɟ Ɏɑɍɱ, ɞɚ ɐɗɫ ɓɌ-

ɎɐɌəɨ ɍɱɓəɑɝ-ɌəɌɗɱɞɔɖɔ ɛɚɞɜɱɍəɱ ɝɛɑɢɱɌɗɨəɱ ɝɑɜɎɱɝɔ ɐɚɝɞɟɛɟ ɐɚ 
ɞɌɖɚɲ ɱəɠɚɜɘɌɢɱɲ. ȽɌɘɑ ɞɌɖɔɕ ɝɑɜɎɱɝ əɌɐɌɪɞɨ ɝɗɟɒɍɔ ɱəɞɑɏɜɌɢɱɲ 

əɚɎɔəəɚɏɚ ɖɚəɞɑəɞɟ ð ɌɜɡɱɎɔ ɘɑɜɑɒɑɎɔɡ ȳȸȣ. ȭɱɓəɑɝ-ɌəɌɗɱɞɔɖɔ 

ɌɖɞɔɎəɚ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ əɌɕɍɱɗɨɤɱ ɌɜɡɱɎɔ ɱəɠɚɜɘɌɢɱɲ ɓ Ɏɱɐɖ-
ɜɔɞɔɡ ɐɒɑɜɑɗ. ȽɌɘɑ ɎɔɖɚɜɔɝɞɌəəɫ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɐɌɯ ɓɘɚɏɟ 

ɖɚəɖɟɜɑəɞəɱɕ ɜɚɓɎɱɐɢɱ ɐɱɫɞɔ Ɏ ɘɑɒɌɡ ɛɜɌɎɚɎɚɏɚ ɛɚɗɫ, Ɍɗɑ ɛɜɔ 

ɢɨɚɘɟ ɘɌɞɔ Ɏɔɝɚɖɟ ɑɠɑɖɞɔɎəɱɝɞɨ. 
ȸɚɒəɌ ɖɚəɝɞɌɞɟɎɌɞɔ, ɥɚ ɣɔɘ ɤɎɔɐɤɑ ɓɜɚɝɞɌɯ Ɏɑɍ-ɛɜɚɝɞɱɜ, 

ɞɔɘ ɏɱɜɤɑ Ɏɱə ɚɡɚɛɗɪɯɞɨɝɫ ɞɜɌɐɔɢɱɕəɔɘɔ ɖɌɞɌɗɚɏɌɘɔ ɞɌ ɛɚɤɟ-

https://books.google.com/
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ɖɚɎɔɘɔ ɘɌɤɔəɌɘɔ. Ƀɑɜɑɓ ɓɜɚɝɞɌəəɫ ɖɱɗɨɖɚɝɞɱ Ɏɑɍ-ɝɌɕɞɱɎ ɱ ɛɚɜ-
ɞɌɗɱɎ, ɫɖɱ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɍɌɓɔ ɐɌəɔɡ, ɐɔəɌɘɱɣəɱ ɝɔɝɞɑɘɔ ɖɑɜɟ-

ɎɌəəɫ ɖɚəɞɑəɞɚɘ, ɛɚɫɎɟ əɚɎɔɡ Ɏɑɜɝɱɕ ɠɚɜɘɌɞɱɎ ɛɚɐɌəəɫ ɱəɠɚ-

ɜɘɌɢɱɲ, ɏɗɔɍɔəəɔɕ Ɏɑɍ ɓɜɚɝɞɌɯ ɐɟɒɑ ɱəɞɑəɝɔɎəɚ. ȳ ɚɐəɚɏɚ ɍɚɖɟ, 
ȣəɞɑɜəɑɞ ɫɖ Ɏɑɗɔɣɑɓəɑ ɝɡɚɎɔɥɑ ɓɍɱɗɨɤɟɯ ɚɍɝɫɏ ɱəɠɚɜɘɌɢɱɲ, ɐɚɝ-

ɞɟɛəɚɲ çɎ ɛɜɔəɢɔɛɱè, Ɍɗɑ ɓ ɱəɤɚɏɚ ɍɚɖɟ ð ɓɜɚɝɞɌɯ ɱəɠɚɜɘɌɢɱɕəɔɕ 

ɡɌɚɝ, ɓɍɱɗɨɤɟɯɞɨɝɫ ɑəɞɜɚɛɱɫ ɘɑɜɑɒɑɎɚɏɚ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɜɚɝ-
ɞɚɜɟ. ȰɑɐɌɗɱ ɘɑəɤɌ ɣɌɝɞɔəɌ ɱəɠɚɜɘɌɢɱɕəɔɡ ɜɑɝɟɜɝɱɎ ɝɞɌɯ ɜɑɌ-

ɗɨəɚ ɐɚɝɞɟɛəɚɪ ɖɚɜɔɝɞɟɎɌɣɌɘ. 
ȻɜɚɎɱɐəɱ ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ, ɫɖ ɱ ɜɌəɱɤɑ, əɌɘɌɏɌɪɞɨɝɫ 

ɓəɌɕɞɔ ɞɑɡəɱɣəɱ ɘɚɒɗɔɎɚɝɞɱ ɐɗɫ ɱəɐɑɖɝɌɢɱɲ Ɏɘɱɝɞɟ ɍɌɓ ɐɌəɔɡ ɱ 

ɐɚɝɞɟɛɟ ɐɚ ɓɌɖɜɔɞɔɡ Ɏɑɍ-ɝɌɕɞɱɎ, ɚɐəɌɖ ɲɡəɱ ɓɌɎɐɌəəɫ ɚɍ'ɯɖɞɔɎəɚ 
ɜɚɓɡɚɐɫɞɨɝɫ ɱɓ ɓɌɎɐɌəəɫɘɔ ɍɱɓəɑɝ-ɌəɌɗɱɞɔɖɱɎ ð ɚɜɱɯəɞɌɢɱɫ ɞɜɌ-

ɐɔɢɱɕəɔɡ ɛɚɤɟɖɚɎɔɡ ɝɗɟɒɍ əɌ ɘɌɝɚɎɔɕ ɝɑɜɎɱɝ ɟ ɢɨɚɘɟ ɎɔɛɌɐɖɟ 

ɎɔɛɜɌɎɐɌəɌ. ȾɌɖɔɘ ɣɔəɚɘ, əɱɤɌ ɐɗɫ ɝɔɝɞɑɘ ɛɚɤɟɖɟ Ɏ ɏɗɔɍɔə-
əɚɘɟ Ɏɑɍɱ ɝɞɌɯ ɐɑɐɌɗɱ ɤɔɜɤɚɪ. 

3.4.4. ȽɛɑɢɱɌɗɨəɱ ɍɌɓɔ ɐɌəɔɡ 

ɋɖ ɛɜɌɎɔɗɚ, ɐɗɫ ɟɝɛɱɤəɚɏɚ Ɏɑɐɑəəɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ 

ɘɌɯ ɍɟɞɔ ɝɞɎɚɜɑəɔɕ ɞɌ ɛɱɐɞɜɔɘɟɎɌɞɔɝɫ ɍɌəɖ ɐɌəɔɡ, ɥɚ Ɏɖɗɪ-

ɣɌɯ ɞɌɖɱ ɚɝəɚɎəɱ ɍɌɓɔ ɐɌəɔɡ: 

¶ ȶɚəɖɟɜɑəɞɔ (ɐɱɪɣɱ ɞɌ ɛɚɞɑəɢɱɕəɱ); 

¶ ȣəɠɚɜɘɌɢɱɫ ɛɜɚ ɜɔəɚɖ (ɞɑəɐɑəɢɱɲ, əɚɘɑəɖɗɌɞɟɜəɌ, ɢɱ-
əɚɎɌ, ɌɐɜɑɝəɌ ɱəɠɚɜɘɌɢɱɫ); 

¶ Ⱦɑɡəɚɗɚɏɱɲ (ɛɜɚɐɟɖɞɔ, ɎɔɝɞɌɎɖɔ, ɖɚəɠɑɜɑəɢɱɲ, ȯȺȽȾɔ, 
ɫɖɱɝɞɨ); 

¶ ȼɑɝɟɜɝɔ (ɝɔɜɚɎɔəɌ, ɗɪɐɝɨɖɱ ɞɌ ɱəɠɚɜɘɌɢɱɕəɱ ɜɑɝɟɜɝɔ); 

¶ ȳɌɖɚəɚɐɌɎɝɞɎɚ (ɘɱɒəɌɜɚɐəɱ, ɢɑəɞɜɌɗɨəɱ, ɜɑɏɱɚəɌɗɨəɱ ɞɌ 

Ɏɱɐɚɘɣɱ əɚɜɘɌɞɔɎəɚ-ɛɜɌɎɚɎɱ Ɍɖɞɔ); 

¶ ȳɌɏɌɗɨəɱ ɞɑəɐɑəɢɱɲ (ɛɚɗɱɞɔɖɌ, ɑɖɚəɚɘɱɖɌ, ɜɑɏɱɚəɌɗɨəɱ 
ɚɝɚɍɗɔɎɚɝɞɱ, ɝɚɢɱɚɗɚɏɱɫ, ɐɑɘɚɏɜɌɠɱɫ). 

 
Ƚɨɚɏɚɐəɱ ɐɗɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɚɝəɚɎəɔɘɔ ɐɒɑɜɑɗɌɘɔ 

ɱəɠɚɜɘɌɢɱɲ ɝɗɟɏɟɪɞɨ ȣəɞɑɜəɑɞ, ɛɜɑɝɌ, Ɍ ɞɌɖɚɒ Ɏɱɐɖɜɔɞɱ ɍɌɓɔ 

ɐɌəɔɡ. Ȭɗɑ ɫɖɥɚ ɐɚɝɞɟɛ ɐɚ ɓɎɔɣɌɕəɔɡ ɱəɞɑɜəɑɞ-ɜɑɝɟɜɝɱɎ ɘɚɒəɌ 
ɎɎɌɒɌɞɔ ɟɘɚɎəɚ ɍɑɓɖɚɤɞɚɎəɔɘ, ɞɚ Ɏ ɍɱɗɨɤɚɝɞɱ ɎɔɛɌɐɖɱɎ ɐɚɝɞɟɛ 

ɐɚ ɍɌɓ ɐɌəɔɡ ɛɚɞɜɑɍɟɯ əɑ ɗɔɤɑ ɜɑɯɝɞɜɌɢɱɲ, Ɍ ɕ ɚɛɗɌɞɔ ɞɌɖɔɡ 

ɛɚɝɗɟɏ. ȶɜɱɘ ɞɚɏɚ, ɛɜɌɖɞɔɣəɚ Ɏɝɱ Ɏɚəɔ ɘɚɒɟɞɨ ɍɟɞɔ Ɏɱɐəɑɝɑəɱ ɐɚ 
ɞɌɖ ɓɎɌəɚɏɚ çɛɜɔɡɚɎɌəɚɏɚè Ɏɑɍ-ɛɜɚɝɞɚɜɟ. 
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Ȱɟɒɑ ɛɚɛɟɗɫɜəɔɘɔ ɝɑɜɑɐ ɠɌɡɱɎɢɱɎ ɓ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ 
ɯ ɍɌɓɔ ɐɌəɔɡ ɘɔɞəɔɡ, ɛɚɐɌɞɖɚɎɔɡ ɞɌ ɝɞɌɞɔɝɞɔɣəɔɡ ɚɜɏɌəɱɎ, ɚɜ-

ɏɌəɱɎ ɪɝɞɔɢɱɲ ɞɌ ɝɟɐɱɎ, ɞɚɜɏɚɎɚ-ɛɜɚɘɔɝɗɚɎɔɡ ɛɌɗɌɞ, ɚɜɏɌəɱɎ 

ɛɜɔɎɌɞɔɓɌɢɱɲ ɞɌ ɠɚəɐɚɎɔɡ ɜɔəɖɱɎ, ɱəɠɚɜɘɌɢɱɕəɔɡ, ɜɑɕɞɔəɏɚ-
Ɏɔɡ, ɌəɌɗɱɞɔɣəɔɡ ɞɌ ɱəɤɔɡ ɌɏɑəɞɝɞɎ ɞɚɥɚ. Ȯɑɗɔɖɟ ɖɚɜɔɝɞɨ ɛɜɔ-

əɚɝɫɞɨ ɱ ɚɖɜɑɘɱ ɐɚɝɞɟɛəɱ ɍɌɓɔ ɐɌəɔɡ ɱəɤɔɡ ɖɚəɞɜɚɗɪɪɣɔɡ ɚɜ-

ɏɌəɱɎ ɞɌ ɚɜɏɌəɱɓɌɢɱɕ. 
ȾɜɌɐɔɢɱɕəɚ ɖɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ ɝɛɔɜɌɯɞɨɝɫ əɌ ɞɌɖɱ ɐɒɑ-

ɜɑɗɌ ɱəɠɚɜɘɌɢɱɲ, ɫɖ ɚɛɟɍɗɱɖɚɎɌəɱ ɐɚɖɟɘɑəɞɔ Ɏɱɐɖɜɔɞɚɏɚ ɐɚɝɞɟ-
ɛɟ, ɥɚ ɘɱɝɞɫɞɨ ɚɏɗɫɐɔ ɞɚɎɌɜəɚɏɚ ɜɔəɖɟ, ɱəɠɚɜɘɌɢɱɪ ɛɜɚ əɚɎɱ 

ɞɑɡəɚɗɚɏɱɲ, ɝɞɎɚɜɑəəɫ ɛɌɜɞəɑɜɝɞɎ, ɓɗɔɞɞɫ ɞɌ ɛɚɏɗɔəɌəəɫ, ɚɏɚ-

ɗɚɤɑəəɫ ɛɜɚ ɎɌɖɌəɝɱɲ, ɛɜɚ ɎɔɝɞɌɎɖɔ ɞɌ ɖɚəɠɑɜɑəɢɱɲ ɞɚɥɚ. Ⱦɚɘɟ 
ɚɝɞɌəəɱɘ ɣɌɝɚɘ ɐɑɐɌɗɱ ɛɚɛɟɗɫɜəɱɤɔɘɔ ɝɞɌɪɞɨ ɍɌɓɔ ɐɌəɔɡ əɌ 

ɚɝəɚɎɱ ɌɜɡɱɎɱɎ ȳȸȣ, ɟ ɞɚɘɟ ɣɔɝɗɱ ɕ ɘɑɜɑɒɑɎɔɡ. 

Ȱɚ çȮɑɗɔɖɚɲ ɞɜɱɕɖɔè ɝɎɱɞɚɎɔɡ ɝɗɟɒɍ, ɥɚ ɓɌɕɘɌɪɞɨɝɫ əɌɐɌə-
əɫɘ ɖɚɜɔɝɞɟɎɌɣɌɘ ɐɚɝɞɟɛɟ ɐɚ ɐɱɗɚɎɚɲ ɞɌ ɌəɌɗɱɞɔɣəɚɲ ɱəɠɚɜɘɌ-

ɢɱɲ, Ɏɡɚɐɫɞɨ LexisNexis, Factiva ɞɌ Internet Securities. 

ȹɌɕɍɱɗɨɤɌ ɟ ɝɎɱɞɱ ɛɚɎəɚɞɑɖɝɞɚɎɌ ɚəɗɌɕəɚɎɌ ɱəɠɚɜɘɌɢɱɕəɌ ɝɔɝ-
ɞɑɘɌ LexisNexis (www.lexisnexis.com ), ɫɖɌ ɘɱɝɞɔɞɨ ɛɚəɌɐ 2 ɘɱɗɨ-

ɫɜɐɔ ɐɚɖɟɘɑəɞɱɎ ɱɓ 45 ɞɔɝɫɣ ɐɒɑɜɑɗ ɓ ɌɜɡɱɎɚɘ ɏɗɔɍɔəɚɪ ɛɚəɌɐ 

30 ɜɚɖɱɎ ɓ ɍɱɓəɑɝ-ɱəɠɚɜɘɌɢɱɲ ɞɌ ɛɚəɌɐ 200 ɜɚɖɱɎ ɓ ɛɜɌɎɚɎɚɲ ɱə-
ɠɚɜɘɌɢɱɲ, əɌɗɑɒɔɞɨ ɐɚ ɜɚɓɜɫɐɟ çɛɜɔɡɚɎɌəɚɏɚè Ɏɑɍɟ (ȼɔɝ. 59). 

Ʌɚɞɔɒəɫ ɐɚ ɌɜɡɱɎɱɎ ɐɚɐɌɯɞɨɝɫ ɥɑ 14 ɘɗə ɐɚɖɟɘɑəɞɱɎ. ȹɌ Ɏɱɐ-

ɘɱəɟ Ɏɱɐ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɘɌɝɔɎɱɎ çɛɚɎɑɜɡəɑɎɚɏɚè Ɏɑɍɟ, ɖɚɜɔɝ-
ɞɟɎɌɣɱ LexisNexis ɘɚɒɟɞɨ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɛɚɞɟɒəɱ ɱəɝɞɜɟɘɑə-

ɞɔ ɛɚɤɟɖɟ ɐɗɫ ɚɞɜɔɘɌəəɫ ɐɚɝɞɚɎɱɜəɚɲ ɞɌ ɖɗɌɝɔɠɱɖɚɎɌəɚɲ ɱəɠɚ-

ɜɘɌɢɱɲ. 
ȽɗɟɒɍɌ Factiva (global.factiva.com ), ɛɱɐɜɚɓɐɱɗ ɖɚɘɛɌəɱɲ Dow 

Jones, ɓɌɕɘɌɯɞɨɝɫ əɌɐɌəəɫɘ ɐɚɝɞɟɛɟ ɐɚ ɐɱɗɚɎɚɲ ɞɌ ɌəɌɗɱɞɔɣəɚɲ 
ɱəɠɚɜɘɌɢɱɲ. Ȯ ɚɝəɚɎɱ ɝɗɟɒɍɔ Factiva ɯ ɛɚəɌɐ 35 ɞɔɝ. ɛɑɜɎɔəəɔɡ 

ɐɒɑɜɑɗ ɓɱ 159 ɖɜɌɲə ɝɎɱɞɟ. ȿ ɍɌɓɱ ɐɌəɔɡ Factiva ɘɱɝɞɫɞɨɝɫ ɘɌɞɑ-

ɜɱɌɗɔ ɍɱɗɨɤ əɱɒ ɓɌ 36,5 ɘɗə ɖɚɘɛɌəɱɕ, Ɍ ɞɌɖɚɒ ɛɚɎəɌ ɐɚɍɱɜɖɌ 
ɱəɠɚɜɘɌɢɱɲ Investext. 

 

https://www.lexisnexis.com/
https://global.factiva.com/
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ȼɔɝɟəɚɖ 59 ð ɀɜɌɏɘɑəɞ Ɏɑɍ-ɝɌɕɞɟ ɝɗɟɒɍɔ LexisNexis 

ȶɚɘɛɌəɱɫ Internet Securities (www.internetsec.com ), ɍɜɑəɐ 
ISI Emerging Markets, ɚɡɚɛɗɪɯ 80 ɞɑɘɌɞɔɣəɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ 

ɜɚɓɐɱɗɱɎ, ɫɖɱ ɠɚɜɘɟɪɞɨɝɫ ɓ 16 ɞɔɝ. ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ ð ɞɑɖɝɞɔ 

ɝɞɌɞɑɕ, ɠɱəɌəɝɚɎɱ ɞɌ ɌəɌɗɱɞɔɣəɱ ɓɎɱɞɔ, ɖɚɜɛɚɜɌɞɔɎəɌ ɱəɠɚɜɘɌ-
ɢɱɫ, ɘɌɖɜɚɑɖɚəɚɘɱɣəɌ ɝɞɌɞɔɝɞɔɖɌ, ɐɌəɱ ɛɚ ɜɔəɖɌɡ (ȼɔɝ. 60). 

ȺɝəɚɎəɱ ɛɜɚɐɟɖɞɔ ISI Emerging Markets: CEIC Data, Emerging 

Market Information Service (EMIS), Islamic Finance Information 
Service (IFIS), IntelliNews, ISI Compliance Edition, ISI DealWatch.  

Europages ( www.europages.eu ) ð ȡɎɜɚɛɑɕɝɨɖɌ ɍɱɓəɑɝ-

ɐɔɜɑɖɞɚɜɱɫ ð ɱəɠɚɜɘɌɢɱɕəɚ-ɛɚɤɟɖɚɎɌ B2B-ɝɔɝɞɑɘɌ, ɥɚ ɚɡɚɛ-
ɗɪɯ ɛɚəɌɐ 3 ɘɗə ɛɚɝɞɌɣɌɗɨəɔɖɱɎ, ɎɔɜɚɍəɔɖɱɎ ɱ ɐɔɝɞɜɔɍ'ɪɞɚɜɱɎ ɟ 

ȡɎɜɚɛɱ ɞɌ Ɏ ɟɝɨɚɘɟ ɝɎɱɞɱ. 
ȳɌɎɐɌəəɫ ɛɚɎəɚɏɚ ɛɑɜɑɗɱɖɟ Ɏɝɱɡ ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ ɛɜɌɖ-

ɞɔɣəɚ əɑɓɐɱɕɝəɑəəɑ, ɚɝɖɱɗɨɖɔ ɢɑɕ ɜɔəɚɖ ɐɟɒɑ ɐɔəɌɘɱɣəɔɕ, ɛɚɝ-

ɞɱɕəɚ ɓ'ɫɎɗɫɪɞɨɝɫ əɚɎɱ ɍɌɓɔ ɐɌəɔɡ, ɎɱɐɍɟɎɌɯɞɨɝɫ ɓɗɔɞɞɫ əɌɫɎ-
əɔɡ ɐɒɑɜɑɗ, ɛɚɏɗɔəɌəəɫ ɝɗɌɍɖɔɡ ɝɔɗɨəɔɘɔ. ȮɚɐəɚɣɌɝ ɚɐəɑ ɓ 

ɛɜɌɎɔɗ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɠɚɜɘɟɗɪɯɞɨɝɫ ɞɌɖ: çɣɔɘ ɍɱɗɨ-

ɤɚɪ ɖɱɗɨɖɱɝɞɪ əɑɓɌɗɑɒəɔɡ ɐɒɑɜɑɗ ɛɱɐɞɎɑɜɐɒɟɯɞɨɝɫ ɱəɠɚɜɘɌ-
ɢɱɫ ð ɞɔɘ ɎɚəɌ ɐɚɝɞɚɎɱɜəɱɤɌè. 

 

https://www.internetsec.com/
https://www.europages.eu/
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ȼɔɝ. 60 ð ɀɜɌɏɘɑəɞ Ɏɑɍ-ɝɌɕɞɟ ɝɗɟɒɍɔ Internet Securities 

Ȼɚɜɫɐ ɱɓ ɍɌɓɌɘɔ ɐɌəɔɡ, ɚɐəɔɘɔ ɓ əɌɕɑɠɑɖɞɔɎəɱɤɔɡ ɐɒɑɜɑɗ 
ɱəɠɚɜɘɌɢɱɲ ɘɚɒɟɞɨ ɝɗɟɏɟɎɌɞɔ ɓɎɱɞɔ ɞɌ ɐɚɎɱɐɖɔ ɌɟɞɝɚɜɝɔəɏɚɎɔɡ 

ɖɚɘɛɌəɱɕ, ɫɖɱ ɛɜɚɠɑɝɱɕəɚ ɓɌɕɘɌɪɞɨɝɫ ɖɚəɖɟɜɑəɞəɚɪ ɜɚɓɎɱɐɖɚɪ 

ɞɌ ɓɍɚɜɚɘ Ɏɱɐɚɘɚɝɞɑɕ ɛɜɚ ɖɚɘɑɜɢɱɕəɱ ɝɞɜɟɖɞɟɜɔ ɞɌ ɜɔəɖɔ. Ȥɡəɫ 
ɛɜɚɐɟɖɢɱɫ, əɌɝɛɜɌɎɐɱ, ɱ ɯ ɜɑɓɟɗɨɞɌɞɚɘ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ. 

ȿ ɝɎɱɞɱ ɱɝəɟɯ ɍɑɓɗɱɣ ɞɌɖɔɡ ɝɛɑɢɱɌɗɨəɔɡ ɖɚɘɛɌəɱɕ. Ⱥɐəɱɯɪ ɓ 

ɞɌɖɔɡ əɌɕɍɱɗɨɤɔɡ ɖɚɘɛɌəɱɕ, ɫɖɱɕ əɌɗɑɒɔɞɨ ɍɗɔɓɨɖɚ 80 % ɓɌɡɱ-
ɐəɚɏɚ ɜɔəɖɟ, ɯ ɌɘɑɜɔɖɌəɝɨɖɌ ɖɚɘɛɌəɱɫ Dun & Bradstreet (D&B), 

ɣɔɪ ɍɌɓɟ ɐɌəɔɡ ɘɔ ɓɏɌɐɟɎɌɗɔ Ɏɔɥɑ. ȰɚɎɱɐɖɌ ɓ ɍɟɐɨ-ɫɖɚɲ ɖɚɘɛɌ-

əɱɲ Ɏ ɢɱɕ ɝɗɟɒɍɱ ɚɢɱəɪɯɞɨɝɫ ɓ ɜɚɓɜɌɡɟəɖɟ Ɏ ɝɑɜɑɐəɨɚɘɟ 100 ɐɚ-
ɗɌɜɱɎ ɱ Ɏɔɥɑ. ȭɱɗɨɤ ɝɑɜɕɚɓəɔɕ ɌəɌɗɱɓ ɜɔəɖɟ ɣɔ ɖɚəɖɟɜɑəɞɌ ɘɚ-

ɒɑ ɚɍɱɕɞɔɝɫ ɱ Ɏ 10 ɞɔɝ. ɐɚɗɌɜɱɎ. Ⱦɑɜɘɱəɔ ɎɔɖɚəɌəəɫ ð Ɏɱɐ ɖɱɗɨ-
ɖɚɡ ɏɚɐɔə (ɱəɠɚɜɘɌɢɱɫ ɛɜɔɝɟɞəɫ Ɏ ɍɌɓɱ ɐɌəɔɡ) ð ɐɚ ɖɱɗɨɖɚɡ ɐɱɍ 

ɐɗɫ ɐɚɎɱɐɚɖ ɱ ɐɚ ɖɱɗɨɖɚɡ ɘɱɝɫɢɱɎ ɐɗɫ ɌəɌɗɱɞɔɣəɚɲ ɜɚɍɚɞɔ. 

ȹɌ ɯɎɜɚɛɑɕɝɨɖɚɘɟ ɜɔəɖɟ əɑ ɘɑəɤ Ɏɱɐɚɘɱ ɎɔɥɑɓɏɌɐɌəɌ ɱɜ-
ɗɌəɐɝɨɖɌ ɖɚɘɛɌəɱɫ Creditreform, əɱɘɑɢɨɖɌ Schufa Holding AG 

(479 ɘɗə. ɐɚɖɟɘɑəɞɱɎ ɟ ȭȰ, ɓɚɖɜɑɘɌ, 66 ɘɗə. ɛɜɚ ɠɱɓɔɣəɔɡ ɚɝɱɍ), 

ɌɎɝɞɜɱɕɝɨɖɌ Intercredit Infromation Holding, ɗɌɞɎɱɕɝɨɖɌ Coface 
IGK (ɎɱɐɚɘɌ IGK System ð ɍɌɓɌ ɐɌəɔɡ ɍɚɜɒəɔɖɱɎ, ɥɚ ɎɖɗɪɣɌɯ 

Ɏɱɐɚɘɚɝɞɱ ɛɜɚ ɛɚɞɚɣəɱ ɍɚɜɏɔ, ɝɟɐɚɎɱ ɛɚɓɚɎɔ, Ɍ ɞɌɖɚɒ ɛɜɚɢɑɝɔ 

əɑɛɗɌɞɚɝɛɜɚɘɚɒəɚɝɞɱ) ɞɌ ɍɌɏɌɞɚ ɱəɤɔɡ. Ȱɑɫɖɱ ɓ ɢɔɡ ɖɚɘɛɌəɱɕ 
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ɛɚɯɐəɟɪɞɨ ɠɟəɖɢɱɲ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɓ ɱəɤɔɘɔ ɎɔɐɌɘɔ 
ɐɱɫɗɨəɚɝɞɱ, əɌɛɜɔɖɗɌɐ, ɚɍɚɎ'ɫɓɖɌɘɔ ɖɜɑɐɔɞəɔɡ ɍɪɜɚ. 

Ƚɛɱɗɨəɚɪ ɛɜɚɍɗɑɘɚɪ ɛɱɐ ɣɌɝ ɓɎɑɜəɑəəɫ ɓɌ ɱəɠɚɜɘɌɢɱɕəɔɘɔ 

ɐɚɎɱɐɖɌɘɔ ɐɚ ɓɌɡɱɐəɔɡ ɌɏɑəɞɝɞɎ, ɫɖɱ ɘɌɪɞɨ ɛɜɑɐɝɞɌɎəɔɢɞɎɌ Ɏ 
ȿɖɜɌɲəɱ, ɯ ɞɑ, ɥɚ, ɫɖ ɛɜɌɎɔɗɚ, ɱəɠɚɜɘɌɢɱɫ, ɥɚ əɌɐɌɯɞɨɝɫ ɥɚɐɚ 

ɓɌɡɱɐəɔɡ əɑɜɑɓɔɐɑəɞɱɎ, əɌɍɌɏɌɞɚ ɤɔɜɤɌ ɞɌ ɫɖɱɝəɱɤɌ, əɱɒ ɞɌ, 

ɥɚ əɌɐɌɯɞɨɝɫ ɥɚɐɚ Ɏɱɞɣɔɓəɫəɔɡ ɠɱɜɘ. ȿ ɓɎ'ɫɓɖɟ ɓ ɣɔɘ, ɟ ɞɌɖɔɡ 
ɎɔɛɌɐɖɌɡ ɐɚɢɱɗɨəɚ ɓɎɑɜɞɌɞɔɝɫ ɐɚ ɘɱɝɢɑɎɔɡ ɱəɠɚɜɘɌɢɱɕəɔɡ 

ɖɚɘɛɌəɱɕ, ɜɑɓɟɗɨɞɌɞɔ ɎɔɫɎɗɫɪɞɨɝɫ ɐɑɤɑɎɤɔɘɔ ɞɌ ɫɖɱɝəɱɤɔɘɔ. 
Ȯ ȿɖɜɌɲəɱ ɱɝəɟɯ ɢɱɗɌ əɔɓɖɌ ɛɚɐɱɍəɔɡ ɖɚɘɛɌəɱɕ, ɝɑɜɑɐ ɫɖɔɡ 

ɘɚɒəɌ əɌɓɎɌɞɔ çȬɎɑɝɞɌ-ȿɖɜɌɲəɌè, çȶɚəɝɌɗɞɔəɏɚɎɌ ɖɚɘɛɌəɱɫ 

çȽȣȰȶȺȹè, ȸɱɒɍɌəɖɱɎɝɨɖɌ ɝɗɟɒɍɌ ɍɑɓɛɑɖɔ çȽȶȣɀè ɞɌ ɍɌɏɌɞɚ ɱə-
ɤɔɡ. 

ȿɝɱ Ɏɱɞɣɔɓəɫəɱ ɞɌ ɓɌɜɟɍɱɒəɱ ɱəɠɚɜɘɌɢɱɕəɱ ɖɚɘɛɌəɱɲ ɘɌɪɞɨ ɝɎɚɲ 

ɛɜɑɐɝɞɌɎəɔɢɞɎɌ ɞɌ ɛɜɔɕɘɌɪɞɨ ɓɌɘɚɎɗɑəəɫ Ɏ ȣəɞɑɜəɑɞɱ, ɟ ɓɎ'ɫɓ-
ɖɟ ɓ ɣɔɘ ɲɡ ɘɚɒəɌ Ɏɱɐəɑɝɞɔ ɐɚ ɝɛɑɢɔɠɱɣəɔɡ ɱəɞɑɜəɑɞ-ɐɒɑɜɑɗ. 

Ƚɗɱɐ ɞɌɖɚɒ ɓɌɓəɌɣɔɞɔ, ɥɚ, əɑɓɎɌɒɌɪɣɔ əɌ ɞɑ, ɥɚ Ɏ ɜɌɓɱ 

ɓɌɘɚɎɗɑəəɫ ɛɚɝɗɟɏ ɌɟɞɝɚɜɝɔəɏɚɎɚɲ ɖɚɘɛɌəɱɲ ɎɚəɌ Ɏɔɖɚəɟɯ ɍɱɗɨ-
ɤɟ ɣɌɝɞɔəɟ ɱəɠɚɜɘɌɢɱɕəɚɲ ɜɚɍɚɞɔ ɓɌ ɖɗɱɯəɞɌ, ɚɝɞɌɞɚɣəɱ Ɏɔɝəɚ-

Ɏɖɔ ɞɌ ɜɱɤɑəəɫ, ɜɑɖɚɘɑəɐɌɢɱɲ ɐɗɫ ɛɜɔɕəɫɞɞɫ ɟɛɜɌɎɗɱəɝɨɖɔɡ 

ɜɱɤɑəɨ Ɏɝɑ ɒ ɞɌɖɔ ɓɌɗɔɤɌɪɞɨɝɫ ɓɌ əɔɘ. Ⱦɱɗɨɖɔ ɖɗɱɯəɞ ɘɚɒɑ 
Ɏɚɗɚɐɱɞɔ Ɏɝɱɯɪ əɑɚɍɡɱɐəɚɪ ɛɚɎəɚɞɚɪ ɓɚɎəɱɤəɨɚɲ ɞɌ ɱəɝɌɕɐɑɜɝɨ-

ɖɚɲ ɱəɠɚɜɘɌɢɱɲ. 

3. 5. ȯɑɚɛɜɚɝɞɚɜɚɎɱ ɐɒɑɜɑɗɌ Ɏ OSINT 

ȶɌɜɞɚɏɜɌɠɱɣəɱ ɜɑɝɟɜɝɔ ɘɚɒɟɞɨ ɍɟɞɔ ɎɌɒɗɔɎɔɘ ɐɒɑɜɑɗɚɘ 
ɱəɠɚɜɘɌɢɱɲ Ɏ ɚɍɗɌɝɞɱ ɖɱɍɑɜɍɑɓɛɑɖɔ, ɐɚɓɎɚɗɫɪɣɔ ɌəɌɗɱɞɔɖɌɘ ɞɌ 

ɝɛɑɢɱɌɗɱɝɞɌɘ ɓ ɖɱɍɑɜɍɑɓɛɑɖɔ ɌəɌɗɱɓɟɎɌɞɔ ɏɑɚɏɜɌɠɱɣəɱ Ɍɝɛɑɖɞɔ 

ɖɱɍɑɜɓɌɏɜɚɓ ɞɌ ɱəɢɔɐɑəɞɱɎ, ɚɞɜɔɘɟɎɌɞɔ ɖɚɘɛɗɑɖɝəɱ ɐɌəɱ ɛɜɚ 
ɏɑɚɏɜɌɠɱɣəɱ Ɍɝɛɑɖɞɔ ɖɱɍɑɜɓɌɡɚɐɱɎ, ɥɚ ɐɚɓɎɚɗɫɯ ɜɑɌɏɟɎɌɞɔ əɌ 

ɓɌɏɜɚɓɔ ɞɌ ɎɔɫɎɗɫɞɔ ɝɗɌɍɖɱ ɘɱɝɢɫ Ɏ ɱəɠɜɌɝɞɜɟɖɞɟɜɱ. ȾɌɖɱ ɜɑɝɟɜ-

ɝɔ ɘɚɒɟɞɨ ɎɖɗɪɣɌɞɔ ɏɗɚɍɌɗɨəɱ ɘɌɛɔ, ɏɑɚɐɌəɱ ɓ ɜɱɓəɔɡ ɐɒɑɜɑɗ, 
ɱəɝɞɜɟɘɑəɞɔ ɌəɌɗɱɓɟ ɘɑɜɑɒ ɞɚɥɚ. ȮɔɖɚɜɔɝɞɌəəɫ ɖɌɜɞɚɏɜɌɠɱɣ-

əɔɡ ɜɑɝɟɜɝɱɎ ɟ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ ɐɚɓɎɚɗɫɯ: 

Å ȻɜɚɎɚɐɔɞɔ ɘɚəɱɞɚɜɔəɏ ɏɑɚɏɜɌɠɱɣəɔɡ ɓɚə ɓɌɏɜɚɓ, ɌəɌɗɱ-
ɓɟɎɌɞɔ ɏɑɚɏɜɌɠɱɣəɔɕ ɜɚɓɛɚɐɱɗ ɖɱɍɑɜɓɌɏɜɚɓ ɞɌ ɱəɢɔɐɑə-
ɞɱɎ, ɎɖɌɓɟɎɌɞɔ əɌ ɖɚəɖɜɑɞəɱ ɏɑɚɏɜɌɠɱɣəɱ ɚɍɗɌɝɞɱ, ɫɖɱ 

ɛɱɐɐɌɪɞɨɝɫ ɌɞɌɖɌɘ ɣɔ ɎɔɫɎɗɫɪɞɨ ɛɱɐɎɔɥɑəɱ ɜɔɓɔɖɔ. 

Å ȮɔɖɚɜɔɝɞɌəəɫ ɖɌɜɞɚɏɜɌɠɱɣəɔɡ ɱəɝɞɜɟɘɑəɞɱɎ ɐɚɓɎɚɗɫɯ 
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ɎɱɓɟɌɗɱɓɟɎɌɞɔ ɏɑɚɏɜɌɠɱɣəɱ ɐɌəɱ, ɞɌɖɱ ɫɖ ɏɑɚɗɚɖɌɢɱɕəɱ ɐɌəɱ 
ɱəɢɔɐɑəɞɱɎ, IP-Ɍɐɜɑɝ, ɌɞɌɖ ɣɔ ɌəɚɘɌɗɱɕ ɘɑɜɑɒɑɎɚɏɚ 

ɞɜɌɠɱɖɟ. 

Å ȬəɌɗɱɓ ȯɑɚɏɜɌɠɱɣəɚɏɚ ȼɚɓɞɌɤɟɎɌəəɫ IP-Ɍɐɜɑɝ: Ȱɑɫɖɱ ɱə-
ɝɞɜɟɘɑəɞɔ ɐɚɓɎɚɗɫɪɞɨ ɎɔɖɚəɟɎɌɞɔ ɌəɌɗɱɓ ɏɑɚɏɜɌɠɱɣəɚɏɚ 
ɜɚɓɞɌɤɟɎɌəəɫ IP-Ɍɐɜɑɝ, ɥɚ ɘɚɒɑ ɍɟɞɔ ɖɚɜɔɝəɔɘ ɐɗɫ 

ɎɔɫɎɗɑəəɫ ɌəɚɘɌɗɱɕ ɣɔ ɛɱɐɚɓɜɱɗɔɡ ɌɖɞɔɎəɚɝɞɑɕ. 

Å ȼɚɓɟɘɱɞɔ ɖɚəɞɑɖɝɞ ɖɱɍɑɜɓɌɏɜɚɓ ɞɌ ɱəɢɔɐɑəɞɱɎ ɓɌɎɐɫɖɔ  
ɎɔɖɚɜɔɝɞɌəəɪ ɏɑɚɐɌəɔɡ, ɞɌɖɔɡ ɫɖ ɱəɠɚɜɘɌɢɱɫ ɛɜɚ ɚɍ'ɯ-
ɖɞɔ ɱ ɝɛɑɢɱɌɗɨəɱ ɤɌɜɔ (əɌɛɜɔɖɗɌɐ, ɘɑɜɑɒɱ, ɛɜɚɎɌɕɐɑɜɔ, 

ɏɑɚɏɜɌɠɱɣəɱ ɚɝɚɍɗɔɎɚɝɞɱ). 

Å ȮɔɫɎɗɫɞɔ ɛɑɎəɱ ɓɌɖɚəɚɘɱɜəɚɝɞɱ ɞɌ ɏɑɚɏɜɌɠɱɣəɱ ɓɌɗɑɒəɚ-

ɝɞɱ, ɥɚ ɐɚɛɚɘɌɏɌɪɞɨ ɟ ɠɚɜɘɟɎɌəəɱ ɝɞɜɌɞɑɏɱɕ ɖɱɍɑɜɍɑɓ-
ɛɑɖɔ. 

Å ȽɞɎɚɜɪɎɌɞɔ ɖɌɜɞɔ ɐɗɫ ɎɱɓɟɌɗɱɓɌɢɱɲ ɱəɠɜɌɝɞɜɟɖɞɟɜɔ ɞɌ 
ɛɚɞɑəɢɱɕəɔɡ ɘɱɝɢɨ ɌɞɌɖ, ɎɖɗɪɣɌɪɣɔ ɜɚɓɞɌɤɟɎɌəəɫ ɝɑɜ-
ɎɑɜɱɎ, ɐɌɞɌ-ɢɑəɞɜɱɎ ɞɌ ɱəɤɔɡ ɖɗɪɣɚɎɔɡ ɞɚɣɚɖ. 

Å ȮɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɖɌɜɞɚɏɜɌɠɱɣəɱ ɜɑɝɟɜɝɔ ɐɗɫ ɚɞɜɔɘɌəəɫ 
ɱəɞɑɗɑɖɞɟɌɗɨəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɓɚɖɜɑɘɌ, ɎɔɓəɌɣɑəəɫ ɝɞɜɌ-

ɞɑɏɱɣəɔɡ ɚɍ'ɯɖɞɱɎ, ɚɍɗɌɝɞɑɕ ɜɔɓɔɖɟ ɞɌ ɤɗɫɡɱɎ ɓɍɜɚɕəɔɡ 
ɖɚəɠɗɱɖɞɱɎ. 

Å ȳɌɝɞɚɝɟɎɌəəɫ ɖɌɜɞ ɐɗɫ ɎɱɓɟɌɗɱɓɌɢɱɲ ɓɌɏɜɚɓ ɞɌ ɜɔɓɔɖɱɎ 
ɘɚɒɑ ɛɚɗɑɏɤɔɞɔ ɜɚɓɟɘɱəəɫ ɝɖɗɌɐəɔɡ ɖɱɍɑɜɓɌɡɚɐɱɎ ɞɌ 

ɚɍɚɎ'ɫɓɖɚɎɔɡ ɓɌɡɚɐɱɎ ɍɑɓɛɑɖɔ. 

Ⱦɑɡəɱɣəɱ Ɍɝɛɑɖɞɔ ɜɚɍɚɞɔ ɓ ɖɌɜɞɚɏɜɌɠɱɣəɔɘɔ ɜɑɝɟɜɝɌɘɔ Ɏ 

ɫɖɚɝɞɱ ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ Ɏ ɜɌɘɖɌɡ OSINT ɘɚɒɟɞɨ ɎɖɗɪɣɌɞɔ Ɏ 

ɝɑɍɑ ɜɱɓəɱ ɞɑɡəɚɗɚɏɱɲ ɞɌ ɘɑɞɚɐɔ ɐɗɫ ɓɍɚɜɟ, ɌəɌɗɱɓɟ ɞɌ Ɏɔɖɚɜɔɝ-
ɞɌəəɫ ɏɑɚɏɜɌɠɱɣəɔɡ ɐɌəɔɡ, ɫɖɱ ɐɚɓɎɚɗɫɪɞɨ ɑɠɑɖɞɔɎəɚ Ɏɔɖɚɜɔɝ-

ɞɚɎɟɎɌɞɔ ɖɌɜɞɚɏɜɌɠɱɣəɱ ɜɑɝɟɜɝɔ ɐɗɫ ɌəɌɗɱɓɟ ɞɌ ɘɚəɱɞɚɜɔəɏɟ 

ɖɱɍɑɜɓɌɏɜɚɓ ɟ ɏɑɚɏɜɌɠɱɣəɚɘɟ ɖɚəɞɑɖɝɞɱ, ɛɚɗɑɏɤɟɪɣɔ ɎɔɫɎɗɑəəɫ, 
ɜɑɌɏɟɎɌəəɫ ɞɌ ɛɚɐɌɗɨɤɔɕ ɌəɌɗɱɓ: 

1.  ȯɑɚɐɌəɱ ɞɌ ɏɑɚɱəɠɚɜɘɌɢɱɕəɱ ɝɔɝɞɑɘɔ (ȯȣȽ):  

Å ȮɔɖɚɜɔɝɞɌəəɫ ɝɞɌəɐɌɜɞɱɎ ɏɑɚɐɌəɔɡ, ɞɌɖɔɡ ɫɖ Keyhole 
Markup Language (KML) 68  Ɍɍɚ GeoJSON 
(https://geojson.io/), ɐɗɫ ɚɍɘɱəɟ ɞɌ ɱəɞɑɏɜɌɢɱɲ ɏɑɚɏɜɌɠɱɣ-

                                                                 
68 Keyhole Markup Language. URL: https://docs.fileformat.com/uk/ 

gis/kml/  
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əɔɡ ɐɌəɔɡ.  

Å ȮɔɖɚɜɔɝɞɌəəɫ ȯȣȽ ɐɗɫ ɚɍɜɚɍɖɔ ɞɌ ɌəɌɗɱɓɟ ɏɑɚɏɜɌɠɱɣəɔɡ 
ɱəɠɚɜɘɌɢɱɕ, ɎɔɫɎɗɑəəɫ ɓɌɗɑɒəɚɝɞɑɕ ɞɌ ɎɱɐɚɍɜɌɒɑəəɫ 

ɜɑɓɟɗɨɞɌɞɱɎ əɌ ɖɌɜɞɱ. 

2.  IP-ȯɑɚɗɚɖɌɢɱɫ: 

Å ȮɔɖɚɜɔɝɞɌəəɫ ɝɑɜɎɱɝɱɎ ɏɑɚɗɚɖɌɢɱɲ ɐɗɫ ɎɔɓəɌɣɑəəɫ ɠɱɓɔ-
ɣəɚɏɚ ɜɚɓɞɌɤɟɎɌəəɫ IP-Ɍɐɜɑɝ, ɥɚ ɘɚɒɑ ɍɟɞɔ ɎɌɒɗɔɎɔɘ 

ɐɗɫ ɎɔɫɎɗɑəəɫ ɏɑɚɏɜɌɠɱɣəɚ ɓɚɝɑɜɑɐɒɑəɔɡ ɓɌɏɜɚɓ ɣɔ 

ɌɞɌɖ. 

3.  ȶɌɜɞɔ ɓɌɏɜɚɓ: 

Å ȽɞɎɚɜɑəəɫ ɞɌ ɛɱɐɞɜɔɘɖɌ ɖɌɜɞ ɓɌɏɜɚɓ, ɫɖɱ ɐɚɓɎɚɗɫɪɞɨ Ɏɱ-
ɓɟɌɗɱɓɟɎɌɞɔ ɜɱɓəɚɘɌəɱɞəɱ ɖɱɍɑɜɓɌɏɜɚɓɔ ɞɌ ɱəɢɔɐɑəɞɔ əɌ 

ɖɌɜɞɱ. 

4.  ȮɔɖɚɜɔɝɞɌəəɫ API ɐɗɫ ɘɌɛ: 

Å ȮɔɖɚɜɔɝɞɌəəɫ API ɖɌɜɞɚɏɜɌɠɱɣəɔɡ ɝɑɜɎɱɝɱɎ (əɌɛɜɔɖɗɌɐ, 
Google Maps API 69 , Mapbox API 70) ɐɗɫ ɱəɞɑɏɜɌɢɱɲ ɏɑɚɏɜɌ-
ɠɱɣəɔɡ ɐɌəɔɡ ɟ ɎɗɌɝəɱ ɝɔɝɞɑɘɔ ɍɑɓɛɑɖɔ. 

5.  ȾɑɡəɱɖɌ ɖɗɌɝɔɠɱɖɌɢɱɲ ɞɌ ɖɗɌɝɞɑɜɔɓɌɢɱɲ: 

Å ȳɌɝɞɚɝɟɎɌəəɫ ɌɗɏɚɜɔɞɘɱɎ ɘɌɤɔəəɚɏɚ əɌɎɣɌəəɫ ɐɗɫ ɖɗɌ-
ɝɔɠɱɖɌɢɱɲ ɞɌ ɖɗɌɝɞɑɜɔɓɌɢɱɲ ɏɑɚɏɜɌɠɱɣəɔɡ ɐɌəɔɡ, ɥɚ ɐɚ-
ɓɎɚɗɫɯ ɎɔɫɎɗɫɞɔ ɓɌɖɚəɚɘɱɜəɚɝɞɱ ɞɌ ɛɌɞɑɜəɔ. 

6.  ȬəɌɗɱɓ ɏɑɚɏɜɌɠɱɣəɔɡ ɓɎ'ɫɓɖɱɎ: 

Å ȮɔɖɚɜɔɝɞɌəəɫ ɱəɝɞɜɟɘɑəɞɱɎ ɐɗɫ ɌəɌɗɱɓɟ ɏɑɚɏɜɌɠɱɣəɔɡ 
ɓɎ'ɫɓɖɱɎ ɘɱɒ ɜɱɓəɔɘɔ ɚɍ'ɯɖɞɌɘɔ ɞɌ ɛɚɐɱɫɘɔ ɟ ɖɱɍɑɜɛɜɚɝ-
ɞɚɜɱ. 

7.  ȳɍɱɜ ɞɌ ɌəɌɗɱɓ ɏɑɚɏɜɌɠɱɣəɔɡ ɌɝɛɑɖɞɱɎ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ: 

Å ȮɔɖɚɜɔɝɞɌəəɫ ɱəɝɞɜɟɘɑəɞɱɎ ɐɗɫ ɓɍɚɜɟ ɞɌ ɌəɌɗɱɓɟ ɏɑɚɏ-

                                                                 
69  Geocoding Service | Maps JavaScript API. URL: 

https:// developers.google.com/maps/documentation/javascript/geocodin
g 

70  Mapbox web services APIs. URL: 

https://docs.mapbox.com/api/overview/  
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ɜɌɠɱɣəɔɡ ɐɌəɔɡ ɓ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ, ɥɚ ɘɚɒɑ ɐɚɛɚɘɌ-
ɏɌɞɔ Ɏ ɜɚɓɟɘɱəəɱ ɘɑɜɑɒɑɎɔɡ ɎɓɌɯɘɚɓɎ'ɫɓɖɱɎ. 

8.  ȳɌɝɞɚɝɟɎɌəəɫ ɞɑɡəɱɖ ɌəɚəɱɘɱɓɌɢɱɲ ɞɌ ɛɝɑɎɐɚəɱɘɱɓɌɢɱɲ: 

Å ȳɌɍɑɓɛɑɣɑəəɫ ɓɌɡɔɝɞɟ ɖɚəɠɱɐɑəɢɱɕəɚɝɞɱ ɏɑɚɏɜɌɠɱɣəɔɡ 
ɐɌəɔɡ, ɎɔɖɚɜɔɝɞɚɎɟɪɣɔ ɞɑɡəɱɖɔ ɌəɚəɱɘɱɓɌɢɱɲ ɣɔ ɛɝɑɎ-
ɐɚəɱɘɱɓɌɢɱɲ (ɟɛɜɌɎɗɱəəɫ ɐɌəɔɘɔ ɞɌ ɐɑɱɐɑəɞɔɠɱɖɌɢɱɲ) ɛɜɔ 

ɚɍɜɚɍɢɱ ɞɌ ɛɑɜɑɐɌɣɱ ɱəɠɚɜɘɌɢɱɲ. 

9.  ȸɚəɱɞɚɜɔəɏ ɏɑɚɏɜɌɠɱɣəɔɡ ɓɘɱə: 

Å ȮɔɓəɌɣɑəəɫ ɞɌ ɘɚəɱɞɚɜɔəɏ ɓɘɱə ɟ ɏɑɚɏɜɌɠɱɣəɚɘɟ ɖɚə-
ɞɑɖɝɞɱ, ɞɌɖɔɡ ɫɖ əɚɎɱ ɢɑəɞɜɔ ɓɌɏɜɚɓ Ɍɍɚ ɓɘɱəɌ ɏɑɚɏɜɌɠɱ-

ɣəɚɏɚ ɜɚɓɞɌɤɟɎɌəəɫ ɱəɠɜɌɝɞɜɟɖɞɟɜɔ. 

ȿ ɝɟɣɌɝəɚɘɟ ɌəɌɗɱɓɱ Ɏɱɐɖɜɔɞɔɡ ɐɌəɔɡ ɛɜɚɝɞɱɜ ɛɑɜɑɝɞɌɎ ɍɟɞɔ 

ɗɔɤɑ ɘɑɞɌɠɚɜɚɪ ð Ɏɱə ɝɞɌɎ ɖɚəɖɜɑɞəɔɘ, ɎɔɘɱɜɪɎɌəɔɘ, ɝɑɘɌə-

ɞɔɣəɚ əɌɝɔɣɑəɔɘ Ɏɔɘɱɜɚɘ ɜɑɌɗɨəɚɝɞɱ. ȭɟɐɨ-ɫɖɌ ɛɚɐɱɫ, əɑɓɌɗɑ-
ɒəɚ Ɏɱɐ ɲɲ ɛɜɔɜɚɐɔ: ɖɱɍɑɜɌɞɌɖɌ, ɝɚɢɱɌɗɨəɔɕ ɛɜɚɞɑɝɞ, ɛɜɌɎɚɎɌ 

ɖɚɗɱɓɱɫ, ɱəɠɚɜɘɌɢɱɕəɌ ɖɌɘɛɌəɱɫ, ɘɌɯ ɏɑɚɏɜɌɠɱɣəɟ ɗɚɖɌɢɱɪ Ɍɍɚ, 

ɛɜɔəɌɕɘəɱ, ɏɑɚɛɜɚɝɞɚɜɚɎɔɕ ɖɚəɞɑɖɝɞ. ɂɑ ɜɚɍɔɞɨ ɏɑɚɛɜɚɝɞɚɜɚɎɱ 
ɐɌəɱ əɑ ɛɜɚɝɞɚ ɐɚɛɚɘɱɒəɔɘ ɤɌɜɚɘ, Ɍ ɠɟəɐɌɘɑəɞɌɗɨəɔɘ ɖɚɘ-

ɛɚəɑəɞɚɘ OSINT-ɌəɌɗɱɞɔɖɔ, ɫɖɔɕ ɐɚɓɎɚɗɫɯ ɛɜɔɎõɫɓɟɎɌɞɔ Ɍɍɝɞ-

ɜɌɖɞəɱ ɠɌɖɞɔ ɐɚ ɠɱɓɔɣəɚɲ ɜɑɌɗɨəɚɝɞɱ, ɜɑɖɚəɝɞɜɟɪɎɌɞɔ ɗɚɏɱɝɞɔ-
ɖɟ, ɎɔɫɎɗɫɞɔ ɱəɠɜɌɝɞɜɟɖɞɟɜəɱ ɓɌɗɑɒəɚɝɞɱ ɞɌ ɘɚɐɑɗɪɎɌɞɔ ɛɜɚɝ-

ɞɚɜɚɎɱ ɎɓɌɯɘɚɐɱɲ. 

Ƚɑɜɑɐ ɟɝɱɡ ɏɑɚɛɜɚɝɞɚɜɚɎɔɡ ɐɒɑɜɑɗ ɚɝɚɍɗɔɎɑ ɘɱɝɢɑ ɓɌɕɘɌɯ 
OpenStreetMap (OSM) ð ɖɚɗɑɖɞɔɎəɔɕ, Ɏɱɐɖɜɔɞɔɕ, ɏɗɚɍɌɗɨəɔɕ 

ɛɜɚɑɖɞ, ɫɖɔɕ əɌɐɌɯ ɐɑɞɌɗɨəɟ ɖɌɜɞɚɏɜɌɠɱɣəɟ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ 

ɘɱɝɞɌ, ɐɚɜɚɏɔ, ɍɟɐɱɎɗɱ, ɖɜɔɞɔɣəɟ ɱəɠɜɌɝɞɜɟɖɞɟɜɟ, ɎɱɕɝɨɖɚɎɱ 
ɚɍõɯɖɞɔ ɞɌ ɍɌɏɌɞɚ ɱəɤɚɏɚ. ȹɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɖɚɘɑɜɢɱɕəɔɡ ɖɌɜɞɚɏ-

ɜɌɠɱɣəɔɡ ɝɑɜɎɱɝɱɎ, OSM ɯ ɛɚɎəɱɝɞɪ Ɏɱɐɖɜɔɞɔɘ, ɘɌɯ ɐɚɍɜɑ ɐɚɖɟ-

ɘɑəɞɚɎɌəɟ ɘɚɐɑɗɨ ɐɌəɔɡ (əɚɐɔ, ɤɗɫɡɔ, Ɏɱɐəɚɝɔəɔ, ɞɑɏɔ) ɱ ɛɱɐɞ-
ɜɔɘɟɯ ɛɚɞɟɒəɱ ɱəɝɞɜɟɘɑəɞɔ ɓɌɛɔɞɟ (Overpass API), ɥɚ ɜɚɍɔɞɨ 

ɕɚɏɚ ɱɐɑɌɗɨəɔɘ ɐɒɑɜɑɗɚɘ ɐɗɫ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ ɌəɌɗɱɓɟ. 

Ȼɜɚɞɑ OSM ð ɗɔɤɑ ɣɌɝɞɔəɌ ɤɔɜɤɚɏɚ ɑɖɚɝɔɝɞɑɘɔ Ɏɱɐɖɜɔɞɔɡ 
ɏɑɚɛɜɚɝɞɚɜɚɎɔɡ ɜɑɝɟɜɝɱɎ, ɐɚ ɫɖɚɲ ɞɌɖɚɒ Ɏɡɚɐɫɞɨ Wikimapia, 

Natural Earth, NASA Worldview, Sentinel Hub, Ɍ ɞɌɖɚɒ ɛɟɍɗɱɣəɱ 
ɤɌɜɔ Google Maps ɞɌ Mapbox. ȶɚɒɑə ɱɓ ɢɔɡ ɜɑɝɟɜɝɱɎ ɘɌɯ ɝɎɚɪ 

ɝɛɑɢɔɠɱɖɟ: ɚɐəɱ əɌɐɌɪɞɨ Ɏɑɖɞɚɜəɱ ɐɌəɱ ɛɜɚ ɱəɠɜɌɝɞɜɟɖɞɟɜɟ, 

ɱəɤɱ ð ɝɟɛɟɞəɔɖɚɎɱ ɓəɱɘɖɔ, ɞɜɑɞɱ ð ɏɑɚɛɚɗɱɞɔɣəɱ ɖɚɜɐɚəɔ ɣɔ ɐɑ-
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ɘɚɏɜɌɠɱɣəɱ ɛɚɖɌɓəɔɖɔ. ȼɌɓɚɘ Ɏɚəɔ ɟɞɎɚɜɪɪɞɨ ɍɌɏɌɞɚɤɌɜɚɎɟ 
ɏɑɚɛɜɚɝɞɚɜɚɎɟ ɚəɞɚɗɚɏɱɪ, ɫɖɌ ɐɚɓɎɚɗɫɯ ɌəɌɗɱɞɔɖɟ əɑ ɛɜɚɝɞɚ 

ɎɔɓəɌɣɔɞɔ ɖɚɚɜɐɔəɌɞɔ ɛɚɐɱɲ, Ɍ ɓɜɚɓɟɘɱɞɔ ɲɲ ɘɱɝɢɑ Ɏ ɝɔɝɞɑɘɱ ɠɱ-

ɓɔɣəɚɏɚ, ɝɚɢɱɌɗɨəɚɏɚ ɞɌ ɱəɠɜɌɝɞɜɟɖɞɟɜəɚɏɚ ɝɑɜɑɐɚɎɔɥɌ. 
ɂɑɕ ɛɱɐɜɚɓɐɱɗ ɛɜɔɝɎɫɣɑəɔɕ ɝɔɝɞɑɘəɚɘɟ ɚɛɔɝɟ ɢɔɡ ɐɒɑɜɑɗ, 

ɘɑɞɚɐɌɘ ɲɡəɨɚɏɚ ɎɔɐɚɍɟɎɌəəɫ, ɱəɞɑɏɜɌɢɱɲ Ɏ ɝɑɘɌəɞɔɣəɱ ɘɑɜɑɒɱ 

ɞɌ ɛɜɌɖɞɔɣəɚɘɟ ɓɌɝɞɚɝɟɎɌəəɪ Ɏ ɓɌɐɌɣɌɡ ɖɱɍɑɜɍɑɓɛɑɖɔ, ɝɚɢɱɌɗɨ-
əɚɏɚ ɘɚəɱɞɚɜɔəɏɟ ɞɌ ɝɞɜɌɞɑɏɱɣəɚɏɚ ɌəɌɗɱɓɟ. ȺɝɚɍɗɔɎɌ ɟɎɌɏɌ 

ɛɜɔɐɱɗɫɯɞɨɝɫ ɞɑɡəɱɣəɔɘ ɌɝɛɑɖɞɌɘ ɜɚɍɚɞɔ ɓ OSM ɣɑɜɑɓ Python 
(osmnx, pyrosm), ɛɚɍɟɐɚɎɱ ɏɑɚɘɑɜɑɒ, ɎɱɓɟɌɗɱɓɌɢɱɲ ɣɑɜɑɓ Neo4j ɞɌ 

Gephi, Ɍ ɞɌɖɚɒ ɑɞɔɣəɔɘ ɎɔɖɗɔɖɌɘ, ɛɚɎõɫɓɌəɔɘ ɱɓ ɎɔɖɚɜɔɝɞɌə-

əɫɘ ɏɑɚɐɌəɔɡ. ȿ ɛɱɐɝɟɘɖɟ, ɏɑɚɛɜɚɝɞɚɜɚɎɱ ɐɒɑɜɑɗɌ ɛɑɜɑɝɞɌɪɞɨ 
ɍɟɞɔ ɛɜɚɝɞɚ çɖɌɜɞɚɪè, Ɏɚəɔ ɝɞɌɪɞɨ ɐɔəɌɘɱɣəɚɪ ɘɚɐɑɗɗɪ ɜɑɌɗɨ-

əɚɝɞɱ, ɐɑ ɖɚɒɑə ɚɍõɯɖɞ ɘɌɯ əɑ ɗɔɤɑ ɖɚɚɜɐɔəɌɞɔ, Ɍ ɕ ɝɑɘɌəɞɔɣəɱ 

ɓɎõɫɓɖɔ, ɠɟəɖɢɱɚəɌɗɨəɑ ɛɜɔɓəɌɣɑəəɫ ɞɌ ɝɞɜɌɞɑɏɱɣəɑ ɓəɌɣɑəəɫ. 

3. 5.1. ȼɚɗɨ ɏɑɚɛɜɚɝɞɚɜɚɎɔɡ ɐɌəɔɡ ɟ ɝɟɣɌɝəɚɘɟ 
OSINT  

ȿ ɝɟɣɌɝəɚɘɟ ɌəɌɗɱɓɱ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɏɑɚɛɜɚɝɞɚɜɚɎɱ ɐɌəɱ 

ɛɑɜɑɝɞɌɗɔ ɍɟɞɔ ɐɚɛɚɘɱɒəɔɘ ɤɌɜɚɘ ɱəɠɚɜɘɌɢɱɲ ɕ ɛɑɜɑɞɎɚɜɔɗɔ-
ɝɫ əɌ ɠɟəɐɌɘɑəɞɌɗɨəɔɕ ɖɚəɞɑɖɝɞ, ɥɚ əɌɐɌɯ ɛɜɚɝɞɚɜɚɎɟ 

ɛɜɔɎõɫɓɖɟ ɐɚ ɍɟɐɨ-ɫɖɚɲ ɛɚɐɱɲ. ɋɖɥɚ ɞɑɖɝɞ ɚɛɔɝɟɯ ɥɚ ɝɞɌɗɚɝɫ, Ɍ 

ɘɑɞɌɐɌəɱ ð ɖɚɗɔ, ɞɚ ɏɑɚɗɚɖɌɢɱɫ ɎɱɐɛɚɎɱɐɌɯ əɌ ɛɔɞɌəəɫ ɐɑ. ɂɑ 
ɞɜɔɯɐɔəɝɞɎɚ (ɥɚðɖɚɗɔðɐɑ) ɟɞɎɚɜɪɯ ɛɜɚɝɞɚɜɚɎɚ-ɣɌɝɚɎɟ ɚəɞɚɗɚ-

ɏɱɪ ɛɚɐɱɲ, ɫɖɌ ɯ əɑɚɍɡɱɐəɚɪ ɟɘɚɎɚɪ ɐɗɫ ɲɲ ɐɚɝɞɚɎɱɜəɚɲ ɜɑɖɚəɝɞ-

ɜɟɖɢɱɲ. ȿ ɝɎɱɞɱ, ɐɑ ɱəɠɚɜɘɌɢɱɫ ɣɌɝɞɚ ɠɜɌɏɘɑəɞɌɜəɌ, Ɍɍɚ əɌɎɘɔ-
ɝəɚ ɝɛɚɞɎɚɜɑəɌ, ɏɑɚɛɜɚɝɞɚɜɚɎɱ ɐɌəɱ əɌɐɌɪɞɨ ɚɍõɯɖɞɔɎəɟ ɚɛɚɜəɟ 

ɝɔɝɞɑɘɟ, ɚɝɖɱɗɨɖɔ ɖɚɚɜɐɔəɌɞɔ, əɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɞɑɖɝɞɟ, ɎɌɒɖɚ 

ɝɠɌɍɜɔɖɟɎɌɞɔ ɍɑɓ ɞɑɡəɱɣəɔɡ ɌɜɞɑɠɌɖɞɱɎ. 
ȯɑɚɗɚɖɌɢɱɫ Ɏ OSINT Ɏɔɖɚəɟɯ ɛɚɐɎɱɕəɟ ɜɚɗɨ: ɎɚəɌ ɯ ɚɐəɚɣɌ-

ɝəɚ ɌɞɚɘɌɜəɔɘ ɠɌɖɞɚɘ (əɌɛɜɔɖɗɌɐ, GPS-ɖɚɚɜɐɔəɌɞɔ ɓ EXIF-

ɐɌəɚɏɚ ɠɚɞɚ) ɱ ɝɞɜɌɞɑɏɱɣəɔɘ ɱəɐɔɖɌɞɚɜɚɘ. ȹɌ ɘɱɖɜɚɜɱɎəɱ ɖɚɚɜ-
ɐɔəɌɞɔ ɐɚɓɎɚɗɫɪɞɨ ɎɑɜɔɠɱɖɟɎɌɞɔ ɐɚɝɞɚɎɱɜəɱɝɞɨ ɓɚɍɜɌɒɑəəɫ 

Ɍɍɚ Ɏɱɐɑɚ: ɣɔ ɎɱɐɛɚɎɱɐɌɯ ɠɚə ɓəɱɘɖɟ ɜɑɌɗɨəɚɘɟ ɗɌəɐɤɌɠɞɟ ɟ 

ɎɖɌɓɌəɱɕ ɞɚɣɢɱ? ȹɌ ɘɌɖɜɚɜɱɎəɱ ɏɑɚɐɌəɱ ɐɚɓɎɚɗɫɪɞɨ ɌəɌɗɱɓɟɎɌɞɔ 
ɛɜɚɝɞɚɜɚɎɱ ɛɌɞɑɜəɔ: ɖɚəɢɑəɞɜɌɢɱɪ ɛɚɐɱɕ əɌɎɖɚɗɚ ɖɜɔɞɔɣəɚɲ 

ɱəɠɜɌɝɞɜɟɖɞɟɜɔ, ɛɑɜɑɘɱɥɑəəɫ ɎɱɕɝɨɖɚɎɔɡ ɖɚɗɚə, ɑɎɚɗɪɢɱɪ ɘɱ-

ɝɨɖɚɏɚ ɝɑɜɑɐɚɎɔɥɌ ɛɱɐ ɣɌɝ ɖɚəɠɗɱɖɞɟ. 
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ȸɌɞɑɘɌɞɔɣəɚ ɖɚɒəɟ ɛɚɐɱɪ e ɘɚɒəɌ ɛɜɑɐɝɞɌɎɔɞɔ ɫɖ ɑɗɑ-

ɘɑəɞ ɛɜɚɝɞɚɜɟ ,E T G S= ³ ³ ɐɑ T  ð ɢɑ ɣɌɝɚɎɔɕ ɖɚɘɛɚəɑəɞ, 
2G RË ð ɏɑɚɛɜɚɝɞɚɜɚɎɔɕ ɖɚɘɛɚəɑəɞ (ɤɔɜɚɞɌ, ɐɚɎɏɚɞɌ), S  ð

ɝɑɘɌəɞɔɣəɔɕ ɓɘɱɝɞ. ȽɌɘɑ əɌɫɎəɱɝɞɨ G  ɐɚɓɎɚɗɫɯ ɓɌɝɞɚɝɚɎɟɎɌɞɔ 
ɘɑɞɚɐɔ ɛɜɚɝɞɚɜɚɎɚɏɚ ɌəɌɗɱɓɟ: ɖɗɌɝɞɑɜɔɓɌɢɱɪ ɓɌ ɎɱɐɝɞɌəəɪ (əɌ-

ɛɜɔɖɗɌɐ, DBSCAN), ɛɚɍɟɐɚɎɟ ɞɑɛɗɚɎɔɡ ɖɌɜɞ, ɌəɌɗɱɓ ɍɗɔɓɨɖɚɝɞɱ 
ɐɚ ɝɞɜɌɞɑɏɱɣəɔɡ ɚɍõɯɖɞɱɎ. ȭɑɓ ɢɨɚɏɚ ɖɚɘɛɚəɑəɞɌ ɛɚɐɱɫ ɓɌɗɔɤɌ-

ɯɞɨɝɫ çɛɗɌɎɌɪɣɔɘè ɠɌɖɞɚɘ, ɫɖɔɕ ɎɌɒɖɚ ɱəɞɑɏɜɟɎɌɞɔ Ɏ ɓɌɏɌɗɨəɟ 

ɖɌɜɞɔəɟ. 
ȯɑɚɛɜɚɝɞɚɜɚɎɱ ɐɌəɱ Ɏ OSINT ɘɚɐɑɗɪɪɞɨɝɫ Ɏ ɜɌɘɖɌɡ Ɏɑɖɞɚɜ-

əɚɲ ɏɑɚɘɑɞɜɱɲ, ɐɑ ɖɚɒɑə ɚɍõɯɖɞ ɛɜɑɐɝɞɌɎɗɫɯɞɨɝɫ ɫɖ ɚɐɔə ɱɓ ɞɜɨɚɡ 

ɍɌɓɚɎɔɡ ɞɔɛɱɎ: 

ȾɚɣɖɌ (2p RÍ ) ð ɢɑ ɐɔɝɖɜɑɞəɌ ɗɚɖɌɢɱɫ, əɌɛɜɔɖɗɌɐ, ɘɱɝɢɑ 

Ɏɔɍɟɡɟ, ɍɌɓɌ ɐɌəɔɡ ɝɑɜɎɑɜɌ, ɘɱɝɢɑ ɛɟɍɗɱɖɌɢɱɲ Ɏ ɝɚɢɘɑɜɑɒɱ; 

ȷɱəɱɫ ({ }1 2, ,..., nl p p p=  ð ɢɑ ɛɚɝɗɱɐɚɎəɱɝɞɨ ɞɚɣɚɖ, ɥɚ ɟɞɎɚ-

ɜɪɪɞɨ ɘɌɜɤɜɟɞ, əɌɛɜɔɖɗɌɐ, ɞɜɌɯɖɞɚɜɱɫ ȭȻȷȬ, ɗɱəɱɫ ɠɜɚəɞɟ, 

ɘɌɜɤɜɟɞɔ ɐɚɝɞɌɎɖɔ; 

Ȼɚɗɱɏɚə (
2P RË ) ð ɓɌɘɖəɑəɌ ɚɍɗɌɝɞɨ, ɥɚ ɎɔɓəɌɣɌɯ Ɍɐɘɱəɱɝ-

ɞɜɌɞɔɎəɱ ɖɚɜɐɚəɔ, ɓɚəɔ ɎɱɐɛɚɎɱɐɌɗɨəɚɝɞɱ, ɘɑɒɱ ɘɱɝɞɌ, ɎɱɕɝɨɖɚɎɱ 

ɚɍõɯɖɞɔ. 

ȶɚɒɑə ɓ ɢɔɡ ɏɑɚɘɑɞɜɔɣəɔɡ ɛɜɔɘɱɞɔɎɱɎ ɝɟɛɜɚɎɚɐɒɟɯɞɨɝɫ 
ɌɞɜɔɍɟɞɌɘɔ ð ɝɑɘɌəɞɔɣəɔɘɔ ɎɗɌɝɞɔɎɚɝɞɫɘɔ, ɞɌɖɔɘɔ ɫɖ əɌɓɎɌ, 

ɞɔɛ, ɝɞɌɞɟɝ, ɐɌɞɌ ɝɞɎɚɜɑəəɫ. ȹɌɛɜɔɖɗɌɐ, ɛɚɗɱɏɚə ɘɚɒɑ ɘɌɞɔ 

Ɍɞɜɔɍɟɞɔ {type: "military_base ", name: "Object X ", status: "active "}. 
ɂɫ ɘɚɐɑɗɨ, ɎɱɐɚɘɌ ɫɖ ɘɚɐɑɗɨ Ɏɑɖɞɚɜəɔɡ ɐɌəɔɡ, ɗɑɒɔɞɨ Ɏ ɚɝəɚɎɱ 

OpenStreetMap, GeoJSON, Shapefile ɞɌ ɱəɤɔɡ ɝɞɌəɐɌɜɞɱɎ. ȮɚəɌ 

ɐɚɓɎɚɗɫɯ əɑ ɗɔɤɑ ɓɍɑɜɱɏɌɞɔ ɠɚɜɘɟ ɚɍõɯɖɞɌ, Ɍ ɕ ɎɔɖɚəɟɎɌɞɔ ɞɚ-
ɛɚɗɚɏɱɣəɱ ɚɛɑɜɌɢɱɲ: ɛɑɜɑɞɔə, ɚɍõɯɐəɌəəɫ, ɎɱɐɝɞɌəɨ ɘɱɒ 

ɚɍõɯɖɞɌɘɔ, ɥɚ ɯ ɖɜɔɞɔɣəɔɘ ɐɗɫ ɌəɌɗɱɓɟ ɓɎõɫɓɖɱɎ. 

Ȯɱɐɖɜɔɞɱ ɏɑɚɛɜɚɝɞɚɜɚɎɱ ɐɌəɱ, ɓɚɖɜɑɘɌ OpenStreetMap (OSM), 
ɘɌɪɞɨ ɐɎɱ ɖɗɪɣɚɎɱ ɛɑɜɑɎɌɏɔ: ɍɑɓɖɚɤɞɚɎəɱɝɞɨ ɞɌ Ɏɱɐɖɜɔɞɱɝɞɨ 

ɗɱɢɑəɓɱɲ (ODbL), ɥɚ ɐɚɓɎɚɗɫɯ Ɏɱɗɨəɚ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ, ɘɚɐɔɠɱ-

ɖɟɎɌɞɔ ɞɌ ɛɚɤɔɜɪɎɌɞɔ ɐɌəɱ. ɂɑ ɜɚɍɔɞɨ ɲɡ əɑɓɌɘɱəəɔɘɔ ɐɗɫ 
ɐɑɜɒɌɎəɔɡ ɟɝɞɌəɚɎ, əɌɟɖɚɎɔɡ ɐɚɝɗɱɐɒɑəɨ ɞɌ əɑɖɚɘɑɜɢɱɕəɔɡ 

OSINT -ɱəɱɢɱɌɞɔɎ. ȶɜɱɘ ɞɚɏɚ, OSM ɣɌɝɞɚ ɘɱɝɞɔɞɨ ɐɑɞɌɗɱɓɌɢɱɪ, 

ɫɖɚɲ əɑɘɌɯ Ɏ ɖɚɘɑɜɢɱɕəɔɡ ɖɌɜɞɌɡ: Ɏəɟɞɜɱɤəɱ ɐɚɜɚɏɔ, ɛɜɚɘɔɝɗɚ-
Ɏɱ ɚɍõɯɖɞɔ, ɎɱɕɝɨɖɚɎɱ ɝɛɚɜɟɐɔ ð ɓɌɎɐɫɖɔ ɜɚɍɚɞɱ ɘɱɝɢɑɎɔɡ ɘɌɛɑ-

ɜɱɎ. 
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Ȼɜɚɞɑ ɢɫ ɒ Ɏɱɐɖɜɔɞɱɝɞɨ ɯ ɐɒɑɜɑɗɚɘ ɝɔɝɞɑɘəɔɡ ɚɍɘɑɒɑəɨ. 
Ȼɚ-ɛɑɜɤɑ, ɫɖɱɝɞɨ ɐɌəɔɡ əɑɜɱɎəɚɘɱɜəɌ: ɟ ɘɱɝɞɌɡ Ɏɚəɔ ɘɚɒɟɞɨ 

ɍɟɞɔ əɌɐɓɎɔɣɌɕəɚ ɐɑɞɌɗɱɓɚɎɌəɔɘɔ, ɞɚɐɱ ɫɖ ɟ ɎɱɐɐɌɗɑəɔɡ ɜɑɏɱɚ-

əɌɡ ð Ɏɱɐɝɟɞəɱɘɔ. Ȼɚ-ɐɜɟɏɑ, Ɏɱɐɝɟɞəɱɝɞɨ ɢɑəɞɜɌɗɱɓɚɎɌəɚɏɚ ɖɚəɞ-
ɜɚɗɪ ɜɚɍɔɞɨ OSM ɎɜɌɓɗɔɎɔɘ ɐɚ ɎɌəɐɌɗɱɓɘɟ, ɛɚɘɔɗɚɖ, əɌɎɱɞɨ 

ɝɎɱɐɚɘɚɲ ɐɑɓɱəɠɚɜɘɌɢɱɲ (əɌɛɜɔɖɗɌɐ, ɐɚɐɌɎɌəəɫ əɑɱɝəɟɪɣɔɡ 

ɚɍõɯɖɞɱɎ). Ȼɚ-ɞɜɑɞɯ, Ɏɱɐɝɟɞəɱɝɞɨ ɱɝɞɚɜɔɣəɔɡ ɤɌɜɱɎ ɟ ɝɞɌəɐɌɜɞəɚ-
ɘɟ API ɟɝɖɗɌɐəɪɯ ɌəɌɗɱɓ ɓɘɱə ɟ ɣɌɝɱ (ɡɚɣɌ ɢɑ ɣɌɝɞɖɚɎɚ ɖɚɘɛɑə-

ɝɟɯɞɨɝɫ ɣɑɜɑɓ Overpass API ɞɌ OSMCha). 
ȹɌɎɛɌɖɔ, ɖɚɘɑɜɢɱɕəɱ ɐɒɑɜɑɗɌ (Google Maps, HERE, Maxar) 

ɓɌɍɑɓɛɑɣɟɪɞɨ Ɏɔɝɚɖɟ ɞɚɣəɱɝɞɨ, ɜɑɏɟɗɫɜəɑ ɚəɚɎɗɑəəɫ, ɱɝɞɚɜɔɣəɱ 

ɓəɱɘɖɔ, Ɍɗɑ ɓɌ ɟɘɚɎɔ ɛɗɌɞəɚɲ ɗɱɢɑəɓɱɲ ɞɌ ɚɍɘɑɒɑəɨ əɌ Ɏɔɖɚɜɔɝ-
ɞɌəəɫ. ȿ ɍɌɏɌɞɨɚɡ ɎɔɛɌɐɖɌɡ, ɚɝɚɍɗɔɎɚ Ɏ ɟɘɚɎɌɡ ɖɚəɠɗɱɖɞɟ, ɐɚɝ-

ɞɟɛ ɐɚ ɞɌɖɔɡ ɐɌəɔɡ ɘɚɒɑ ɍɟɞɔ ɚɍɘɑɒɑəɔɕ Ɍɍɚ ɢɑəɓɟɜɚɎɌəɔɕ. 

ȾɌɖɔɘ ɣɔəɚɘ, Ɏɱɐɖɜɔɞɱ ɏɑɚɐɌəɱ ɯ əɌɕɖɜɌɥɔɘ ɖɚɘɛɜɚɘɱɝɚɘ 
ɘɱɒ ɐɚɝɞɟɛəɱɝɞɪ ɞɌ ɖɚɜɔɝəɱɝɞɪ. Ȯɚəɔ əɑ ɓɌɎɒɐɔ əɌɐɌɪɞɨ ɘɌɖ-

ɝɔɘɌɗɨəɟ ɞɚɣəɱɝɞɨ, Ɍɗɑ ɓɌɍɑɓɛɑɣɟɪɞɨ əɑɓɌɗɑɒəɱɝɞɨ, ɛɜɚɓɚɜɱɝɞɨ ɱ 

ɏɜɚɘɌɐɝɨɖɟ ɎɌɗɱɐɌɢɱɪ ð ɢɱəəɚɝɞɱ, ɫɖɱ ɯ ɠɟəɐɌɘɑəɞɌɗɨəɔɘɔ ɐɗɫ 
ɑɞɔɣəɚɲ OSINT-ɌəɌɗɱɞɔɖɔ. ȿ ɛɚɯɐəɌəəɱ ɓ ɱəɤɔɘɔ ɐɒɑɜɑɗɌɘɔ 

(ɝɚɢɘɑɜɑɒɱ, ɝɟɛɟɞəɔɖɚɎɱ ɓəɱɘɖɔ, ɞɑɡəɱɣəɱ ɜɑɯɝɞɜɔ) Ɏɚəɔ ɟɞɎɚ-

ɜɪɪɞɨ ɏɑɚɛɜɚɝɞɚɜɚɎɔɕ ɖɌɜɖɌɝ, əɌ ɫɖɚɘɟ ɍɟɐɟɯɞɨɝɫ Ɏɝɫ ɜɑɤɞɌ 
ɌəɌɗɱɞɔɣəɚɲ ɘɚɐɑɗɱ. 

3. 5.2. OpenStreetMap ɫɖ ɖɗɪɣɚɎɑ ɐɒɑɜɑɗɚ OSINT 

Ƚɑɜɑɐ ɟɝɱɡ Ɏɱɐɖɜɔɞɔɡ ɏɑɚɛɜɚɝɞɚɜɚɎɔɡ ɐɒɑɜɑɗ 

OpenStreetMap (OSM) ɓɌɕɘɌɯ ɚɝɚɍɗɔɎɑ ɘɱɝɢɑ ɓɌɎɐɫɖɔ ɝɎɚɲɕ ɛɚ-

Ɏəɱɕ Ɏɱɐɖɜɔɞɚɝɞɱ, ɝɛɱɗɨəɚɞəɚɘɟ ɡɌɜɌɖɞɑɜɟ ɞɌ ɏɗɔɍɚɖɱɕ ɝɑɘɌəɞɔ-
ɣəɱɕ ɝɞɜɟɖɞɟɜɱ. ȹɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɖɚɘɑɜɢɱɕəɔɡ ɖɌɜɞɚɏɜɌɠɱɣəɔɡ 

ɝɑɜɎɱɝɱɎ, OSM əɌɐɌɯ əɑ ɗɔɤɑ ɎɱɓɟɌɗɨəɟ ɖɌɜɞɟ, Ɍ ɕ ɛɚɎəɔɕ ɏɜɌɠ 

ɱəɠɜɌɝɞɜɟɖɞɟɜəɔɡ ɚɍõɯɖɞɱɎ, ɫɖɔɕ ɘɚɒɑ ɍɟɞɔ ɎɔɖɚɜɔɝɞɌəɔɕ ɐɗɫ 
ɜɑɖɚəɝɞɜɟɖɢɱɲ ɠɱɓɔɣəɚɏɚ ɝɑɜɑɐɚɎɔɥɌ, ɌəɌɗɱɓɟ ɗɚɏɱɝɞɔɖɔ, ɘɚəɱ-

ɞɚɜɔəɏɟ ɓɘɱə ɟ ɘɱɝɨɖɚɘɟ ɛɜɚɝɞɚɜɱ ɞɌ ɎɑɜɔɠɱɖɌɢɱɲ ɏɑɚɗɚɖɌɢɱɕəɔɡ 

ɐɌəɔɡ ɓ ɱəɤɔɡ ɐɒɑɜɑɗ. ȿ ɖɚəɞɑɖɝɞɱ OSINT OSM ɛɑɜɑɞɎɚɜɪɯɞɨɝɫ 
ɓ ɛɌɝɔɎəɚɏɚ ɠɚəɟ əɌ ɌɖɞɔɎəɔɕ ɖɚɘɛɚəɑəɞ ɝɑɘɌəɞɔɣəɚɲ ɘɑɜɑɒɱ, 

ɐɑ ɖɚɒɑə ɚɍõɯɖɞ ð ɍɟɐɱɎɗɫ, ɐɚɜɚɏɌ, ɑɗɑɖɞɜɚɛɱɐɝɞɌəɢɱɫ ð ɝɞɌɯ Ɏɟɓ-

ɗɚɘ ɱɓ ɎɗɌɝɞɔɎɚɝɞɫɘɔ, ɫɖɔɕ ɘɚɒɑ ɍɟɞɔ ɛɚɎõɫɓɌəɔɕ ɓ ɛɚɐɱɫɘɔ, 
ɌɖɞɚɜɌɘɔ, ɞɑɡəɱɣəɔɘɔ ɌɜɞɑɠɌɖɞɌɘɔ. 
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ȬɜɡɱɞɑɖɞɟɜɌ OSM ɍɌɓɟɯɞɨɝɫ əɌ ɞɜɨɚɡ ɚɝəɚɎəɔɡ ɛɜɔɘɱɞɔɎɌɡ, 

ɫɖɱ ɟɞɎɚɜɪɪɞɨ ɛɗɌəɌɜəɔɕ ɏɜɌɠ ( ), ,G V E R= , ɐɑ V ð ɘəɚɒɔəɌ 

əɚɐ (ɞɚɣɚɖ), E ð ɘəɚɒɔəɌ ɤɗɫɡɱɎ (ɗɱəɱɕ Ɍɍɚ ɛɚɗɱɏɚəɱɎ), R ð ɘəɚ-

ɒɔəɌ Ɏɱɐəɚɝɔə (ɝɖɗɌɐəɔɡ ɝɞɜɟɖɞɟɜ). 

ȹɚɐɌ (node) ɯ əɌɕɛɜɚɝɞɱɤɔɘ ɑɗɑɘɑəɞɚɘ ð ɢɑ ɞɚɣɖɌ ɓ ɏɑɚɏ-
ɜɌɠɱɣəɔɘɔ ɖɚɚɜɐɔəɌɞɌɘɔ(lat,lon). ȮɚəɌ ɘɚɒɑ ɛɜɑɐɝɞɌɎɗɫɞɔ 

ɚɖɜɑɘɔɕ ɚɍõɯɖɞ (əɌɛɜɔɖɗɌɐ, ɛɚɤɞɚɎɟ ɝɖɜɔəɨɖɟ, ɐɑɜɑɎɚ) Ɍɍɚ ɍɟ-

ɞɔ ɣɌɝɞɔəɚɪ ɍɱɗɨɤ ɝɖɗɌɐəɚɲ ɝɞɜɟɖɞɟɜɔ. 
Ʉɗɫɡ (way) ð ɢɑ ɟɛɚɜɫɐɖɚɎɌəɔɕ ɝɛɔɝɚɖ əɚɐ, ɫɖɔɕ ɟɞɎɚɜɪɯ 

ɗɱəɱɪ (ɐɚɜɚɏɌ, ɜɱɣɖɌ) Ɍɍɚ ɓɌɘɖəɑəɔɕ ɛɚɗɱɏɚə (ɍɟɐɱɎɗɫ, ɛɌɜɖ). 

ɋɖɥɚ ɛɑɜɤɌ ɞɌ ɚɝɞɌəəɫ əɚɐɔ ɝɛɱɎɛɌɐɌɪɞɨ, ɤɗɫɡ ɱəɞɑɜɛɜɑɞɟ-
ɯɞɨɝɫ ɫɖ ɛɚɗɱɏɚə. 

Ȯɱɐəɚɤɑəəɫ (relation) ð ɢɑ əɌɍɱɜ ɚɍõɯɖɞɱɎ (əɚɐ, ɤɗɫɡɱɎ, ɱə-

ɤɔɡ Ɏɱɐəɚɝɔə), ɛɚɎõɫɓɌəɔɡ ɘɱɒ ɝɚɍɚɪ ɣɑɜɑɓ ɜɚɗɱ. ȹɌɛɜɔɖɗɌɐ, 
ɘɌɜɤɜɟɞ ɌɎɞɚɍɟɝɌ ɘɚɒɑ ɍɟɞɔ ɛɜɑɐɝɞɌɎɗɑəɔɕ ɫɖ Ɏɱɐəɚɤɑəəɫ, ɐɑ 

ɤɗɫɡɔ ð ɢɑ ɐɱɗɫəɖɔ ɘɌɜɤɜɟɞɟ, Ɍ əɚɐɔ ð ɓɟɛɔəɖɔ, ɖɚɒəɌ ɓ ɫɖɔɡ 

ɘɌɯ ɜɚɗɨ stop. 
ȶɚɒɑə ɱɓ ɢɔɡ ɛɜɔɘɱɞɔɎɱɎ ɘɚɒɑ ɍɟɞɔ ɐɚɛɚɎəɑəɔɕ ɞɑɏɌɘɔ ð 

ɛɌɜɌɘɔ çɖɗɪɣðɓəɌɣɑəəɫè (key=value), ɫɖɱ əɌɐɌɪɞɨ ɝɑɘɌəɞɔɣəɔɕ 

ɓɘɱɝɞ. ȹɌɛɜɔɖɗɌɐ, ɞɑɏ building=hospital ɎɖɌɓɟɯ, ɥɚ ɛɚɗɱɏɚə ɯ 
ɗɱɖɌɜəɑɪ, Ɍ power=substation ð ɥɚ əɚɐɌ Ɍɍɚ ɛɚɗɱɏɚə ɯ ɑɗɑɖɞɜɚ-

ɛɱɐɝɞɌəɢɱɯɪ. ɂɫ ɝɔɝɞɑɘɌ ɞɑɏɱɎ ɯ Ɏɱɐɖɜɔɞɚɪ ɚəɞɚɗɚɏɱɯɪ, ɫɖɌ ɛɚɝ-
ɞɱɕəɚ ɜɚɓɤɔɜɪɯɞɨɝɫ ɝɛɱɗɨəɚɞɚɪ. 

ȰɌəɱ OSM ɓɍɑɜɱɏɌɪɞɨɝɫ Ɏ ɐɎɚɡ ɚɝəɚɎəɔɡ ɠɚɜɘɌɞɌɡ: XML 

(ɚɠɱɢɱɕəɔɕ ɠɚɜɘɌɞ ɑɖɝɛɚɜɞɟ) ɞɌ JSON (ɣɌɝɞɱɤɑ ɎɔɖɚɜɔɝɞɚɎɟ-
ɯɞɨɝɫ Ɏ API). ȿ XML-ɘɚɐɑɗɱ ɖɚɒɑə ɛɜɔɘɱɞɔɎ ɘɌɯ ɟəɱɖɌɗɨəɔɕ ɱɐɑ-

əɞɔɠɱɖɌɞɚɜ (id), Ɏɑɜɝɱɪ (version), ɣɌɝ ɚɝɞɌəəɨɚɲ ɓɘɱəɔ 

(timestamp), ɱɐɑəɞɔɠɱɖɌɞɚɜ ɌɎɞɚɜɌ (uid), Ɍ ɞɌɖɚɒ ɝɛɔɝɚɖ ɞɑɏɱɎ ɟ 
Ɏɔɏɗɫɐɱ ɑɗɑɘɑəɞɱɎ <tag k="... " v="... "/>.  

ȹɌɛɜɔɖɗɌɐ, ɠɜɌɏɘɑəɞ XML ɐɗɫ ɑɗɑɖɞɜɚɛɱɐɝɞɌəɢɱɲ ɘɚɒɑ Ɏɔ-

ɏɗɫɐɌɞɔ ɞɌɖ: 
<node  id= "123456789 " lat= "50.4501 " lon= "30.5234 "> 

  <tag  k= "power " v="substation "/>  

  <tag  k= "name " v="ȻɱɐɝɞɌəɢɱɫ ʈ5"/>  
</node>  

ȽɑɘɌəɞɔɖɌ ɞɑɏɱɎ ɎɔɓəɌɣɌɯɞɨɝɫ ɝɛɱɗɨəɚɞəɔɘɔ ɟɏɚɐɌɘɔ, ɓɌ-

ɠɱɖɝɚɎɌəɔɘɔ ɟ Ɏɱɖɱ OSM. ȶɗɪɣɱ ɚɜɏɌəɱɓɚɎɌəɱ ɱɯɜɌɜɡɱɣəɚ: 
power=*, mili ta ry=*, landuse=*, building=* ɞɚɥɚ. ȳəɌɣɑəəɫ ɘɚ-

ɒɟɞɨ ɍɟɞɔ ɖɚəɞɜɚɗɨɚɎɌəɔɘɔ (əɌɛɜɔɖɗɌɐ, power=substation, 

power=plant) Ɍɍɚ Ɏɱɗɨəɔɘɔ (əɌɛɜɔɖɗɌɐ, name=...). ɂɫ ɏəɟɣɖɱɝɞɨ 
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ɐɚɓɎɚɗɫɯ ɘɚɐɑɗɪɎɌɞɔ əɌɐɓɎɔɣɌɕəɚ ɜɱɓəɚɘɌəɱɞəɱ ɚɍõɯɖɞɔ, Ɏɱɐ 
ɎɱɕɝɨɖɚɎɔɡ ɍɌɓ ɐɚ Ɏɑɗɚɝɔɛɑɐəɔɡ ɐɚɜɱɒɚɖ. 

ȳ ɞɚɣɖɔ ɓɚɜɟ OSINT, əɌɕɢɱəəɱɤɔɘɔ ɯ ɞɑɏɔ, ɥɚ ɚɛɔɝɟɪɞɨ 

ɖɜɔɞɔɣəɟ ɱəɠɜɌɝɞɜɟɖɞɟɜɟ: 
power=substation, power=plant, power=line ð ɑəɑɜɏɑɞɔɖɌ; 

military=airfield, mili tary=barracks, mili tary=naval_base ð 

ɎɱɕɝɨɖɚɎɱ ɚɍõɯɖɞɔ; 
highway=motorway, rai lway=station ð ɞɜɌəɝɛɚɜɞ; 

amenity=hospital, emergency=fire_station ð ɝɚɢɱɌɗɨəɌ ɱəɠɜɌ-
ɝɞɜɟɖɞɟɜɌ. 

ɂɱ ɞɑɏɔ ɐɚɓɎɚɗɫɪɞɨ ɌɎɞɚɘɌɞɔɣəɚ ɎɔɐɚɍɟɎɌɞɔ ɚɍõɯɖɞɔ ɛɑɎəɚ-

ɏɚ ɞɔɛɟ ɐɗɫ ɛɚɐɌɗɨɤɚɏɚ ɌəɌɗɱɓɟ. 
Ȱɗɫ ɛɜɌɖɞɔɣəɚɏɚ ɎɔɖɚɜɔɝɞɌəəɫ OSM-ɐɌəɔɡ ɱɝəɟɪɞɨ ɖɱɗɨɖɌ 

ɛɗɌɞɠɚɜɘ ɐɚɝɞɟɛɟ, ɖɚɒəɌ ɓ ɫɖɔɡ ɚɜɱɯəɞɚɎɌəɌ əɌ ɛɑɎəɔɕ ɝɢɑəɌ-

ɜɱɕ. 
Overpass API ɯ əɌɕɛɚɞɟɒəɱɤɔɘ ɱəɝɞɜɟɘɑəɞɚɘ ɐɗɫ Ɏɔɍɱɜɖɚ-

Ɏɚɏɚ ɓɌɛɔɞɟ. Ȯɱə ɎɔɖɚɜɔɝɞɚɎɟɯ ɝɛɑɢɱɌɗɱɓɚɎɌəɟ ɘɚɎɟ ɓɌɛɔɞɱɎ 

Overpass QL, ɫɖɌ ɐɚɓɎɚɗɫɯ ɠɱɗɨɞɜɟɎɌɞɔ ɐɌəɱ ɓɌ ɞɑɏɌɘɔ, ɏɑɚɓɚ-
əɌɘɔ, ɣɌɝɚɘ ɚəɚɎɗɑəəɫ. ȹɌɛɜɔɖɗɌɐ, ɓɌɛɔɞ: 

 [out:json];  

area[ "name "="ȶɔɲɎ"]->.searchArea;  
( 

  node[ "power "="substation "](area.searchArea);  

  way[ "power "="line "](area.searchArea);  
); 

out  body;  

>; 
out  skel  qt;  

 
ɛɚɎɑɜɞɌɯ Ɏɝɱ ɛɱɐɝɞɌəɢɱɲ ɞɌ ɗɱəɱɲ ɑɗɑɖɞɜɚɛɑɜɑɐɌɣ ɟ ȶɔɯɎɱ. 

Overpass API ɱɐɑɌɗɨəɚ ɛɱɐɡɚɐɔɞɨ ɐɗɫ OSINT-ɓɌɎɐɌəɨ, ɐɑ ɛɚɞɜɱɍ-

əɚ ɚɞɜɔɘɌɞɔ ɗɔɤɑ ɜɑɗɑɎɌəɞəɱ ɚɍõɯɖɞɔ, Ɍ əɑ Ɏɑɝɨ ɜɑɏɱɚə. 
OSMnx ð ɢɑ ɍɱɍɗɱɚɞɑɖɌ Python, ɛɜɔɓəɌɣɑəɌ ɐɗɫ ɌəɌɗɱɓɟ ɞɜɌ-

əɝɛɚɜɞəɔɡ ɘɑɜɑɒ, Ɍɗɑ ɞɌɖɚɒ ɛɱɐɞɜɔɘɟɯ ɓɌɏɌɗɨəɔɕ ɐɚɝɞɟɛ ɐɚ 

OSM. ȮɚəɌ ɌɎɞɚɘɌɞɔɣəɚ ɓɌɎɌəɞɌɒɟɯ ɐɌəɱ ɣɑɜɑɓ Overpass API, 
ɛɑɜɑɞɎɚɜɪɯ ɲɡ əɌ ɏɜɌɠ NetworkX Ɍɍɚ GeoDataFrame, ɥɚ ɐɚɓɎɚ-

ɗɫɯ ɛɜɚɎɚɐɔɞɔ ɞɚɛɚɗɚɏɱɣəɔɕ ɌəɌɗɱɓ, ɜɚɓɜɌɡɚɎɟɎɌɞɔ əɌɕɖɚɜɚɞɤɱ 

ɤɗɫɡɔ, ɎɔɫɎɗɫɞɔ ɖɜɔɞɔɣəɱ Ɏɟɓɗɔ. 
Geofabrik ɞɌ BBBike əɌɐɌɪɞɨ ɛɚɎəɱ ɑɖɝɛɚɜɞɔ ɜɑɏɱɚəɱɎ ɟ ɠɚ-

ɜɘɌɞɱ .osm.pbf ð ɝɞɔɝəɟɞɚɘɟ ɐɎɱɕɖɚɎɚɘɟ ɠɚɜɘɌɞɱ, ɚɛɞɔɘɱɓɚɎɌ-
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əɚɘɟ ɐɗɫ ɓɍɑɜɱɏɌəəɫ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɐɌəɔɡ. ɂɱ ɠɌɕɗɔ Ɏɔɖɚɜɔɝ-
ɞɚɎɟɪɞɨɝɫ, ɖɚɗɔ ɛɚɞɜɱɍɑə ɛɚɎəɔɕ ɐɟɍɗɨ OSM ɐɗɫ ɛɑɎəɚɲ ɞɑɜɔ-

ɞɚɜɱɲ (əɌɛɜɔɖɗɌɐ, Ɏɝɫ ȿɖɜɌɲəɌ), ɥɚ ɖɚɜɔɝəɚ ɐɗɫ ɘɌɝɤɞɌɍɚɎɌəɔɡ 

ɛɜɚɑɖɞɱɎ Ɍɍɚ ɚɠɗɌɕə-ɌəɌɗɱɓɟ. 
ȼɌɓɚɘ ɢɱ ɱəɝɞɜɟɘɑəɞɔ ɟɞɎɚɜɪɪɞɨ ɛɚɎəɚɢɱəəɔɕ ɝɞɑɖ ɐɗɫ ɜɚ-

ɍɚɞɔ ɓ OSM ɟ OSINT: Ɏɱɐ ɞɚɣɖɚɎɚɏɚ ɓɌɛɔɞɟ ɣɑɜɑɓ Overpass API 

ɐɚ ɘɌɝɚɎɚɏɚ ɌəɌɗɱɓɟ ɣɑɜɑɓ OSMnx ɱ Geofabrik. ȽɌɘɑ ɓɌɎɐɫɖɔ ɢɱɕ 
ɑɖɚɝɔɝɞɑɘɱ OpenStreetMap ɛɑɜɑɝɞɌɯ ɍɟɞɔ ɛɜɚɝɞɚ ɖɌɜɞɚɪ ɕ ɛɑ-

ɜɑɞɎɚɜɪɯɞɨɝɫ əɌ ɐɔəɌɘɱɣəɟ, ɝɑɘɌəɞɔɣəɚ ɓɍɌɏɌɣɑəɟ ɘɚɐɑɗɨ ɜɑɌ-
ɗɨəɚɏɚ ɝɎɱɞɟ, ɛɜɔɐɌɞəɟ ɐɗɫ ɱəɞɑɏɜɌɢɱɲ Ɏ ɏɜɌɠ ɓəɌəɨ, ɛɚɍɟɐɚɎɔ 

ɝɢɑəɌɜɱɲɎ, ɛɜɚɏəɚɓɟɎɌəəɫ əɌɝɗɱɐɖɱɎ ɛɚɐɱɕ. 

3. 5.3. ȸɑɞɚɐɔ ɑɖɝɞɜɌɏɟɎɌəəɫ ɚɍõɯɖɞɱɎ ɱɓ OSM 

ȱɠɑɖɞɔɎəɑ ɎɔɖɚɜɔɝɞɌəəɫ OpenStreetMap ɟ ɜɌɘɖɌɡ OSINT-

ɌəɌɗɱɞɔɖɔ ɛɑɜɑɐɍɌɣɌɯ əɑ ɛɜɚɝɞɚ ɎɱɓɟɌɗɨəɑ ɝɛɚɝɞɑɜɑɒɑəəɫ, Ɍ 
ɝɔɝɞɑɘɌɞɔɣəɑ ɎɔɐɚɍɟɎɌəəɫ ɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɚɍõɯɖɞɱɎ ɱɓ ɓɌɏɌɗɨ-

əɚɏɚ ɘɌɝɔɎɟ ɏɑɚɛɜɚɝɞɚɜɚɎɔɡ ɐɌəɔɡ. ɂɑɕ ɛɜɚɢɑɝ, Ɏɱɐɚɘɔɕ ɫɖ 

ɑɖɝɞɜɌɏɟɎɌəəɫ, ɯ ɛɑɜɑɡɱɐəɚɪ ɗɌəɖɚɪ ɘɱɒ ɝɔɜɔɘ OSM-
ɐɌɞɌɝɑɞɚɘ ɱ ɌəɌɗɱɞɔɣəɚ ɛɜɔɐɌɞəɚɪ ɠɚɜɘɚɪ ð ɍɟɐɨ ɞɚ ɞɌɍɗɔɢɫ, 

ɏɜɌɠ Ɍɍɚ JSON-ɚɍõɯɖɞ. Ȯɱə ɍɌɓɟɯɞɨɝɫ əɌ ɞɜɨɚɡ ɎɓɌɯɘɚɛɚɎõɫɓɌəɔɡ 

ɑɞɌɛɌɡ: ɠɚɜɘɟɗɪɎɌəəɱ ɝɑɘɌəɞɔɣəɚ ɞɚɣəɚɏɚ ɓɌɛɔɞɟ, ɌɎɞɚɘɌɞɔ-
ɓɚɎɌəɚɘɟ ɓɌɎɌəɞɌɒɑəəɱ ɐɌəɔɡ ɞɌ ɞɜɌəɝɠɚɜɘɌɢɱɲ ɟ ɝɞɌəɐɌɜɞəɱ 

ɠɚɜɘɌɞɔ, ɛɜɔɐɌɞəɱ ɐɗɫ ɛɚɐɌɗɨɤɚɲ ɚɍɜɚɍɖɔ Ɏ Big Data-
ɱəɠɜɌɝɞɜɟɖɞɟɜɱ. 

ȺɝəɚɎɚɪ ɢɱɗɑɝɛɜɫɘɚɎɌəɚɏɚ ɑɖɝɞɜɌɏɟɎɌəəɫ ɯ Overpass QL ð 

ɐɑɖɗɌɜɌɞɔɎəɌ ɘɚɎɌ ɓɌɛɔɞɱɎ, ɜɚɓɜɚɍɗɑəɌ ɝɛɑɢɱɌɗɨəɚ ɐɗɫ ɠɱɗɨɞ-
ɜɌɢɱɲ ɐɌəɔɡ OpenStreetMap. ȹɌ Ɏɱɐɘɱəɟ Ɏɱɐ SQL, Overpass QL 

ɚɛɑɜɟɯ ɛɚəɫɞɞɫɘɔ ɏɑɚɛɜɚɝɞɚɜɚɎɚɲ ɞɚɛɚɗɚɏɱɲ ɞɌ ɝɑɘɌəɞɔɣəɔɡ 

ɞɑɏɱɎ. ȳɌɛɔɞ ɠɚɜɘɟɯɞɨɝɫ ɫɖ ɛɚɝɗɱɐɚɎəɱɝɞɨ ɚɛɑɜɌɞɚɜɱɎ, ɖɚɒɑə ɓ 

ɫɖɔɡ ɎɔɓəɌɣɌɯ ɛɱɐɘəɚɒɔəɟ ɛɜɔɘɱɞɔɎɱɎ P GÌ , ɐɑ ( ), ,G V E R= ð 

ɛɚɎəɔɕ ɏɜɌɠ OSM. 
ȶɗɪɣɚɎɔɘ ɘɑɡɌəɱɓɘɚɘ ɯ ɠɱɗɨɞɜɌɢɱɫ ɓɌ ɞɑɏɌɘɔ. ȹɌɛɜɔɖɗɌɐ, 

ɎɔɜɌɓ Ɏɔɐɱɗɫɯ Ɏɝɱ əɚɐɔ, ɥɚ ɘɌɪɞɨ ɞɑɏ power=substation. ȬəɌɗɚ-

ɏɱɣəɚ, 
way[ "building "="hospital "]; 

ɛɚɎɑɜɞɌɯ Ɏɝɱ ɛɚɗɱɏɚəɔ, ɥɚ ɛɜɑɐɝɞɌɎɗɫɪɞɨ ɗɱɖɌɜəɱ. 
Ȱɗɫ ɚɍɘɑɒɑəəɫ ɛɜɚɝɞɚɜɟ ɛɚɤɟɖɟ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɏɑɚɓɚ-

əɔ. ȹɌɕɣɌɝɞɱɤɑ ð ɣɑɜɑɓ ɎɔɓəɌɣɑəəɫ ɌɐɘɱəɱɝɞɜɌɞɔɎəɚɲ ɚɐɔəɔɢɱ: 

area[ "name "="ȷɨɎɱɎ"]["admin_level "="8"]->.city;  
( 
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  node[ "mili tary "="barracks "](area.city);  
  way[ "landuse "="industrial "](area.city);  

); 

ɂɑɕ ɓɌɛɔɞ ɎɔɐɚɍɟɎɌɯ ɎɱɕɝɨɖɚɎɱ ɖɌɓɌɜɘɔ ɞɌ ɛɜɚɘɓɚəɔ ɗɔɤɑ 
Ɏ ɘɑɒɌɡ ɘɱɝɞɌ ȷɨɎɱɎ. ȬɗɨɞɑɜəɌɞɔɎəɚ ɘɚɒəɌ ɓɌɐɌɞɔ bounding 

box ɟ ɠɚɜɘɌɞɱ (south, west, north, east), ɥɚ ɖɚɜɔɝəɚ ɐɗɫ əɑɞɔ-

ɛɚɎɔɡ ɜɑɏɱɚəɱɎ. 
ȽɔəɞɌɖɝɔɝ Overpass QL ɞɌɖɚɒ ɛɱɐɞɜɔɘɟɯ ɜɑɖɟɜɝɔɎəɱ ɚɛɑ-

ɜɌɢɱɲ: >, <, >>, << ð ɐɗɫ ɚɞɜɔɘɌəəɫ Ɏɝɱɡ ɓɌɗɑɒəɔɡ ɛɜɔɘɱɞɔɎɱɎ 
(əɌɛɜɔɖɗɌɐ, əɚɐ, ɥɚ ɝɖɗɌɐɌɪɞɨ ɤɗɫɡ). ɂɑ ɖɜɔɞɔɣəɚ ɎɌɒɗɔɎɚ 

ɐɗɫ ɛɚɎəɚɏɚ ɚɛɔɝɟ ɝɖɗɌɐəɔɡ ɚɍõɯɖɞɱɎ, ɞɌɖɔɡ ɫɖ ɞɜɌəɝɛɚɜɞəɱ ɘɑ-

ɜɑɒɱ ɣɔ ɎɱɕɝɨɖɚɎɱ ɍɌɓɔ. 
Ȼɱɝɗɫ ɠɚɜɘɟɗɪɎɌəəɫ ɓɌɛɔɞɟ əɌɝɞɟɛəɔɘ ɑɞɌɛɚɘ ɯ ɕɚɏɚ ɌɎ-

ɞɚɘɌɞɔɓɚɎɌəɑ ɎɔɖɚəɌəəɫ. ȿ ɝɑɜɑɐɚɎɔɥɱ Python ɢɑ ɜɑɌɗɱɓɟɯɞɨɝɫ 

ɣɑɜɑɓ ɖɱɗɨɖɌ ɛɱɐɡɚɐɱɎ. ȹɌɕɛɜɚɝɞɱɤɔɕ ð ɢɑ ɎɔɖɚɜɔɝɞɌəəɫ ɍɱɍɗɱɚ-
ɞɑɖɔ requests ɐɗɫ ɛɜɫɘɚɏɚ HTTP-ɓɌɛɔɞɟ ɐɚ Overpass API: 

import  requests  

query  = "[out:json];  node['power'='su bstation'](50.4,30.5,50.5,3
0.6);  out; " 

response  = requests.post( "https://overpass -

api.de/api/interpreter ", data=query)  
data  = response.json()  

ɂɑɕ ɛɱɐɡɱɐ ɐɌɯ ɛɚɎəɔɕ ɖɚəɞɜɚɗɨ əɌɐ ɓɌɛɔɞɚɘ, Ɍɗɑ ɎɔɘɌɏɌɯ 

ɜɟɣəɚɲ ɚɍɜɚɍɖɔ ɎɱɐɛɚɎɱɐɱ. 
ȭɱɗɨɤ ɎɔɝɚɖɚɜɱɎəɑɎɔɘ ɱəɝɞɜɟɘɑəɞɚɘ ɯ OSMnx ð ɝɛɑɢɱɌɗɱɓɚ-

ɎɌəɌ ɍɱɍɗɱɚɞɑɖɌ ɐɗɫ ɜɚɍɚɞɔ ɓ OSM. ȮɚəɌ ɌɍɝɞɜɌɏɟɯ ɐɑɞɌɗɱ 

Overpass QL, əɌɐɌɪɣɔ ɱəɞɟɲɞɔɎəɱ ɠɟəɖɢɱɲ: 
import  osmnx  as ox 

gdf = ox.geometries_from_place( "ȶɔɲɎ, ȿɖɜɌɲəɌ", tags={ "power "
: "substation "}) 

ȼɑɓɟɗɨɞɌɞ ɛɚɎɑɜɞɌɯɞɨɝɫ ɟ ɠɚɜɘɌɞɱ GeoDataFrame ð ɜɚɓɤɔ-

ɜɑəəɫ pandas DataFrame, ɥɚ ɘɱɝɞɔɞɨ ɏɑɚɘɑɞɜɱɪ ɖɚɒəɚɏɚ 
ɚɍõɯɖɞɌ. ɂɑ ɐɚɓɎɚɗɫɯ ɎɱɐɜɌɓɟ ɓɌɝɞɚɝɚɎɟɎɌɞɔ ɛɜɚɝɞɚɜɚɎɱ ɚɛɑɜɌɢɱɲ: 

ɍɟɠɑɜɔɓɌɢɱɪ, ɛɑɜɑɞɔə, ɎɱɐɝɞɌəɨ. 

Ȱɗɫ ɝɖɗɌɐəɔɡ pipelineõɱɎ, ɐɑ ɛɚɞɜɱɍəɌ ɱəɞɑɏɜɌɢɱɫ ɓ ɱəɤɔɘɔ 
ɝɔɝɞɑɘɌɘɔ (əɌɛɜɔɖɗɌɐ, Elasticsearch Ɍɍɚ Neo4j), ɣɌɝɞɚ Ɏɔɖɚɜɔɝ-

ɞɚɎɟɯɞɨɝɫ ɖɚɘɍɱəɌɢɱɫ requests ɐɗɫ ɓɌɎɌəɞɌɒɑəəɫ ɞɌ geopandas 

ɐɗɫ əɚɜɘɌɗɱɓɌɢɱɲ ɏɑɚɘɑɞɜɱɲ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɏəɟɣɖɱɝɞɨ ɱ ɘɌɝɤɞɌɍɚ-
ɎɌəɱɝɞɨ. 
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ȺɝɞɌəəɱɘ, Ɍɗɑ ɖɗɪɣɚɎɔɘ ɑɞɌɛɚɘ ɯ ɞɜɌəɝɠɚɜɘɌɢɱɫ ɑɖɝɞɜɌ-
ɏɚɎɌəɔɡ ɐɌəɔɡ ɟ ɠɚɜɘɌɞɔ, ɝɟɘɱɝəɱ ɓ ɌəɌɗɱɞɔɣəɔɘɔ ɱəɝɞɜɟɘɑə-

ɞɌɘɔ. 

ȹɌɕɛɜɚɝɞɱɤɔɘ Ɏɔɡɚɐɚɘ ɯ CSV ð ɞɌɍɗɔɢɫ, ɐɑ ɖɚɒɑə ɜɫɐɚɖ 
ɎɱɐɛɚɎɱɐɌɯ ɚɐəɚɘɟ ɚɍõɯɖɞɟ, Ɍ ɝɞɚɎɛɢɱ ɘɱɝɞɫɞɨ ɕɚɏɚ ɎɗɌɝɞɔɎɚɝɞɱ: 

id, lat, lon, name, type, tags. ȾɌɖɔɕ ɠɚɜɘɌɞ ɱɐɑɌɗɨəɚ ɛɱɐɡɚɐɔɞɨ 

ɐɗɫ ɱɘɛɚɜɞɟ Ɏ MongoDB, Elasticsearch Ɍɍɚ ɐɗɫ ɛɑɜɎɔəəɚɏɚ ɌəɌ-
ɗɱɓɟ Ɏ pandas. 

Ȱɗɫ ɛɚɍɟɐɚɎɔ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ ɐɌəɱ ɛɑɜɑɞɎɚɜɪɪɞɨɝɫ ɟ 
ɏɜɌɠɚɎɱ ɠɚɜɘɌɞɔ, ɓɚɖɜɑɘɌ GEXF (Graph Exchange XML Format). 

ȿ ɢɨɚɘɟ ɎɔɛɌɐɖɟ ɖɚɒɑə OSM-ɚɍõɯɖɞ ɝɞɌɯ Ɏɟɓɗɚɘ, Ɍ ɓɎõɫɓɖɔ (əɌ-

ɛɜɔɖɗɌɐ, çɜɚɓɞɌɤɚɎɌəɔɕ ɟè, çəɌɗɑɒɔɞɨ ɐɚ ɱəɠɜɌɝɞɜɟɖɞɟɜɔè) ð 
ɜɑɍɜɌɘɔ. ɂɑ ɐɚɓɎɚɗɫɯ ɱɘɛɚɜɞɟɎɌɞɔ ɐɌəɱ Ɏ Gephi Ɍɍɚ Neo4j ɐɗɫ 

ɛɚɐɌɗɨɤɚɏɚ ɌəɌɗɱɓɟ ɢɑəɞɜɌɗɨəɚɝɞɱ, ɖɗɌɝɞɑɜɔɓɌɢɱɲ, ɤɗɫɡɱɎ. 

ȹɌɜɑɤɞɱ, JSON (ɣɌɝɞɱɤɑ GeoJSON) ɯ ɟəɱɎɑɜɝɌɗɨəɔɘ ɠɚɜɘɌ-
ɞɚɘ ɐɗɫ Ɏɑɍ-ɐɚɐɌɞɖɱɎ ɞɌ API. Ȯɱə ɓɍɑɜɱɏɌɯ ɫɖ ɏɑɚɘɑɞɜɱɪ (Point, 

Polygon), ɞɌɖ ɱ ɎɗɌɝɞɔɎɚɝɞɱ (properties), ɥɚ ɜɚɍɔɞɨ ɕɚɏɚ ɱɐɑɌɗɨ-

əɔɘ ɐɗɫ ɱəɞɑɏɜɌɢɱɲ ɓ ɖɌɜɞɚɏɜɌɠɱɣəɔɘɔ ɍɱɍɗɱɚɞɑɖɌɘɔ (Leaflet, 
MapLibre) Ɍɍɚ ɐɗɫ ɛɑɜɑɐɌɣɱ Ɏ LLM-ɝɔɝɞɑɘɔ, ɫɖɱ ɌəɌɗɱɓɟɪɞɨ ɛɜɚ-

ɝɞɚɜɚɎɱ ɓɎõɫɓɖɔ. 

ȾɌɖɔɘ ɣɔəɚɘ, ɘɑɞɚɐɔ ɑɖɝɞɜɌɏɟɎɌəəɫ ɓ OSM ɟɞɎɚɜɪɪɞɨ ɓɌ-
ɘɖəɟɞɔɕ ɌəɌɗɱɞɔɣəɔɕ ɢɔɖɗ: Ɏɱɐ ɝɑɘɌəɞɔɣəɚɏɚ ɓɌɛɔɞɟ ð ɣɑɜɑɓ 

ɌɎɞɚɘɌɞɔɓɚɎɌəɑ ɓɌɎɌəɞɌɒɑəəɫ ð ɐɚ ɝɞɜɟɖɞɟɜɚɎɌəɚɏɚ ɎɔɎɚɐɟ. 

ȽɌɘɑ ɢɑɕ ɢɔɖɗ ɛɑɜɑɞɎɚɜɪɯ OpenStreetMap ɱɓ ɛɌɝɔɎəɚɲ ɖɌɜɞɔ əɌ 
ɌɖɞɔɎəɔɕ ɖɚɘɛɚəɑəɞ ɱəɞɑɗɑɖɞɟɌɗɨəɚɲ ɱəɠɜɌɝɞɜɟɖɞɟɜɔ OSINT, ɐɑ 

ɖɚɒɑə ɏɑɚɚɍõɯɖɞ ɝɞɌɯ ɣɌɝɞɔəɚɪ ɍɱɗɨɤɚɲ ɘɚɐɑɗɱ ɓəɌəɨ. 

3. 5.4. ȣəɤɱ Ɏɱɐɖɜɔɞɱ ɏɑɚɛɜɚɝɞɚɜɚɎɱ ɜɑɝɟɜɝɔ 

ɁɚɣɌ OpenStreetMap ɯ ɢɑəɞɜɌɗɨəɔɘ ɐɒɑɜɑɗɚɘ Ɏɱɐɖɜɔɞɔɡ 
ɏɑɚɛɜɚɝɞɚɜɚɎɔɡ ɐɌəɔɡ, ɛɚɎəɌ ɖɌɜɞɔəɌ ɠɱɓɔɣəɚɏɚ ɝɑɜɑɐɚɎɔɥɌ 

ɎɔɘɌɏɌɯ ɱəɞɑɏɜɌɢɱɲ ɐɚɐɌɞɖɚɎɔɡ ɜɑɝɟɜɝɱɎ, ɖɚɒɑə ɓ ɫɖɔɡ əɌɐɌɯ 

ɟəɱɖɌɗɨəɔɕ ɤɌɜ ɱəɠɚɜɘɌɢɱɲ: Ɏɱɐ ɞɚɛɚəɱɘɱɖɔ ɞɌ ɌɐɘɱəɱɝɞɜɌɞɔɎ-
əɔɡ ɘɑɒ ɐɚ ɝɟɛɟɞəɔɖɚɎɔɡ ɓəɱɘɖɱɎ ɞɌ ɖɚɘɑɜɢɱɕəɔɡ ɖɌɜɞɚɏɜɌɠɱ-

ɣəɔɡ ɛɗɌɞɠɚɜɘ ɓ Ɏɱɐɖɜɔɞɔɘ ɐɚɝɞɟɛɚɘ. ɂɱ ɐɒɑɜɑɗɌ əɑ ɓɌɘɱəɪ-

ɪɞɨ OSM, Ɍ ɐɚɛɚɎəɪɪɞɨ ɕɚɏɚ, ɠɚɜɘɟɪɣɔ ɍɌɏɌɞɚɤɌɜɚɎɟ ɏɑɚɛ-
ɜɚɝɞɚɜɚɎɟ ɘɚɐɑɗɨ ɜɑɌɗɨəɚɝɞɱ, ɐɑ ɖɚɒɑə ɤɌɜ ɘɌɯ ɝɎɚɪ ɝɑɘɌəɞɔ-

ɖɟ, ɞɚɣəɱɝɞɨ, ɣɌɝɞɚɞɟ ɚəɚɎɗɑəəɫ ɞɌ ɚɍɘɑɒɑəəɫ. ȿ ɢɨɚɘɟ ɛɱɐɜɚɓ-

ɐɱɗɱ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɞɜɔ ɖɗɪɣɚɎɱ ɖɌɞɑɏɚɜɱɲ: ɑəɢɔɖɗɚɛɑɐɔɣəɱ ɞɌ 
ɍɌɓɚɎɱ ɏɑɚɏɜɌɠɱɣəɱ ɍɌɓɔ, ɝɟɛɟɞəɔɖɚɎɱ ɛɗɌɞɠɚɜɘɔ ɞɌ ɖɌɜɞɚɏɜɌ-

ɠɱɣəɱ ɝɑɜɎɱɝɔ ɓ Ɏɱɐɖɜɔɞɔɘ API. 
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Wikimapia ɯ ɖɚɗɑɖɞɔɎəɔɘ ɛɜɚɑɖɞɚɘ, ɥɚ ɛɚɯɐəɟɯ ɑɗɑɘɑəɞɔ 
Ɏɱɖɱɛɑɐɱɲ ɞɌ ɖɌɜɞɚɏɜɌɠɱɲ. ȹɌ Ɏɱɐɘɱəɟ Ɏɱɐ OSM, ɐɑ Ɍɖɢɑəɞ ɜɚɍɔɞɨ-

ɝɫ əɌ ɞɚɛɚɗɚɏɱɣəɱɕ ɞɚɣəɚɝɞɱ, Wikimapia ɠɚɖɟɝɟɯɞɨɝɫ əɌ ɚɛɔɝɚɎɱɕ 

ɝɑɘɌəɞɔɢɱ: ɖɚɒɑə ɛɚɗɱɏɚə ɝɟɛɜɚɎɚɐɒɟɯɞɨɝɫ ɖɚɜɚɞɖɔɘ ɞɑɖɝɞɚɘ, 
ɱɝɞɚɜɔɣəɚɪ ɐɚɎɱɐɖɚɪ, ɠɚɞɚɏɜɌɠɱɫɘɔ. ɂɑ ɜɚɍɔɞɨ ɕɚɏɚ ɢɱəəɔɘ 

ɐɒɑɜɑɗɚɘ ɐɗɫ ɖɚəɞɑɖɝɞɟɌɗɱɓɌɢɱɲ ɚɍõɯɖɞɱɎ ð əɌɛɜɔɖɗɌɐ, ɐɗɫ ɜɚɓɟ-

ɘɱəəɫ, ɣɔ ɯ ɛɑɎəɌ ɍɟɐɱɎɗɫ ɖɚɗɔɤəɨɚɪ ɎɱɕɝɨɖɚɎɚɪ ɣɌɝɞɔəɚɪ Ɍɍɚ 
ɛɜɚɘɔɝɗɚɎɔɘ ɛɱɐɛɜɔɯɘɝɞɎɚɘ. ȰɌəɱ ɐɚɝɞɟɛəɱ ɣɑɜɑɓ API ɞɌ ɑɖɝ-

ɛɚɜɞ ɟ ɠɚɜɘɌɞɱ KML, ɥɚ ɐɚɓɎɚɗɫɯ ɱəɞɑɏɜɟɎɌɞɔ ɲɡ ɟ ɌəɌɗɱɞɔɣəɱ 
ɝɔɝɞɑɘɔ. 

GeoNames ð ɢɑ ɏɗɚɍɌɗɨəɌ ɍɌɓɌ ɏɑɚɏɜɌɠɱɣəɔɡ əɌɓɎ, ɥɚ ɘɱɝ-

ɞɔɞɨ ɛɚəɌɐ 11 ɘɱɗɨɕɚəɱɎ ɞɚɛɚəɱɘɱɎ ɱɓ ɖɚɚɜɐɔəɌɞɌɘɔ, ɱɯɜɌɜɡɱɯɪ 
(ɖɜɌɲəɌ Ƃ ɜɑɏɱɚə Ƃ ɘɱɝɞɚ), ɖɚɐɌɘɔ ɖɜɌɲə (ISO 3166), ɣɌɝɚɎɔɘɔ 

ɓɚəɌɘɔ. ȶɚɒɑə ɓɌɛɔɝ ɘɌɯ ɟəɱɖɌɗɨəɔɕ ɱɐɑəɞɔɠɱɖɌɞɚɜ geonameId, 

ɥɚ ɐɚɓɎɚɗɫɯ ɚɐəɚɓəɌɣəɚ ɛɚɎõɫɓɟɎɌɞɔ əɌɓɎɔ ɓ ɱəɤɔɘɔ ɐɒɑɜɑɗɌ-
ɘɔ. GeoNames ɚɝɚɍɗɔɎɚ ɖɚɜɔɝəɔɕ ɐɗɫ ɏɑɚɗɚɖɌɢɱɲ ɞɑɖɝɞɚɎɔɡ ɓɏɌ-

ɐɟɎɌəɨ: ɖɚɗɔ Ɏ əɚɎɔəɱ ɓɏɌɐɟɯɞɨɝɫ çȷɨɎɱɎè, ɝɔɝɞɑɘɌ ɘɚɒɑ ɌɎɞɚ-

ɘɌɞɔɣəɚ ɓɱɝɞɌɎɔɞɔ ɢɑ ɓ geonameId=702508 ɞɌ ɚɞɜɔɘɌɞɔ ɞɚɣəɱ 
ɖɚɚɜɐɔəɌɞɔ, ɌɐɘɱəɱɝɞɜɌɞɔɎəɟ ɛɜɔəɌɗɑɒəɱɝɞɨ, əɌɝɑɗɑəəɫ. ɂɑ 

ɖɜɔɞɔɣəɚ ɎɌɒɗɔɎɚ ɐɗɫ ɛɚɍɟɐɚɎɔ ɣɌɝɚɎɔɡ ɜɫɐɱɎ ɓɌ ɜɑɏɱɚəɌɘɔ. 

Natural Earth ð ɢɑ əɌɍɱɜ Ɏɑɖɞɚɜəɔɡ ɞɌ ɜɌɝɞɜɚɎɔɡ ɤɌɜɱɎ, 
ɛɜɔɓəɌɣɑəɔɡ ɐɗɫ ɖɌɜɞɚɏɜɌɠɱɲ Ɏ ɘɌɗɔɡ ɘɌɝɤɞɌɍɌɡ. Ȯɱə ɘɱɝɞɔɞɨ 

ɌɐɘɱəɱɝɞɜɌɞɔɎəɱ ɘɑɒɱ, ɜɱɣɖɔ, ɐɚɜɚɏɔ, ɜɑɗɨɯɠ, ɖɗɱɘɌɞɔɣəɱ ɓɚəɔ ð 

ɟɝɑ ɢɑ ɟɓɏɚɐɒɑəɚ ɓɌ ɜɱɎəɫɘɔ ɐɑɞɌɗɱɓɌɢɱɲ (1:10m, 1:50m, 1:110m). 
Natural Earth əɑ ɛɜɔɓəɌɣɑəɔɕ ɐɗɫ ɗɚɖɌɗɨəɚɏɚ ɌəɌɗɱɓɟ, Ɍɗɑ ɯ əɑ-

ɓɌɘɱəəɔɘ ɐɗɫ ɝɞɜɌɞɑɏɱɣəɚɏɚ OSINT: ɎɱɓɟɌɗɱɓɌɢɱɲ ɛɚɐɱɕ əɌ ɜɱɎəɱ 

ɖɜɌɲə, ɜɑɏɱɚəɱɎ, ɖɚəɞɔəɑəɞɱɎ. ȰɌəɱ əɌɐɌɪɞɨɝɫ ɟ ɠɚɜɘɌɞɱ 
Shapefile ɞɌ ɗɑɏɖɚ ɱɘɛɚɜɞɟɪɞɨɝɫ Ɏ geopandas, QGIS, Ɍɍɚ Gephi. 

ȽɟɛɟɞəɔɖɚɎɱ ɐɌəɱ əɌɐɌɪɞɨ ɚɍõɯɖɞɔɎəɔɕ, ɍɑɓɛɚɝɑɜɑɐəɱɕ ɛɚɏ-
ɗɫɐ əɌ ɠɱɓɔɣəɟ ɜɑɌɗɨəɱɝɞɨ, əɑɓɌɗɑɒəɚ Ɏɱɐ ɞɚɏɚ, ɫɖ ɎɚəɌ ɚɛɔɝɟ-

ɯɞɨɝɫ Ɏ ɞɑɖɝɞɌɡ. Ƚɑɜɑɐ Ɏɱɐɖɜɔɞɔɡ ɛɗɌɞɠɚɜɘ ɖɗɪɣɚɎɑ ɘɱɝɢɑ ɓɌ-

ɕɘɌɯ Sentinel Hub ð ɱəɞɑɜɠɑɕɝ ɐɚ ɌɜɡɱɎɟ ɘɱɝɱɕ Copernicus 
(Sentinel -1, Sentinel -2), ɥɚ əɌɐɌɯ ɘɟɗɨɞɔɝɛɑɖɞɜɌɗɨəɱ ɓəɱɘɖɔ ɓ 

ɜɚɓɐɱɗɨəɚɪ ɓɐɌɞəɱɝɞɪ ɐɚ 10 ɘ. Ƀɑɜɑɓ API ɘɚɒəɌ ɚɞɜɔɘɟɎɌɞɔ əɑ 

ɗɔɤɑ RGB-ɓɚɍɜɌɒɑəəɫ, Ɍ ɕ ɱəɐɑɖɝɔ (NDVI, NDWI), ɥɚ ɐɚɓɎɚɗɫɯ 
ɌəɌɗɱɓɟɎɌɞɔ ɝɞɌə ɜɚɝɗɔəəɚɝɞɱ, əɌɫɎəɱɝɞɨ Ɏɚɐɔ, ɓɘɱəɔ Ɏ ɗɌəɐ-

ɤɌɠɞɱ. ɂɑ ɚɝɚɍɗɔɎɚ ɖɚɜɔɝəɚ ɐɗɫ ɘɚəɱɞɚɜɔəɏɟ ɓəɔɥɑəəɫ ɱəɠɜɌ-

ɝɞɜɟɖɞɟɜɔ, ɛɑɜɑɘɱɥɑəəɫ ɞɑɡəɱɖɔ, ɓɘɱə ɟ ɘɱɝɨɖɚɘɟ ɝɑɜɑɐɚɎɔɥɱ. 
NASA Worldview əɌɐɌɯ ɐɚɝɞɟɛ ɐɚ ɐɑɝɫɞɖɱɎ ɤɌɜɱɎ ɐɌəɔɡ ɓ 

ɝɟɛɟɞəɔɖɱɎ NASA (MODIS, VIIRS, Landsat) ɟ ɜɑɌɗɨəɚɘɟ ɣɌɝɱ. Ȯɱə 
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ɚɜɱɯəɞɚɎɌəɔɕ əɌ ɏɗɚɍɌɗɨəɱ ɫɎɔɥɌ: ɛɚɒɑɒɱ, ɟɜɌɏɌəɔ, Ɍɑɜɚɓɚɗɨəɱ 
ɤɌɜɔ, ɞɑɘɛɑɜɌɞɟɜɌ ɛɚɎɑɜɡəɱ. ɁɚɣɌ ɛɜɚɝɞɚɜɚɎɌ ɜɚɓɐɱɗɨəɌ ɓɐɌɞ-

əɱɝɞɨ əɔɒɣɌ (Ɏɱɐ 250 ɘ ɐɚ 1 ɖɘ), ɣɌɝɚɎɑ ɛɚɖɜɔɞɞɫ ɐɟɒɑ ɏɟɝɞɑ (ɐɚ 

ɖɱɗɨɖɚɡ ɜɌɓɱɎ əɌ ɐɑəɨ), ɥɚ ɐɚɓɎɚɗɫɯ ɎɔɫɎɗɫɞɔ ɐɔəɌɘɱɖɟ ɛɚɐɱɕ ð 
əɌɛɜɔɖɗɌɐ, ɛɚɤɔɜɑəəɫ ɓɌɐɔɘɗɑəəɫ ɛɱɝɗɫ Ɏɔɍɟɡɟ. 

Google Earth Engine (GEE), ɡɚɣɌ ɕ ɯ ɡɘɌɜəɚɪ ɛɗɌɞɠɚɜɘɚɪ, 

əɌɐɌɯ Ɏɱɐɖɜɔɞɔɕ ɐɚɝɞɟɛ ɐɚ ɛɑɞɌɍɌɕɞɱɎ ɝɟɛɟɞəɔɖɚɎɔɡ ɐɌəɔɡ 
(Landsat, Sentinel, MODIS) ɣɑɜɑɓ JavaScript/Python API. ȵɚɏɚ 

ɛɚɞɟɒəɱɝɞɨ ɛɚɗɫɏɌɯ Ɏ ɘɚɒɗɔɎɚɝɞɱ ɎɔɖɚəɟɎɌɞɔ ɝɖɗɌɐəɱ ɚɍɣɔɝ-
ɗɑəəɫ əɌ ɝɞɚɜɚəɱ ɝɑɜɎɑɜɌ: ɖɗɌɝɔɠɱɖɌɢɱɫ ɓɑɘəɚɏɚ ɛɚɖɜɔɎɟ, ɎɔɫɎ-

ɗɑəəɫ ɓɘɱə, ɣɌɝɚɎɱ ɝɑɜɱɲ. Ȱɗɫ OSINT ɢɑ ɚɓəɌɣɌɯ ɘɚɒɗɔɎɱɝɞɨ ɌəɌ-

ɗɱɓɟɎɌɞɔ ɓɘɱəɔ əɌ ɞɑɜɔɞɚɜɱɲ ɛɜɚɞɫɏɚɘ ɜɚɖɱɎ ɍɑɓ ɓɌɎɌəɞɌɒɑəəɫ 
Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɐɌəɔɡ. 

ȶɚɘɑɜɢɱɕəɱ ɖɌɜɞɚɏɜɌɠɱɣəɱ ɛɗɌɞɠɚɜɘɔ, ɞɌɖɱ ɫɖ Mapbox, 

HERE ɞɌ Thunderforest, əɌɐɌɪɞɨ Ɏɱɐɖɜɔɞɱ ɤɌɜɔ (ɣɌɝɞɚ əɌ ɟɘɚ-
ɎɌɡ attribution) ɐɗɫ əɑɖɚɘɑɜɢɱɕəɚɏɚ ɎɔɖɚɜɔɝɞɌəəɫ. ɂɱ ɤɌɜɔ 

ɣɌɝɞɚ ɘɌɪɞɨ Ɏɔɥɟ ɎɱɓɟɌɗɨəɟ ɫɖɱɝɞɨ, ɖɜɌɥɟ ɐɑɞɌɗɱɓɌɢɱɪ ɘɱɝɨɖɔɡ 

ɞɑɜɔɞɚɜɱɕ, ɌɖɞɟɌɗɨəɱɤɱ ɐɚɜɚɒəɱ ɘɑɜɑɒɱ ɛɚɜɱɎəɫəɚ ɓ OSM. 
Mapbox ɐɚɓɎɚɗɫɯ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɍɌɓɚɎɱ ɤɌɜɔ (Streets, 

Satellite) ɣɑɜɑɓ Tile API, Ɍ ɞɌɖɚɒ ɓɌɛɔɞɟɎɌɞɔ ɏɑɚɖɚɐɟɎɌəəɫ ɞɌ 

ɘɌɜɤɜɟɞɔɓɌɢɱɪ. HERE əɌɐɌɯ ɐɚɝɞɟɛ ɐɚ ɍɌɓɚɎɔɡ ɖɌɜɞ ɣɑɜɑɓ 
XYZ-ɞɌɕɗɔ, Ɍ ɞɌɖɚɒ ɐɚ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ ɤɌɜɱɎ (ɞɜɌɠɱɖ, ɛɌɜɖɟ-

ɎɌəəɫ). Thunderforest ð ɢɑ ɛɜɚɎɌɕɐɑɜ ɝɞɔɗɨɚɎɌəɔɡ OSM-ɤɌɜɱɎ 

(Transport, Landscape, Outdoors), ɫɖɱ ɖɚɜɔɝəɱ ɐɗɫ ɞɑɘɌɞɔɣəɚɲ 
ɎɱɓɟɌɗɱɓɌɢɱɲ. 

ɁɚɣɌ ɢɱ ɝɑɜɎɱɝɔ əɑ əɌɐɌɪɞɨ ɛɜɫɘɚɏɚ ɐɚɝɞɟɛɟ ɐɚ Ɏɑɖɞɚɜəɔɡ 

ɐɌəɔɡ, ɲɡəɱ ɞɌɕɗɔ ɘɚɒɟɞɨ ɍɟɞɔ ɎɔɖɚɜɔɝɞɌəɱ ɫɖ ɠɚə ɐɗɫ Ɏɑɜɔɠɱ-
ɖɌɢɱɲ OSM-ɚɍõɯɖɞɱɎ Ɍɍɚ ɐɗɫ ɎɱɓɟɌɗɱɓɌɢɱɲ ɜɑɓɟɗɨɞɌɞɱɎ ɌəɌɗɱɓɟ. ȿ 

ɐɑɫɖɔɡ ɎɔɛɌɐɖɌɡ (əɌɛɜɔɖɗɌɐ, ɛɜɔ Ɏɱɐɝɟɞəɚɝɞɱ ɐɌəɔɡ ɟ OSM ɐɗɫ 
ɛɑɎəɚɏɚ ɜɑɏɱɚəɟ) Ɏɚəɔ ɝɞɌɪɞɨ ɯɐɔəɔɘ ɐɒɑɜɑɗɚɘ ɌɖɞɟɌɗɨəɚɲ ɱə-

ɠɚɜɘɌɢɱɲ. 

ȼɌɓɚɘ ɟɝɱ ɢɱ ɜɑɝɟɜɝɔ ɟɞɎɚɜɪɪɞɨ ɜɚɓɤɔɜɑəɔɕ ɏɑɚɛɜɚɝɞɚɜɚ-
Ɏɔɕ ɗɌəɐɤɌɠɞ, ɐɑ OSM ɎɔɝɞɟɛɌɯ ɫɖ ɚɝəɚɎɌ, Ɍ ɱəɤɱ ɐɒɑɜɑɗɌ 

əɌɐɌɪɞɨ ɖɚəɞɑɖɝɞ, ɎɱɓɟɌɗɨəɟ ɎɑɜɔɠɱɖɌɢɱɪ, ɣɌɝɚɎɟ ɐɔəɌɘɱɖɟ ɞɌ 

ɏɗɚɍɌɗɨəɟ ɛɑɜɝɛɑɖɞɔɎɟ. ȽɌɘɑ ɣɑɜɑɓ ɲɡəɪ ɱəɞɑɏɜɌɢɱɪ OSINT-
ɌəɌɗɱɞɔɖ ɚɞɜɔɘɟɯ ɘɚɒɗɔɎɱɝɞɨ əɑ ɛɜɚɝɞɚ ɗɚɖɌɗɱɓɟɎɌɞɔ ɛɚɐɱɪ, Ɍ 

ɜɑɖɚəɝɞɜɟɪɎɌɞɔ ɲɲ ɠɱɓɔɣəɔɕ ɖɚəɞɑɖɝɞ ɓ Ɏɔɝɚɖɚɪ ɞɚɣəɱɝɞɪ ɞɌ 

ɐɚɝɞɚɎɱɜəɱɝɞɪ. 

3. 5.5. ȻɚɍɟɐɚɎɌ ɘɑɜɑɒ əɌ ɚɝəɚɎɱ ɏɑɚɛɜɚɝɞɚɜɚɎɔɡ 

ɐɌəɔɡ 
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ȯɑɚɛɜɚɝɞɚɜɚɎɱ ɐɌəɱ, ɡɚɣɌ ɕ əɌɐɌɪɞɨ ɞɚɣəɟ ɗɚɖɌɢɱɪ ɚɍõɯɖɞɱɎ, 
əɌɍɟɎɌɪɞɨ ɌəɌɗɱɞɔɣəɚɲ ɢɱəəɚɝɞɱ ɗɔɤɑ ɞɚɐɱ, ɖɚɗɔ Ɏɚəɔ ɱəɞɑɏɜɚ-

ɎɌəɱ Ɏ ɝɞɜɟɖɞɟɜəɟ ɘɚɐɑɗɨ ɎɓɌɯɘɚɐɱɕ. ȽɌɘɑ ɞɚɘɟ ɝɟɣɌɝəɔɕ OSINT 

ɛɑɜɑɡɚɐɔɞɨ Ɏɱɐ ɛɌɝɔɎəɚɏɚ ɖɌɜɞɚɏɜɌɠɟɎɌəəɫ ɐɚ ɌɖɞɔɎəɚɏɚ ɘɚ-
ɐɑɗɪɎɌəəɫ ɏɑɚɛɜɚɝɞɚɜɚɎɔɡ ɘɑɜɑɒ ð ɏɜɌɠɱɎ, ɟ ɫɖɔɡ Ɏɟɓɗɔ ɛɜɑɐ-

ɝɞɌɎɗɫɪɞɨ ɠɱɓɔɣəɱ Ɍɍɚ ɱəɝɞɔɞɟɢɱɕəɱ ɝɟɞəɚɝɞɱ, Ɍ ɜɑɍɜɌ ɎɱɐɚɍɜɌ-

ɒɌɪɞɨ ɛɜɚɝɞɚɜɚɎɱ, ɠɟəɖɢɱɚəɌɗɨəɱ Ɍɍɚ ɱəɠɜɌɝɞɜɟɖɞɟɜəɱ ɓɎõɫɓɖɔ 
ɘɱɒ əɔɘɔ. ȾɌɖɔɕ ɛɱɐɡɱɐ ɛɑɜɑɞɎɚɜɪɯ ɖɌɜɞɟ ɓɱ ɝɞɌɞɔɣəɚɏɚ ɓɚɍɜɌ-

ɒɑəəɫ əɌ ɐɔəɌɘɱɣəɟ ɝɔɝɞɑɘɟ ɓəɌəɨ, ɛɜɔɐɌɞəɟ ɐɗɫ ɌəɌɗɱɓɟ ɎɜɌɓ-
ɗɔɎɚɝɞɑɕ, ɛɜɚɏəɚɓɟɎɌəəɫ əɌɝɗɱɐɖɱɎ ɛɚɐɱɕ ɞɌ ɎɔɫɎɗɑəəɫ ɛɜɔɡɚ-

ɎɌəɔɡ ɓɌɗɑɒəɚɝɞɑɕ. 

Ȼɑɜɤɔɘ ɑɞɌɛɚɘ ɛɚɍɟɐɚɎɔ ɘɑɜɑɒɱ ɯ ɝɑɘɌəɞɔɣəɌ ɱɐɑəɞɔɠɱ-
ɖɌɢɱɫ ɝɟɞəɚɝɞɑɕ ɝɑɜɑɐ ɓɌɏɌɗɨəɚɏɚ ɘɌɝɔɎɟ ɏɑɚɛɜɚɝɞɚɜɚɎɔɡ ɐɌ-

əɔɡ. ȿ OpenStreetMap ɢɑ ɐɚɝɫɏɌɯɞɨɝɫ ɣɑɜɑɓ ɠɱɗɨɞɜɌɢɱɪ ɓɌ ɞɑɏɌ-

ɘɔ, ɫɖɱ ɎɔɓəɌɣɌɪɞɨ ɚəɞɚɗɚɏɱɣəɔɕ ɞɔɛ ɚɍõɯɖɞɌ. ȹɌɛɜɔɖɗɌɐ, 
ɌɞɚɘəɌ ɑɗɑɖɞɜɚɝɞɌəɢɱɫ ɘɚɒɑ ɍɟɞɔ ɱɐɑəɞɔɠɱɖɚɎɌəɌ ɫɖ: 

v  ɴV : tag(v)={power=plant,plant:source=nuclear}  

ȸɱɝɞ ð ɫɖ ɤɗɫɡ ɱɓ ɞɑɏɚɘ bridge=yes ɞɌ highway=*; ɎɱɕɝɨɖɚɎɌ 
ɍɌɓɌ ð ɫɖ ɛɚɗɱɏɚə ɱɓ military=barracks Ɍɍɚ landuse=military; Ɍɐ-

ɘɱəɱɝɞɜɌɞɔɎəɔɕ ɖɚɜɐɚə ð ɫɖ relation ɱɓ boundary=administrative 

ɞɌ admin_level=4 (ɚɍɗɌɝɞɨ) Ɍɍɚ 8 (ɘɱɝɞɚ). 

ȶɚɒɑə ɞɌɖɔɕ ɚɍõɯɖɞ ɛɑɜɑɞɎɚɜɪɯɞɨɝɫ əɌ Ɏɟɓɚɗ ɏɜɌɠɌ iv VÍ , 

ɫɖɔɕ ɘɌɯ əɑ ɗɔɤɑ ɖɚɚɜɐɔəɌɞɔ(xi,yi ), Ɍ ɕ ɎɗɌɝɞɔɎɚɝɞɱ: ɞɔɛ, əɌ-

ɓɎɌ, ɝɞɌɞɟɝ, ɣɌɝ ɚɝɞɌəəɨɚɲ ɓɘɱəɔ. ɂɫ ɚɛɑɜɌɢɱɫ ɯ ɖɜɔɞɔɣəɚɪ, 
ɚɝɖɱɗɨɖɔ ɝɌɘɑ Ɏɱɐ ɞɚɣəɚɝɞɱ ɱɐɑəɞɔɠɱɖɌɢɱɲ ɓɌɗɑɒɔɞɨ ɐɚɝɞɚɎɱɜəɱɝɞɨ 

Ɏɝɱɯɲ ɛɚɐɌɗɨɤɚɲ ɘɑɜɑɒɱ. ȻɚɘɔɗɖɚɎɌ ɖɗɌɝɔɠɱɖɌɢɱɫ (əɌɛɜɔɖɗɌɐ, 

ɱəɞɑɜɛɜɑɞɌɢɱɫ ɝɖɗɌɐɟ ɫɖ ɎɱɕɝɨɖɚɎɚɲ ɍɌɓɔ) ɘɚɒɑ ɛɜɔɓɎɑɝɞɔ ɐɚ 
ɡɔɍəɔɡ ɎɔɝəɚɎɖɱɎ ɛɜɚ ɓɌɏɜɚɓɔ. 

Ȱɜɟɏɔɘ ɑɞɌɛɚɘ ɯ ɎɔɓəɌɣɑəəɫ ɜɑɍɑɜ ije EÍ , ɫɖɱ ɎɱɐɚɍɜɌɒɌ-

ɪɞɨ ɓɎõɫɓɖɔ ɘɱɒ ɎɟɓɗɌɘɔ. ȹɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ, ɐɑ 

ɓɎõɫɓɖɔ ɣɌɝɞɚ ɫɎəɚ ɓɌɐɌəɱ (əɌɛɜɔɖɗɌɐ, ɐɜɟɒɍɌ), ɟ ɏɑɚɛɜɚɝɞɚɜɚ-
Ɏɔɡ ɘɑɜɑɒɌɡ ɜɑɍɜɌ ɯ ɛɚɡɱɐəɔɘɔ Ɏɱɐ ɏɑɚɘɑɞɜɔɣəɔɡ Ɍɍɚ ɝɑɘɌəɞɔ-

ɣəɔɡ Ɏɱɐəɚɤɑəɨ. 

ȹɌɕɛɜɚɝɞɱɤɔɕ ɞɔɛ ð ɛɜɚɝɞɚɜɚɎɌ ɍɗɔɓɨɖɱɝɞɨ: ɐɎɌ ɚɍõɯɖɞɔ 
ɎɎɌɒɌɪɞɨɝɫ ɛɚɎõɫɓɌəɔɘɔ, ɫɖɥɚ ɎɱɐɝɞɌəɨ ɘɱɒ əɔɘɔ ɘɑəɤɌ ɓɌ 

ɛɚɜɱɏ maxd  : 

2
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ɂɑ ɖɚɜɔɝəɚ, əɌɛɜɔɖɗɌɐ, ɐɗɫ ɎɔɫɎɗɑəəɫ ɖɜɔɞɔɣəɚɲ ɱəɠɜɌ-
ɝɞɜɟɖɞɟɜɔ, ɜɚɓɞɌɤɚɎɌəɚɲ ɛɚɍɗɔɓɟ ɛɚɞɑəɢɱɕəɚɲ ɢɱɗɱ. 

ȭɱɗɨɤ ɝɖɗɌɐəɔɕ ɞɔɛ ð ɠɟəɖɢɱɚəɌɗɨəɌ ɓɌɗɑɒəɱɝɞɨ. ȹɌɛɜɔ-

ɖɗɌɐ, ɑɗɑɖɞɜɚɛɱɐɝɞɌəɢɱɫ ɠɟəɖɢɱɚəɌɗɨəɚ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɑɗɑɖɞɜɚɝ-
ɞɌəɢɱɲ, ɫɖɥɚ ɎɚəɌ Ɏɡɚɐɔɞɨ ɐɚ ɲɲ ɘɑɜɑɒɱ ɛɑɜɑɐɌɣɱ. ȾɌɖɱ ɓɎõɫɓɖɔ 

ɘɚɒɟɞɨ ɍɟɞɔ ɎɝɞɌəɚɎɗɑəɱ ɣɑɜɑɓ ɌəɌɗɱɓ ɞɑɏɱɎ (power=line, 

cables=*) Ɍɍɚ ɣɑɜɑɓ ɞɚɛɚɗɚɏɱɣəɔɕ ɌəɌɗɱɓ OSM-ɏɜɌɠɌ. 
ȹɌɜɑɤɞɱ, ɱəɠɜɌɝɞɜɟɖɞɟɜəɌ ɝɟɘɱɒəɱɝɞɨ ɎɔəɔɖɌɯ, ɖɚɗɔ 

ɚɍõɯɖɞɔ ɯ ɣɌɝɞɔəɚɪ ɚɐəɱɯɲ ɝɔɝɞɑɘɔ: ɐɚɜɚɏɌ, ɥɚ ɓõɯɐəɟɯ ɐɎɌ ɘɱɝ-
ɞɌ; ɓɌɗɱɓəɔɣəɌ ɖɚɗɱɫ, ɥɚ ɛɜɚɡɚɐɔɞɨ ɣɑɜɑɓ ɝɞɌəɢɱɲ; ɞɜɟɍɚɛɜɚɎɱɐ, 

ɥɚ ɓõɯɐəɟɯ ɜɚɐɚɎɔɥɑ ɓ ɛɑɜɑɜɚɍəɔɘ ɓɌɎɚɐɚɘ. ȿ ɞɌɖɔɡ ɎɔɛɌɐɖɌɡ 

ɜɑɍɜɚ ɠɚɜɘɟɯɞɨɝɫ əɑ ɓɌ ɎɱɐɝɞɌəəɪ, Ɍ ɓɌ ɞɚɛɚɗɚɏɱɣəɚɪ 
ɓɎõɫɓəɱɝɞɪ ɟ ɏɜɌɠɱ OSM. 

ɂɱ ɞɜɔ ɞɔɛɔ ɓɎõɫɓɖɱɎ ɜɌɓɚɘ ɟɞɎɚɜɪɪɞɨ ɍɌɏɌɞɚɤɌɜɚɎɟ ɘɑɜɑ-

ɒɟ, ɐɑ ɖɚɒɑə ɤɌɜ ɎɱɐɛɚɎɱɐɌɯ ɛɑɎəɚɘɟ ɞɔɛɟ ɎɓɌɯɘɚɐɱɲ. ȾɌɖɌ ɘɚ-
ɐɑɗɨ ɐɚɓɎɚɗɫɯ əɑ ɛɜɚɝɞɚ ɍɌɣɔɞɔ ɚɍõɯɖɞɔ, Ɍ ɜɚɓɟɘɱɞɔ ɝɔɝɞɑɘəɟ 

Ɍɜɡɱɞɑɖɞɟɜɟ ɞɑɜɔɞɚɜɱɲ. 

ȺɝɞɌɞɚɣəɌ ɝɔɗɌ ɏɑɚɛɜɚɝɞɚɜɚɎɚɲ ɘɑɜɑɒɱ ɜɚɓɖɜɔɎɌɯɞɨɝɫ ɛɜɔ 
ɲɲ ɱəɞɑɏɜɌɢɱɲ ɓ ɞɑɖɝɞɚɎɔɘɔ ɐɌəɔɘɔ. ȶɚɗɔ Ɏ əɚɎɔəɱ Ɍɍɚ Telegram-

ɖɌəɌɗɱ ɓɏɌɐɟɯɞɨɝɫ çɌɞɌɖɌ əɌ ɑəɑɜɏɚɝɔɝɞɑɘɟ ȶɔɯɎɌè, ɝɔɝɞɑɘɌ ɘɚ-

ɒɑ ɌɎɞɚɘɌɞɔɣəɚ ɓɎõɫɓɌɞɔ ɢɑɕ ɞɑɖɝɞ ɱɓ Ɏɟɓɗɚɘ OSM, ɥɚ ɛɜɑɐɝɞɌ-
Ɏɗɫɯ əɌɕɍɗɔɒɣɟ ɛɱɐɝɞɌəɢɱɪ Ɍɍɚ ɑɗɑɖɞɜɚɝɞɌəɢɱɪ. ɂɑ ɐɚɝɫɏɌɯɞɨɝɫ 

ɣɑɜɑɓ ɏɑɚɗɚɖɌɢɱɕəɟ ɎɑɜɔɠɱɖɌɢɱɪ: 

Ȯɔɐɚɍɟɞɞɫ ɞɚɛɚəɱɘɟ (çȶɔɲɎè) ɓ ɞɑɖɝɞɟ; 
ȳɱɝɞɌɎɗɑəəɫ ɓ geonameId Ɍɍɚ OSM-ɛɚɗɱɏɚəɚɘ ɘɱɝɞɌ; 

Ȼɚɤɟɖ ɖɜɔɞɔɣəɚɲ ɱəɠɜɌɝɞɜɟɖɞɟɜɔ Ɏ ɘɑɒɌɡ ɢɨɚɏɚ ɛɚɗɱɏɚəɟ; 

ȽɞɎɚɜɑəəɫ ɝɑɘɌəɞɔɣəɚɏɚ ɓɎõɫɓɖɟ: (ɞɑɖɝɞ) ð[Ɏɱɐəɚɝɔɞɨɝɫ ɐɚ]Ƃ 
(OSM-ɚɍõɯɖɞ). 

ȾɌɖɔɕ ɓɎõɫɓɚɖ ɛɑɜɑɞɎɚɜɪɯ ɌɍɝɞɜɌɖɞəɑ ɛɚɎɱɐɚɘɗɑəəɫ əɌ ɏɑ-
ɚɛɜɚɝɞɚɜɚɎɚ ɛɜɔɎõɫɓɌəɟ ɛɚɐɱɪ, ɫɖɌ ɘɚɒɑ ɍɟɞɔ ɎɖɗɪɣɑəɌ Ɏ ɓɌɏɌ-

ɗɨəɟ ɝɑɘɌəɞɔɣəɟ ɘɑɜɑɒɟ. ȹɌɛɜɔɖɗɌɐ, ɫɖɥɚ ɐɑɖɱɗɨɖɌ əɑɓɌɗɑɒ-

əɔɡ ɐɒɑɜɑɗ ɓɏɌɐɟɪɞɨ ɚɐəɟ ɕ ɞɟ ɝɌɘɟ ɛɱɐɝɞɌəɢɱɪ, ɢɑ ɛɱɐɎɔɥɟɯ 
ɐɚɝɞɚɎɱɜəɱɝɞɨ ɱəɠɚɜɘɌɢɱɲ. ȹɌɎɛɌɖɔ, ɫɖɥɚ ɓɏɌɐɟɯɞɨɝɫ ɚɍõɯɖɞ, 

ɫɖɚɏɚ əɑɘɌɯ Ɏ OSM, ɢɑ ɘɚɒɑ ɍɟɞɔ ɝɔɏəɌɗɚɘ ɛɜɚ ɠɑɕɖ Ɍɍɚ ɛɜɚ 

ɞɑ, ɥɚ ɚɍõɯɖɞ ɥɑ əɑ ɓɌɐɚɖɟɘɑəɞɚɎɌəɔɕ. 
ȿ ɜɑɓɟɗɨɞɌɞɱ ɏɑɚɛɜɚɝɞɚɜɚɎɌ ɘɑɜɑɒɌ ɝɞɌɯ ɘɚɝɞɚɘ ɘɱɒ ɢɔɠ-

ɜɚɎɔɘ ɱ ɠɱɓɔɣəɔɘ ɝɎɱɞɚɘ: ɖɚɒɑə ɞɑɖɝɞɚɎɔɕ ɝɔɏəɌɗ ɚɞɜɔɘɟɯ ɗɚ-

ɖɌɢɱɪ, ɖɚɒɑə ɠɱɓɔɣəɔɕ ɚɍõɯɖɞ ð ɖɚəɞɑɖɝɞ. ȽɌɘɑ ɢɫ ɱəɞɑɏɜɌɢɱɫ 
ɜɚɍɔɞɨ OSINT əɑ ɛɜɚɝɞɚ ɱəɝɞɜɟɘɑəɞɚɘ ɝɛɚɝɞɑɜɑɒɑəəɫ, Ɍ ɛɗɌɞ-

ɠɚɜɘɚɪ ɐɗɫ ɜɑɖɚəɝɞɜɟɖɢɱɲ ɜɑɌɗɨəɚɝɞɱ. 
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3. 5.6. ȮɱɓɟɌɗɱɓɌɢɱɫ ɞɌ ɌəɌɗɱɓ ɏɑɚɘɑɜɑɒ 

ȯɑɚɛɜɚɝɞɚɜɚɎɱ ɐɌəɱ, ɚɞɜɔɘɌəɱ ɓ OpenStreetMap ɞɌ ɱəɤɔɡ Ɏɱ-
ɐɖɜɔɞɔɡ ɐɒɑɜɑɗ, əɌɍɟɎɌɪɞɨ ɌəɌɗɱɞɔɣəɚɲ ɢɱəəɚɝɞɱ ɗɔɤɑ ɞɚɐɱ, 

ɖɚɗɔ Ɏɚəɔ ɱəɞɑɏɜɚɎɌəɱ Ɏ ɝɑɘɌəɞɔɣəɟ ɘɑɜɑɒɟ, ɐɑ ɖɚɒɑə ɚɍõɯɖɞ 

ɝɞɌɯ ɣɌɝɞɔəɚɪ ɝɖɗɌɐəɚɲ ɝɔɝɞɑɘɔ ɓɎõɫɓɖɱɎ. ɂɑɕ ɛɑɜɑɡɱɐ Ɏɱɐ ɱɓɚ-
ɗɨɚɎɌəɚɲ ɞɚɣɖɔ əɌ ɖɌɜɞɱ ɐɚ ɎɟɓɗɌ Ɏ ɏɜɌɠɱ ɓəɌəɨ ɎɔɘɌɏɌɯ əɑ ɗɔ-

ɤɑ ɞɑɡəɱɣəɚɏɚ ɱɘɛɚɜɞɟ, Ɍ ɕ ɘɑɞɚɐɚɗɚɏɱɣəɚ ɚɍɻɜɟəɞɚɎɌəɚɏɚ ɘɚɐɑ-

ɗɪɎɌəəɫ, ɛɚɐɌɗɨɤɚɏɚ ɞɚɛɚɗɚɏɱɣəɚɏɚ ɌəɌɗɱɓɟ ɞɌ ɱəɞɑɜɌɖɞɔɎəɚɲ 
ɎɱɓɟɌɗɱɓɌɢɱɲ. ȿ ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɞɜɔ ɖɗɪɣɚɎɱ ɑɞɌ-

ɛɔ: ɱɘɛɚɜɞ ɟ ɏɜɌɠɚɎɟ ɍɌɓɟ ɐɌəɔɡ, ɝɞɜɟɖɞɟɜəɔɕ ɌəɌɗɱɓ ɘɑɜɑɒɱ ɞɌ 

ɝɞɎɚɜɑəəɫ ɱəɞɑɜɌɖɞɔɎəɔɡ ɝɑɘɌəɞɔɣəɔɡ ɖɌɜɞ. 

ȣɘɛɚɜɞ ɟ Neo4j 

Ȼɑɜɤɔɕ ɖɜɚɖ ɟ ɛɚɍɟɐɚɎɱ ɏɑɚɘɑɜɑɒɱ ð ɢɑ ɲɲ ɠɚɜɘɌɗɨəɑ ɛɜɑɐ-

ɝɞɌɎɗɑəəɫ ɟ Ɏɔɏɗɫɐɱ ɎɗɌɝɞɔɎɱɝəɚɏɚ ɏɜɌɠɌ ( ),G V E= , ɐɑ ɖɚɒɑə 

Ɏɟɓɚɗ 
iv VÍ  ɎɱɐɛɚɎɱɐɌɯ ɏɑɚɚɍõɯɖɞɟ (ɍɟɐɱɎɗɱ, ɛɱɐɝɞɌəɢɱɲ, ɐɚɜɚɓɱ), Ɍ 

ɜɑɍɜɌ  ije EÍ  ɎɱɐɚɍɜɌɒɌɪɞɨ ɝɑɘɌəɞɔɣəɱ Ɍɍɚ ɛɜɚɝɞɚɜɚɎɱ ɓɎõɫɓɖɔ. 

ȿ ɝɔɝɞɑɘɱ Neo4j ɢɑ ɜɑɌɗɱɓɟɯɞɨɝɫ ɣɑɜɑɓ ɛɜɔɝɎɚɯəəɫ ɖɚɒəɚɘɟ Ɏɟɓ-
ɗɟ ɘɱɞɖɔ (əɌɛɜɔɖɗɌɐ, :PowerSubstation, :MilitaryBase) ɞɌ əɌɍɚɜɟ 

ɎɗɌɝɞɔɎɚɝɞɑɕ: 

id ð ɟəɱɖɌɗɨəɔɕ ɱɐɑəɞɔɠɱɖɌɞɚɜ OSM; 
lat, lon ð ɏɑɚɏɜɌɠɱɣəɱ ɖɚɚɜɐɔəɌɞɔ; 

name ð əɌɓɎɌ ɚɍõɯɖɞɌ; 

tags ð JSON -ɜɫɐɚɖ ɓ ɟɝɱɘɌ ɞɑɏɌɘɔ OSM ("power ": 
"substation ", "operator ": "Ukrenergo "). 

ȼɑɍɜɌ ɘɚɒɟɞɨ ɘɌɞɔ ɞɔɛɔ, ɥɚ ɎɱɐɚɍɜɌɒɌɪɞɨ ɛɜɔɜɚɐɟ 

ɓɎõɫɓɖɟ: :LOCATED_IN (ɚɍõɯɖɞ ɟ ɘɱɝɞɱ), :PART_OF (ɛɱɐɝɞɌəɢɱɫ əɌ-
ɗɑɒɔɞɨ ɑəɑɜɏɚɝɔɝɞɑɘɱ), :NEAR (ɛɜɚɝɞɚɜɚɎɌ ɍɗɔɓɨɖɱɝɞɨ ɐɚ ɱəɤɚɏɚ 

ɚɍõɯɖɞɌ). ȾɌɖɌ ɘɚɐɑɗɨ ɐɚɓɎɚɗɫɯ əɑ ɛɜɚɝɞɚ ɓɍɑɜɱɏɌɞɔ ɏɑɚɐɌəɱ, Ɍ 

ɱəɞɑɏɜɟɎɌɞɔ ɲɡ ɟ ɓɌɏɌɗɨəɟ ɚəɞɚɗɚɏɱɪ ɓəɌəɨ, ɐɑ ɏɑɚɚɍõɯɖɞɔ 
ɛɚɎõɫɓɌəɱ ɓ ɚɝɚɍɌɘɔ, ɛɚɐɱɫɘɔ, ɞɑɡəɱɣəɔɘɔ ɌɜɞɑɠɌɖɞɌɘɔ. ȹɌ-

ɛɜɔɖɗɌɐ, ɓɌɛɔɞ Cypher: 

MATCH  (s:PowerSubstation) -[:TARGETED_BY] ->(a:Attack)  
WHERE s.name  CONTAINS  "ȶɔɲɎ" 

RETURN  s.name,  a.date  

ɐɚɓɎɚɗɫɯ ɎɔɫɎɔɞɔ Ɏɝɱ ɌɞɌɖɔ əɌ ɖɔɲɎɝɨɖɱ ɛɱɐɝɞɌəɢɱɲ, ɐɑɘɚə-
ɝɞɜɟɪɣɔ ɝɔɗɟ ɝɑɘɌəɞɔɣəɚɏɚ ɘɚɐɑɗɪɎɌəəɫ. 

ȬəɌɗɱɓ ɟ Gephi 
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Ȼɱɝɗɫ ɱɘɛɚɜɞɟ ɏɜɌɠɌ Ɏ Neo4j ɕɚɏɚ ɣɌɝɞɚ ɑɖɝɛɚɜɞɟɪɞɨ ɟ 
Gephi ð ɝɛɑɢɱɌɗɱɓɚɎɌəɟ ɛɗɌɞɠɚɜɘɟ ɐɗɫ ɎɱɓɟɌɗɨəɚɏɚ ɌəɌɗɱɓɟ ɘɑ-

ɜɑɒ. Ⱦɟɞ ɓɌɝɞɚɝɚɎɟɪɞɨɝɫ Ɍɗɏɚɜɔɞɘɔ ɞɑɚɜɱɲ ɏɜɌɠɱɎ ɐɗɫ ɎɔɫɎɗɑə-

əɫ ɛɜɔɡɚɎɌəɔɡ ɝɞɜɟɖɞɟɜ. 
ȶɗɌɝɞɑɜɔɓɌɢɱɫ (əɌɛɜɔɖɗɌɐ, Ɍɗɏɚɜɔɞɘ Louvain) ɜɚɓɍɔɎɌɯ 

ɏɜɌɠ əɌ ɝɛɱɗɨəɚɞɔ ð ɏɜɟɛɔ ɎɟɓɗɱɎ, ɥɚ ɘɌɪɞɨ Ɏɔɝɚɖɟ Ɏəɟɞɜɱɤəɪ 

ɓɎõɫɓəɱɝɞɨ. ȿ ɖɚəɞɑɖɝɞɱ ɏɑɚɘɑɜɑɒɱ ɢɑ ɘɚɒɑ ɎɔɫɎɔɞɔ ɖɚəɢɑəɞɜɌ-
ɢɱɲ ɖɜɔɞɔɣəɚɲ ɱəɠɜɌɝɞɜɟɖɞɟɜɔ (əɌɛɜɔɖɗɌɐ, ɛɜɚɘɓɚəɔ, ɎɱɕɝɨɖɚɎɱ 

ɚɍõɯɖɞɔ), ɥɚ ɠɚɜɘɟɪɞɨ ɓɚəɔ ɛɱɐɎɔɥɑəɚɲ ɎɜɌɓɗɔɎɚɝɞɱ. 
ɂɑəɞɜɌɗɨəɱɝɞɨ (Betweenness, Closeness, Eigenvector) ɎɔɓəɌ-

ɣɌɯ Ɏɟɓɗɔ, ɥɚ ɎɱɐɱɏɜɌɪɞɨ ɖɗɪɣɚɎɟ ɜɚɗɨ ɟ ɛɑɜɑɐɌɣɱ ɱəɠɚɜɘɌɢɱɲ 

Ɍɍɚ ɜɑɝɟɜɝɱɎ. Ȯɟɓɚɗ ɱɓ Ɏɔɝɚɖɚɪ Betweenness Centralities ɘɚɒɑ 
ɍɟɞɔ ɝɞɜɌɞɑɏɱɣəɚɪ ɞɚɣɖɚɪ, əɌɛɜɔɖɗɌɐ, ɑɗɑɖɞɜɚɛɱɐɝɞɌəɢɱɫ, ɣɑ-

ɜɑɓ ɫɖɟ ɛɜɚɡɚɐɔɞɨ ɚɝəɚɎəɔɕ ɛɚɞɱɖ ɑəɑɜɏɱɲ. 

ȸɚɐɟɗɫɜəɱɝɞɨ Q[ɴ0,1] ɖɱɗɨɖɱɝəɚ ɚɢɱəɪɯ ɫɖɱɝɞɨ ɜɚɓɍɔɞɞɫ əɌ 
ɝɛɱɗɨəɚɞɔ: ɣɔɘ ɍɗɔɒɣɑ Q ɐɚ 1, ɞɔɘ ɣɱɞɖɱɤɌ ɝɞɜɟɖɞɟɜɌ. ɂɑ ɐɚ-

ɓɎɚɗɫɯ ɛɚɜɱɎəɪɎɌɞɔ ɜɱɓəɱ ɝɢɑəɌɜɱɲ ɜɚɓɎɔɞɖɟ ɛɚɐɱɕ, əɌɛɜɔɖɗɌɐ, 

ɫɖ ɓɘɱəɪɯɞɨɝɫ ɝɞɜɟɖɞɟɜɌ ɱəɠɜɌɝɞɜɟɖɞɟɜəɚɲ ɘɑɜɑɒɱ ɛɱɝɗɫ ɎɞɜɌɞɔ 
ɚɖɜɑɘɔɡ ɎɟɓɗɱɎ. 

ȾɌɖɔɕ ɌəɌɗɱɓ ɛɑɜɑɞɎɚɜɪɯ ɏɑɚɘɑɜɑɒɟ ɓ ɛɌɝɔɎəɚɲ ɖɌɜɞɔ əɌ 

ɐɔəɌɘɱɣəɟ ɘɚɐɑɗɨ ɝɔɝɞɑɘɔ, ɐɑ ɘɚɒəɌ ɚɢɱəɪɎɌɞɔ ɝɞɱɕɖɱɝɞɨ, Ɏɔ-
ɫɎɗɫɞɔ ɝɗɌɍɖɱ ɗɌəɖɔ, ɛɜɚɏəɚɓɟɎɌɞɔ əɌɝɗɱɐɖɔ ɛɚɐɱɕ. 

ȮɱɓɟɌɗɱɓɌɢɱɫ ɣɑɜɑɓ CSV2Graph 

Ȱɗɫ ɚɛɑɜɌɞɔɎəɚɲ ɎɑɜɔɠɱɖɌɢɱɲ ɜɑɓɟɗɨɞɌɞɱɎ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ 
CSV2Graph ð ɢɑ ɱəɝɞɜɟɘɑəɞ, ɥɚ ɛɑɜɑɞɎɚɜɪɯ CSV-ɠɌɕɗɔ ɓ Ɏɟɓ-

ɗɌɘɔ ɞɌ ɜɑɍɜɌɘɔ əɌ ɱəɞɑɜɌɖɞɔɎəɱ HTML-ɏɜɌɠɔ. ȶɗɪɣɚɎɚɪ ɛɑ-

ɜɑɎɌɏɚɪ ɯ ɌɎɞɚɘɌɞɔɣəɑ ɐɚɐɌɎɌəəɫ ɏɱɛɑɜɛɚɝɔɗɌəɨ əɌ ɛɚɤɟɖɚɎɱ 
ɝɔɝɞɑɘɔ (Google, Bing) ɐɗɫ ɖɚɒəɚɏɚ ɎɟɓɗɌ. ȹɌɛɜɔɖɗɌɐ, ɖɗɱɖ əɌ 

Ɏɟɓɚɗ çȻɱɐɝɞɌəɢɱɫ ʈ5è ɎɱɐɖɜɔɎɌɯ əɚɎɑ Ɏɱɖəɚ ɓ ɓɌɛɔɞɚɘ "ȻɱɐɝɞɌ-
əɢɱɫ ʈ5 ȶɔɲɎ site:*.gov.ua", ɥɚ ɐɚɓɎɚɗɫɯ ɘɔɞɞɯɎɚ ɛɑɜɑɎɱɜɔɞɔ 

ɱəɠɚɜɘɌɢɱɪ Ɏ ɚɠɱɢɱɕəɔɡ ɐɒɑɜɑɗɌɡ. 

ɂɑɕ ɛɱɐɡɱɐ ɓɌɍɑɓɛɑɣɟɯ ɓɌɘɖəɟɞɔɕ ɢɔɖɗ ɌəɌɗɱɓɟ: Ɏɱɐ Ɏɔɐɚɍɟ-
ɎɌəəɫ ɐɌəɔɡ ɓ OSM ð ɣɑɜɑɓ ɛɚɍɟɐɚɎɟ ɘɑɜɑɒɱ ð ɐɚ ɎɑɜɔɠɱɖɌɢɱɲ 

ɣɑɜɑɓ ɓɚɎəɱɤəɱ ɐɒɑɜɑɗɌ. ȣəɞɑɜɌɖɞɔɎəɱɝɞɨ ɐɚɓɎɚɗɫɯ ɌəɌɗɱɞɔɖɟ əɑ 

ɛɜɚɝɞɚ ɍɌɣɔɞɔ ɓɎõɫɓɖɔ, Ɍ ɐɚɝɗɱɐɒɟɎɌɞɔ ɲɡəɪ ɐɚɝɞɚɎɱɜəɱɝɞɨ, ɥɚ 
ɖɜɔɞɔɣəɚ ɎɌɒɗɔɎɚ Ɏ ɟɘɚɎɌɡ ɐɑɓɱəɠɚɜɘɌɢɱɲ. 

ȾɌɖɔɘ ɣɔəɚɘ, ɎɱɓɟɌɗɱɓɌɢɱɫ ɞɌ ɌəɌɗɱɓ ɏɑɚɘɑɜɑɒ ɯ əɑ ɓɌɎɑɜ-

ɤɌɗɨəɔɘ ɑɞɌɛɚɘ, Ɍ ɱəɞɑɜɌɖɞɔɎəɔɘ ɱəɝɞɜɟɘɑəɞɚɘ ɛɱɓəɌəəɫ, ɐɑ 
ɏɜɌɠ ɝɞɌɯ ɒɔɎɔɘ ɝɑɜɑɐɚɎɔɥɑɘ ɐɗɫ ɠɚɜɘɟɗɪɎɌəəɫ ɏɱɛɚɞɑɓ, ɞɑɝ-
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ɞɟɎɌəəɫ ɝɢɑəɌɜɱɲɎ ɞɌ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ. ȽɌɘɑ ɢɫ ɱəɞɑɏɜɌɢɱɫ 
ɏɑɚɛɜɚɝɞɚɜɟ, ɝɑɘɌəɞɔɖɔ ɞɌ ɱəɞɑɜɌɖɞɔɎəɚɝɞɱ ɎɔɓəɌɣɌɯ ɘɌɕɍɟɞəɯ 

OSINT -ɌəɌɗɱɞɔɖɔ. 

3. 5.7. ȻɜɌɖɞɔɣəɱ ɖɑɕɝɔ ɎɔɖɚɜɔɝɞɌəəɫ OSM ɟ 
OSINT  

OpenStreetMap, ɫɖ ɐɒɑɜɑɗɚ ɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɏɑɚɛɜɚɝɞɚɜɚ-

Ɏɔɡ ɐɌəɔɡ, əɌɍɟɎɌɯ ɚɝɚɍɗɔɎɚɲ ɢɱəəɚɝɞɱ Ɏ ɟɘɚɎɌɡ ɖɜɔɓɔ, ɖɚəɠɗɱ-
ɖɞɟ Ɍɍɚ ɤɎɔɐɖɔɡ ɝɚɢɱɌɗɨəɔɡ ɓɘɱə, ɖɚɗɔ ɚɠɱɢɱɕəɌ ɱəɠɚɜɘɌɢɱɫ 

ɓɌɛɱɓəɪɯɞɨɝɫ, ɢɑəɓɟɜɟɯɞɨɝɫ Ɍɍɚ əɌɎɘɔɝəɚ ɝɛɚɞɎɚɜɪɯɞɨɝɫ. ȿ 

ɞɌɖɔɡ ɝɔɞɟɌɢɱɫɡ OSM ɛɑɜɑɞɎɚɜɪɯɞɨɝɫ əɑ ɛɜɚɝɞɚ əɌ ɖɌɜɞɟ, Ɍ əɌ 
ɐɔəɌɘɱɣəɟ ɘɚɐɑɗɨ ɠɱɓɔɣəɚɲ ɜɑɌɗɨəɚɝɞɱ, ɫɖɌ ɐɚɓɎɚɗɫɯ ɜɑɖɚəɝɞ-

ɜɟɪɎɌɞɔ ɛɚɐɱɲ, ɎɔɫɎɗɫɞɔ ɓɌɏɜɚɓɔ ɞɌ ɛɜɚɏəɚɓɟɎɌɞɔ əɌɝɗɱɐɖɔ. ȿ 

ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɞɜɔ ɞɔɛɚɎɱ ɝɢɑəɌɜɱɲ ɓɌɝɞɚɝɟ-
ɎɌəəɫ: ɘɚəɱɞɚɜɔəɏ ɖɜɔɞɔɣəɚɲ ɱəɠɜɌɝɞɜɟɖɞɟɜɔ, ɏɑɚɗɚɖɌɢɱɕəɌ 

ɎɑɜɔɠɱɖɌɢɱɫ ɛɚɐɱɕ ɞɌ ɎɔɫɎɗɑəəɫ ɓɘɱə ɟ ɘɱɝɨɖɚɘɟ ɝɑɜɑɐɚɎɔɥɱ. 

ȸɚəɱɞɚɜɔəɏ ɖɜɔɞɔɣəɚɲ ɱəɠɜɌɝɞɜɟɖɞɟɜɔ ɛɱɐ ɣɌɝ ɖɚə-

ɠɗɱɖɞɱɎ 

Ȼɱɐ ɣɌɝ ɓɍɜɚɕəɔɡ ɖɚəɠɗɱɖɞɱɎ Ɍɍɚ ɏɱɍɜɔɐəɔɡ ɌɞɌɖ ɖɜɔɞɔɣəɌ 
ɱəɠɜɌɝɞɜɟɖɞɟɜɌ ð ɑəɑɜɏɑɞɔɣəɌ, ɞɜɌəɝɛɚɜɞəɌ, ɖɚɘɟəɱɖɌɢɱɕəɌ ð 

ɝɞɌɯ ɛɑɜɎɔəəɚɪ ɢɱɗɗɪ. OSM ɐɚɓɎɚɗɫɯ ɝɔɝɞɑɘɌɞɔɣəɚ ɱɐɑəɞɔɠɱ-

ɖɟɎɌɞɔ ɞɌɖɱ ɚɍõɯɖɞɔ ɣɑɜɑɓ ɝɑɘɌəɞɔɣəɱ ɞɑɏɔ: 

¶ power=substation, power=plant, power=line ð ɑəɑɜɏɑɞɔ-

ɖɌ; 

¶ military=airfi eld, mili tary=barracks, military=naval_base ð 
ɎɱɕɝɨɖɚɎɱ ɚɍõɯɖɞɔ; 

¶ highway=motorway, rai lway=station, aeroway=aerodrome 
ð ɞɜɌəɝɛɚɜɞ. 

ȮɔɖɚɜɔɝɞɚɎɟɪɣɔ Overpass API, ɘɚɒəɌ ɌɎɞɚɘɌɞɔɣəɚ Ɏɔɐɚ-
ɍɟɞɔ Ɏɝɱ ɞɌɖɱ ɚɍõɯɖɞɔ Ɏ ɓɌɐɌəɱɕ ɏɑɚɓɚəɱ (əɌɛɜɔɖɗɌɐ, ɚɍɗɌɝɞɱ 

ȿɖɜɌɲəɔ) ɱ ɛɚɍɟɐɟɎɌɞɔ ɘɑɜɑɒɟ ɎɜɌɓɗɔɎɚɝɞɱ ( ),V O C= , ɐɑ O  ð 

ɘəɚɒɔəɌ ɚɍõɯɖɞɱɎ, Ɍ C O OÌ ³ð ɓɎõɫɓɖɔ ɍɗɔɓɨɖɚɝɞɱ Ɍɍɚ ɠɟəɖɢɱɚ-

əɌɗɨəɚɲ ɓɌɗɑɒəɚɝɞɱ. ȹɌɛɜɔɖɗɌɐ, ɫɖɥɚ ɐɎɱ ɛɱɐɝɞɌəɢɱɲ ɜɚɓɞɌɤɚ-
ɎɌəɱ əɌ ɎɱɐɝɞɌəɱ ɘɑəɤɑ 5 ɖɘ, Ɏɚəɔ ɘɚɒɟɞɨ ɍɟɞɔ ɟɜɌɒɑəɱ ɚɐəɔɘ 

ɱ ɞɔɘ ɝɌɘɔɘ ɟɐɌɜɚɘ. ȬəɌɗɱɓ ɢɑəɞɜɌɗɨəɚɝɞɱ (Betweenness, 

Eigenvector) ɟ ɞɌɖɱɕ ɘɑɜɑɒɱ ɐɚɓɎɚɗɫɯ ɎɔɫɎɔɞɔ ɖɗɪɣɚɎɱ Ɏɟɓɗɔ, 
ɣɔɫ ɎɞɜɌɞɌ ɛɜɔɓɎɑɐɑ ɐɚ ɖɌɝɖɌɐəɚɏɚ ɖɚɗɌɛɝɟ. ɂɫ ɘɚɐɑɗɨ əɑ ɗɔɤɑ 

ɠɱɖɝɟɯ ɝɞɌə ɱəɠɜɌɝɞɜɟɖɞɟɜɔ, Ɍ ɕ ɛɜɚɏəɚɓɟɯ əɌɝɗɱɐɖɔ ɛɚɤɖɚ-
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ɐɒɑəɨ, ɥɚ ɯ ɖɜɔɞɔɣəɔɘ ɐɗɫ ɛɗɌəɟɎɌəəɫ ɚɍɚɜɚəɔ ɞɌ ɎɱɐəɚɎɗɑə-
əɫ. 

ȼɑɖɚəɝɞɜɟɖɢɱɫ ɛɚɐɱɕ əɌ ɚɝəɚɎɱ ɏɑɚɓɌɫɎɚɖ ɱɓ 

Telegram/X  

ɃɌɝɞɚ ɛɑɜɤɱ ɛɚɎɱɐɚɘɗɑəəɫ ɛɜɚ ɛɚɐɱɲ (Ɏɔɍɟɡɔ, ɚɍɝɞɜɱɗɔ, ɛɜɚ-

ɞɑɝɞɔ) ɓõɫɎɗɫɪɞɨɝɫ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ ɱɓ ɏɑɚɗɚɖɌɢɱɯɪ Ɍɍɚ 

ɚɛɔɝɚɘ ɘɱɝɢɫ. Ȼɜɚɞɑ ɞɌɖɱ ɓɌɫɎɖɔ ɣɌɝɞɚ ɘɱɝɞɫɞɨ əɑɞɚɣəɚɝɞɱ, ɐɑɓ-
ɱəɠɚɜɘɌɢɱɪ Ɍɍɚ əɌɎɘɔɝəɱ ɠɑɕɖɔ. OSM ɎɔɝɞɟɛɌɯ ɫɖ ɜɑɠɑɜɑəɝ-

əɔɕ ɛɜɚɝɞɱɜ ɐɗɫ ɎɑɜɔɠɱɖɌɢɱɲ. 
ȹɌɛɜɔɖɗɌɐ, ɛɚɎɱɐɚɘɗɑəəɫ Ɏ Telegram: çȺɍɝɞɜɱɗ ɍɱɗɫ ɤɖɚɗɔ 

ʈ12 ɟ ɁɌɜɖɚɎɱè ð ɘɚɒɑ ɍɟɞɔ ɌɎɞɚɘɌɞɔɣəɚ ɚɍɜɚɍɗɑəɑ ɞɌɖ: 

1.  Ȯɔɐɚɍɟɞɞɫ ɞɚɛɚəɱɘɟ çɁɌɜɖɱɎè ɞɌ ɚɍõɯɖɞɌ çɤɖɚɗɌ ʈ12è; 
2.  ȳɌɛɔɞ ɐɚ OSM: 

node[ "amenity "="school "]["name "~"12"](area.Harkiv);  

3.  ȺɞɜɔɘɌəəɫ ɖɚɚɜɐɔəɌɞ ɜɑɌɗɨəɚɲ ɤɖɚɗɔ ʈ12; 
4.  ȻɚɜɱɎəɫəəɫ ɓ ɏɑɚɗɚɖɌɢɱɯɪ ɓɚɍɜɌɒɑəəɫ Ɍɍɚ Ɏɱɐɑɚ (ɣɑɜɑɓ 

EXIF Ɍɍɚ ɎɱɓɟɌɗɨəɟ ɏɑɚɗɚɖɌɢɱɪ). 

ɋɖɥɚ ɖɚɚɜɐɔəɌɞɔ ɓɍɱɏɌɪɞɨɝɫ ɓ ɞɚɣəɱɝɞɪ ɐɚ 100 ɘ, ɓɌɫɎɖɌ 
ɎɎɌɒɌɯɞɨɝɫ ɛɱɐɞɎɑɜɐɒɑəɚɪ. ɋɖɥɚ ɒ ɟ ɜɌɐɱɟɝɱ 1 ɖɘ əɑɘɌɯ ɤɖɚ-

ɗɔ ʈ12 ð ɢɑ ɝɔɏəɌɗ ɐɚ ɛɚɏɗɔɍɗɑəɚɲ ɛɑɜɑɎɱɜɖɔ. ȾɌɖɔɕ ɛɱɐɡɱɐ ɛɑ-

ɜɑɞɎɚɜɪɯ OSM əɌ ɚəɞɚɗɚɏɱɣəɔɕ ɠɱɗɨɞɜ, ɥɚ ɐɚɓɎɚɗɫɯ Ɏɱɐɚɖɜɑɘɔ-
ɞɔ ɐɚɝɞɚɎɱɜəɱ ɝɔɏəɌɗɔ Ɏɱɐ ɤɟɘɟ Ɏ ɟɘɚɎɌɡ ɱəɠɚɜɘɌɢɱɕəɚɲ Ɏɱɕəɔ. 

 ȮɔɫɎɗɑəəɫ ɓɘɱə ɟ ɘɱɝɨɖɚɘɟ ɝɑɜɑɐɚɎɔɥɱ 

OSM ɯ ɒɔɎɔɘ ɐɚɖɟɘɑəɞɚɘ, ɫɖɔɕ ɛɚɝɞɱɕəɚ ɚəɚɎɗɪɯɞɨɝɫ ɝɛɱ-
ɗɨəɚɞɚɪ. ɂɑ ɐɚɓɎɚɗɫɯ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɕɚɏɚ əɑ ɗɔɤɑ ɫɖ ɝɞɌɞɔ-

ɣəɟ ɖɌɜɞɟ, Ɍ ɕ ɫɖ ɝɑəɝɚɜ ɓɘɱə. Ƀɑɜɑɓ Overpass API ɘɚɒəɌ ɚɞɜɔ-

ɘɟɎɌɞɔ ɐɌəɱ ɓ ɘɱɞɖɚɪ ɣɌɝɟ (timestamp), ɥɚ ɐɚɓɎɚɗɫɯ ɍɟɐɟɎɌɞɔ 
ɣɌɝɚɎɱ ɜɫɐɔ ɓɘɱə. 

ȹɌɛɜɔɖɗɌɐ, ɓɌɛɔɞ: 
 [diff: "2025 -01-01T00:00:00Z ","2025 -03-01T00:00:00Z "]; 

( 

  node[ "mili tary "="checkpoint "](area.Kyiv);  
  way[ "barrier "="block "](area.Kyiv);  

); 

out  meta;  
ɛɚɎɑɜɞɌɯ Ɏɝɱ əɚɎɱ ɍɗɚɖɛɚɝɞɔ ɞɌ ɍɌɜõɯɜɔ, ɐɚɐɌəɱ Ɏ ȶɔɯɎɱ ɓɌ 

ɚɝɞɌəəɱ ɐɎɌ ɘɱɝɫɢɱ. ȬəɌɗɚɏɱɣəɚ ɘɚɒəɌ ɎɔɫɎɗɫɞɔ: 
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ɓəɑɝɑəəɫ ɍɟɐɱɎɑɗɨ (building Ƃ ɎɔɐɌɗɑəɚ); 
ɓɘɱəɟ ɠɟəɖɢɱɚəɌɗɨəɚɏɚ ɛɜɔɓəɌɣɑəəɫ (landuse=residential Ƃ 

landuse=industrial);  

ɛɚɫɎɟ ɞɔɘɣɌɝɚɎɔɡ ɚɍõɯɖɞɱɎ (emergency=field_hospital). 
 

ȾɌɖɔɕ ɌəɌɗɱɓ ɐɚɓɎɚɗɫɯ ɎɱɐɝɞɑɒɟɎɌɞɔ ɑɎɚɗɪɢɱɪ ɘɱɝɨɖɚɏɚ 

ɛɜɚɝɞɚɜɟ Ɏ ɜɑɌɗɨəɚɘɟ ɣɌɝɱ, ɥɚ ɯ əɑɓɌɘɱəəɔɘ ɐɗɫ ɘɚəɱɞɚɜɔəɏɟ 
ɎɚɯəɱɓɚɎɌəəɫ ɞɑɜɔɞɚɜɱɕ, ɜɑɌɖɢɱɲ əɌ əɌɐɓɎɔɣɌɕəɱ ɛɚɐɱɲ Ɍɍɚ ɝɚɢɱɌ-

ɗɨəɔɡ ɓɘɱə. ȭɱɗɨɤɑ ɞɚɏɚ, ɛɚɜɱɎəɫəəɫ ɓ ɱɝɞɚɜɔɣəɔɘɔ ɝɟɛɟɞəɔɖɚ-
Ɏɔɘɔ ɓəɱɘɖɌɘɔ (əɌɛɜɔɖɗɌɐ, ɓ Sentinel Hub) ɐɚɓɎɚɗɫɯ Ɏɑɜɔɠɱɖɟ-

ɎɌɞɔ ɝɌɘ ɠɌɖɞ ɓɘɱəɔ, ɟɝɟɎɌɪɣɔ ɘɚɒɗɔɎɱɝɞɨ ɛɚɘɔɗɚɖ ɜɑɐɌɖɞɚ-

ɜɱɎ OSM. 
ȼɌɓɚɘ ɢɱ ɖɑɕɝɔ ɐɑɘɚəɝɞɜɟɪɞɨ, ɥɚ OpenStreetMap ɟ ɖɚə-

ɞɑɖɝɞɱ OSINT ɯ əɑ ɛɜɚɝɞɚ ɖɌɜɞɚɏɜɌɠɱɣəɔɘ ɱəɝɞɜɟɘɑəɞɚɘ, Ɍ ɐɔ-

əɌɘɱɣəɚɪ, ɝɑɘɌəɞɔɣəɚ ɓɍɌɏɌɣɑəɚɪ ɘɚɐɑɗɗɪ ɠɱɓɔɣəɚɏɚ ɝɎɱɞɟ, 
ɫɖɌ ɓɌɍɑɓɛɑɣɟɯ ɚɝəɚɎɟ ɐɗɫ ɎɑɜɔɠɱɖɌɢɱɲ, ɛɜɚɏəɚɓɟɎɌəəɫ ɞɌ ɝɞɜɌ-

ɞɑɏɱɣəɚɏɚ ɛɗɌəɟɎɌəəɫ Ɏ ɟɘɚɎɌɡ əɑɎɔɓəɌɣɑəɚɝɞɱ. 

3. 5.8. ȱɞɔɣəɱ ɞɌ ɞɑɡəɱɣəɱ Ɏɔɖɗɔɖɔ 

ȹɑɓɎɌɒɌɪɣɔ əɌ ɓəɌɣəɱ ɛɑɜɑɎɌɏɔ OpenStreetMap ɫɖ ɐɒɑɜɑɗɌ 

Ɏɱɐɖɜɔɞɔɡ ɏɑɚɛɜɚɝɞɚɜɚɎɔɡ ɐɌəɔɡ, ɕɚɏɚ ɓɌɝɞɚɝɟɎɌəəɫ Ɏ OSINT-
ɌəɌɗɱɞɔɢɱ ɝɟɛɜɚɎɚɐɒɟɯɞɨɝɫ əɔɓɖɚɪ ɠɟəɐɌɘɑəɞɌɗɨəɔɡ ɚɍɘɑ-

ɒɑəɨ, ɥɚ ɛɚɡɚɐɫɞɨ ɫɖ ɱɓ ɞɑɡəɱɣəɚɲ ɛɜɔɜɚɐɔ ɖɚɗɑɖɞɔɎəɚɏɚ ɜɑɐɌ-
ɏɟɎɌəəɫ, ɞɌɖ ɱ ɓ ɑɞɔɣəɔɡ əɌɝɗɱɐɖɱɎ ɛɟɍɗɱɖɌɢɱɲ ɐɑɞɌɗɨəɚɲ ɱəɠɚɜ-

ɘɌɢɱɲ ɛɜɚ ɠɱɓɔɣəɑ ɝɑɜɑɐɚɎɔɥɑ. ɂɱ ɚɍɘɑɒɑəəɫ ɠɚɜɘɟɪɞɨ ɝɔɝɞɑ-

ɘəɟ əɑɎɔɓəɌɣɑəɱɝɞɨ, ɫɖɌ ɎɛɗɔɎɌɯ əɌ ɐɚɝɞɚɎɱɜəɱɝɞɨ, ɛɚɎəɚɞɟ ɞɌ 
ɍɑɓɛɑɣəɱɝɞɨ ɌəɌɗɱɞɔɣəɔɡ ɎɔɝəɚɎɖɱɎ. ȿ ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɜɚɓɏɗɫ-

ɐɌɪɞɨɝɫ ɞɜɔ ɖɗɪɣɚɎɱ Ɍɝɛɑɖɞɔ: ɓɌɗɑɒəɱɝɞɨ Ɏɱɐ ɗɪɐɝɨɖɚɏɚ ɠɌɖɞɚ-

ɜɌ, ɛɜɚɍɗɑɘɔ ɎɑɜɔɠɱɖɌɢɱɲ ɞɌ ɜɔɓɔɖɔ ɛɚɜɟɤɑəəɫ ɖɚəɠɱɐɑəɢɱɕ-
əɚɝɞɱ. 

OpenStreetMap ɯ ɛɜɚɐɟɖɞɚɘ ɖɚɗɑɖɞɔɎəɚɏɚ ɱəɞɑɗɑɖɞɟ, ɐɑ ɖɚ-

ɒɑə ɑɗɑɘɑəɞ ɖɌɜɞɔ ɐɚɐɌɯɞɨɝɫ, ɜɑɐɌɏɟɯɞɨɝɫ Ɍɍɚ ɎɔɛɜɌɎɗɫɯɞɨɝɫ 
ɚɖɜɑɘɔɘ ɖɚɜɔɝɞɟɎɌɣɑɘ ð ɞɌɖ ɓɎɌəɔɘ ɘɌɛɑɜɚɘ. ɂɫ ɘɚɐɑɗɨ ɓɌ-

ɍɑɓɛɑɣɟɯ Ɏɔɝɚɖɟ ɌɐɌɛɞɔɎəɱɝɞɨ, Ɍɗɑ ɎɚɐəɚɣɌɝ ɛɜɔɓɎɚɐɔɞɨ ɐɚ əɑ-

ɜɱɎəɚɘɱɜəɚɝɞɱ ɛɚɖɜɔɞɞɫ. ȿ ɘɱɝɞɌɡ ɓ ɌɖɞɔɎəɚɪ ɝɛɱɗɨəɚɞɚɪ (əɌ-
ɛɜɔɖɗɌɐ, ȶɔɲɎ, ȷɨɎɱɎ) ɐɌəɱ ɘɚɒɟɞɨ ɍɟɞɔ əɌɐɓɎɔɣɌɕəɚ ɐɑɞɌɗɱɓɚ-

ɎɌəɔɘɔ: ɖɚɒəɌ ɍɟɐɱɎɗɫ, ɞɜɚɞɟɌɜ, ɗɌɎɖɌ ɘɌɯ ɝɎɱɕ ɛɚɗɱɏɚə ɱ ɝɑɘɌ-

əɞɔɣəɱ ɞɑɏɔ. ȹɌɎɛɌɖɔ, ɟ ɎɱɐɐɌɗɑəɔɡ ɜɑɏɱɚəɌɡ Ɍɍɚ ɓɚəɌɡ ɖɚəɠɗɱ-
ɖɞɟ ɛɚɖɜɔɞɞɫ ɘɚɒɑ ɍɟɞɔ ɠɜɌɏɘɑəɞɌɜəɔɘ Ɍɍɚ ɛɚɎəɱɝɞɪ Ɏɱɐɝɟɞ-

əɱɘ. 
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ȳ ɞɚɣɖɔ ɓɚɜɟ ɞɑɚɜɱɲ ɱəɠɚɜɘɌɢɱɲ, ɢɑ ɚɓəɌɣɌɯ, ɥɚ ɑəɞɜɚɛɱɫ 
ɛɜɚɝɞɚɜɚɎɚɏɚ ɜɚɓɛɚɐɱɗɟ ɐɌəɔɡ H(S) ɯ əɑɜɱɎəɚɘɱɜəɚɪ: Ɏ ɚɐəɔɡ 

ɜɑɏɱɚəɌɡ H(S)Ƃ0 (ɎɔɝɚɖɌ ɝɞɜɟɖɞɟɜɚɎɌəɱɝɞɨ), Ɏ ɱəɤɔɡ  H(S)ƂlogN 

(ɡɌɚɝ, Ɏɱɐɝɟɞəɱɝɞɨ ɱəɠɚɜɘɌɢɱɲ). ȾɌɖɌ Ɍɝɔɘɑɞɜɱɫ ɟɝɖɗɌɐəɪɯ ɛɚɍɟ-
ɐɚɎɟ ɏɗɚɍɌɗɨəɔɡ ɘɚɐɑɗɑɕ, ɚɝɖɱɗɨɖɔ ɌəɌɗɱɞɔɖ əɑ ɘɚɒɑ ɛɜɔɛɟɝɖɌ-

ɞɔ, ɥɚ Ɏɱɐɝɟɞəɱɝɞɨ ɚɍõɯɖɞɌ Ɏ OSM ɚɓəɌɣɌɯ ɕɚɏɚ ɠɱɓɔɣəɟ Ɏɱɐɝɟɞ-

əɱɝɞɨ. ȹɌɎɛɌɖɔ, Ɏɱɐɝɟɞəɱɝɞɨ ɘɚɒɑ ɍɟɞɔ əɌɝɗɱɐɖɚɘ ɱəɠɚɜɘɌɢɱɕəɚɲ 
ɝɗɱɛɚɞɔ ð Ɏɱɐɝɟɞəɚɝɞɱ ɗɚɖɌɗɨəɚɏɚ ɘɌɛɑɜɌ. ɂɑ ɝɞɎɚɜɪɯ ɝɔɝɞɑɘəɟ 

ɟɛɑɜɑɐɒɑəɱɝɞɨ, ɫɖɌ ɚɝɚɍɗɔɎɚ əɑɍɑɓɛɑɣəɌ Ɏ ɟɘɚɎɌɡ ɖɜɔɓɔ, ɖɚɗɔ 
əɌɕɍɱɗɨɤ ɎɜɌɓɗɔɎɱ ɞɑɜɔɞɚɜɱɲ ɣɌɝɞɚ ɯ əɌɕɘɑəɤ ɖɌɜɞɚɏɜɌɠɚɎɌ-

əɔɘɔ. 

Ȼɜɚɍɗɑɘɔ ɎɑɜɔɠɱɖɌɢɱɲ 

Ȯɱɐɖɜɔɞɱɝɞɨ OSM, ɡɚɣɌ ɕ ɯ ɲɲ ɏɚɗɚɎəɚɪ ɛɑɜɑɎɌɏɚɪ, ɚɐəɚɣɌɝ-

əɚ ɯ ɐɒɑɜɑɗɚɘ ɎɜɌɓɗɔɎɚɝɞɱ ɐɚ ɘɌəɱɛɟɗɫɢɱɕ. ȭɟɐɨ-ɫɖɔɕ ɓɌɜɑɯɝɞ-

ɜɚɎɌəɔɕ ɖɚɜɔɝɞɟɎɌɣ ɘɚɒɑ ɐɚɐɌɞɔ, ɓɘɱəɔɞɔ Ɍɍɚ ɎɔɐɌɗɔɞɔ 
ɚɍõɯɖɞ, ɥɚ ɎɱɐɖɜɔɎɌɯ ɘɚɒɗɔɎɱɝɞɨ ɐɗɫ ɎɌəɐɌɗɱɓɘɟ, ɐɑɓɱəɠɚɜɘɌɢɱɲ 

Ɍɍɚ ɛɜɚɝɞɚ əɑɛɜɚɠɑɝɱɕəɔɡ ɛɚɘɔɗɚɖ. Ȯɱɐɚɘɱ ɎɔɛɌɐɖɔ, ɖɚɗɔ Ɏ 

OSM ɐɚɐɌɎɌɗɔɝɫ əɑɱɝəɟɪɣɱ ɐɚɜɚɏɔ, ɠɱɖɞɔɎəɱ ɎɱɕɝɨɖɚɎɱ ɍɌɓɔ, Ɍɍɚ 
əɌɎɱɞɨ çɛɌɝɞɖɔè ɟ Ɏɔɏɗɫɐɱ əɑɱɝəɟɪɣɔɡ ɍɟɐɱɎɑɗɨ, ɥɚɍ ɓɗɚɎɔɞɔ 

ɖɚɘɑɜɢɱɕəɱ ɝɑɜɎɱɝɔ, ɥɚ ɖɚɛɱɪɪɞɨ ɐɌəɱ. 

ɁɚɣɌ ɝɛɱɗɨəɚɞɌ OSM ɘɌɯ ɘɑɡɌəɱɓɘɔ ɘɚɐɑɜɌɢɱɲ (ɛɌɞɜɟɗɪ-
ɎɌəəɫ ɓɘɱə, ɱɝɞɚɜɱɫ ɜɑɐɌɏɟɎɌəɨ, ɱəɝɞɜɟɘɑəɞɔ ɞɔɛɟ OSMCha), 

Ɏɚəɔ əɑ ɏɌɜɌəɞɟɪɞɨ ɛɚɎəɚɲ ɍɑɓɛɑɖɔ. ȳ ɞɚɣɖɔ ɓɚɜɟ ɞɑɚɜɱɲ əɌɐɱɕ-

əɚɝɞɱ, ɖɚɒɑə ɛɜɔɘɱɞɔɎ pGɴ ɘɌɯ ɕɘɚɎɱɜəɱɝɞɨ ɛɚɘɔɗɖɔ Ȅ(p), ɫɖɌ 
ɓɌɗɑɒɔɞɨ Ɏɱɐ ɐɚɝɎɱɐɟ ɌɎɞɚɜɌ, ɝɖɗɌɐəɚɝɞɱ ɚɍõɯɖɞɌ ɞɌ ɜɱɎəɫ ɘɚɐɑ-

ɜɌɢɱɲ ɜɑɏɱɚəɟ. ȿ Ɏɱɐɝɟɞəɚɝɞɱ ɓɚɎəɱɤəɨɚɲ ɎɑɜɔɠɱɖɌɢɱɲ (əɌɛɜɔɖɗɌɐ, 

ɣɑɜɑɓ ɝɟɛɟɞəɔɖɚɎɱ ɓəɱɘɖɔ Ɍɍɚ ɚɠɱɢɱɕəɱ ɜɑɯɝɞɜɔ) ɢɫ ɕɘɚɎɱɜəɱɝɞɨ 
ɓɌɗɔɤɌɯɞɨɝɫ əɑɎɔɓəɌɣɑəɚɪ. Ⱦɚɘɟ ɍɟɐɨ-ɫɖɔɕ OSINT-ɌəɌɗɱɓ, ɥɚ 

ɻɜɟəɞɟɯɞɨɝɫ Ɏɔɖɗɪɣəɚ əɌ OSM, ɛɚɎɔəɑə ɎɖɗɪɣɌɞɔ ɛɜɚɢɑɐɟɜɟ 
ɖɜɚɝ-ɛɑɜɑɎɱɜɖɔ ɓ əɑɓɌɗɑɒəɔɘɔ ɐɒɑɜɑɗɌɘɔ, ɥɚɍ ɟəɔɖəɟɞɔ ɛɚ-

ɤɔɜɑəəɫ ɡɔɍəɚɲ ɱəɠɚɜɘɌɢɱɲ. 
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ȶɚəɠɱɐɑəɢɱɕəɱɝɞɨ 

ȹɌɕɏɗɔɍɤɔɘ ɑɞɔɣəɔɘ Ɏɔɖɗɔɖɚɘ ɯ ɖɚəɠɗɱɖɞ ɘɱɒ Ɏɱɐɖɜɔɞɱɝ-

ɞɪ ɞɌ ɛɜɔɎɌɞəɱɝɞɪ. OSM ɘɱɝɞɔɞɨ ɐɑɞɌɗɨəɟ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɠɱ-

ɓɔɣəɱ ɚɍõɯɖɞɔ, ɎɖɗɪɣɌɪɣɔ ɛɜɔɎɌɞəɱ ɍɟɐɔəɖɔ, Ɏəɟɞɜɱɤəɱ ɛɚɐ-
Ɏɱɜõɫ, ɚɝɚɍɔɝɞɱ ɝɌɐɔɍɔ. ɁɚɣɌ ɝɛɱɗɨəɚɞɌ OSM ɐɚɞɜɔɘɟɯɞɨɝɫ ɛɜɌ-

ɎɔɗɌ çəɑ ɖɌɜɞɚɏɜɌɠɟɎɌɞɔ ɞɑ, ɥɚ əɑ Ɏɔɐəɚ ɓ ɛɟɍɗɱɣəɚɏɚ ɛɜɚɝɞɚ-

ɜɟè, əɌ ɛɜɌɖɞɔɢɱ ɢɑ ɛɜɌɎɔɗɚ ɣɌɝɞɚ ɛɚɜɟɤɟɯɞɨɝɫ ð  əɌɎɘɔɝəɚ Ɍɍɚ 
ɣɑɜɑɓ əɑɓəɌəəɫ. 

ȿ ɖɚəɞɑɖɝɞɱ OSINT ɢɑ ɝɞɎɚɜɪɯ ɝɑɜɕɚɓəɱ ɜɔɓɔɖɔ: 

¶ ɜɚɓɖɜɔɞɞɫ ɘɱɝɢɫ ɛɜɚɒɔɎɌəəɫ ɚɝɚɍɔ, ɫɖɥɚ ɲɲ ɍɟɐɔəɚɖ 

ɐɑɞɌɗɨəɚ ɓɚɍɜɌɒɑəɚ Ɏ OSM; 

¶ ɱɐɑəɞɔɠɱɖɌɢɱɫ ɖɜɔɞɔɣəɚɲ ɱəɠɜɌɝɞɜɟɖɞɟɜɔ ɛɜɔɎɌɞəɚɏɚ 
ɡɌɜɌɖɞɑɜɟ (əɌɛɜɔɖɗɌɐ, ɜɑɓɑɜɎəɱ ɏɑəɑɜɌɞɚɜɔ, ɝɡɚɎɔɥɌ); 

¶ ɎɔɖɚɜɔɝɞɌəəɫ ɐɌəɔɡ ɟ ɤɖɱɐɗɔɎɔɡ ɢɱɗɫɡ ð Ɏɱɐ ɖɜɌɐɱɒɚɖ 
ɐɚ ɢɱɗɑɝɛɜɫɘɚɎɌəɔɡ ɌɞɌɖ. 

ȳ ɛɜɌɎɚɎɚɲ ɞɚɣɖɔ ɓɚɜɟ, ɞɌɖɱ ɐɌəɱ ɘɚɒɟɞɨ ɛɱɐɛɌɐɌɞɔ ɛɱɐ ɜɑ-

ɏɟɗɪɎɌəəɫ GDPR Ɍɍɚ əɌɢɱɚəɌɗɨəɚɏɚ ɓɌɖɚəɚɐɌɎɝɞɎɌ ɛɜɚ ɓɌɡɔɝɞ 
ɛɑɜɝɚəɌɗɨəɔɡ ɐɌəɔɡ, ɚɝɖɱɗɨɖɔ ɖɚɚɜɐɔəɌɞɔ ɍɟɐɔəɖɟ ɯ ɛɜɫɘɚɪ 

ɱɐɑəɞɔɠɱɖɟɪɣɚɪ ɱəɠɚɜɘɌɢɱɯɪ. Ⱦɚɘɟ ɌəɌɗɱɞɔɖ, ɫɖɔɕ Ɏɔɖɚɜɔɝɞɚ-
Ɏɟɯ OSM ɟ ɛɜɚɠɑɝɱɕəɔɡ ɢɱɗɫɡ, ɛɚɎɔəɑə ɐɚɞɜɔɘɟɎɌɞɔɝɫ ɛɜɔə-

ɢɔɛɟ ɘɱəɱɘɱɓɌɢɱɲ ɐɌəɔɡ: ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɗɔɤɑ ɞɟ ɱəɠɚɜɘɌɢɱɪ, 

ɥɚ ɯ əɑɚɍɡɱɐəɚɪ ɐɗɫ ɓɌɎɐɌəəɫ, ɱ ɟəɔɖɌɞɔ ɛɟɍɗɱɖɌɢɱɲ ɐɑɞɌɗɑɕ, ɥɚ 
ɘɚɒɟɞɨ ɓɌɏɜɚɒɟɎɌɞɔ ɍɑɓɛɑɢɱ ɚɝɱɍ ɣɔ ɚɍõɯɖɞɱɎ. 

ȼɌɓɚɘ ɟɝɱ ɢɱ Ɏɔɖɗɔɖɔ ɎɖɌɓɟɪɞɨ əɌ ɞɑ, ɥɚ OpenStreetMap, 

ɡɚɣɌ ɕ ɯ ɘɚɏɟɞəɱɘ ɱəɝɞɜɟɘɑəɞɚɘ, əɑ ɯ Ɍɍɝɚɗɪɞəɚ əɌɐɱɕəɔɘ ɐɓɑ-
ɜɖɌɗɚɘ ɜɑɌɗɨəɚɝɞɱ. ȵɚɏɚ ɑɠɑɖɞɔɎəɑ ɓɌɝɞɚɝɟɎɌəəɫ Ɏ OSINT Ɏɔ-

ɘɌɏɌɯ əɑ ɗɔɤɑ ɞɑɡəɱɣəɚɲ ɘɌɕɝɞɑɜəɚɝɞɱ, Ɍ ɕ ɏɗɔɍɚɖɚɏɚ ɘɑɞɚɐɚɗɚ-

ɏɱɣəɚɏɚ ɜɑɠɗɑɖɝɟ, ɑɞɔɣəɚɲ ɎɱɐɛɚɎɱɐɌɗɨəɚɝɞɱ ɞɌ ɝɔɝɞɑɘəɚɏɚ ɛɱɐ-
ɡɚɐɟ ɐɚ ɎɑɜɔɠɱɖɌɢɱɲ. ȷɔɤɑ ɓɌ ɞɌɖɔɡ ɟɘɚɎ OSM ɘɚɒɑ ɝɞɌɞɔ əɑ 

ɐɒɑɜɑɗɚɘ ɜɔɓɔɖɱɎ, Ɍ ɚɝəɚɎɚɪ ɐɗɫ ɛɚɍɟɐɚɎɔ ɐɚɝɞɚɎɱɜəɚɲ, Ɏɱɐɛɚ-

ɎɱɐɌɗɨəɚɲ ɞɌ ɑɠɑɖɞɔɎəɚɲ ɌəɌɗɱɞɔɖɔ. 

ȮɔɝəɚɎɖɔ ɐɚ ɜɚɓɐɱɗɟ 3 

ȿ ɞɜɑɞɨɚɘɟ ɜɚɓɐɱɗɱ ɘɚəɚɏɜɌɠɱɲ ɓɐɱɕɝəɑəɚ ɖɚɘɛɗɑɖɝəɔɕ 

ɌəɌɗɱɓ ɝɟɖɟɛəɚɝɞɱ ɐɒɑɜɑɗ ɱəɠɚɜɘɌɢɱɲ, ɥɚ ɝɞɌəɚɎɗɫɞɨ ɠɟəɐɌɘɑ-

əɞɌɗɨəɟ ɚɝəɚɎɟ ɐɗɫ ɛɜɚɎɑɐɑəəɫ ɖɚɘɛ'ɪɞɑɜəɚɲ ɖɚəɖɟɜɑəɞəɚɲ 
ɜɚɓɎɱɐɖɔ ɞɌ ɜɚɓɎɱɐɖɔ ɟ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗɌɡ. ȰɚɎɑɐɑəɚ, ɥɚ ɝɟ-

ɣɌɝəɑ ɱəɠɚɜɘɌɢɱɕəɑ ɝɑɜɑɐɚɎɔɥɑ ɡɌɜɌɖɞɑɜɔɓɟɯɞɨɝɫ ɓəɌɣəɚɪ 
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ɏɑɞɑɜɚɏɑəəɱɝɞɪ ɞɌ ɐɔəɌɘɱɓɘɚɘ, ɐɑ ɞɜɌɐɔɢɱɕəɱ ɎɑɍɝɌɕɞɔ Ɏɔɝɞɟ-
ɛɌɪɞɨ ɗɔɤɑ ɛɚɣɌɞɖɚɎɔɘ ɤɌɜɚɘ ɐɚɝɞɟɛɟ ɐɚ ɐɌəɔɡ, ɞɚɐɱ ɫɖ ɚɝ-

əɚɎəɔɕ ɘɌɝɔɎ ɢɱəəɚɲ ɱəɠɚɜɘɌɢɱɲ ɣɌɝɞɚ ɘɱɝɞɔɞɨɝɫ ɟ ɝɚɢɱɌɗɨəɔɡ 

ɘɑɜɑɒɌɡ, ɍɗɚɏɌɡ ɞɌ ɏɗɔɍɔəəɚɘɟ Ɏɑɍɛɜɚɝɞɚɜɱ. ȺɝɚɍɗɔɎɟ ɟɎɌɏɟ 
ɛɜɔɐɱɗɑəɚ ɞɜɌəɝɠɚɜɘɌɢɱɲ ɜɚɗɨɚɎɚɏɚ ɓəɌɣɑəəɫ ɏɑɚɛɜɚɝɞɚɜɚɎɔɡ 

ɐɌəɔɡ, ɫɖɱ ɓ ɐɚɛɚɘɱɒəɚɏɚ ɱəɝɞɜɟɘɑəɞɟ ɛɑɜɑɞɎɚɜɔɗɔɝɫ əɌ ɖɗɪ-

ɣɚɎɔɕ ɖɚɘɛɚəɑəɞ OSINT-ɌəɌɗɱɞɔɖɔ, ɐɚɓɎɚɗɫɪɣɔ ɛɜɔɎ'ɫɓɟɎɌɞɔ 
ɌɍɝɞɜɌɖɞəɱ ɛɚɐɱɲ ɐɚ ɠɱɓɔɣəɚɲ ɜɑɌɗɨəɚɝɞɱ ɣɑɜɑɓ ɞɌɖɱ ɜɑɝɟɜɝɔ, ɫɖ 

OpenStreetMap ɞɌ ɝɟɛɟɞəɔɖɚɎɱ ɓəɱɘɖɔ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɜɑɖɚəɝɞ-
ɜɟɖɢɱɪ ɗɚɏɱɝɞɔɖɔ ɞɌ ɎɔɫɎɗɑəəɫ ɱəɠɜɌɝɞɜɟɖɞɟɜəɔɡ ɓɌɗɑɒəɚɝɞɑɕ. 

ȮɌɒɗɔɎɔɘ ɎɔɝəɚɎɖɚɘ ɯ ɞɑɓɌ ɛɜɚ əɑɚɍɡɱɐəɱɝɞɨ Ɏɔɖɚɜɔɝ-

ɞɌəəɫ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ ɱəɝɞɜɟɘɑəɞɱɎ ɘɚəɱɞɚɜɔəɏɟ ɞɌ ɌəɌɗɱɓɟ ɐɗɫ 
ɑɠɑɖɞɔɎəɚɏɚ ɚɛɜɌɢɪɎɌəəɫ Ɏɑɗɔɖɔɡ ɘɌɝɔɎɱɎ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ 

ɐɌəɔɡ, ɚɝɖɱɗɨɖɔ ɞɜɌɐɔɢɱɕəɱ ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ əɑ ɓɌɍɑɓɛɑɣɟɪɞɨ 

ɐɚɝɞɌɞəɨɚɲ ɛɚɎəɚɞɔ ɞɌ ɏɗɔɍɔəɔ ɛɜɚəɔɖəɑəəɫ ɟ ɝɛɑɢɱɌɗɱɓɚɎɌəɱ 
ɍɌɓɔ ɐɌəɔɡ ɱ ɛɜɔɡɚɎɌəɱ ɜɑɝɟɜɝɔ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ. ȼɚɓɏɗɫəɟɞɚ 

ɝɛɑɢɔɠɱɖɟ ɜɚɍɚɞɔ ɓ ɏɗɔɍɔəəɔɘ Ɏɑɍɚɘ, ɐɑ ɓɚɝɑɜɑɐɒɑəɚ ɓəɌɣəɔɕ 

ɚɍɝɫɏ ɛɚɞɑəɢɱɕəɚ ɎɌɒɗɔɎɚɲ ɍɱɓəɑɝ-ɱəɠɚɜɘɌɢɱɲ, ɐɚɝɞɟɛ ɐɚ ɫɖɚɲ 
ɎɔɘɌɏɌɯ ɓɌɝɞɚɝɟɎɌəəɫ ɝɛɑɢɱɌɗɨəɔɡ ɞɑɡəɱɖ ɞɌ ɝɑɜɎɱɝɱɎ, ɥɚ ɐɚɓɎɚ-

ɗɫɪɞɨ ɐɚɗɌɞɔ ɚɍɘɑɒɑəəɫ ɝɞɌəɐɌɜɞəɔɡ ɱəɐɑɖɝɌɞɚɜɱɎ. Ⱥɖɜɑɘɚ 

əɌɏɚɗɚɤɑəɚ əɌ ɛɜɌɎɚɎɔɡ ɞɌ ɑɞɔɣəɔɡ ɌɝɛɑɖɞɌɡ ɎɔɖɚɜɔɝɞɌəəɫ 
Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ, ɓɚɖɜɑɘɌ ɥɚɐɚ ɓɌɡɔɝɞɟ ɛɑɜɝɚəɌɗɨəɔɡ ɐɌəɔɡ, 

ɐɚɞɜɔɘɌəəɫ ɌɎɞɚɜɝɨɖɔɡ ɛɜɌɎ ɞɌ ɓɌɖɚəɚɐɌɎɣɔɡ əɚɜɘ, ɥɚ ɯ ɖɜɔ-

ɞɔɣəɚɪ ɟɘɚɎɚɪ ɗɑɏɱɞɔɘəɚɝɞɱ ɐɱɫɗɨəɚɝɞɱ ɝɗɟɒɍ ɖɚəɖɟɜɑəɞəɚɲ 
ɜɚɓɎɱɐɖɔ ɞɌ ɟəɔɖəɑəəɫ ɖɜɔɘɱəɌɗɱɓɌɢɱɲ ɲɡəɱɡ ɛɜɚɢɑɝɱɎ. 

ȾɌɖɔɘ ɣɔəɚɘ, ɟɝɛɱɤəɱɝɞɨ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɓɌɗɑɒɔɞɨ 

əɑ ɝɞɱɗɨɖɔ Ɏɱɐ ɚɍɝɫɏɟ ɓɱɍɜɌəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɝɖɱɗɨɖɔ Ɏɱɐ ɓɐɌɞəɚɝɞɱ 
ɱəɞɑɏɜɟɎɌɞɔ ɜɱɓəɚɜɱɐəɱ ɐɒɑɜɑɗɌ ɟ ɯɐɔəɟ ɌəɌɗɱɞɔɣəɟ ɘɚɐɑɗɨ, ɓɌ-

ɍɑɓɛɑɣɟɪɣɔ ɎɑɜɔɠɱɖɌɢɱɪ ɐɌəɔɡ ɞɌ ɲɡ ɝɎɚɯɣɌɝəɟ ɚɍɜɚɍɖɟ. Ƚɠɚɜ-
ɘɚɎɌəɌ ɖɗɌɝɔɠɱɖɌɢɱɫ ɐɒɑɜɑɗ ɞɌ ɘɑɞɚɐɱɎ ɜɚɍɚɞɔ ɓ əɔɘɔ ɝɞɎɚɜɪɯ 

ɘɑɞɚɐɚɗɚɏɱɣəɟ ɍɌɓɟ ɐɗɫ ɛɚɍɟɐɚɎɔ ɑɠɑɖɞɔɎəɔɡ ɱəɠɚɜɘɌɢɱɕəɚ-

ɌəɌɗɱɞɔɣəɔɡ ɝɔɝɞɑɘ, ɓɐɌɞəɔɡ ɞɜɌəɝɠɚɜɘɟɎɌɞɔ ɝɔɜɱ ɐɌəɱ ɓ Ɏɱɐɖ-
ɜɔɞɔɡ ɘɑɜɑɒɑɎɔɡ ɜɑɝɟɜɝɱɎ ɟ ɝɞɜɟɖɞɟɜɚɎɌəɱ ɓəɌəəɫ ɐɗɫ ɛɱɐɞɜɔ-

ɘɖɔ ɟɛɜɌɎɗɱəɝɨɖɔɡ ɜɱɤɑəɨ.  
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4. ȽɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ: ɞɑɚɜɱɫ, ɘɚɐɑɗɱ, ɛɱɐ-

ɡɚɐɔ ɐɚ ɛɚɍɟɐɚɎɔ ɓəɌəɨ 

ȿ ɝɟɣɌɝəɚɘɟ ɱəɠɚɜɘɌɢɱɕəɚɘɟ ɝɑɜɑɐɚɎɔɥɱ ɌəɌɗɱɞɔɖ, ɥɚ 

ɛɜɌɢɪɯ ɓ Ɏɱɐɖɜɔɞɔɘɔ ɐɒɑɜɑɗɌɘɔ, ɚɛɔəɫɯɞɨɝɫ ɛɑɜɑɐ ɠɟəɐɌɘɑə-

ɞɌɗɨəɚɪ ɑɛɱɝɞɑɘɚɗɚɏɱɣəɚɪ ɐɔɗɑɘɚɪ: ɫɖ ɛɑɜɑɞɎɚɜɔɞɔ əɌɐɗɔɤɚɖ 
əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɐɌəɔɡ əɌ ɢɱɗɱɝəɟ, ɗɚɏɱɣəɚ ɟɓɏɚɐɒɑəɟ ɘɚɐɑɗɨ 

ɜɑɌɗɨəɚɝɞɱ? ȾɜɌɐɔɢɱɕəɱ ɛɱɐɡɚɐɔ ðɛɚɤɟɖ ɛɚ ɖɗɪɣɚɎɔɘ ɝɗɚɎɌɘ, 

ɣɌɝɞɚɞəɔɕ ɌəɌɗɱɓ, ɖɗɌɝɔɣəɌ NER-ɑɖɝɞɜɌɖɢɱɫ ð ɎɔɣɑɜɛɌɗɔ ɝɎɱɕ 
ɛɚɞɑəɢɱɌɗ ɟ ɝɎɱɞɱ, ɐɑ ɛɚɐɱɲ ɣɌɝɞɚ ɠɱɖɝɟɪɞɨɝɫ ɠɜɌɏɘɑəɞɌɜəɚ, ɓ 

ɓɌɞɜɔɘɖɚɪ Ɍɍɚ əɌɎɘɔɝəɚ ɝɛɚɞɎɚɜɑəɚ. ȮɱɐɛɚɎɱɐɨ əɌ ɢɑɕ Ɏɔɖɗɔɖ 

ɗɑɒɔɞɨ ɟ ɝɑɘɌəɞɔɣəɚɘɟ əɑɞɎɚɜɖɱəɏɟ ð əɚɎɱɕ ɛɌɜɌɐɔɏɘɱ ɌəɌɗɱɞɔ-
ɖɔ, ɥɚ ɛɚɯɐəɟɯ ɝɔɗɟ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ (LLM), ɛɜɔəɢɔɛɔ 

ɝɑɘɌəɞɔɣəɚɏɚ Ɏɑɍɟ ɞɌ ɘɑɞɚɐɔ ɏɜɌɠɚɎɚɏɚ ɘɚɐɑɗɪɎɌəəɫ ɐɗɫ ɛɚ-

ɍɟɐɚɎɔ ɐɔəɌɘɱɣəɔɡ ɘɑɜɑɒ ɓəɌəɨ. 
ȹɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɖɗɌɝɔɣəɔɡ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ, ɫɖɱ ɍɟɐɟɎɌ-

ɗɔɝɫ Ɏɜɟɣəɟ Ɍɍɚ əɌ ɚɝəɚɎɱ ɒɚɜɝɞɖɔɡ ɚəɞɚɗɚɏɱɕ, ɝɑɘɌəɞɔɣəɔɕ 

əɑɞɎɚɜɖɱəɏ ɝɛɔɜɌɯɞɨɝɫ əɌ ɌɎɞɚɘɌɞɔɓɚɎɌəɑ, ɱɞɑɜɌɞɔɎəɑ, LLM-
ɖɑɜɚɎɌəɑ ɎɔɐɚɍɟɎɌəəɫ ɓəɌəɨ. ȵɚɏɚ ɝɟɞɨ ɛɚɗɫɏɌɯ Ɏ ɞɚɘɟ, ɥɚ ɖɚ-

ɒəɔɕ ɐɚɖɟɘɑəɞ ð ɍɟɐɨ ɞɚ ɛɚɎɱɐɚɘɗɑəəɫ Ɏ Telegram, ɓɌɖɚəɚɐɌɎ-

ɣɔɕ Ɍɖɞ Ɍɍɚ əɌɟɖɚɎɌ ɛɟɍɗɱɖɌɢɱɫ ð ɛɑɜɑɞɎɚɜɪɯɞɨɝɫ əɑ əɌ əɌɍɱɜ 
ɝɗɱɎ, Ɍ əɌ əɌɍɱɜ ɝɑɘɌəɞɔɣəɔɡ ɞɜɱɕɚɖ (ɝɟɍõɯɖɞ ð ɛɜɑɐɔɖɌɞ ð 

ɚɍõɯɖɞ), ɫɖɱ ɛɚɞɱɘ ɚɍõɯɐəɟɪɞɨɝɫ Ɏ ɯɐɔəɟ ɘɑɜɑɒɟ. ɂɫ ɘɑɜɑɒɌ əɑ ɯ 

ɝɞɌɞɔɣəɚɪ ɖɌɜɞɚɪ; ɎɚəɌ ɒɔɎɑ, ɜɚɓɤɔɜɪɯɞɨɝɫ, ɌɐɌɛɞɟɯɞɨɝɫ, 
ɚɝɖɱɗɨɖɔ əɚɎɱ ɐɌəɱ ɌɎɞɚɘɌɞɔɣəɚ ɱəɞɑɏɜɟɪɞɨɝɫ, Ɍ ɱɝəɟɪɣɱ ɓɎõɫɓɖɔ 

ɛɑɜɑɎɱɜɫɪɞɨɝɫ ɣɑɜɑɓ ɓɚɎəɱɤəɱ ɐɒɑɜɑɗɌ. 
ɂɑəɞɜɌɗɨəɔɘ ɱəəɚɎɌɢɱɕəɔɘ ɑɗɑɘɑəɞɚɘ ɢɨɚɏɚ ɛɱɐɡɚɐɟ ɯ 

ɖɚəɢɑɛɢɱɫ çɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎè (Swarm of Virtual 

Experts, SVE), ɐɑ ɚɐɔə ɱ ɞɚɕ ɝɌɘɔɕ ɞɑɖɝɞ ɌəɌɗɱɓɟɯɞɨɝɫ ɖɱɗɨɖɚɘɌ 
LLM, ɖɚɒəɌ ɓ ɫɖɔɡ ɐɱɯ Ɏ ɜɌɘɖɌɡ ɚɖɜɑɘɚɲ ɛɜɚɠɑɝɱɕəɚɲ ɜɚɗɱ ð ɖɱ-

ɍɑɜɌəɌɗɱɞɔɖɌ, ɪɜɔɝɞɌ, ɝɚɢɱɚɗɚɏɌ, ɛɝɔɡɚɗɚɏɌ ɘɌɝɚɎɚɲ ɖɚɘɟəɱɖɌ-

ɢɱɲ. ȾɌɖɔɕ ɖɚɗɑɖɞɔɎəɔɕ ɱəɞɑɗɑɖɞ əɑ ɗɔɤɑ ɛɱɐɎɔɥɟɯ ɞɚɣəɱɝɞɨ 
ɎɔɐɚɍɟɎɌəəɫ, Ɍ ɕ ɓɌɍɑɓɛɑɣɟɯ ɍɌɏɌɞɚɎɔɘɱɜəɟ ɱəɞɑɜɛɜɑɞɌɢɱɪ, ɥɚ 

əɌɍɗɔɒɌɯɞɨɝɫ ɐɚ ɗɪɐɝɨɖɚɏɚ ɜɚɓɟɘɱəəɫ ɝɖɗɌɐəɔɡ ɛɚɐɱɕ. 

Ʌɑ ɚɐəɱɯɪ ɖɗɪɣɚɎɚɪ ɚɝɚɍɗɔɎɱɝɞɪ ɝɑɘɌəɞɔɣəɚɏɚ əɑɞɎɚɜɖɱə-
ɏɟ ɯ ɎɱɐɘɚɎɌ Ɏɱɐ ɡɜɚəɚɗɚɏɱɣəɚɏɚ ɛɜɔəɢɔɛɟ əɌ ɖɚɜɔɝɞɨ ɗɚɏɱɣəɚɏɚ. 

ȿ ɜɑɌɗɨəɚɝɞɱ ɛɚɐɱɲ ɣɌɝɞɚ ɛɚɎõɫɓɌəɱ əɑ ɣɌɝɚɘ, Ɍ ɛɜɔɣɔəəɚ-

əɌɝɗɱɐɖɚɎɔɘɔ Ɍɍɚ ɌɝɚɢɱɌɞɔɎəɔɘɔ ɓɎõɫɓɖɌɘɔ. ȽɑɘɌəɞɔɣəɌ ɘɑ-
ɜɑɒɌ ɐɚɓɎɚɗɫɯ ɜɑɖɚəɝɞɜɟɪɎɌɞɔ ɞɌɖɱ ɛɚɐɱɲ əɌɎɱɞɨ ɞɚɐɱ, ɖɚɗɔ ɣɌ-

ɝɚɎɱ ɘɱɞɖɔ Ɏɱɐɝɟɞəɱ, ɝɟɛɑɜɑɣɗɔɎɱ Ɍɍɚ əɌɎɘɔɝəɚ ɝɠɌɗɨɝɔɠɱɖɚɎɌ-
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əɱ. ɂɑ ɜɚɍɔɞɨ ɛɱɐɡɱɐ ɚɝɚɍɗɔɎɚ ɢɱəəɔɘ ɟ ɟɘɚɎɌɡ ɏɱɍɜɔɐəɔɡ ɖɚəɠ-
ɗɱɖɞɱɎ, ɐɑ ɱəɠɚɜɘɌɢɱɕəɌ ɎɱɕəɌ ɝɟɛɜɚɎɚɐɒɟɯɞɨɝɫ ɝɔɝɞɑɘəɔɘ 

ɓəɔɥɑəəɫɘ ɣɌɝɚɎɔɡ ɚɜɱɯəɞɔɜɱɎ. 

ɂɑɕ ɜɚɓɐɱɗ ɛɜɔɝɎɫɣɑəɔɕ ɝɔɝɞɑɘəɚɘɟ ɎɔɖɗɌɐɟ ɞɑɚɜɑɞɔɣəɔɡ 
ɚɝəɚɎ, ɘɌɞɑɘɌɞɔɣəɔɡ ɘɚɐɑɗɑɕ ɞɌ ɛɜɌɖɞɔɣəɔɡ ɘɑɞɚɐɱɎ ɝɑɘɌəɞɔ-

ɣəɚɏɚ əɑɞɎɚɜɖɱəɏɟ. ȿ əɨɚɘɟ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɠɚɜɘɌɗɨəɱ ɘɚɐɑɗɱ 

ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ, ɘɑɡɌəɱɓɘɔ ɑɖɝɞɜɌɏɟɎɌəəɫ ɓəɌəɨ ɓɌ ɐɚɛɚ-
ɘɚɏɚɪ LLM, ɛɱɐɡɚɐɔ ɐɚ ɎɑɜɔɠɱɖɌɢɱɲ ɓɎõɫɓɖɱɎ ɣɑɜɑɓ ɓɚɎəɱɤəɱ ɛɚ-

ɤɟɖɚɎɱ ɝɔɝɞɑɘɔ, ɘɑɞɚɐɔ ɛɚɍɟɐɚɎɔ ɖɌɟɓɌɗɨəɔɡ ɞɌ ɌɝɚɢɱɌɞɔɎəɔɡ 
ɘɑɜɑɒ, Ɍ ɞɌɖɚɒ ɱəɞɑɏɜɌɢɱɫ ɜɑɓɟɗɨɞɌɞɱɎ ɟ ɏɜɌɠɚɎɱ ɍɌɓɔ ɐɌəɔɡ 

(Neo4j) ɞɌ ɱəɝɞɜɟɘɑəɞɔ ɎɱɓɟɌɗɱɓɌɢɱɲ (Gephi, CSV2Graph). Ⱥɝɚɍɗɔ-

ɎɌ ɟɎɌɏɌ ɛɜɔɐɱɗɫɯɞɨɝɫ ɌɎɞɚɜɝɨɖɱɕ ɘɑɞɚɐɔɢɱ, ɜɚɓɜɚɍɗɑəɱɕ ɟ ɜɌɘ-
ɖɌɡ ɐɚɝɗɱɐɒɑəɨ, ð ɓɚɖɜɑɘɌ, ɘɚɐɑɗɱ çɘɑɜɑɒɱ ɛɑɜɑɎɌɒəɚɏɚ ɝɑɘɌə-

ɞɔɣəɚɏɚ ɛɜɔɯɐəɌəəɫè, ɐɑ əɚɎɱ ɛɚəɫɞɞɫ ɛɜɔɯɐəɟɪɞɨɝɫ əɑ ɐɚ Ɏɔ-

ɛɌɐɖɚɎɔɡ, Ɍ ɐɚ ɝɑɘɌəɞɔɣəɚ əɌɕɍɗɔɒɣɔɡ ɎɟɓɗɱɎ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ 
ɚɜɏɌəɱɣəɔɕ ɜɱɝɞ ɘɑɜɑɒɱ ɓəɌəɨ. 

ȽɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ əɑ ɯ ɛɜɚɝɞɚ ɞɑɡəɱɣəɔɘ ɱəɝɞɜɟɘɑə-

ɞɚɘ ð Ɏɱə ɯ əɚɎɚɪ ɠɚɜɘɚɪ ɛɱɓəɌəəɫ, ɫɖɌ ɐɚɓɎɚɗɫɯ əɑ ɛɜɚɝɞɚ 
ɓɍɔɜɌɞɔ ɠɌɖɞɔ, Ɍ ɍɟɐɟɎɌɞɔ ɖɌɜɞɚɏɜɌɠɱɪ ɓəɌəɨ, ɐɑ ɖɚɒɑə ɑɗɑ-

ɘɑəɞ ɘɌɯ ɝɎɚɯ ɘɱɝɢɑ, ɠɟəɖɢɱɪ ɞɌ ɓɎõɫɓɖɔ. ȽɌɘɑ ɢɫ ɓɐɌɞəɱɝɞɨ ɐɚ 

ɝɔəɞɑɓɟ, ɎɑɜɔɠɱɖɌɢɱɲ ɞɌ ɛɜɚɏəɚɓɟɎɌəəɫ ɜɚɍɔɞɨ ɕɚɏɚ ɢɑəɞɜɌɗɨ-
əɔɘ ɖɚɘɛɚəɑəɞɚɘ ɝɟɣɌɝəɚɲ OSINT-ɌəɌɗɱɞɔɖɔ. 

4.1. Ⱦɑɚɜɑɞɔɣəɱ ɚɝəɚɎɔ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ 

ȽɑɘɌəɞɔɣəɌ ɘɑɜɑɒɌ ɫɖ ɠɚɜɘɌ ɛɜɑɐɝɞɌɎɗɑəəɫ ɓəɌəɨ ɘɌɯ 

ɏɗɔɍɚɖɱ ɖɚɜɱəəɫ Ɏ ɖɚɏəɱɞɔɎəɱɕ əɌɟɢɱ, ɗɱəɏɎɱɝɞɔɢɱ ɞɌ ɤɞɟɣəɚɘɟ 
ɱəɞɑɗɑɖɞɱ, Ɍɗɑ ɗɔɤɑ Ɏ ɑɛɚɡɟ Ɏɑɗɔɖɔɡ ɐɌəɔɡ ɱ ɏɑəɑɜɌɞɔɎəɚɏɚ Ʉȣ 

ɎɚəɌ ɛɑɜɑɞɎɚɜɔɗɌɝɫ ɓ ɞɑɚɜɑɞɔɣəɚɲ ɌɍɝɞɜɌɖɢɱɲ əɌ ɛɜɌɖɞɔɣəɔɕ 

ɱəɝɞɜɟɘɑəɞ ɌəɌɗɱɓɟ. ȿ ɝɎɚɲɕ ɝɟɞɱ ɝɑɘɌəɞɔɣəɌ ɘɑɜɑɒɌ ɯ ɏɜɌɠɚ-
Ɏɚɪ ɘɚɐɑɗɗɪ ɓəɌəɨ, ɐɑ ɖɚɒɑə ɠɌɖɞ Ɍɍɚ ɛɚəɫɞɞɫ ɛɜɑɐɝɞɌɎɗɫɯɞɨ-

ɝɫ ɫɖ ɝɞɜɟɖɞɟɜɚɎɌəɔɕ ɑɗɑɘɑəɞ, Ɍ ɓɎõɫɓɖɔ ɘɱɒ əɔɘɔ ð ɫɖ Ɏɱɐəɚ-

ɤɑəəɫ, ɥɚ əɑɝɟɞɨ ɝɑɘɌəɞɔɣəɑ əɌɎɌəɞɌɒɑəəɫ. ɂɫ ɘɚɐɑɗɨ ɐɚɓɎɚ-
ɗɫɯ əɑ ɛɜɚɝɞɚ ɓɍɑɜɱɏɌɞɔ ɱəɠɚɜɘɌɢɱɪ, Ɍ ɘɚɐɑɗɪɎɌɞɔ ɗɚɏɱɖɟ ɜɑɌ-

ɗɨəɚɝɞɱ ɣɑɜɑɓ ɞɚɛɚɗɚɏɱɪ ɓɎõɫɓɖɱɎ. 

4.1.1. ȣɝɞɚɜɱɫ ɞɌ ɑɎɚɗɪɢɱɫ ɖɚəɢɑɛɢɱɲ ɝɑɘɌəɞɔɣ-
əɔɡ ɘɑɜɑɒ 

Ȼɑɜɤɱ ɱɐɑɲ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ Ɏɔəɔɖɗɔ ɥɑ Ɏ 1950ð1960 -ɡ 

ɜɚɖɌɡ ɟ ɜɌɘɖɌɡ ɖɚɏəɱɞɔɎəɚɲ ɛɝɔɡɚɗɚɏɱɲ. ȬɗɌə ȶɚɗɗɱəɓ ɱ ȸ. ȼɚɝɝ 
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ȶɎɱɗɗɱɌə ɓɌɛɜɚɛɚəɟɎɌɗɔ ɘɚɐɑɗɨ ɝɑɘɌəɞɔɣəɚɲ ɛɌɘõɫɞɱ, ɐɑ ɓəɌəəɫ 
ɚɜɏɌəɱɓɚɎɌəɱ ɟ Ɏɔɏɗɫɐɱ ɱɯɜɌɜɡɱɣəɚɲ ɘɑɜɑɒɱ ɛɚəɫɞɨ, ɛɚɎõɫɓɌəɔɡ 

Ɏɱɐəɚɤɑəəɫɘɔ ɞɔɛɟ çɯ ɜɱɓəɚɎɔɐɚɘè (is-a) Ɍɍɚ çɘɌɯ ɎɗɌɝɞɔɎɱɝɞɨè 

(has -property). ɂɫ ɘɚɐɑɗɨ ɛɚɫɝəɪɎɌɗɌ, ɣɚɘɟ ɗɪɐɔəɌ ɤɎɔɐɤɑ 
ɜɚɓɛɱɓəɌɯ, ɥɚ çɖɌəɌɜɖɌ ð ɢɑ ɛɞɌɡè, əɱɒ ɥɚ çɖɌəɌɜɖɌ ð ɢɑ ɱɝɞɚɞɌè. 

ȿ 1970ð1980 -ɡ ɜɚɖɌɡ ɝɑɘɌəɞɔɣəɱ ɘɑɜɑɒɱ ɝɞɌɗɔ ɚɝəɚɎɚɪ ɝɔ-

ɝɞɑɘ ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ əɌ ɚɝəɚɎɱ ɓəɌəɨ (knowledge-based 
systems), ɓɚɖɜɑɘɌ ɑɖɝɛɑɜɞəɔɡ ɝɔɝɞɑɘ. Ⱦɟɞ ɘɑɜɑɒɌ Ɏɔɖɚɜɔɝɞɚ-

ɎɟɎɌɗɌɝɫ ɫɖ ɚəɞɚɗɚɏɱɫ ɛɜɑɐɘɑɞəɚɲ ɚɍɗɌɝɞɱ ð ɠɚɜɘɌɗɨəɌ ɝɛɑɢɔ-
ɠɱɖɌɢɱɫ ɖɗɌɝɱɎ, ɎɗɌɝɞɔɎɚɝɞɑɕ, ɚɍɘɑɒɑəɨ. Ȼɜɚɞɑ ɞɌɖɱ ɝɔɝɞɑɘɔ 

ɍɟɗɔ ɝɞɌɞɔɣəɔɘɔ, ɜɟɣəɚ ɛɚɍɟɐɚɎɌəɔɘɔ, ɘɌɝɤɞɌɍəɚ ɚɍɘɑɒɑəɔ-

ɘɔ. 
ȻɜɚɜɔɎ ɝɞɌɎɝɫ ɓ ɛɚɫɎɚɪ ȽɑɘɌəɞɔɣəɚɏɚ Ȯɑɍɟ (Semantic Web) 

əɌɛɜɔɖɱəɢɱ 1990-ɡ ð ɱəɱɢɱɌɞɔɎɔ ȾɱɘɌ ȭɑɜəɑɜɝɌ-ȷɱ, ɝɛɜɫɘɚɎɌəɚɲ 

əɌ ɝɞɜɟɖɞɟɜɟɎɌəəɫ ɎɝɑɝɎɱɞəɨɚɲ ɛɌɎɟɞɔəɔ ɣɑɜɑɓ ɝɞɌəɐɌɜɞɔ RDF 
(Resource Description Framework), RDFS, OWL. RDF ɠɚɜɘɌɗɱɓɟ-

ɎɌɎ ɓəɌəəɫ ɫɖ ɞɜɱɕɖɔ (ɝɟɍõɯɖɞ, ɛɜɑɐɔɖɌɞ, ɚɍõɯɖɞ), ɥɚ ɝɞɌɗɚ ɚɝ-

əɚɎɚɪ ɐɗɫ ɝɟɣɌɝəɔɡ ɏɜɌɠɱɎ ɓəɌəɨ. 
Ƚɨɚɏɚɐəɱ, ɟ ɑɛɚɡɟ LLM, ɝɑɘɌəɞɔɣəɱ ɘɑɜɑɒɱ ɑɎɚɗɪɢɱɚəɟɎɌɗɔ 

ɐɌɗɱ: Ɏɚəɔ ɍɱɗɨɤɑ əɑ ɍɟɐɟɪɞɨɝɫ Ɏɜɟɣəɟ, Ɍ ɌɎɞɚɘɌɞɔɣəɚ ɑɖɝɞɜɌ-

ɏɟɪɞɨɝɫ ɓ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɞɑɖɝɞɱɎ, ɱɞɑɜɌɞɔɎəɚ ɜɚɓɤɔɜɪɪɞɨ-
ɝɫ, Ɏɑɜɔɠɱɖɟɪɞɨɝɫ ɣɑɜɑɓ ɓɚɎəɱɤəɱ ɐɒɑɜɑɗɌ, ɱ ɱəɞɑɏɜɟɪɞɨɝɫ Ɏ 

ɐɔəɌɘɱɣəɱ ɌəɌɗɱɞɔɣəɱ ɝɔɝɞɑɘɔ. ɂɑ ɛɑɜɑɞɎɚɜɔɗɚ ɲɡ ɱɓ ɛɌɝɔɎəɚɏɚ 

ɝɡɚɎɔɥɌ ɓəɌəɨ əɌ ɌɖɞɔɎəɔɕ ɱəɞɑɗɑɖɞɟɌɗɨəɔɕ ɱəɝɞɜɟɘɑəɞ. 

4.1.2. ȯɜɌɠ ɫɖ ɘɚɐɑɗɨ ɓəɌəɨ 

ɀɚɜɘɌɗɨəɚ ɝɑɘɌəɞɔɣəɌ ɘɑɜɑɒɌ ɯ ɚɜɱɯəɞɚɎɌəɔɘ, ɘɟɗɨɞɔɏ-

ɜɌɠɚɘ ɓ ɎɗɌɝɞɔɎɚɝɞɫɘɔ: 

( ), ,ű,űG V E=  

ɐɑ V  ð ɘəɚɒɔəɌ ɎɟɓɗɱɎ (ɝɟɞəɚɝɞɑɕ), E V VÌ ³ð ɘəɚɒɔəɌ ɜɑɍɑɜ 

(ɓɎõɫɓɖɱɎ), ű:V C­ ð ɠɟəɖɢɱɫ, ɥɚ ɛɜɔɝɎɚɪɯ ɖɚɒəɚɘɟ Ɏɟɓɗɟ ɖɗɌɝ 

(əɌɛɜɔɖɗɌɐ, Person, Organization, Event), Ɍ ɣ:E R­ ð ɠɟəɖɢɱɫ, 

ɥɚ ɛɜɔɝɎɚɪɯ ɖɚɒəɚɘɟ ɜɑɍɜɟ ɞɔɛ Ɏɱɐəɚɤɑəəɫ (əɌɛɜɔɖɗɌɐ, 

em ploys, located_in, causes).  

ȶɚɒɑə Ɏɟɓɚɗ iv VÍ  ɘɚɒɑ ɘɌɞɔ ɎɗɌɝɞɔɎɚɝɞɱ ð ɛɌɜɔ çɌɞɜɔɍɟɞð

ɓəɌɣɑəəɫè (əɌɛɜɔɖɗɌɐ, name: "ȣɎɌə", date: "2025 -03-15"). ȶɚɒəɑ 
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ɜɑɍɜɚ ije EÍ  ɞɌɖɚɒ ɘɚɒɑ ɘɌɞɔ ɎɗɌɝɞɔɎɚɝɞɱ, ɓɚɖɜɑɘɌ ɎɌɏɟ 

( )[ ]0,1ijw e Í , ɥɚ ɎɱɐɚɍɜɌɒɌɯ ɐɚɝɞɚɎɱɜəɱɝɞɨ Ɍɍɚ ɝɔɗɟ ɓɎõɫɓɖɟ. 

Ⱦɔɛɔ ɓɎõɫɓɖɱɎ ɘɚɒɟɞɨ ɍɟɞɔ ɚəɞɚɗɚɏɱɣəɚ ɎɔɓəɌɣɑəɔɘɔ (əɌ-

ɛɜɔɖɗɌɐ, ɓɏɱɐəɚ ɓ schema.org Ɍɍɚ MITRE ATT&CK) Ɍɍɚ ɑɖɝɞɜɌɏɚ-

ɎɌəɔɘɔ ɌɎɞɚɘɌɞɔɣəɚ (əɌɛɜɔɖɗɌɐ, çɎɔɖɚɜɔɝɞɚɎɟɯè, çɛɗɌəɟɯè, 
çɜɑɌɏɟɯ əɌè). ȽɌɘɑ ɢɫ ɏəɟɣɖɱɝɞɨ ɐɚɓɎɚɗɫɯ ɘɚɐɑɗɪɎɌɞɔ ɝɖɗɌɐəɱ 

ɜɑɌɗɨəɱ ɛɜɚɢɑɝɔ ð Ɏɱɐ ɖɱɍɑɜɌɞɌɖ ɐɚ ɛɜɌɎɚɎɔɡ ɖɚɗɱɓɱɕ. 

4.1.3. ȶɗɌɝɔɠɱɖɌɢɱɫ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ 

ȳɌɗɑɒəɚ Ɏɱɐ ɛɜɔɜɚɐɔ ɓɎõɫɓɖɱɎ, ɝɑɘɌəɞɔɣəɱ ɘɑɜɑɒɱ ɘɚɒəɌ 
ɖɗɌɝɔɠɱɖɟɎɌɞɔ əɌ ɖɱɗɨɖɌ ɞɔɛɱɎ. 

ȹɑɚɜɱɯəɞɚɎɌəɱ ɘɑɜɑɒɱ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ, ɖɚɗɔ ɓɎõɫɓɚɖ ɝɔ-

ɘɑɞɜɔɣəɔɕ (əɌɛɜɔɖɗɌɐ, çɝɛɱɎɛɜɌɢɪɯ ɓè). ȺɐəɌɖ ɟ ɍɱɗɨɤɚɝɞɱ Ɏɔ-
ɛɌɐɖɱɎ ɓɎõɫɓɖɔ ɯ Ɍɝɔɘɑɞɜɔɣəɔɘɔ, ɞɚɘɟ ɛɑɜɑɎɌɒɌɪɞɨ ɝɛɜɫɘɚɎɌ-

əɱ ɘɑɜɑɒɱ (directed graphs), ɐɑ ɜɑɍɜɚ i jv v­  əɑ ɑɖɎɱɎɌɗɑəɞəɑ 

j iv v­  . ȹɌɛɜɔɖɗɌɐ, çAPT29 ɌɞɌɖɟɯ ɍɌəɖ Xè əɑ ɞɑ ɝɌɘɑ, ɥɚ 

çɍɌəɖ X ɌɞɌɖɟɯ APT29è. 

ȳɎɌɒɑəɱ ɘɑɜɑɒɱ ɐɚɐɌɪɞɨ ɐɚ ɖɚɒəɚɏɚ ɜɑɍɜɌ ɣɔɝɗɚɎɟ ɡɌɜɌɖ-

ɞɑɜɔɝɞɔɖɟ ()w e , ɫɖɌ ɘɚɒɑ ɎɱɐɚɍɜɌɒɌɞɔ ɕɘɚɎɱɜəɱɝɞɨ, ɣɌɝɞɚɞɟ, 

ɐɚɎɱɜɟ Ɍɍɚ ɝɑɘɌəɞɔɣəɟ ɍɗɔɓɨɖɱɝɞɨ. ɂɑ ɖɜɔɞɔɣəɚ ɎɌɒɗɔɎɚ Ɏ ɟɘɚ-
ɎɌɡ, ɖɚɗɔ ɓɎõɫɓɖɔ ɚɞɜɔɘɌəɱ ɓ ɜɱɓəɔɡ ɐɒɑɜɑɗ ɱɓ ɜɱɓəɔɘ ɜɱɎəɑɘ 

əɌɐɱɕəɚɝɞɱ. 

ȭɱɘɚɐɌɗɨəɱ ɘɑɜɑɒɱ (ɐɎɚɣɌɝɞɖɚɎɱ ɏɜɌɠɔ) ɘɱɝɞɫɞɨ ɐɎɌ ɞɔɛɔ 
ɎɟɓɗɱɎ, əɌɛɜɔɖɗɌɐ, ɚɝɚɍɔ ɞɌ ɛɚɐɱɲ, ɱ ɜɑɍɜɌ ɱɝəɟɪɞɨ ɗɔɤɑ ɘɱɒ 

ɜɱɓəɔɘɔ ɞɔɛɌɘɔ. ȾɌɖɌ ɘɚɐɑɗɨ ɖɚɜɔɝəɌ ɐɗɫ ɌəɌɗɱɓɟ ɟɣɌɝɞɱ Ɍɖɞɚ-

ɜɱɎ ɟ ɛɚɐɱɫɡ ɍɑɓ ɛɜɫɘɚɲ ɎɓɌɯɘɚɐɱɲ ɘɱɒ əɔɘɔ. 
ȹɌɜɑɤɞɱ, ɏɱɛɑɜɏɜɌɠɔ ɟɓɌɏɌɗɨəɪɪɞɨ ɛɚəɫɞɞɫ ɜɑɍɜɌ: ɓɌɘɱɝɞɨ 

ɓɎõɫɓɖɟ ɘɱɒ ɐɎɚɘɌ ɎɟɓɗɌɘɔ, ɏɱɛɑɜɜɑɍɜɚ ɘɚɒɑ ɓõɯɐəɟɎɌɞɔ ɍɟɐɨ-

ɫɖɟ ɖɱɗɨɖɱɝɞɨ ɎɟɓɗɱɎ. ɂɑ ɐɚɓɎɚɗɫɯ ɘɚɐɑɗɪɎɌɞɔ n-Ɍɜəɱ Ɏɱɐəɚɤɑə-
əɫ, əɌɛɜɔɖɗɌɐ: çɏɜɟɛɌ A ɎɔɖɚɜɔɝɞɌɗɌ ɱəɝɞɜɟɘɑəɞ B ɛɜɚɞɔ ɢɱɗɱ C 

ɟ ɣɌɝ Dè. ȾɌɖɱ ɝɞɜɟɖɞɟɜɔ ɞɚɣəɱɤɑ ɎɱɐɚɍɜɌɒɌɪɞɨ ɝɖɗɌɐəɱ ɛɚɐɱɲ, 

Ɍɗɑ ɎɔɘɌɏɌɪɞɨ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ ɱəɝɞɜɟɘɑəɞɱɎ ɐɗɫ ɚɍɜɚɍɖɔ. 
ȼɌɓɚɘ ɟɝɱ ɢɱ ɘɚɐɑɗɱ ɟɞɎɚɜɪɪɞɨ ɝɛɑɖɞɜ ɠɚɜɘɌɗɨəɔɡ ɓɌɝɚɍɱɎ, 

ɫɖɱ ɐɚɓɎɚɗɫɪɞɨ ɌɐɑɖɎɌɞəɚ ɛɜɑɐɝɞɌɎɗɫɞɔ ɓəɌəəɫ ɛɜɚ ɜɑɌɗɨəɔɕ 

ɝɎɱɞ ð Ɏɱɐ ɛɜɚɝɞɔɡ ɌɝɚɢɱɌɢɱɕ ɐɚ ɝɖɗɌɐəɔɡ ɖɌɟɓɌɗɨəɔɡ ɘɑɡɌəɱɓ-
ɘɱɎ. ȽɌɘɑ ɢɫ ɞɑɚɜɑɞɔɣəɌ ɚɝəɚɎɌ ɓɌɍɑɓɛɑɣɟɯ əɌɟɖɚɎɟ ɝɞɜɚɏɚɝɞɨ 

ɝɟɣɌɝəɚɏɚ ɝɑɘɌəɞɔɣəɚɏɚ əɑɞɎɚɜɖɱəɏɟ. 
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4.2. ȸɚɐɑɗɱ ɝɑɘɌəɞɔɣəɚɏɚ əɑɞɎɚɜɖɱəɏɟ 

ȽɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ ɫɖ ɘɑɞɚɐɚɗɚɏɱɫ ɛɚɍɟɐɚɎɔ ɓəɌəɨ əɑ 
ɚɍɘɑɒɟɯɞɨɝɫ ɯɐɔəɚɪ Ɍɜɡɱɞɑɖɞɟɜɚɪ ɏɜɌɠɌ. ȹɌɎɛɌɖɔ, Ɏɱə ɛɑɜɑɐ-

ɍɌɣɌɯ ɘəɚɒɔəəɱɝɞɨ ɘɚɐɑɗɑɕ, ɖɚɒəɌ ɓ ɫɖɔɡ ɎɱɐɚɍɜɌɒɌɯ ɛɑɎəɔɕ 

Ɍɝɛɑɖɞ ɜɑɌɗɨəɚɝɞɱ: ɌɝɚɢɱɌɞɔɎəɱ ɓɎõɫɓɖɔ ɘɱɒ ɛɚəɫɞɞɫɘɔ, ɛɜɔ-
ɣɔəəɚ-əɌɝɗɱɐɖɚɎɱ ɘɑɡɌəɱɓɘɔ ɛɚɐɱɕ, ɠɚɜɘɌɗɨəɱ ɚəɞɚɗɚɏɱɣəɱ ɝɞɜɟ-

ɖɞɟɜɔ Ɍɍɚ ɐɔəɌɘɱɖɟ ɓɘɱə ɟ ɣɌɝɱ. ɂɱ ɘɚɐɑɗɱ əɑ ɯ ɎɓɌɯɘɚɎɔɖɗɪɣ-

əɔɘɔ; əɌɎɛɌɖɔ, Ɏɚəɔ ɐɚɛɚɎəɪɪɞɨ ɚɐəɌ ɚɐəɟ, ɠɚɜɘɟɪɣɔ ɍɌɏɌ-
ɞɚɤɌɜɚɎɟ ɝɑɘɌəɞɔɣəɟ ɘɑɜɑɒɟ, ɓɐɌɞəɟ ɐɚ ɏɗɔɍɚɖɚɏɚ, ɍɌɏɌɞɚɎɔ-

ɘɱɜəɚɏɚ ɌəɌɗɱɓɟ. ȿ ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɣɚɞɔɜɔ ɖɗɪ-

ɣɚɎɱ ɖɗɌɝɔ ɘɚɐɑɗɑɕ: ɌɝɚɢɱɌɞɔɎəɱ, ɖɌɟɓɌɗɨəɱ, ɚəɞɚɗɚɏɱɣəɱ ɞɌ ɐɔ-
əɌɘɱɣəɱ. 

4.2.1. ȬɝɚɢɱɌɞɔɎəɱ ɘɑɜɑɒɱ 

ȬɝɚɢɱɌɞɔɎəɌ ɘɑɜɑɒɌ ɯ əɌɕɍɱɗɨɤ ɱəɞɟɲɞɔɎəɚɪ ɠɚɜɘɚɪ ɝɑ-

ɘɌəɞɔɣəɚɏɚ əɑɞɎɚɜɖɱəɏɟ. ȮɚəɌ ɍɌɓɟɯɞɨɝɫ əɌ ɛɜɔəɢɔɛɱ ɖɚəɞɑɖɝ-
ɞəɚɲ ɖɚɚɖɟɜɑəɞəɚɝɞɱ: ɐɎɌ ɛɚəɫɞɞɫ ɎɎɌɒɌɪɞɨɝɫ ɛɚɎõɫɓɌəɔɘɔ, 

ɫɖɥɚ Ɏɚəɔ ɣɌɝɞɚ ɓõɫɎɗɫɪɞɨɝɫ Ɏ ɚɐəɚɘɟ ɕ ɞɚɘɟ ɝɌɘɚɘɟ ɞɑɖɝɞɚ-

Ɏɚɘɟ ɖɚəɞɑɖɝɞɱ. ɀɚɜɘɌɗɨəɚ, əɑɡɌɕ  { }1 2, ,..., nD d d d= -ɘəɚɒɔəɌ 

ɐɚɖɟɘɑəɞɱɎ, Ɍ ()iT d  ð ɘəɚɒɔəɌ ɞɑɜɘɱɎ ɟ ɐɚɖɟɘɑəɞɱ 
id . Ⱦɚɐɱ 

ɝɞɟɛɱəɨ ɌɝɚɢɱɌɞɔɎəɚɝɞɱ ɘɱɒ ɞɑɜɘɌɘɔ ta ɞɌ tb ɘɚɒɑ ɍɟɞɔ ɎɔɓəɌ-

ɣɑəɌ ɣɑɜɑɓ ɖɚɑɠɱɢɱɯəɞ ȲɌɖɖɌɜɌ: 

( )
() (){ }

() (){ }

:
, .

:

i a i b i

a b

i a i b i

d D t T d t T d
J t t

d D t T d t T d

Í Í Ø Í
=

Í Í Ù Í
 

ɋɖɥɚ ( ), ɗa bJ t t > , ɐɑ ɗ ð ɛɚɜɚɏɚɎɑ ɓəɌɣɑəəɫ, ɘɱɒ ta ɞɌ tb 

ɝɞɎɚɜɪɯɞɨɝɫ ɜɑɍɜɚ. ȾɌɖɌ ɘɚɐɑɗɨ ɚɝɚɍɗɔɎɚ ɑɠɑɖɞɔɎəɌ ɐɗɫ ɎɔɫɎ-

ɗɑəəɫ ɞɑɘɌɞɔɣəɔɡ ɖɗɌɝɞɑɜɱɎ, əɌɜɜɌɞɔɎɱɎ Ɍɍɚ ɱəɠɚɜɘɌɢɱɕəɔɡ 
ɍɟɗɨɍɌɤɚɖ ɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ. ȹɌɛɜɔɖɗɌɐ, ɛɚɝɞɱɕəɑ ɝɛɱɎɓɏɌ-

ɐɟɎɌəəɫ çɑəɑɜɏɑɞɔɖɌè, çɡɌɚɝè, çɐɑɜɒɌɎɌè ɟ Telegram-ɖɌəɌɗɌɡ 

ɘɚɒɑ ɝɔɏəɌɗɱɓɟɎɌɞɔ ɛɜɚ ɝɠɚɜɘɚɎɌəɔɕ ɐɑɓɱəɠɚɜɘɌɢɱɕəɔɕ əɌɜ-
ɜɌɞɔɎ. 

4.2.2. Ȼɜɔɣɔəəɚ-əɌɝɗɱɐɖɚɎɱ (ɖɌɟɓɌɗɨəɱ) ɘɑɜɑɒɱ: 
ɘɚɐɑɗɪɎɌəəɫ ɗɚɏɱɖɔ ɛɚɐɱɕ 

ȹɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɌɝɚɢɱɌɞɔɎəɔɡ ɘɑɜɑɒ, ɖɌɟɓɌɗɨəɱ ɘɑɜɑɒɱ ɠɚ-

ɖɟɝɟɪɞɨɝɫ əɌ ɗɚɏɱɣəɔɡ ɓɌɗɑɒəɚɝɞɫɡ ɘɱɒ ɛɚɐɱɫɘɔ, Ɍ əɑ əɌ ɲɡəɱɕ 
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ɝɛɱɎɛɚɫɎɱ. ȿ ɞɌɖɱɕ ɘɚɐɑɗɱ ɜɑɍɜɚ eij ɚɓəɌɣɌɯ, ɥɚ ɛɚɐɱɫ vi ɯ ɛɜɔ-
ɣɔəɚɪ ɛɚɐɱɲ vj. ȶɌɟɓɌɗɨəɱɝɞɨ əɑ ɎɔɛɗɔɎɌɯ ɌɎɞɚɘɌɞɔɣəɚ ɓ ɞɑɖɝɞɟ, 

ɲɲ ɛɚɞɜɱɍəɚ ɱəɠɑɜɟɎɌɞɔ ɓɌ ɐɚɛɚɘɚɏɚɪ LLM, ɫɖɌ ɌəɌɗɱɓɟɯ ɝɑɘɌə-

ɞɔɖɟ ɜɑɣɑəɨ əɌ əɌɫɎəɱɝɞɨ ɝɗɱɎ-ɘɌɜɖɑɜɱɎ ɛɜɔɣɔəəɚɝɞɱ (çɣɑɜɑɓè, 
çɎəɌɝɗɱɐɚɖè, çɝɛɜɚɎɚɖɟɎɌɎè ɞɚɥɚ). 

ɀɚɜɘɌɗɨəɚ, ɖɌɟɓɌɗɨəɌ ɘɑɜɑɒɌ ɯ ɚɜɱɯəɞɚɎɌəɔɘ Ɍɢɔɖɗɱɣəɔɘ 

ɏɜɌɠɚɘ ( ),C cG V E= , ɐɑ V  ð ɢɑ ɘəɚɒɔəɌ ɛɚɐɱɕ, Ɍ 
cE V VÌ ³ -

ɘəɚɒɔəɌ ɖɌɟɓɌɗɨəɔɡ ɓɎõɫɓɖɱɎ. ȶɗɪɣɚɎɚɪ ɛɑɜɑɎɌɏɚɪ ɢɱɯɲ ɘɚɐɑɗɱ 
ɯ ɘɚɒɗɔɎɱɝɞɨ ɜɑɖɚəɝɞɜɟɖɢɱɲ ɛɚɐɱɕ ɍɑɓ ɡɜɚəɚɗɚɏɱɲ: əɌɎɱɞɨ ɫɖɥɚ 

ɣɌɝɚɎɱ ɘɱɞɖɔ Ɏɱɐɝɟɞəɱ, ɗɚɏɱɖɌ ɛɚɐɱɕ ɓɌɗɔɤɌɯɞɨɝɫ ɓɍɑɜɑɒɑəɚɪ. 

ȹɌɛɜɔɖɗɌɐ, ɘɑɜɑɒɌ ɘɚɒɑ ɘɱɝɞɔɞɔ ɤɗɫɡ: (çɏɜɟɛɌ APT28è Ƃ çɎɔ-
ɖɚɜɔɝɞɌɗɌ Zloaderè Ƃ çɌɞɌɖɌ əɌ ɍɌəɖ Xè), ɥɚ ɐɚɓɎɚɗɫɯ ɓɜɚɍɔɞɔ 

ɎɔɝəɚɎɚɖ ɛɜɚ ɛɜɔɣɑɞəɱɝɞɨ ɏɜɟɛɔ, əɌɎɱɞɨ ɫɖɥɚ ɐɌɞɌ ɌɞɌɖɔ əɑɎɱ-

ɐɚɘɌ. 

4.2.3. Ⱥəɞɚɗɚɏɱɣəɱ ɘɑɜɑɒɱ: ɠɚɜɘɌɗɱɓɌɢɱɫ ɛɜɑɐ-
ɘɑɞəɚɲ ɚɍɗɌɝɞɱ 

ȺəɞɚɗɚɏɱɣəɌ ɘɑɜɑɒɌ ɎɎɚɐɔɞɨ ɠɚɜɘɌɗɨəɟ ɝɞɜɟɖɞɟɜɟ ɟ ɝɑ-
ɘɌəɞɔɣəɔɕ ɛɜɚɝɞɱɜ, ɎɔɓəɌɣɌɪɣɔ ɖɗɌɝɔ, ɎɗɌɝɞɔɎɚɝɞɱ, ɚɍɘɑɒɑə-

əɫ ɞɌ ɱɯɜɌɜɡɱɲ. ȮɚəɌ ɍɌɓɟɯɞɨɝɫ əɌ ɝɞɌəɐɌɜɞɌɡ ɝɑɘɌəɞɔɣəɚɏɚ Ɏɑɍɟ 

(RDF, OWL), ɐɑ ɖɚɒɑə ɠɌɖɞ ɛɚɐɌɯɞɨɝɫ ɫɖ ɞɜɱɕɖɌ ( ), ,s p o , Ɍɗɑ ɓ 

ɐɚɐɌɞɖɚɎɔɘɔ ɌɖɝɱɚɘɌɘɔ. ȹɌɛɜɔɖɗɌɐ, ɟ ɐɚɘɑəɱ ɖɱɍɑɜɍɑɓɛɑɖɔ 
ɘɚɒəɌ ɎɔɓəɌɣɔɞɔ: 

¶ ɖɗɌɝ Attack ɫɖ ɛɱɐɖɗɌɝ Event; 

¶ ɎɗɌɝɞɔɎɱɝɞɨ hasActor ɓ ɐɚɘɑəɚɘ Attack ɱ ɜɌəɏɚɘ Actor; 

¶ ɚɍɘɑɒɑəəɫ: ɖɚɒəɌ Attack ɘɌɯ ɛɜɔəɌɕɘəɱ ɚɐəɚɏɚ 

hasActor.  
ȾɌɖɌ ɘɚɐɑɗɨ ɓɌɍɑɓɛɑɣɟɯ ɗɚɏɱɣəɟ ɢɱɗɱɝəɱɝɞɨ ɘɑɜɑɒɱ: ɝɔɝɞɑɘɌ 

ɘɚɒɑ ɎɔɫɎɗɫɞɔ ɝɟɛɑɜɑɣəɚɝɞɱ (əɌɛɜɔɖɗɌɐ, ɌɞɌɖɌ ɍɑɓ ɎɔɖɚəɌɎɢɫ) 

Ɍɍɚ ɎɔɎɚɐɔɞɔ əɚɎɱ ɓəɌəəɫ (əɌɛɜɔɖɗɌɐ, ɫɖɥɚ APT28 ɯ Actor, Ɍ 
Zloader ð Tool, ɞɚ (APT28 uses Zloader) ɯ ɎɌɗɱɐəɔɘ ɓɎõɫɓɖɚɘ). Ⱥə-

ɞɚɗɚɏɱɣəɱ ɘɑɜɑɒɱ ɚɝɚɍɗɔɎɚ ɖɚɜɔɝəɱ ɐɗɫ ɪɜɔɐɔɣəɚɲ ɌəɌɗɱɞɔɖɔ, ɐɑ 
ɞɚɣəɱɝɞɨ ɠɚɜɘɟɗɪɎɌəɨ ɯ ɖɜɔɞɔɣəɚɪ. 

4.2.4. ȰɔəɌɘɱɣəɱ ɞɌ ɌɐɌɛɞɔɎəɱ ɘɑɜɑɒɱ 

ȹɌɜɑɤɞɱ, ɝɟɣɌɝəɔɕ OSINT ɎɔɘɌɏɌɯ ɒɔɎɔɡ, Ɍ əɑ ɝɞɌɞɔɣəɔɡ 

ɘɚɐɑɗɑɕ. ȰɔəɌɘɱɣəɌ ɝɑɘɌəɞɔɣəɌ ɘɑɜɑɒɌ ( )( ) ( ), ( )G t V t E t=  ɯ 

ɠɟəɖɢɱɯɪ ɣɌɝɟ, ɐɑ ɘəɚɒɔəɔ ɎɟɓɗɱɎ ɱ ɜɑɍɑɜ ɓɘɱəɪɪɞɨɝɫ ɓ əɌɐɡɚ-
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ɐɒɑəəɫɘ əɚɎɔɡ ɐɌəɔɡ. ȺəɚɎɗɑəəɫ ɘɚɒɑ ɎɱɐɍɟɎɌɞɔɝɫ ɓɌ ɐɎɚɘɌ 
ɝɢɑəɌɜɱɫɘɔ: 

¶ ɱəɖɜɑɘɑəɞəɑ ɐɚɐɌɎɌəəɫ: əɚɎɱ ɞɜɱɕɖɔ, Ɏɔɐɚɍɟɞɱ ɓ ɚɝɞɌə-
əɱɡ ɐɚɖɟɘɑəɞɱɎ, ɱəɞɑɏɜɟɪɞɨɝɫ Ɏ ɱɝəɟɪɣɟ ɘɑɜɑɒɟ; 

¶ ɜɑɞɜɚɝɛɑɖɞɔɎəɌ ɖɚɜɑɖɢɱɫ: ɛɜɔ ɎɔɫɎɗɑəəɱ ɛɚɘɔɗɖɔ (əɌ-

ɛɜɔɖɗɌɐ, ɣɑɜɑɓ ɎɑɜɔɠɱɖɌɢɱɪ) ɛɚɛɑɜɑɐəɱ ɓɎõɫɓɖɔ ɎɔɐɌ-
ɗɫɪɞɨɝɫ Ɍɍɚ ɘɚɐɔɠɱɖɟɪɞɨɝɫ. 

Ȱɗɫ ɛɱɐɞɜɔɘɖɔ ɐɔəɌɘɱɖɔ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɘɑɡɌəɱɓɘ ɐɚ-

Ɏɱɜɔ: ɖɚɒɑə ɓɎõɫɓɚɖ ije   ɘɌɯ ɎɌɏɟ [ ]0,1ijw Í , ɫɖɌ ɓɌɗɑɒɔɞɨ Ɏɱɐ 

ɐɒɑɜɑɗɌ, ɖɱɗɨɖɚɝɞɱ ɛɱɐɞɎɑɜɐɒɑəɨ, ɜɑɓɟɗɨɞɌɞɱɎ ɎɑɜɔɠɱɖɌɢɱɲ. Ȼɜɔ 

əɌɐɡɚɐɒɑəəɱ əɚɎɔɡ ɐɌəɔɡ ɎɌɏɔ ɛɑɜɑɜɌɡɚɎɟɪɞɨɝɫ, ɥɚ ɐɚɓɎɚɗɫɯ 

ɘɑɜɑɒɱ ɌɐɌɛɞɟɎɌɞɔɝɫ ɐɚ ɓɘɱə ɟ ɜɑɌɗɨəɚɝɞɱ. ȹɌɛɜɔɖɗɌɐ, ɫɖɥɚ 
ɝɛɚɣɌɞɖɟ ɏɜɟɛɌ X ɍɟɗɌ ɛɚɎõɫɓɌəɌ ɓ ɱəɝɞɜɟɘɑəɞɚɘ Y, Ɍɗɑ əɚɎɱ ɐɌəɱ 

ɛɚɖɌɓɟɪɞɨ, ɥɚ ɢɑ ɍɟɗɌ ɛɚɘɔɗɖɌ, ɎɌɏɌ ɓɎõɫɓɖɟ ɓəɔɒɟɯɞɨɝɫ, ɱ Ɏɱə 

ɘɚɒɑ ɍɟɞɔ ɎɔɐɌɗɑəɔɕ ɛɜɔ ɐɚɝɫɏəɑəəɱ ɛɚɜɚɏɌ. 
ȼɌɓɚɘ ɟɝɱ ɢɱ ɘɚɐɑɗɱ ɟɞɎɚɜɪɪɞɨ ɟəɱɎɑɜɝɌɗɨəɔɕ ɖɌɜɖɌɝ ɝɑ-

ɘɌəɞɔɣəɚɏɚ əɑɞɎɚɜɖɱəɏɟ, ɐɑ ɌəɌɗɱɞɔɖ ɘɚɒɑ ɎɔɍɔɜɌɞɔ Ɍɍɚ ɖɚɘ-

ɍɱəɟɎɌɞɔ ɛɱɐɡɚɐɔ ɓɌɗɑɒəɚ Ɏɱɐ ɓɌɎɐɌəəɫ: ɌɝɚɢɱɌɞɔɎəɱ ð ɐɗɫ Ɏɔ-
ɫɎɗɑəəɫ ɞɑɘ, ɖɌɟɓɌɗɨəɱ ð ɐɗɫ ɜɑɖɚəɝɞɜɟɖɢɱɲ ɛɚɐɱɕ, ɚəɞɚɗɚɏɱɣəɱ ð 

ɐɗɫ ɠɚɜɘɌɗɨəɚɲ ɎɑɜɔɠɱɖɌɢɱɲ, ɐɔəɌɘɱɣəɱ ð ɐɗɫ ɛɜɚɏəɚɓɟɎɌəəɫ. 

ȽɌɘɑ ɢɫ ɏəɟɣɖɱɝɞɨ ɜɚɍɔɞɨ ɝɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ ɛɚɞɟɒəɔɘ 
ɱəɝɞɜɟɘɑəɞɚɘ ɝɟɣɌɝəɚɲ OSINT-ɌəɌɗɱɞɔɖɔ. 

4.3. Ȼɱɐɡɚɐɔ ɐɚ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɲ ɛɚɍɟɐɚɎɔ ɝɑɘɌ-
əɞɔɣəɔɡ ɘɑɜɑɒ 

ȬɎɞɚɘɌɞɔɓɚɎɌəɌ ɛɚɍɟɐɚɎɌ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ ɯ ɢɑəɞɜɌ-

ɗɨəɔɘ ɑɞɌɛɚɘ ɝɑɘɌəɞɔɣəɚɏɚ əɑɞɎɚɜɖɱəɏɟ, ɐɑ əɑɝɞɜɟɖɞɟɜɚɎɌəɱ 

ɞɑɖɝɞɔ ɛɑɜɑɞɎɚɜɪɪɞɨɝɫ əɌ ɝɞɜɟɖɞɟɜɚɎɌəɱ ɓəɌəəɫ. ɂɑɕ ɛɜɚɢɑɝ 
ɎɔɘɌɏɌɯ əɑ ɛɜɚɝɞɚ ɓɌɝɞɚɝɟɎɌəəɫ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ, Ɍ 

ɝɔɝɞɑɘəɚɏɚ ɛɱɐɡɚɐɟ, ɥɚ ɛɚɯɐəɟɯ ɞɚɣəɟ ɛɜɚɘɛɞ-ɱəɒɑəɑɜɱɪ, 

ɘəɚɒɔəəɱ ɱəɞɑɜɛɜɑɞɌɢɱɲ, ɘɑɡɌəɱɓɘɔ ɎɑɜɔɠɱɖɌɢɱɲ ɞɌ ɝɞɌɞɔɝɞɔɣəɟ 
ɌɏɜɑɏɌɢɱɪ. ȿ ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɣɚɞɔɜɔ ɖɗɪɣɚɎɱ 

ɖɚɘɛɚəɑəɞɔ: ɑɖɝɞɜɌɏɟɎɌəəɫ ɝɟɞəɚɝɞɑɕ, ɖɚəɝɞɜɟɪɎɌəəɫ ɛɜɚɘɛ-

ɞɱɎ, ɖɚəɢɑɛɢɱɫ çɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎè ɞɌ ɌɏɜɑɏɌɢɱɫ ɜɑɓɟɗɨ-
ɞɌɞɱɎ. 
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4.3.1. ȱɖɝɞɜɌɏɟɎɌəəɫ ɝɟɞəɚɝɞɑɕ ɞɌ ɓɎõɫɓɖɱɎ ɓɌ 
ɐɚɛɚɘɚɏɚɪ LLM 

ȹɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɖɗɌɝɔɣəɔɡ NER-ɝɔɝɞɑɘ, ɫɖɱ ɚɍɘɑɒɑəɱ ɠɱɖɝɚ-

ɎɌəɔɘɔ ɖɗɌɝɌɘɔ (PERSON, ORG, LOC), ɝɟɣɌɝəɱ LLM ɐɚɓɎɚɗɫɪɞɨ 
ɎɔɐɚɍɟɎɌɞɔ ɐɚɎɱɗɨəɱ ɝɟɞəɚɝɞɱ ɞɌ ɓɎõɫɓɖɔ ɍɑɓ ɛɚɛɑɜɑɐəɨɚɲ ɚəɞɚɗɚ-

ɏɱɲ. Ȼɜɚɢɑɝ ɠɚɜɘɟɯɞɨɝɫ ɫɖ ɎɱɐɚɍɜɌɒɑəəɫ 

: ,f T K­  

ɐɑ T ï ɘəɚɒɔəɌ ɞɑɖɝɞɚɎɔɡ ɐɚɖɟɘɑəɞɱɎ, Ɍ K- ɘəɚɒɔəɌ ɝɑɘɌə-

ɞɔɣəɔɡ ɞɜɱɕɚɖ ( ), ,s p o , ɥɚ ɝɖɗɌɐɌɪɞɨ ɍɌɓɟ ɓəɌəɨ. ȶɗɪɣɚɎɚɪ 

ɛɑɜɑɎɌɏɚɪ LLM ɯ ɓɐɌɞəɱɝɞɨ ɜɚɓɟɘɱɞɔ ɖɚəɞɑɖɝɞ: ɚɐəɑ ɕ ɞɑ ɝɌɘɑ 

ɝɗɚɎɚ ɘɚɒɑ ɍɟɞɔ ɱəɞɑɜɛɜɑɞɚɎɌəɑ ɫɖ ɚɜɏɌəɱɓɌɢɱɫ, ɱəɝɞɜɟɘɑəɞ Ɍɍɚ 

ɛɚɐɱɫ ɓɌɗɑɒəɚ Ɏɱɐ ɚɞɚɣɑəəɫ. ȹɌɛɜɔɖɗɌɐ, ɟ ɜɑɣɑəəɱ çSandworm 
ɎɔɖɚɜɔɝɞɌɗɌ Zloader ɛɜɚɞɔ ɍɌəɖɟè ɘɚɐɑɗɨ ɛɜɌɎɔɗɨəɚ ɱɐɑəɞɔɠɱ-

ɖɟɯ Sandworm ɫɖ ɏɜɟɛɟ, Zloader ð ɫɖ ɤɖɱɐɗɔɎɑ Ȼȳ, Ɍ ɍɌəɖ ð ɫɖ 

ɢɱɗɨ. ɂɑ ɓɌɍɑɓɛɑɣɟɯ ɏɗɔɍɔəɟ ɌəɌɗɱɓɟ, əɑɐɚɝɫɒəɟ ɐɗɫ ɛɜɌɎɔɗɚɎɔɡ 
ɝɔɝɞɑɘ. 

4.3.2. Ȼɜɚɘɛɞ-ɱəɒɑəɑɜɱɫ ɐɗɫ Ɏɔɐɚɍɟɞɖɟ ɓəɌəɨ 

ȱɠɑɖɞɔɎəɱɝɞɨ LLM ɖɜɔɞɔɣəɚ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɫɖɚɝɞɱ ɛɜɚɘɛɞɌ. 

ȿ ɜɌɘɖɌɡ ɝɑɘɌəɞɔɣəɚɏɚ əɑɞɎɚɜɖɱəɏɟ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɠɚɜɘɌ-
ɗɱɓɚɎɌəɱ ɤɌɍɗɚəɔ, ɫɖɱ ɎɔɓəɌɣɌɪɞɨ: 

¶ ɜɚɗɨ ɘɚɐɑɗɱ (çȾɔ ð ɖɱɍɑɜɌəɌɗɱɞɔɖè); 

¶ ɛɜɑɐɘɑɞəɟ ɚɍɗɌɝɞɨ (çȬəɌɗɱɓɟɕ ɖɱɍɑɜɓɌɏɜɚɓɔè); 

¶ ɞɔɛɔ ɝɟɞəɚɝɞɑɕ ɞɌ ɓɎõɫɓɖɱɎ (çȮɔɐɚɍɔɕ ɌɖɞɚɜɱɎ, ɱəɝɞɜɟ-
ɘɑəɞɔ, ɢɱɗɱè); 

¶ ɠɚɜɘɌɞ ɎɔɎɚɐɟ (çȻɚɎɑɜəɔ ɟ ɠɚɜɘɌɞɱ CSV: 

ɝɟɍõɯɖɞ;ɛɜɑɐɔɖɌɞ;ɚɍõɯɖɞè); 

¶ ɚɍɘɑɒɑəəɫ (çȹɑ ɎɔɏɌɐɟɕ. ɋɖɥɚ əɑɘɌɯ ɓɎõɫɓɖɟ ð ɛɚɎɑɜəɔ 

ɛɚɜɚɒəɱɕ ɜɫɐɚɖè). 
ȾɌɖɔɕ ɛɱɐɡɱɐ ɛɑɜɑɞɎɚɜɪɯ LLM ɓ çɣɚɜəɚɲ ɝɖɜɔəɨɖɔè əɌ ɖɚəɞ-

ɜɚɗɨɚɎɌəɔɕ ɱəɝɞɜɟɘɑəɞ ɎɔɐɚɍɟɎɌəəɫ ɓəɌəɨ. ȮɌɗɱɐɌɢɱɫ ɎɍɟɐɚɎɟ-

ɯɞɨɝɫ ɛɜɫɘɚ Ɏ ɛɜɚɘɛɞ: ɘɚɐɑɗɨ ɓɚɍɚɎõɫɓɌəɌ ɐɚɞɜɔɘɟɎɌɞɔɝɫ ɠɚɜ-
ɘɌɞɟ, ɥɚ ɝɛɜɚɥɟɯ ɛɚɐɌɗɨɤɟ ɚɍɜɚɍɖɟ. ȹɌɛɜɔɖɗɌɐ, ɛɜɚɘɛɞ ɘɚɒɑ 

ɎɖɗɪɣɌɞɔ ɱəɝɞɜɟɖɢɱɪ: çɋɖɥɚ ɞɔ əɑ ɎɛɑɎəɑəɔɕ ɟ ɓɎõɫɓɖɟ, ɛɜɚɛɟ-

ɝɞɔ ɕɚɏɚ. ȹɑ ɎɔɖɚɜɔɝɞɚɎɟɕ ɛɜɔɛɟɥɑəəɫ.è 
ɂɑ ɓəɌɣəɚ ɓɘɑəɤɟɯ ɖɱɗɨɖɱɝɞɨ ɏɌɗɪɢɔəɌɢɱɕ əɌ ɑɞɌɛɱ ɛɑɜɎɔəəɚɏɚ 

ɑɖɝɞɜɌɏɟɎɌəəɫ. 
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4.3.3. ȶɚəɢɑɛɢɱɫ çɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎè: 
ɘəɚɒɔəəɱ ɛɑɜɝɛɑɖɞɔɎɔ ɌəɌɗɱɓɟ 

ȹɌɎɱɞɨ əɌɕɖɜɌɥɔɕ ɛɜɚɘɛɞ əɑ ɏɌɜɌəɞɟɯ ɛɚɎəɚɲ ɐɚɝɞɚɎɱɜ-

əɚɝɞɱ, ɚɝɖɱɗɨɖɔ LLM ɝɡɔɗɨəɌ ɐɚ Ɏəɟɞɜɱɤəɱɡ ɟɛɑɜɑɐɒɑəɨ ɞɌ ɛɚ-
ɘɔɗɚɖ. Ȱɗɫ ɛɚɐɚɗɌəəɫ ɢɨɚɏɚ ɚɍɘɑɒɑəəɫ ɓɌɛɜɚɛɚəɚɎɌəɚ ɘɑɞɚɐ 

çɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎè (SVE). Ƚɟɞɨ ɕɚɏɚ ɛɚɗɫɏɌɯ Ɏ ɞɚɘɟ, 

ɥɚ ɚɐɔə ɱ ɞɚɕ ɝɌɘɔɕ ɞɑɖɝɞ ɌəɌɗɱɓɟɯɞɨɝɫ ɖɱɗɨɖɚɘɌ əɑɓɌɗɑɒəɔɘɔ 
ɓɌɛɔɞɌɘɔ, ɖɚɒɑə ɓ ɫɖɔɡ ɓɌɐɌɯ LLM ɚɖɜɑɘɟ ɛɜɚɠɑɝɱɕəɟ ɜɚɗɨ: 

¶ çȾɔ ð ɪɜɔɝɞ, ɥɚ ɌəɌɗɱɓɟɯ ɛɜɌɎɚɎɱ ɖɚɗɱɓɱɲè; 

¶ çȾɔ ð ɖɱɍɑɜɌəɌɗɱɞɔɖ, ɥɚ ɎɔɫɎɗɫɯ ɞɌɖɞɔɖɔ MITRE 

ATT&CKè; 

¶ çȾɔ ð ɝɚɢɱɚɗɚɏ, ɥɚ ɐɚɝɗɱɐɒɟɯ əɌɜɜɌɞɔɎɔ ɐɑɓɱəɠɚɜɘɌɢɱɲè. 
ȶɚɒɑə çɑɖɝɛɑɜɞè ɠɚɜɘɟɯ ɎɗɌɝəɟ ɱəɞɑɜɛɜɑɞɌɢɱɪ, ɫɖɌ ɠɱɖ-

ɝɟɯɞɨɝɫ ɟ ɝɞɜɟɖɞɟɜɚɎɌəɚɘɟ ɠɚɜɘɌɞɱ. ɂɑ ɱɘɱɞɟɯ ɜɚɍɚɞɟ ɖɚɗɑɏɱɲ 
ɠɌɡɱɎɢɱɎ, ɐɑ ɖɚɒɑə ɚɢɱəɪɯ ɛɚɐɱɪ ɣɑɜɑɓ ɛɜɔɓɘɟ ɝɎɚɯɲ ɖɚɘɛɑɞɑə-

ɢɱɲ. ȾɌɖɔɕ ɛɱɐɡɱɐ əɑ ɗɔɤɑ ɛɱɐɎɔɥɟɯ ɏɗɔɍɔəɟ ɌəɌɗɱɓɟ, Ɍ ɕ ɝɞɎɚ-

ɜɪɯ ɍɌɏɌɞɚɎɔɘɱɜəɟ ɖɌɜɞɔəɟ ɛɚɐɱɲ, ɥɚ əɌɍɗɔɒɌɯɞɨɝɫ ɐɚ ɗɪɐɝɨ-
ɖɚɏɚ ɜɚɓɟɘɱəəɫ. 

4.3.4. ȬɏɜɑɏɌɢɱɫ ɜɑɓɟɗɨɞɌɞɱɎ, ɟəɔɖəɑəəɫ ɏɌɗɪ-
ɢɔəɌɢɱɕ, ɛɱɐɎɔɥɑəəɫ ɛɚɎəɚɞɔ 

ȺɝɞɌəəɱɘ ɑɞɌɛɚɘ ɯ ɝɞɌɞɔɝɞɔɣəɌ ɌɏɜɑɏɌɢɱɫ ɜɑɓɟɗɨɞɌɞɱɎ Ɏɱɐ 

ɟɝɱɡ çɑɖɝɛɑɜɞɱɎè. ȶɚɒɑə ɓɎõɫɓɚɖ ( ), ,s p o  ɚɞɜɔɘɟɯ ɎɌɏɟ 

,nconfw N=  

ɐɑ nconf  ð ɖɱɗɨɖɱɝɞɨ çɑɖɝɛɑɜɞɱɎè, ɥɚ ɛɱɐɞɎɑɜɐɔɗɔ ɓɎõɫɓɚɖ, Ɍ N ð 

ɓɌɏɌɗɨəɌ ɖɱɗɨɖɱɝɞɨ ɓɌɛɔɞɱɎ. ȳɎõɫɓɖɔ ɓ ɎɌɏɚɪ Űw<  (əɌɛɜɔɖɗɌɐ, 

Ű 0.3= ) ɎɎɌɒɌɪɞɨɝɫ əɑəɌɐɱɕəɔɘɔ ɱ ɎɱɐɝɱɖɌɪɞɨɝɫ. 
ȰɚɐɌɞɖɚɎɚ, ɐɗɫ ɎɑɜɔɠɱɖɌɢɱɲ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɓɚɎəɱɤəɱɕ 

ɛɚɤɟɖ: ɐɗɫ ɖɚɒəɚɏɚ ɓɎõɫɓɖɟ ɠɚɜɘɟɯɞɨɝɫ ɓɌɛɔɞ ɐɚ Google/Bing 

(əɌɛɜɔɖɗɌɐ, "Sandworm " "Zloader "), ɱ ɫɖɥɚ ɜɑɓɟɗɨɞɌɞɔ Ɏɱɐɝɟɞəɱ, 

ɎɌɏɌ ɓəɔɒɟɯɞɨɝɫ. ȺɝɞɌɞɚɣəɌ ɐɚɝɞɚɎɱɜəɱɝɞɨ ɚɢɱəɪɯɞɨɝɫ ɫɖ ɓɎɌ-
ɒɑəɌ ɝɟɘɌ: 

( )ɓ 1 ɓ ,final Cp p w= Ö + - Ö 

ɐɑ Cp ï ɕɘɚɎɱɜəɱɝɞɨ, ɚɞɜɔɘɌəɌ ɓ ɛɚɤɟɖɚɎɚɲ ɝɔɝɞɑɘɔ, Ɍ [ ]ɓ 0,1Í -

ɛɌɜɌɘɑɞɜ ɐɚɎɱɜɔ ɐɚ ɓɚɎəɱɤəɱɡ ɐɒɑɜɑɗ. 

ɂɑɕ ɘɑɡɌəɱɓɘ ɐɚɓɎɚɗɫɯ ɚɐəɚɣɌɝəɚ ɛɱɐɎɔɥɟɎɌɞɔ ɛɚɎəɚɞɟ 
(ɓɌɎɐɫɖɔ ɘəɚɒɔəəɚɘɟ ɌəɌɗɱɓɟ) ɞɌ ɞɚɣəɱɝɞɨ (ɓɌɎɐɫɖɔ ɎɑɜɔɠɱɖɌ-
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ɢɱɲ), ɟɝɟɎɌɪɣɔ ɚɝəɚɎəɱ əɑɐɚɗɱɖɔ LLM ð ɏɌɗɪɢɔəɌɢɱɲ ɞɌ ɛɚɎɑɜɡ-
əɑɎɱɝɞɨ. 

ȼɌɓɚɘ ɟɝɱ ɢɱ ɛɱɐɡɚɐɔ ɟɞɎɚɜɪɪɞɨ ɓɌɘɖəɟɞɔɕ ɢɔɖɗ ɌɎɞɚɘɌ-

ɞɔɓɚɎɌəɚɲ ɛɚɍɟɐɚɎɔ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ, ɐɑ ɖɚɒɑə ɑɞɌɛ ɖɚəɞ-
ɜɚɗɪɯɞɨɝɫ, Ɏɑɜɔɠɱɖɟɯɞɨɝɫ ɞɌ ɚɛɞɔɘɱɓɟɯɞɨɝɫ. ȽɌɘɑ ɢɫ ɝɔɝɞɑɘɌ 

ɓɌɍɑɓɛɑɣɟɯ ɛɑɜɑɡɱɐ Ɏɱɐ ɡɌɚɞɔɣəɚɏɚ ɛɚɞɚɖɟ ɞɑɖɝɞɱɎ ɐɚ ɢɱɗɱɝəɚɲ, 

ɐɚɝɞɚɎɱɜəɚɲ, ɍɌɏɌɞɚɎɔɘɱɜəɚɲ ɘɚɐɑɗɱ ɓəɌəɨ. 

4.4. ɀɚɜɘɌɗɱɓɌɢɱɫ ɛɜɚɢɑɝɟ ɛɚɍɟɐɚɎɔ ɓəɌəɨ 

ȽɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ ɫɖ ɘɑɞɚɐɚɗɚɏɱɫ əɌɍɟɎɌɯ əɌɟɖɚɎɚɲ 

ɢɱəəɚɝɞɱ ɗɔɤɑ ɞɚɐɱ, ɖɚɗɔ ɕɚɏɚ ɛɜɚɢɑɝɔ ɛɱɐɐɌɪɞɨɝɫ ɠɚɜɘɌɗɨəɱɕ 

ɘɌɞɑɘɌɞɔɣəɱɕ ɘɚɐɑɗɱ. ɂɑ ɐɚɓɎɚɗɫɯ əɑ ɗɔɤɑ ɚɛɔɝɟɎɌɞɔ ɜɑɓɟɗɨɞɌ-
ɞɔ, Ɍ ɕ ɌəɌɗɱɓɟɎɌɞɔ ɎɗɌɝɞɔɎɚɝɞɱ ɘɑɜɑɒɱ, ɚɢɱəɪɎɌɞɔ ɐɚɝɞɚɎɱɜ-

əɱɝɞɨ ɓɎõɫɓɖɱɎ, ɛɜɚɏəɚɓɟɎɌɞɔ ɲɲ ɑɎɚɗɪɢɱɪ ɞɌ ɓɌɍɑɓɛɑɣɟɎɌɞɔ Ɏɱɐɞ-

ɎɚɜɪɎɌəɱɝɞɨ ɌəɌɗɱɓɟ. ȿ ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɛɜɚɛɚəɟɯɞɨɝɫ ɠɚɜɘɌ-
ɗɨəɌ ɘɚɐɑɗɨ ɝɑɘɌəɞɔɣəɚɲ ɘɑɜɑɒɱ ɓəɌəɨ, ɘɑɡɌəɱɓɘɔ ɚɢɱəɖɔ ɐɚɝ-

ɞɚɎɱɜəɚɝɞɱ ɞɌ ɛɜɌɎɔɗɌ ɲɲ ɐɔəɌɘɱɣəɚɲ ɞɜɌəɝɠɚɜɘɌɢɱɲ. 

4.4.1. ȸɌɞɑɘɌɞɔɣəɌ ɘɚɐɑɗɨ ɝɑɘɌəɞɔɣəɚɲ ɘɑɜɑ-
ɒɱ: ɘəɚɒɔəɔ, ɠɟəɖɢɱɲ ɎɌɏ, ɘɑɞɜɔɖɔ ɢɑəɞɜɌɗɨəɚɝɞɱ 

ɋɖ ɍɟɗɚ ɝɖɌɓɌəɚ Ɏɔɥɑ, ɝɑɘɌəɞɔɣəɟ ɘɑɜɑɒɟ ɓəɌəɨ ɘɚɒəɌ 

ɠɚɜɘɌɗɨəɚ ɎɔɓəɌɣɔɞɔ ɫɖ ɓɎɌɒɑəɔɕ ɚɜɱɯəɞɚɎɌəɔɕ ɏɜɌɠ 

( , ,ű,ɣ).G V E=  

ȹɌ ɚɝəɚɎɱ ɢɱɯɲ ɘɚɐɑɗɱ ɘɚɒəɌ ɎɔɓəɌɣɔɞɔ ɝɞɌəɐɌɜɞəɱ ɘɑɞɜɔ-

ɖɔ ɢɑəɞɜɌɗɨəɚɝɞɱ, ɌɐɌɛɞɚɎɌəɱ ɐɚ ɝɑɘɌəɞɔɣəɚɏɚ ɖɚəɞɑɖɝɞɟ: 
ȽɞɟɛɱəɑɎɌ ɢɑəɞɜɌɗɨəɱɝɞɨ:  

( ) ( )( )( ) ɣ , ɣ ,D u V
C v v u u v

Í
= + -ä  

ɓɌɏɌɗɨəɌ ɎɌɏɌ ɓɎõɫɓɖɱɎ ɎɟɓɗɌ. 

ȭɗɔɓɨɖɱɝɞɨ:  

( )( )
1

ɣ\{ }
( ) , ,C u V v

C v d v u
-

Í
=ä  

ɐɑ ɣd  ς əɌɕɖɚɜɚɞɤɌ ɤɗɫɡɚɎɌ ɎɱɐɝɞɌəɨ, ɚɍɑɜəɑəɌ ɐɚ ɝɟɘɔ ɎɌɏɚ-

Ɏɔɡ ɓəɌɣɑəɨ ɜɑɍɑɜ. 
ȻɚɝɑɜɑɐəɔɢɞɎɚ: 

 
ů ( )

( ) ,
ů

st
B s v t

st

v
C v

¸ ¸
=ä   
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ɐɑ ůst
 ð ɖɱɗɨɖɱɝɞɨ əɌɕɖɚɜɚɞɤɔɡ ɤɗɫɡɱɎ ɘɱɒ  s ɱ t, Ɍ ů ( )st v  ð ɖɱɗɨ-

ɖɱɝɞɨ ɞɌɖɔɡ ɤɗɫɡɱɎ, ɥɚ ɛɜɚɡɚɐɫɞɨ ɣɑɜɑɓ v. 

ɂɱ ɘɑɞɜɔɖɔ ɐɚɓɎɚɗɫɪɞɨ ɎɔɫɎɗɫɞɔ ɖɗɪɣɚɎɱ ɝɟɞəɚɝɞɱ, ɞɱ, ɥɚ 

ɎɱɐɱɏɜɌɪɞɨ ɢɑəɞɜɌɗɨəɟ ɜɚɗɨ ɟ ɛɑɜɑɐɌɣɱ ɓəɌəɨ Ɍɍɚ ɖɚɚɜɐɔəɌɢɱɲ 

ɛɚɐɱɕ. 

4.4.2. ȺɢɱəɖɌ ɐɚɝɞɚɎɱɜəɚɝɞɱ ɓɎõɫɓɖɱɎ 

ȰɚɝɞɚɎɱɜəɱɝɞɨ ɖɚɒəɚɏɚ ɓɎõɫɓɖɟ ( ), ,e s p o=  ɚɢɱəɪɯɞɨɝɫ ɣɑɜɑɓ 

ɞɜɔ əɑɓɌɗɑɒəɱ ɖɚɘɛɚəɑəɞɔ. 

Ȼɚ-ɛɑɜɤɑ, ɣɌɝɞɚɞəɱɝɞɨ ( )f e  ð ɖɱɗɨɖɱɝɞɨ ɐɚɖɟɘɑəɞɱɎ, ɟ ɫɖɔɡ 

ɓɎõɫɓɚɖ ɍɟɎ Ɏɔɐɚɍɟɞɔɕ. ɂɑ ɐɌɯ ɍɌɓɚɎɟ ɚɢɱəɖɟ, Ɍɗɑ əɑ ɏɌɜɌəɞɟɯ 

ɱɝɞɔəəɚɝɞɱ (əɌɛɜɔɖɗɌɐ, ɐɑɓɱəɠɚɜɘɌɢɱɫ ɘɚɒɑ ɛɚɤɔɜɪɎɌɞɔɝɫ 
ɘɌɝɚɎɚ). 

Ȼɚ-ɐɜɟɏɑ, ɖɚəɞɑɖɝɞɟɌɗɨəɌ ɟɓɏɚɐɒɑəɱɝɞɨ ( )c e  ð ɘɱɜɌ ɝɑɘɌə-

ɞɔɣəɚɲ ɖɚɏɑɜɑəɞəɚɝɞɱ ɓɎõɫɓɖɟ Ɏ ɘɑɒɌɡ ɚɐəɚɏɚ ɐɚɖɟɘɑəɞɌ. ȮɚəɌ 

ɘɚɒɑ ɍɟɞɔ ɚɢɱəɑəɌ ɣɑɜɑɓ ɖɚɝɔəɟɝəɟ ɛɚɐɱɍəɱɝɞɨ Ɏɑɖɞɚɜəɔɡ ɟɫɎ-

ɗɑəɨ ɝɟɍõɯɖɞɌ, ɛɜɑɐɔɖɌɞɌ ɞɌ ɚɍõɯɖɞɌ ɟ ɛɜɚɝɞɚɜɱ LLM: 

[ ]s oc(e ) cos(v ,v ) I p ~ ( s,o )= Ö  

ɐɑ I  ð  ɱəɐɔɖɌɞɚɜəɌ ɠɟəɖɢɱɫ, ɥɚ ɛɑɜɑɎɱɜɫɯ ɚəɞɚɗɚɏɱɣəɟ ɖɚɜɑɖɞ-

əɱɝɞɨ (ɥɚ   ɯ Ɏɱɗɱɐəɔɘ ɛɜɑɐɔɖɌɞɚɘ ɐɗɫ (s,o)). 

Ȼɚ-ɞɜɑɞɯ, ɓɚɎəɱɤəɫ ɎɑɜɔɠɱɖɌɢɱɫ ( )v e  ð ɜɑɓɟɗɨɞɌɞ ɛɚɤɟɖɟ Ɏ 

əɑɓɌɗɑɒəɔɡ ɐɒɑɜɑɗɌɡ (Google, Bing, ɚɠɱɢɱɕəɱ ɍɌɓɔ). ɋɖɥɚ ɓɌɛɔɞ 

çs p oè ɛɚɎɑɜɞɌɯ ɜɑɗɑɎɌəɞəɱ ɜɑɓɟɗɨɞɌɞɔ, ɞɚ ( ) 1,v e ­  ɱəɌɖɤɑ 

( ) 0.v e ­   

ȺɝɞɌɞɚɣəɌ ɎɌɏɌ ɓɎõɫɓɖɟ ɚɍɣɔɝɗɪɯɞɨɝɫ ɫɖ ɓɎɌɒɑəɌ ɝɟɘɌ: 

ɣ( ) Ŭ ( ) ɓ ( ) ɔ ( ),e f e c e v e= Ö + Ö + Ö 

ɐɑ Ŭ ɓ ɔ 1,+ + = Ɍ ɖɚɑɠɱɢɱɯəɞɔ ɎɱɐɚɍɜɌɒɌɪɞɨ ɛɜɱɚɜɔɞɑɞ ɝɔɝɞɑɘɔ 

(əɌɛɜɔɖɗɌɐ, ɟ ɖɱɍɑɜɍɑɓɛɑɢɱ Ȃ ɘɚɒɑ ɍɟɞɔ Ɏɔɥɔɘ, əɱɒ ɟ ɝɚɢɱɌɗɨ-

əɚɘɟ ɘɚəɱɞɚɜɔəɏɟ). 

4.4.3. ȸɚɐɑɗɱ ɞɜɌəɝɠɚɜɘɌɢɱɲ ɘɑɜɑɒ 

ȽɑɘɌəɞɔɣəɌ ɘɑɜɑɒɌ ɯ ɐɔəɌɘɱɣəɚɪ ɝɔɝɞɑɘɚɪ, ɥɚ ɑɎɚɗɪɢɱ-

ɚəɟɯ ɓ əɌɐɡɚɐɒɑəəɫɘ əɚɎɔɡ ɐɌəɔɡ. Ȥɲ ɝɞɌə ɟ ɘɚɘɑəɞ ɣɌɝɟ t ɛɚɓ-

əɌɣɌɯɞɨɝɫ ɫɖ ( )G t . ȾɜɌəɝɠɚɜɘɌɢɱɫ ɘɑɜɑɒɱ ɎɱɐɍɟɎɌɯɞɨɝɫ ɣɑɜɑɓ 

ɞɜɔ ɞɔɛɔ ɚɛɑɜɌɢɱɕ: 
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1.  ȰɚɐɌɎɌəəɫ: ɛɜɔ əɌɐɡɚɐɒɑəəɱ əɚɎɚɏɚ ɓɎõɫɓɖɟ enew ɓ ɎɌ-

ɏɚɪ ɣ( ) Űnew adde >   (ɛɚɜɱɏ ɐɚɐɌɎɌəəɫ), Ɏɔɖɚəɟɯɞɨɝɫ: 

{ }

{ }

( 1) ( ) , ,

( 1) ( ) .new

V t V t s o

E t E t e

+ =

+ =
 

2.  ȮɔɐɌɗɑəəɫ: ɫɖɥɚ ɎɌɏɌ ɱɝəɟɪɣɚɏɚ ɓɎõɫɓɖɟ ɛɌɐɌɯ əɔɒɣɑ 

ɛɚɜɚɏɟ Űdel
 (əɌɛɜɔɖɗɌɐ, ɣɑɜɑɓ ɝɛɜɚɝɞɟɎɌəəɫ ɟ əɚɎɔɡ 

ɐɒɑɜɑɗɌɡ), ɞɚ: 

{}( 1) ( ) \ .E t E t e+ =  

ɋɖɥɚ Ɏɟɓɚɗ ɎɞɜɌɣɌɯ Ɏɝɱ ɓɎõɫɓɖɔ, Ɏɱə ɞɌɖɚɒ ɎɔɐɌɗɫɯɞɨɝɫ. 

3.  ȸɚɐɔɠɱɖɌɢɱɫ: ɫɖɥɚ əɚɎɱ ɐɌəɱ ɓɘɱəɪɪɞɨ ɎɗɌɝɞɔɎɚɝɞɱ Ɏɟɓ-

ɗɌ (əɌɛɜɔɖɗɌɐ, ɟɞɚɣəɪɪɞɨ ɞɔɛ ɝɟɞəɚɝɞɱ), ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ: 

ű'( ) (ű( ) ű ( )),newv merge v v= <  

ɐɑ merge ð ɠɟəɖɢɱɫ ɟɓɏɚɐɒɑəəɫ ɎɗɌɝɞɔɎɚɝɞɑɕ (əɌɛɜɔɖɗɌɐ, ɛɜɱɚ-

ɜɔɞɑɞ əɌɐɌɯɞɨɝɫ ɐɒɑɜɑɗɌɘ ɱɓ Ɏɔɥɚɪ ɌɎɞɚɜɔɞɑɞəɱɝɞɪ). 

ɂɱ ɚɛɑɜɌɢɱɲ ɓɌɍɑɓɛɑɣɟɪɞɨ ɌɐɌɛɞɔɎəɱɝɞɨ ɘɑɜɑɒɱ ɐɚ ɓɘɱə ɟ ɜɑ-

Ɍɗɨəɚɝɞɱ, ɓɍɑɜɱɏɌɪɣɔ ɚɐəɚɣɌɝəɚ ɲɲ ɗɚɏɱɣəɟ ɢɱɗɱɝəɱɝɞɨ. ȾɌɖɔɘ ɣɔ-
əɚɘ, ɝɑɘɌəɞɔɣəɌ ɘɑɜɑɒɌ ɛɑɜɑɝɞɌɯ ɍɟɞɔ ɝɞɌɞɔɣəɔɘ ɌɜɞɑɠɌɖɞɚɘ 

ɱ ɛɑɜɑɞɎɚɜɪɯɞɨɝɫ əɌ ɒɔɎɟ ɘɚɐɑɗɨ ɓəɌəɨ, ɓɐɌɞəɟ ɐɚ əɑɛɑɜɑɜɎəɚ-

ɏɚ əɌɎɣɌəəɫ ɞɌ ɝɌɘɚɟɞɚɣəɑəəɫ. 
ȼɌɓɚɘ ɢɱ ɠɚɜɘɌɗɨəɱ ɘɑɡɌəɱɓɘɔ ɛɑɜɑɞɎɚɜɪɪɞɨ ɝɑɘɌəɞɔɣəɔɕ 

əɑɞɎɚɜɖɱəɏ ɱɓ ɑɎɜɔɝɞɔɣəɚɏɚ ɛɱɐɡɚɐɟ əɌ ɝɞɜɚɏɟ əɌɟɖɚɎɟ ɐɔɝɢɔɛ-

ɗɱəɟ, ɓɐɌɞəɟ ɐɚ ɖɱɗɨɖɱɝəɚɏɚ ɌəɌɗɱɓɟ, ɎɑɜɔɠɱɖɌɢɱɲ ɞɌ ɛɜɚɏəɚɓɟ-
ɎɌəəɫ. 

4.5. ȣəɞɑɏɜɌɢɱɫ ɓ ɱəɤɔɘɔ ɛɌɜɌɐɔɏɘɌɘɔ 

ȽɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ, ɡɚɣɌ ɕ ɯ ɝɌɘɚɐɚɝɞɌɞəɨɚɪ ɘɑɞɚɐɚ-

ɗɚɏɱɯɪ, əɌɍɟɎɌɯ ɛɚɎəɚɲ ɌəɌɗɱɞɔɣəɚɲ ɛɚɞɟɒəɚɝɞɱ ɗɔɤɑ Ɏ ɟɘɚɎɌɡ 
ɏɗɔɍɚɖɚɲ ɱəɞɑɏɜɌɢɱɲ ɓ ɱəɤɔɘɔ ɱəɞɑɗɑɖɞɟɌɗɨəɔɘɔ ɛɌɜɌɐɔɏɘɌɘɔ: 

ɝɑɘɌəɞɔɣəɔɘ Ɏɑɍɚɘ, ɘɌɤɔəəɔɘ əɌɎɣɌəəɫɘ, ɏɜɌɠɚɎɔɘɔ ɍɌɓɌɘɔ 

ɐɌəɔɡ ɞɌ ɝɔɝɞɑɘɌɘɔ ɎɱɓɟɌɗɱɓɌɢɱɲ. ɂɫ ɱəɞɑɏɜɌɢɱɫ əɑ ɯ ɘɑɡɌəɱɣəɔɘ 
ɚɍõɯɐəɌəəɫɘ ɱəɝɞɜɟɘɑəɞɱɎ, Ɍ ɠɚɜɘɟɯ ɟəɱɠɱɖɚɎɌəɟ ɑɖɚɝɔɝɞɑɘɟ 

ɓəɌəɨ, ɐɑ ɖɚɒɑə ɖɚɘɛɚəɑəɞ Ɏɔɖɚəɟɯ ɝɎɚɪ ɠɟəɖɢɱɪ: LLM ɏɑəɑ-

ɜɟɯ ɏɱɛɚɞɑɓɔ, ɝɑɘɌəɞɔɣəɔɕ Ɏɑɍ ɓɌɍɑɓɛɑɣɟɯ ɠɚɜɘɌɗɨəɟ ɚəɞɚɗɚ-
ɏɱɪ, ɘɌɤɔəəɑ əɌɎɣɌəəɫ ɎɔɫɎɗɫɯ ɛɜɔɡɚɎɌəɱ ɛɌɞɑɜəɔ, Ɍ ɏɜɌɠɚɎɱ 
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ɝɔɝɞɑɘɔ əɌɐɌɪɞɨ ɱəɠɜɌɝɞɜɟɖɞɟɜɟ ɐɗɫ ɓɍɑɜɱɏɌəəɫ ɞɌ ɐɚɝɗɱɐɒɑə-
əɫ. ȿ ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɞɜɔ ɖɗɪɣɚɎɱ əɌɛɜɫɘɔ ɞɌ-

ɖɚɲ ɱəɞɑɏɜɌɢɱɲ. 

4.5.1. ȽɑɘɌəɞɔɣəɔɕ Ɏɑɍ (RDF, OWL, SPARQL) ɞɌ 
ɕɚɏɚ ɓɎõɫɓɚɖ ɱɓ LLM-ɘɑɜɑɒɌɘɔ 

ȽɑɘɌəɞɔɣəɔɕ Ɏɑɍ, ɓɌɝəɚɎɌəɔɕ əɌ ɝɞɌəɐɌɜɞɌɡ RDF 

(Resource Description Framework), OWL (Web Ontology Language) 
ɞɌ SPARQL (SPARQL Protocol and RDF Query Language), ɛɜɚɛɚ-

əɟɯ ɠɚɜɘɌɗɨəɟ ɘɚɐɑɗɨ ɛɚɐɌəəɫ ɓəɌəɨ ɟ Ɏɔɏɗɫɐɱ ɞɜɱɕɚɖ ɝɟɍõɯɖɞð

ɛɜɑɐɔɖɌɞðɚɍõɯɖɞ. ɂɫ ɘɚɐɑɗɨ ɯ ɛɜɔɜɚɐəɔɘ ɐɚɛɚɎəɑəəɫɘ ɐɚ LLM-
ɏɑəɑɜɚɎɌəɔɡ ɘɑɜɑɒ, ɚɝɖɱɗɨɖɔ ɓɌɍɑɓɛɑɣɟɯ ɗɚɏɱɣəɟ ɢɱɗɱɝəɱɝɞɨ ɞɌ 

ɎɔɎɱɐ ɓəɌəɨ. 

ɀɚɜɘɌɗɨəɚ, LLM-ɘɑɜɑɒɌ ( ),LLMG V E=  ɘɚɒɑ ɍɟɞɔ ɎɱɐɚɍɜɌ-

ɒɑəɌ Ɏ RDF-ɏɜɌɠ ( ), ,RDFG S P O= , ɐɑ ɖɚɒɑə Ɏɟɓɚɗ 
iv VÍ  ɝɞɌɯ 

URI -ɜɑɝɟɜɝɚɘ, Ɍ ɖɚɒəɑ ɜɑɍɜɚ ije EÍ  ð ɞɜɱɕɖɚɪ ( ), ,i k js p o . Ȼɜɔ 

ɢɨɚɘɟ OWL-Ɍɖɝɱɚɘɔ ɐɚɓɎɚɗɫɪɞɨ ɎɔɓəɌɣɔɞɔ ɖɗɌɝɔ Attack ṡ 
Event), ɎɗɌɝɞɔɎɚɝɞɱ (hasActor: AttackƂActorhasActor: 

AttackƂActor) ɞɌ ɚɍɘɑɒɑəəɫ ( ᶅ a: Attack.  ɱ x: 
Actor.hasActor( a,x )). 

ȾɌɖɌ ɱəɞɑɏɜɌɢɱɫ ɐɌɯ ɐɎɌ ɖɗɪɣɚɎɱ ɛɑɜɑɎɌɏɔ. Ȼɚ-ɛɑɜɤɑ, 

SPARQL-ɓɌɛɔɞɔ ɐɚɓɎɚɗɫɪɞɨ ɎɔɖɚəɟɎɌɞɔ ɞɚɣəɱ ɝɑɘɌəɞɔɣəɱ ɛɚ-
ɤɟɖɔ, ɫɖɱ əɑɘɚɒɗɔɎɱ Ɏ əɑɠɚɜɘɌɗɱɓɚɎɌəɔɡ LLM-ɘɑɜɑɒɌɡ.  

Ȼɚ-ɐɜɟɏɑ, ɘɌɤɔəəɔɕ ɎɔɎɱɐ (reasoning) ɐɚɓɎɚɗɫɯ ɌɎɞɚɘɌɞɔɣ-

əɚ ɎɔɫɎɗɫɞɔ əɚɎɱ ɓəɌəəɫ: ɫɖɥɚ APT28 ɯ Actor, Ɍ Zloader ðTool, ɱ 
ɎɔɓəɌɣɑəɚ ɛɜɌɎɔɗɚ uses(Actor,Tool), ɝɔɝɞɑɘɌ ɘɚɒɑ ɱəɠɑɜɟɎɌɞɔ 

ɓɎõɫɓɚɖ əɌɎɱɞɨ ɓɌ Ɏɱɐɝɟɞəɚɝɞɱ ɛɜɫɘɚɲ ɓɏɌɐɖɔ. ȾɌɖɔɘ ɣɔəɚɘ, ɝɑ-

ɘɌəɞɔɣəɔɕ Ɏɑɍ ɛɑɜɑɞɎɚɜɪɯ LLM-ɘɑɜɑɒɟ ɓ ɑɎɜɔɝɞɔɣəɚɲ ɖɚəɝ-
ɞɜɟɖɢɱɲ əɌ ɠɚɜɘɌɗɨəɚ ɎɑɜɔɠɱɖɚɎɌəɟ ɚəɞɚɗɚɏɱɪ. 

4.5.2. ȻɚɯɐəɌəəɫ ɝɑɘɌəɞɔɣəɚɏɚ əɑɞɎɚɜɖɱəɏɟ ɓ 
ɘɌɤɔəəɔɘ əɌɎɣɌəəɫɘ 

ȸɌɤɔəəɑ əɌɎɣɌəəɫ (ML) ɐɚɐɌɯ ɐɚ ɝɑɘɌəɞɔɣəɚɏɚ əɑɞɎɚɜɖɱə-

ɏɟ ɓɐɌɞəɱɝɞɨ ɐɚ ɎɔɫɎɗɑəəɫ ɛɜɔɡɚɎɌəɔɡ ɓɌɖɚəɚɘɱɜəɚɝɞɑɕ ɞɌ ɛɜɚ-

ɏəɚɓɟɎɌəəɫ. ȿ ɞɚɕ ɣɌɝ ɫɖ LLM ɎɔɐɚɍɟɎɌɯ ɫɎəɱ ɓɎõɫɓɖɔ, ML-
ɘɚɐɑɗɱ ɌəɌɗɱɓɟɪɞɨ ɞɚɛɚɗɚɏɱɣəɱ ɎɗɌɝɞɔɎɚɝɞɱ ɏɜɌɠɌ ɐɗɫ ɎɔɫɎɗɑəəɫ 

əɑɫɎəɔɡ. 
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ȹɌɛɜɔɖɗɌɐ, Ɍɗɏɚɜɔɞɘɔ ɎɍɟɐɚɎɟɎɌəəɫ ɏɜɌɠɱɎ (Graph 
Embedding), ɞɌɖɱ ɫɖ Node2Vec Ɍɍɚ GraphSAGE, ɛɑɜɑɞɎɚɜɪɪɞɨ 

ɖɚɒɑə Ɏɟɓɚɗ 
iv  ɟ Ɏɑɖɞɚɜ d

izÍ , ɥɚ ɓɍɑɜɱɏɌɯ ɕɚɏɚ ɝɞɜɟɖɞɟɜəɔɕ 

ɖɚəɞɑɖɝɞ. ȹɌ ɚɝəɚɎɱ ɢɔɡ ɎɑɖɞɚɜɱɎ ɘɚɒəɌ ɍɟɐɟɎɌɞɔ ɖɗɌɝɔɠɱɖɌ-

ɞɚɜɔ ɐɗɫ ɛɜɚɏəɚɓɟɎɌəəɫ ɞɔɛɟ ɝɟɞəɚɝɞɱ, ɜɑɏɜɑɝɱɕəɱ ɘɚɐɑɗɱ ɐɗɫ 
ɚɢɱəɖɔ ɜɔɓɔɖɟ Ɍɍɚ ɖɗɌɝɞɑɜɔɓɌɢɱɪ ɐɗɫ ɎɔɫɎɗɑəəɫ ɝɛɱɗɨəɚɞ. 

ȭɱɗɨɤɑ ɞɚɏɚ, ɏɜɌɠɚɎɱ əɑɕɜɚəəɱ ɘɑɜɑɒɱ (GNN) ɐɚɓɎɚɗɫɪɞɨ 

ɛɚɤɔɜɪɎɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɣɑɜɑɓ ɜɑɍɜɌ: 

( )1 ( ) ( )

( )

1
ů ,

( ) ( )

l l l

i j

j N i

h W h
N i N j

+

Í

å õ
æ ö=
æ ö
ç ÷

ä  

ɐɑ ( )N i ð ɝɟɝɱɐɔ ɎɟɓɗɌ i , ( )W l ð əɌɎɣɌɗɨəɌ ɘɌɞɜɔɢɫ, Ȓ ð ɌɖɞɔɎɌ-

ɢɱɕəɌ ɠɟəɖɢɱɫ. ɂɑ ɐɚɓɎɚɗɫɯ ɛɑɜɑɐɍɌɣɌɞɔ Ɏɱɐɝɟɞəɱ ɓɎõɫɓɖɔ (link 
prediction) ð əɌɛɜɔɖɗɌɐ, ɱɘɚɎɱɜəɱɝɞɨ ɞɚɏɚ, ɥɚ ɏɜɟɛɌ X Ɏɔɖɚɜɔɝ-

ɞɌɯ ɱəɝɞɜɟɘɑəɞ Y ɟ ɘɌɕɍɟɞəɨɚɘɟ. ȾɌɖɔɘ ɣɔəɚɘ, ML ɛɑɜɑɞɎɚɜɪɯ 

ɝɑɘɌəɞɔɣəɟ ɘɑɜɑɒɟ ɓ ɚɛɔɝɚɎɚɲ ɘɚɐɑɗɱ əɌ ɛɜɚɏəɚɝɞɔɣəɟ ɝɔɝɞɑ-
ɘɟ. 

4.5.3. ȮɓɌɯɘɚɐɱɫ ɓ ɏɜɌɠɚɎɔɘɔ ɍɌɓɌɘɔ ɐɌəɔɡ ɞɌ 
ɝɔɝɞɑɘɌɘɔ ɎɱɓɟɌɗɱɓɌɢɱɲ  

ȯɜɌɠɚɎɱ ɍɌɓɔ ɐɌəɔɡ, ɓɚɖɜɑɘɌ Neo4j, ɓɌɍɑɓɛɑɣɟɪɞɨ ɱəɠɜɌ-
ɝɞɜɟɖɞɟɜəɟ ɚɝəɚɎɟ ɐɗɫ ɓɍɑɜɱɏɌəəɫ, ɓɌɛɔɞɟ ɞɌ ɘɌɝɤɞɌɍɟɎɌəəɫ 

ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ. ȸɚɐɑɗɨ ɎɗɌɝɞɔɎɱɝəɚɏɚ ɏɜɌɠɌ Neo4j ɱɐɑɌɗɨ-

əɚ ɎɱɐɛɚɎɱɐɌɯ ɠɚɜɘɌɞɟ ( ), ,ű,űG V E= : Ɏɟɓɗɔ ɘɌɪɞɨ ɘɱɞɖɔ ɞɌ 

ɎɗɌɝɞɔɎɚɝɞɱ, ɜɑɍɜɌ ð ɞɔɛɔ ɞɌ ɎɌɏɚɎɱ ɓəɌɣɑəəɫ. ȳɌɛɔɞɔ əɌ ɘɚɎɱ 
Cypher ɐɚɓɎɚɗɫɪɞɨ ɎɔɖɚəɟɎɌɞɔ ɝɖɗɌɐəɱ ɝɑɘɌəɞɔɣəɱ ɚɛɑɜɌɢɱɲ: 

MATCH  (a:Actor) -[:USES] ->(t:Tool) -[:USED_IN] -> 

(e:Event  {target:  "BankX "}) 
RETURN  a.name,  count(e)  AS attacks  

ORDER BY attacks  DESC  

ɂɑ ɓɌɍɑɓɛɑɣɟɯ ɚɛɑɜɌɞɔɎəɔɕ ɐɚɝɞɟɛ ɐɚ ɓəɌəɨ ɟ ɜɑɌɗɨəɚɘɟ 
ɣɌɝɱ. 

Ȱɗɫ ɏɗɔɍɚɖɚɏɚ ɌəɌɗɱɓɟ ɞɌ ɐɚɝɗɱɐɒɑəəɫ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ 

Gephi ð ɛɗɌɞɠɚɜɘɌ ɐɗɫ ɎɱɓɟɌɗɨəɚɏɚ ɌəɌɗɱɓɟ ɘɑɜɑɒ. ȮɚəɌ ɜɑɌɗɱ-
ɓɟɯ Ɍɗɏɚɜɔɞɘɔ ɖɚɘɛɚəɚɎɖɔ (ForceAtlas2), ɖɗɌɝɞɑɜɔɓɌɢɱɲ 

(Louvain), ɜɌəɒɟɎɌəəɫ (Betweenness, PageRank), ɥɚ ɐɚɓɎɚɗɫɯ 
ɌəɌɗɱɞɔɖɟ ɍɌɣɔɞɔ ɝɞɜɟɖɞɟɜɟ ɘɑɜɑɒɱ, ɎɔɫɎɗɫɞɔ ɖɗɪɣɚɎɱ Ɏɟɓɗɔ, 

ɱɓɚɗɨɚɎɌəɱ ɝɛɱɗɨəɚɞɔ, ɌəɚɘɌɗɨəɱ ɓɎõɫɓɖɔ. ȱɖɝɛɚɜɞ ɓ Neo4j ɟ 
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Gephi (ɣɑɜɑɓ ɠɚɜɘɌɞ GEXF) ɝɞɎɚɜɪɯ ɓɌɘɖəɟɞɔɕ ɢɔɖɗ: Ɏɱɐ ɓɍɑɜɱ-
ɏɌəəɫ ð ɣɑɜɑɓ ɌəɌɗɱɓ ð ɐɚ ɎɱɓɟɌɗɨəɚɏɚ ɐɚɝɗɱɐɒɑəəɫ. 

ȼɌɓɚɘ ɟɝɱ ɢɱ ɛɌɜɌɐɔɏɘɔ ɟɞɎɚɜɪɪɞɨ ɱəɞɑɏɜɚɎɌəɟ ɌəɌɗɱɞɔɣəɟ 

ɑɖɚɝɔɝɞɑɘɟ, ɐɑ ɝɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ ɯ ɢɑəɞɜɌɗɨəɔɘ ɱəɞɑɗɑɖ-
ɞɟɌɗɨəɔɘ ɫɐɜɚɘ, Ɍ ɱəɤɱ ɖɚɘɛɚəɑəɞɔ ɓɌɍɑɓɛɑɣɟɪɞɨ ɠɚɜɘɌɗɨəɟ 

ɝɞɜɚɏɚɝɞɨ, ɛɜɚɏəɚɝɞɔɣəɟ ɓɐɌɞəɱɝɞɨ, ɱəɠɜɌɝɞɜɟɖɞɟɜəɟ ɝɞɱɕɖɱɝɞɨ 

ɞɌ ɱəɞɑɜɌɖɞɔɎəɟ ɐɚɝɗɱɐəɔɢɨɖɟ ɝɑɜɑɐɟ. ȽɌɘɑ ɞɌɖɌ ɱəɞɑɏɜɌɢɱɫ 
ɜɚɍɔɞɨ ɝɟɣɌɝəɔɕ OSINT əɑ ɛɜɚɝɞɚ ɓɍɚɜɚɘ ɐɌəɔɡ, Ɍ ɝɔɝɞɑɘɚɪ 

ɛɚɍɟɐɚɎɔ ɓəɌəɨ. 

4.6. ȱɞɌɛɔ ɒɔɞɞɯɎɚɏɚ ɢɔɖɗɟ ɝɑɘɌəɞɔɣəɚɲ ɘɑɜɑɒɱ 

ȽɑɘɌəɞɔɣəɌ ɘɑɜɑɒɌ ɓəɌəɨ əɑ ɯ ɝɞɌɞɔɣəɔɘ ɌɜɞɑɠɌɖɞɚɘ, Ɍ 
ɫɎɗɫɯ ɝɚɍɚɪ ɐɔəɌɘɱɣəɟ, ɑɎɚɗɪɢɱɕəɟ ɝɔɝɞɑɘɟ, ɥɚ ɛɜɚɡɚɐɔɞɨ 

ɣɑɜɑɓ ɣɱɞɖɚ ɎɔɓəɌɣɑəɱ ɑɞɌɛɔ ɒɔɞɞɯɎɚɏɚ ɢɔɖɗɟ: Ɏɱɐ ɖɚəɢɑɛɞɟɌɗɨ-

əɚɏɚ ɓɌɘɔɝɗɟ ɐɚ ɛɜɌɖɞɔɣəɚɲ ɑɖɝɛɗɟɌɞɌɢɱɲ. ɂɑɕ ɢɔɖɗ ɘɚɒəɌ ɠɚ-
ɜɘɌɗɨəɚ ɚɛɔɝɌɞɔ ɫɖ ɛɚɝɗɱɐɚɎəɱɝɞɨ ɝɞɌəɱɎ 

0 1( ) ( ) ... ( ),nG t G t G t­ ­ ­  ɐɑ ɖɚɒɑə ɛɑɜɑɡɱɐ ɎɱɐɛɚɎɱɐɌɯ ɛɑɎəɱɕ 

ɠɌɓɱ ɌəɌɗɱɞɔɣəɚɏɚ ɛɜɚɢɑɝɟ. ȿ ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɜɚɓɏɗɫɐɌɪɞɨɝɫ 

ɛõɫɞɨ ɖɗɪɣɚɎɔɡ ɑɞɌɛɱɎ: ɱəɱɢɱɌɗɱɓɌɢɱɫ, ɛɚɍɟɐɚɎɌ, ɎɑɜɔɠɱɖɌɢɱɫ, 
ɘɚɐɔɠɱɖɌɢɱɫ ɞɌ ɑɖɝɛɗɟɌɞɌɢɱɫ. 

4.6.1. Ȯɔɍɱɜ ɐɒɑɜɑɗ, ɎɔɓəɌɣɑəəɫ ɘɑɞɔ ɌəɌɗɱɓɟ 

ȣəɱɢɱɌɗɱɓɌɢɱɫ ɯ ɠɟəɐɌɘɑəɞɌɗɨəɔɘ ɑɞɌɛɚɘ, ɥɚ ɎɔɓəɌɣɌɯ Ɏɝɪ 

ɛɚɐɌɗɨɤɟ ɞɜɌɯɖɞɚɜɱɪ ɜɚɓɎɔɞɖɟ ɘɑɜɑɒɱ. ȹɌ ɢɨɚɘɟ ɑɞɌɛɱ ɠɚɜɘɟ-
ɗɪɯɞɨɝɫ ɌəɌɗɱɞɔɣəɌ ɏɱɛɚɞɑɓɌ H, ɫɖɌ ɎɔɓəɌɣɌɯ ɛɜɑɐɘɑɞəɟ ɚɍ-

ɗɌɝɞɨ, ɞɔɛɔ ɝɟɞəɚɝɞɑɕ ɞɌ ɚɣɱɖɟɎɌəɱ ɓɎõɫɓɖɔ. ȹɌɛɜɔɖɗɌɐ, ɏɱɛɚɞɑɓɌ 

ɘɚɒɑ ɘɌɞɔ Ɏɔɏɗɫɐ: 
çȯɜɟɛɌ APT28 ɎɔɖɚɜɔɝɞɚɎɟɯ ɱəɝɞɜɟɘɑəɞ Zloader ɐɗɫ ɌɞɌɖ əɌ 

ɠɱəɌəɝɚɎɔɕ ɝɑɖɞɚɜ ȿɖɜɌɲəɔè. 

ȹɌ ɚɝəɚɎɱ H ɎɔɓəɌɣɌɯɞɨɝɫ ɘəɚɒɔəɌ ɐɒɑɜɑɗ ɐɌəɔɡ 

{ }1 2, ,..., kD d d d= , ɫɖɱ ɘɌɪɞɨ əɌɕɎɔɥɟ ɜɑɗɑɎɌəɞəɱɝɞɨ: Telegram-

ɖɌəɌɗɔ, GitHub, ɝɟɐɚɎɱ ɍɌɓɔ, əɚɎɔəəɱ ɝɌɕɞɔ. ȾɌɖɚɒ ɎɔɓəɌɣɌ-
ɪɞɨɝɫ ɚəɞɚɗɚɏɱɣəɱ ɜɌɘɖɔ: ɫɖɱ ɖɗɌɝɔ ɝɟɞəɚɝɞɑɕ (Actor, Tool, 

Target) ɞɌ ɛɜɑɐɔɖɌɞɔ (uses, targets, located_in) ɍɟɐɟɞɨ Ɏɔɖɚɜɔɝ-
ɞɚɎɟɎɌɞɔɝɫ. ɂɑɕ ɑɞɌɛ ɓɌɍɑɓɛɑɣɟɯ ɢɱɗɑɝɛɜɫɘɚɎɌəɱɝɞɨ ɛɚɐɌɗɨɤɚɏɚ 

ɓɍɚɜɟ, ɟɝɟɎɌɪɣɔ ɡɌɚɞɔɣəɔɕ ɌəɌɗɱɓ. 
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4.6.2. ȻɚɍɟɐɚɎɌ: ɱɞɑɜɌɞɔɎəɑ ɠɚɜɘɟɎɌəəɫ ɣɑɜɑɓ 
LLM  

ȻɚɍɟɐɚɎɌ ɘɑɜɑɒɱ ɯ ɱɞɑɜɌɞɔɎəɔɘ ɛɜɚɢɑɝɚɘ, ɐɑ ɖɚɒɑə ɐɚɖɟ-

ɘɑəɞ 
id DÍ  ɚɍɜɚɍɗɫɯɞɨɝɫ ɓɌ ɐɚɛɚɘɚɏɚɪ Ɏɑɗɔɖɚɏɚ ɘɚɎəɚɏɚ ɘɚ-

ɐɑɗɪɎɌəəɫ (LLM) ɐɗɫ ɎɔɐɚɍɟɎɌəəɫ ɞɜɱɕɚɖ ( ), , .s p o  ɀɚɜɘɌɗɨəɚ, 

ɢɑ ɘɚɒəɌ ɎɔɓəɌɣɔɞɔ ɫɖ ɎɱɐɚɍɜɌɒɑəəɫ: 

: ,LLMf D K­  

ɐɑ K ð ɘəɚɒɔəɌ ɝɑɘɌəɞɔɣəɔɡ ɞɜɱɕɚɖ. ȶɗɪɣɚɎɚɪ ɚɝɚɍɗɔɎɱɝɞɪ ɯ 

ɱɞɑɜɌɞɔɎəɱɝɞɨ: ɛɚɣɌɞɖɚɎɌ ɘɑɜɑɒɌ 
0G   ɠɚɜɘɟɯɞɨɝɫ əɌ ɚɝəɚɎɱ 

ɛɑɜɤɔɡ ɐɚɖɟɘɑəɞɱɎ, Ɍ ɛɚɞɱɘ ɛɚɝɞɟɛɚɎɚ ɜɚɓɤɔɜɪɯɞɨɝɫ ɓɌ ɜɌɡɟ-

əɚɖ əɚɎɔɡ ɐɌəɔɡ. 
Ȱɗɫ ɛɱɐɎɔɥɑəəɫ ɫɖɚɝɞɱ ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ ɘɑɞɚɐ çɜɚɪ ɎɱɜɞɟɌ-

ɗɨəɔɡ ɑɖɝɛɑɜɞɱɎè, ɐɑ ɖɚɒɑə ɐɚɖɟɘɑəɞ ɌəɌɗɱɓɟɯɞɨɝɫ ɖɱɗɨɖɚɘɌ 

LLM ɟ ɜɱɓəɔɡ ɜɚɗɫɡ (ɖɱɍɑɜɌəɌɗɱɞɔɖ, ɪɜɔɝɞ, ɝɚɢɱɚɗɚɏ). ȼɑɓɟɗɨɞɌɞɔ 
Ɍɏɜɑɏɟɪɞɨɝɫ, ɱ ɗɔɤɑ ɓɎõɫɓɖɔ ɓ ɎɌɏɚɪ w>ȓ ɐɚɐɌɪɞɨɝɫ ɐɚ ɘɑɜɑɒɱ. 

ȾɌɖɔɘ ɣɔəɚɘ, ɛɚɍɟɐɚɎɌ ɯ əɑ ɛɜɚɝɞɚ ɞɑɡəɱɣəɔɘ ɑɞɌɛɚɘ, Ɍ ɛɜɚɢɑ-

ɝɚɘ ɖɚɗɑɖɞɔɎəɚɏɚ ɱəɞɑɗɑɖɞɟɌɗɨəɚɏɚ ɝɔəɞɑɓɟ. 

4.6.3. ȮɑɜɔɠɱɖɌɢɱɫ 

ȮɑɜɔɠɱɖɌɢɱɫ ɯ ɖɜɔɞɔɣəɔɘ ɑɞɌɛɚɘ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ əɌɐɱɕ-
əɱɝɞɨ ɓəɌəɨ. ȮɚəɌ ɎɖɗɪɣɌɯ ɞɜɔ ɜɱɎəɱ: 

1.  ȬɎɞɚɘɌɞɔɓɚɎɌəɌ ɖɜɚɝ-ɛɑɜɑɎɱɜɖɌ ð ɐɗɫ ɖɚɒəɚɏɚ ɓɎõɫɓɖɟ 

( ), ,e s p o=  ɠɚɜɘɟɯɞɨɝɫ ɛɚɤɟɖɚɎɔɕ ɓɌɛɔɞ ɐɚ ɓɚɎəɱɤəɱɡ 

ɝɔɝɞɑɘ (Google, Bing, ɚɠɱɢɱɕəɱ ɍɌɓɔ), ɱ ɜɑɓɟɗɨɞɌɞɔ Ɏɔɖɚ-

ɜɔɝɞɚɎɟɪɞɨɝɫ ɐɗɫ ɖɚɜɑɖɢɱɲ ɎɌɏɔ ɣ( )e . 

2.  ȮɔɫɎɗɑəəɫ ɌəɚɘɌɗɱɕ ð ɓɌɝɞɚɝɚɎɟɪɞɨɝɫ Ɍɗɏɚɜɔɞɘɔ ɎɔɫɎ-

ɗɑəəɫ ɎɔɖɔɐɱɎ (əɌɛɜɔɖɗɌɐ, əɌ ɚɝəɚɎɱ ɜɚɓɛɚɐɱɗɟ ɢɑəɞɜɌ-
ɗɨəɚɝɞɱ), ɥɚ ɐɚɓɎɚɗɫɯ ɎɔɫɎɔɞɔ ɘɌɗɚɕɘɚɎɱɜəɱ ɓɎõɫɓɖɔ (əɌ-

ɛɜɔɖɗɌɐ, ɓɎõɫɓɚɖ ɘɱɒ ɝɞɟɐɑəɞɚɘ ɱ ɎɱɕɝɨɖɚɎɚɪ ɍɌɓɚɪ). 

3.  ȷɪɐɝɨɖɔɕ ɖɚəɞɜɚɗɨ ð ɌəɌɗɱɞɔɖ ɛɑɜɑɎɱɜɫɯ ɖɜɔɞɔɣəɱ Ɏɟɓɗɔ 
ɞɌ ɜɑɍɜɌ, ɚɝɚɍɗɔɎɚ ɞɱ, ɥɚ ɘɌɪɞɨ Ɏɔɝɚɖɟ ɢɑəɞɜɌɗɨəɱɝɞɨ, 

Ɍɗɑ əɔɓɨɖɟ ɓɚɎəɱɤəɪ ɛɱɐɞɜɔɘɖɟ. 

 
ɂɑɕ ɑɞɌɛ ɛɑɜɑɞɎɚɜɪɯ ɘɑɜɑɒɟ ɓ ɑɎɜɔɝɞɔɣəɚɲ ɖɚəɝɞɜɟɖɢɱɲ əɌ 

ɎɑɜɔɠɱɖɚɎɌəɟ ɘɚɐɑɗɨ ɜɑɌɗɨəɚɝɞɱ. 
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4.6.4. ȸɚɐɔɠɱɖɌɢɱɫ 

ȸɚɐɔɠɱɖɌɢɱɫ ɯ ɞɎɚɜɣɔɘ ɑɞɌɛɚɘ, ɐɑ ɘɑɜɑɒɌ ɎɔɖɚɜɔɝɞɚɎɟ-
ɯɞɨɝɫ əɑ ɗɔɤɑ ɐɗɫ ɚɛɔɝɟ ɘɔəɟɗɚɏɚ, Ɍ ɕ ɐɗɫ ɘɚɐɑɗɪɎɌəəɫ ɘɌɕɍɟ-

ɞəɨɚɏɚ. ȹɌ ɢɨɚɘɟ ɑɞɌɛɱ ɓɌɝɞɚɝɚɎɟɪɞɨɝɫ ɘɑɡɌəɱɓɘɔ ɝɢɑəɌɜəɚɏɚ 

ɌəɌɗɱɓɟ: 

¶ ȼɑɖɚəɝɞɜɟɖɢɱɫ ɛɚɐɱɕ. ȹɌɎɱɞɨ ɛɜɔ Ɏɱɐɝɟɞəɚɝɞɱ ɡɜɚəɚɗɚɏɱɲ, 

ɖɌɟɓɌɗɨəɱ ɤɗɫɡɔ Ɏ ɘɑɜɑɒɱ ɐɚɓɎɚɗɫɪɞɨ ɎɱɐəɚɎɔɞɔ ɗɚɏɱɖɟ 

ɛɚɐɱɕ. 

¶ ȯɑəɑɜɌɢɱɫ ɝɢɑəɌɜɱɲɎ ð ɤɗɫɡɚɘ ɌəɌɗɱɓɟ ɘɚɒɗɔɎɔɡ ɛɜɚɐɚ-

Ɏɒɑəɨ ɤɗɫɡɱɎ (əɌɛɜɔɖɗɌɐ, Actor Ƃ uses Ƃ Tool Ƃ targets 
Ƃ ?) ɝɔɝɞɑɘɌ ɛɜɚɛɚəɟɯ ɕɘɚɎɱɜəɱ ɢɱɗɱ. 

¶ ȻɜɚɏəɚɓɟɎɌəəɫ ð ɓɌ ɐɚɛɚɘɚɏɚɪ ɏɜɌɠɚɎɔɡ əɑɕɜɚəəɔɡ ɘɑ-
ɜɑɒ (GNN) ɚɢɱəɪɯɞɨɝɫ ɕɘɚɎɱɜəɱɝɞɨ ɛɚɫɎɔ əɚɎɔɡ ɓɎõɫɓɖɱɎ. 

ɀɚɜɘɌɗɨəɚ, ɢɑ ɘɚɒəɌ ɎɔɓəɌɣɔɞɔ ɫɖ ɎɱɐɚɍɜɌɒɑəəɫ: 

: ( ) ,g G t S­  

ɐɑ S ð ɘəɚɒɔəɌ ɘɚɒɗɔɎɔɡ ɝɢɑəɌɜɱɲɎ. ȾɌɖɔɘ ɣɔəɚɘ, ɘɑɜɑɒɌ 

ɝɞɌɯ ɱəɝɞɜɟɘɑəɞɚɘ ɌɖɞɔɎəɚɏɚ ɛɜɚɏəɚɓɟɎɌəəɫ, Ɍ əɑ ɛɌɝɔɎəɚɏɚ 

ɠɱɖɝɟɎɌəəɫ. 

4.6.5. ȱɖɝɛɗɟɌɞɌɢɱɫ 

ȺɝɞɌəəɱɘ ɑɞɌɛɚɘ ɯ ɑɖɝɛɗɟɌɞɌɢɱɫ, ɐɑ ɘɑɜɑɒɌ ɱəɞɑɏɜɟɯɞɨɝɫ Ɏ 
ɌəɌɗɱɞɔɣəɱ ɞɌ ɚɛɑɜɌɞɔɎəɱ ɛɜɚɢɑɝɔ. ɂɑ ɎɖɗɪɣɌɯ: 

¶ ȽɑɘɌəɞɔɣəɔɕ ɛɚɤɟɖ ð ɓɌɛɔɞɔ əɌ ɖɤɞɌɗɞ çȻɚɖɌɒɔ Ɏɝɱ 
ɌɞɌɖɔ əɌ ɍɌəɖɔ, ɛɚɎõɫɓɌəɱ ɓ APT28è Ɏɔɖɚəɟɪɞɨɝɫ ɣɑɜɑɓ 

Cypher Ɍɍɚ SPARQL. 

¶ ȻɱɐɞɜɔɘɖɌ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ ð ɘɑɜɑɒɌ əɌɐɌɯ ɖɚəɞɑɖɝɞ 
ɐɗɫ ɚɢɱəɖɔ ɜɔɓɔɖɱɎ, ɛɗɌəɟɎɌəəɫ ɓɌɡɚɐɱɎ ɍɑɓɛɑɖɔ, ɜɚɓɝɗɱ-

ɐɟɎɌəəɫ ɱəɢɔɐɑəɞɱɎ. 

¶ ȬəɌɗɱɞɔɖɌ ð ɎɔɖɚɜɔɝɞɌəəɫ ɘɑɞɜɔɖ ɢɑəɞɜɌɗɨəɚɝɞɱ, ɖɗɌɝ-

ɞɑɜɔɓɌɢɱɲ, ɘɚɐɟɗɫɜəɚɝɞɱ ɐɗɫ ɎɔɫɎɗɑəəɫ ɖɗɪɣɚɎɔɡ Ɍɖɞɚ-

ɜɱɎ, ɝɗɌɍɖɔɡ ɗɌəɚɖ, ɝɞɜɌɞɑɏɱɣəɔɡ ɞɚɣɚɖ. 
 

ȹɌ ɢɨɚɘɟ ɑɞɌɛɱ ɘɑɜɑɒɌ ɛɑɜɑɝɞɌɯ ɍɟɞɔ Ɏəɟɞɜɱɤəɱɘ ɌɜɞɑɠɌɖ-

ɞɚɘ ɱ ɛɑɜɑɞɎɚɜɪɯɞɨɝɫ əɌ ɛɟɍɗɱɣəɔɕ ɱəɝɞɜɟɘɑəɞ ɓəɌəɨ, ɓɐɌɞəɔɕ 
ɎɛɗɔɎɌɞɔ əɌ ɜɑɌɗɨəɱ ɛɜɚɢɑɝɔ. 

ȼɌɓɚɘ ɟɝɱ ɢɱ ɑɞɌɛɔ ɟɞɎɚɜɪɪɞɨ ɓɌɘɖəɟɞɔɕ ɢɔɖɗ ɱəɞɑɗɑɖɞɟɌ-
ɗɨəɚɏɚ ɌəɌɗɱɓɟ, ɐɑ ɝɑɘɌəɞɔɣəɌ ɘɑɜɑɒɌ ɛɚɝɞɱɕəɚ ɓɜɚɝɞɌɯ, ɟɞɚɣ-
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əɪɯɞɨɝɫ, ɌɐɌɛɞɟɯɞɨɝɫ ɞɌ ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ. ȽɌɘɑ ɞɌɖɔɕ ɢɔɖɗ ɓɌ-
ɍɑɓɛɑɣɟɯ ɛɑɜɑɡɱɐ Ɏɱɐ ɡɌɚɝɟ ɐɌəɔɡ ɐɚ ɛɚɜɫɐɖɟ ɓəɌəɨ. 

4.7 ȽɑɘɌəɞɔɣəɑ ɱəɐɑɖɝɟɎɌəəɫ  

ȽɑɘɌəɞɔɣəɑ ɱəɐɑɖɝɟɎɌəəɫ - ɢɑ ɛɜɚɢɑɝ, ɛɱɐ ɣɌɝ ɫɖɚɏɚ ɐɚɖɟ-

ɘɑəɞɔ ɌəɌɗɱɓɟɪɞɨɝɫ ɐɗɫ Ɏɔɐɱɗɑəəɫ ɲɡ ɝɟɞəɚɝɞɱ ɞɌ ɓɘɱɝɞɟ ɤɗɫɡɚɘ 
ɑɖɝɞɜɌɏɟɎɌəəɫ ɖɗɪɣɚɎɔɡ ɝɗɱɎ, ɱɘɑə ɎɗɌɝəɔɡ, əɌɓɎ ɚɜɏɌəɱɓɌɢɱɕ, Ɍ 

ɞɌɖɚɒ ɱəɤɔɡ ɜɑɗɑɎɌəɞəɔɡ ɚɓəɌɖ ɱ ɖɌɞɑɏɚɜɱɕ, ɓ ɘɑɞɚɪ ɛɚɗɑɏɤɑə-

əɫ ɛɚɐɌɗɨɤɚɏɚ ɛɚɤɟɖɟ, ɌəɌɗɱɓɟ ɞɌ ɎɔɫɎɗɑəəɫ ɖɚɜɑɗɫɢɱɲ ɘɱɒ 
ɐɚɖɟɘɑəɞɌɘɔ. 

ȿ ɍɌɏɌɞɨɚɡ ɝɠɑɜɌɡ, əɌɛɜɔɖɗɌɐ, ɟ ɖɱɍɑɜɍɑɓɛɑɢɱ ɢɑɕ ɛɜɚɢɑɝ 

ɘɌɯ ɎɌɒɗɔɎɑ ɓəɌɣɑəəɫ, ɚɝɖɱɗɨɖɔ ɞɑɖɝɞɚɎɱ ɘɌɝɔɎɔ ɘɚɒɟɞɨ ɘɱɝ-
ɞɔɞɔ ɜɚɓɘɔɞɟ ɛɚ ɐɚɖɟɘɑəɞɌɘ ɖɜɔɞɔɣəɟ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ ɤɖɱɐ-

ɗɔɎɑ ɛɜɚɏɜɌɘəɑ ɓɌɍɑɓɛɑɣɑəəɫ, ɡɌɖɑɜɝɨɖɱ ɟɏɜɟɛɟɎɌəəɫ, ɞɔɛɔ 
ɌɞɌɖ, ɎɜɌɓɗɔɎɚɝɞɱ ɞɌ ɱəɤɱ Ɍɝɛɑɖɞɔ.  

ȬɎɞɚɘɌɞɔɓɚɎɌəɱ ɘɑɞɚɐɔ ɝɑɘɌəɞɔɣəɚɏɚ ɱəɐɑɖɝɟɎɌəəɫ ɐɚɓɎɚ-

ɗɫɪɞɨ ɤɎɔɐɖɚ ɓəɌɡɚɐɔɞɔ əɌɕɎɌɒɗɔɎɱɤɱ ɐɌəɱ ɟ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɌɡ 
ɞɑɖɝɞɱɎ (əɌɛɜɔɖɗɌɐ, ɟ ɓɎɱɞɌɡ ɛɜɚ ɖɱɍɑɜɓɌɏɜɚɓɔ, ɞɑɡəɱɣəɱɕ ɐɚɖɟ-

ɘɑəɞɌɢɱɲ, ɓɌɛɔɝɌɡ ɘɑɜɑɒɑɎɔɡ ɛɚɐɱɕ, ɝɔɝɞɑɘəɔɡ ɒɟɜəɌɗɌɡ), ɞɔɘ 

ɝɌɘɔɘ ɓɌɍɑɓɛɑɣɟɪɣɔ ɑɠɑɖɞɔɎəɔɕ ɌəɌɗɱɓ ɓɌɏɜɚɓ ɞɌ ɎɱɐɛɚɎɱɐɱ əɌ 
ɱəɢɔɐɑəɞɔ. 

ȽɑɘɌəɞɔɣəɑ ɱəɐɑɖɝɟɎɌəəɫ ɐɚɓɎɚɗɫɯ ɝɞɜɟɖɞɟɜɟɎɌɞɔ Ɏɑɗɔɖɱ 

ɚɍɝɫɏɔ ɞɑɖɝɞɚɎɚɲ ɱəɠɚɜɘɌɢɱɲ ɐɗɫ ɤɎɔɐɖɚɏɚ ɛɚɤɟɖɟ ɞɌ ɌəɌɗɱɓɟ 
ɖɜɔɞɔɣəɚ ɎɌɒɗɔɎɔɡ ɐɌəɔɡ, ɞɌɖɔɡ ɫɖ əɌɓɎɔ ɤɖɱɐɗɔɎɔɡ ɛɜɚɏɜɌɘ, 

ɡɌɖɑɜɝɨɖɔɡ ɏɜɟɛ ɞɌ ɎɜɌɓɗɔɎɚɝɞɑɕ ɟ ɖɱɍɑɜɍɑɓɛɑɢɱ. 

4.7.1. ȱɞɌɛɔ ɝɑɘɌəɞɔɣəɚɏɚ ɱəɐɑɖɝɟɎɌəəɫ 

ȸɚɒəɌ Ɏɔɐɱɗɔɞɔ ɣɚɞɔɜɔ ɚɝəɚɎəɱ ɑɞɌɛɔ ɝɑɘɌəɞɔɣəɚɏɚ ɱəɐɑ-
ɖɝɟɎɌəəɫ, Ɍ ɝɌɘɑ 1) ɛɚɛɑɜɑɐəɪ ɚɍɜɚɍɖɟ ɞɑɖɝɞɚɎɔɡ ɐɚɖɟɘɑəɞɱɎ, 

2) ɑɖɝɞɜɌɏɟɎɌəəɫ ɝɟɞəɚɝɞɑɕ, 3) ɎɔɫɎɗɑəəɫ ɓɎõɫɓɖɱɎ ɘɱɒ ɝɟɞəɚɝ-

ɞɫɘɔ, 4) ɝɞɎɚɜɑəəɫ ɱəɐɑɖɝɱɎ, ɲɡ ɠɱɖɝɌɢɱɫ Ɏ ɛɚɗɫɡ ɐɌəɔɡ.  

Ȼɚɛɑɜɑɐəɫ ɚɍɜɚɍɖɌ ɞɑɖɝɞɚɎɔɡ ɐɚɖɟɘɑəɞɱɎ 

ȹɌ ɢɨɚɘɟ ɑɞɌɛɱ ɞɑɖɝɞɚɎɱ ɐɚɖɟɘɑəɞɔ ɛɜɚɡɚɐɫɞɨ ɍɌɓɚɎɟ ɚɍɜɚ-

ɍɖɟ ɐɗɫ ɛɱɐɏɚɞɚɎɖɔ ɐɚ ɛɚɐɌɗɨɤɚɏɚ ɌəɌɗɱɓɟ. ȺɝəɚɎəɔɘɔ ɓɌɎɐɌə-
əɫɘɔ ɛɚɛɑɜɑɐəɨɚɲ ɚɍɜɚɍɖɔ ɯ, ɛɚ-ɛɑɜɤɑ, ɚɣɔɥɑəəɫ ɞɑɖɝɞɟ, Ɍ 

ɝɌɘɑ  ɎɔɐɌɗɑəəɫ ɓɌɕɎɔɡ ɝɔɘɎɚɗɱɎ, ɛɟəɖɞɟɌɢɱɲ, Ɍ ɞɌɖɚɒ ɝɞɚɛ-ɝɗɱɎ 

(ɓɌɏɌɗɨəɔɡ ɝɗɱɎ, ɫɖɱ əɑ əɑɝɟɞɨ ɝɛɑɢɔɠɱɣəɚɏɚ ɓəɌɣɑəəɫ, ɞɌɖɔɡ ɫɖ 
"ɱ", "Ɍɍɚ", "ɢɑ"). Ȼɱɝɗɫ ɢɨɚɏɚ ɓɐɱɕɝəɪɯɞɨɝɫ ɗɑɘɌɞɔɓɌɢɱɫ ɱ ɝɞɑɘɱəɏ 
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[Pant,   2024], Ɍ ɝɌɘɑ, ɛɜɔɎɑɐɑəəɫ ɝɗɱɎ ɐɚ ɲɡ ɍɌɓɚɎɚɲ ɠɚɜɘɔ ɐɗɫ 
ɟəɱɠɱɖɌɢɱɲ ɚɍɜɚɍɖɔ.  

ɂɑ ɐɚɓɎɚɗɫɯ ɝɖɚɜɚɞɔɞɔ ɜɱɓəɚɘɌəɱɞɞɫ ɝɗɚɎɚɠɚɜɘ ɞɌ ɛɚɖɜɌ-

ɥɔɞɔ ɞɚɣəɱɝɞɨ ɛɚɤɟɖɟ ɖɗɪɣɚɎɔɡ ɞɑɜɘɱəɱɎ. Ȼɜɔ ɢɨɚɘɟ ɝɞɑɘɱəɏ ð 
ɢɑ ɛɜɚɢɑɝ ɓɎɑɐɑəəɫ ɝɗɚɎɌ ɐɚ ɕɚɏɚ "ɝɞɑɘɟ" Ɍɍɚ ɖɚɜɑəɫ, ɫɖɔɕ ɘɚ-

ɒɑ əɑ ɓɌɎɒɐɔ ɍɟɞɔ ɝɗɚɎəɔɖɚɎɚɪ ɠɚɜɘɚɪ. Ƚɞɑɘɱəɏ ɛɜɌɢɪɯ ɓɌ 

ɛɜɔəɢɔɛɚɘ ɎɱɐɝɱɖɌəəɫ ɝɟɠɱɖɝɱɎ ɱ ɛɜɑɠɱɖɝɱɎ Ɏɱɐ ɝɗɚɎɌ, ɥɚɍ 
ɚɞɜɔɘɌɞɔ ɖɚɜɱəɨ.  

ȿ ɝɎɚɪ ɣɑɜɏɟ, ɗɑɘɌɞɔɓɌɢɱɫ ð ɢɑ ɛɜɚɢɑɝ ɓɎɑɐɑəəɫ ɝɗɚɎɌ ɐɚ 
ɕɚɏɚ ɗɑɘɔ, ɞɚɍɞɚ ɍɌɓɚɎɚɲ ɣɔ ɝɗɚɎəɔɖɚɎɚɲ ɠɚɜɘɔ, ɎɜɌɡɚɎɟɪɣɔ 

ɖɚəɞɑɖɝɞ ɱ ɏɜɌɘɌɞɔɣəɱ ɚɝɚɍɗɔɎɚɝɞɱ ɝɗɚɎɌ. ȷɑɘɌɞɔɓɌɢɱɫ ɯ ɍɱɗɨɤ 

ɞɚɣəɔɘ ɘɑɞɚɐɚɘ, ɚɝɖɱɗɨɖɔ ɎɚəɌ ɎɔɖɚɜɔɝɞɚɎɟɯ ɗɱəɏɎɱɝɞɔɣəɱ ɛɜɌ-
ɎɔɗɌ ɐɗɫ ɜɚɓɛɱɓəɌɎɌəəɫ ɛɜɌɎɔɗɨəɚɲ ɍɌɓɚɎɚɲ ɠɚɜɘɔ ɝɗɚɎɌ ɓɌɗɑ-

ɒəɚ Ɏɱɐ ɕɚɏɚ ɣɌɝɞɔəɔ ɘɚɎɔ ɞɌ ɖɚəɞɑɖɝɞɟ. ȣəɚɐɱ ɖɚɘɍɱəɚɎɌəɑ 

ɓɌɝɞɚɝɟɎɌəəɫ ɝɞɑɘɱəɏɟ ɞɌ ɗɑɘɌɞɔɓɌɢɱɲ ɐɚɓɎɚɗɫɯ ɛɱɐɎɔɥɔɞɔ ɓɌɏɌ-
ɗɨəɟ ɑɠɑɖɞɔɎəɱɝɞɨ ɝɔɝɞɑɘɔ ɚɍɜɚɍɖɔ ɞɑɖɝɞɟ, ɚɞɜɔɘɟɪɣɔ ɤɎɔɐ-

ɖɔɕ ɜɑɓɟɗɨɞɌɞ ɓɱ ɝɞɑɘɱəɏɟ ɞɌ ɖɚɜɔɏɟɪɣɔ ɕɚɏɚ ɞɌɘ, ɐɑ ɢɑ əɑɚɍ-

ɡɱɐəɚ, ɓɌ ɐɚɛɚɘɚɏɚɪ ɗɑɘɌɞɔɓɌɢɱɲ. ȣ ɓɌɎɑɜɤɟɯ ɑɞɌɛ ɛɚɛɑɜɑɐəɨɚɲ 
ɚɍɜɚɍɖɔ ɐɚɖɟɘɑəɞɱɎ ɞɚɖɑəɱɓɌɢɱɫ, ɞɚɍɞɚ ɛɚɐɱɗ ɞɑɖɝɞɟ əɌ ɚɖɜɑɘɱ 

ɚɐɔəɔɢɱ (ɞɚɖɑəɔ), ɥɚ ɘɚɒɟɞɨ ɍɟɞɔ ɝɗɚɎɌɘɔ Ɍɍɚ ɠɜɌɓɌɘɔ, ɥɚ 

ɛɚɞɱɘ ɍɟɐɟɞɨ ɌəɌɗɱɓɟɎɌɞɔɝɫ Ɏ ɛɚɐɌɗɨɤɔɡ ɑɞɌɛɌɡ.   
ȿ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ, ɖɜɱɘ ɝɞɌəɐɌɜɞəɔɡ ɘɑɞɚɐɱɎ ɞɚɖɑəɱɓɌ-

ɢɱɲ, ɘɚɒɟɞɨ ɓɌɝɞɚɝɚɎɟɎɌɞɔɝɫ ɝɛɑɢɱɌɗɱɓɚɎɌəɱ ɛɱɐɡɚɐɔ. ȹɌɛɜɔɖɗɌɐ, 

ɞɚɖɑəɱɓɌɢɱɫ ɘɚɒɑ Ɏɔɐɱɗɫɞɔ ɌɍɜɑɎɱɌɞɟɜɔ ɞɔɛɟ CVE, əɌɓɎɔ Ɏɑɜɝɱɕ 
ɛɜɚɏɜɌɘəɚɏɚ ɓɌɍɑɓɛɑɣɑəəɫ Ɍɍɚ ɞɔɛɔ ɌɞɌɖ, ɚɝɖɱɗɨɖɔ Ɏɚəɔ ɘɌɪɞɨ 

ɎɌɒɗɔɎɑ ɓəɌɣɑəəɫ Ɏ ɖɚəɞɑɖɝɞɱ ɍɑɓɛɑɖɔ. 

ȾɚɖɑəɱɓɌɢɱɫ ɞɱɝəɚ ɛɚɎõɫɓɌəɌ ɱɓ ɓɌɝɞɚɝɟɎɌəəɫɘ Ɏɑɗɔɖɔɡ ɘɚɎ-
əɔɡ ɘɚɐɑɗɑɕ, ɓɚɖɜɑɘɌ ɘɚɒɗɔɎɚɝɞɫɘɔ ɲɡ ɐɚɐɌɞɖɚɎɚɏɚ əɌɎɣɌəəɫ 

(ɞɪəɔəɏɟ). ȼɚɓɍɔɞɞɫ əɌ ɞɚɖɑəɔ ɐɚɛɚɘɌɏɌɯ ɓɚɝɑɜɑɐɔɞɔɝɨ əɌ əɌɕ-
ɎɌɒɗɔɎɱɤɔɡ ɑɗɑɘɑəɞɌɡ ɞɑɖɝɞɟ, ɎɔɐɌɗɫɪɣɔ əɑɛɚɞɜɱɍəɟ ɱəɠɚɜ-

ɘɌɢɱɪ (ɞɌɖɟ ɫɖ ɛɜɚɍɱɗɔ, əɑɓəɌɣɟɥɱ ɝɔɘɎɚɗɔ). ȳɌɎɐɫɖɔ ɞɚɖɑəɱɓɌ-

ɢɱɲ ɝɟɞəɚɝɞɱ ɘɚɒəɌ ɣɱɞɖɚ Ɏɔɐɱɗɫɞɔ ɕ ɌəɌɗɱɓɟɎɌɞɔ, ɥɚ ɓəɌɣəɚ 
ɛɚɗɑɏɤɟɯ ɜɚɍɚɞɟ əɌ ɑɞɌɛɌɡ ɱəɐɑɖɝɟɎɌəəɫ ɞɌ ɖɗɌɝɔɠɱɖɌɢɱɲ. ȶɜɱɘ 

ɞɚɏɚ, ɠɚɜɘɟɎɌəəɫ ɑɠɑɖɞɔɎəɔɡ ɱəɐɑɖɝɱɎ ɍɌɓɟɯɞɨɝɫ əɌ ɣɱɞɖɚɘɟ 

ɛɚɐɱɗɱ ɞɑɖɝɞɟ əɌ ɝɟɞəɚɝɞɱ ɕ ɎɓɌɯɘɚɓɎõɫɓɖɔ ɘɱɒ əɔɘɔ, ɥɚ ɝɞɌɯ 
ɘɚɒɗɔɎɔɘ ɓɌɎɐɫɖɔ ɞɚɖɑəɱɓɌɢɱɲ. 

Ȼɱɝɗɫ ɞɚɖɑəɱɓɌɢɱɲ ɞɑɖɝɞ ɘɚɒəɌ ɛɑɜɑɞɎɚɜɔɞɔ Ɏ ɜɱɓəɱ ɠɚɜɘɌɞɔ 

ɐɗɫ ɓɍɑɜɑɒɑəəɫ ɞɌ ɛɚɐɌɗɨɤɚɏɚ ɌəɌɗɱɓɟ. Ⱥɐəɔɘ ɱɓ ɞɌɖɔɡ ɠɚɜɘɌ-
ɞɱɎ ɯ JSON. ȹɌɛɜɔɖɗɌɐ: 
{ 
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  "original_text ": "ɄɖɱɐɗɔɎɌ ɛɜɚɏɜɌɘɌ WannaCry - ɎɜɌɓɗɔɎɱɝɞɨ CVE-
2023 -1234. ", 

  "tokens ": [  
    { 
      "token ": "ɄɖɱɐɗɔɎɌ", 
      "type ": "adjective ", 
      "position ": [0, 9]  
    }, 
    { 
      "token ": "ɛɜɚɏɜɌɘɌ", 
      "type ": "noun ", 
      "position ": [10, 18]  
    }, 
    { 

      "token ": "WannaCry ", 
      "type ": "Malware ", 
      "position ": [19, 27]  
    }, 
    { 
      "token ": "ɎɔɖɚɜɔɝɞɚɎɟɯ", 
      "type ": "verb", 
      "position ": [28,  40]  
    }, 
 
    { 
      "token ": "CVE-2023 -1234 ", 

      "type ": "Vulnerability ", 
      "position ": [41, 55]  
    } 
  ] 
} 

 

ɂɑɕ ɛɜɔɖɗɌɐ ɛɚɖɌɓɟɯ, ɫɖ ɘɚɒəɌ ɓɍɑɜɱɏɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɛɜɚ 
ɞɚɖɑəɔ Ɏ ɝɞɜɟɖɞɟɜɚɎɌəɚɘɟ Ɏɔɏɗɫɐɱ ɜɌɓɚɘ ɱɓ ɐɚɐɌɞɖɚɎɚɪ ɱəɠɚɜ-

ɘɌɢɱɯɪ, ɞɌɖɚɪ ɫɖ ɞɔɛ ɞɚɖɑəɟ ɞɌ ɕɚɏɚ ɛɚɓɔɢɱɫ ɟ Ɏɔɡɱɐəɚɘɟ ɞɑɖɝ-

ɞɱ. 

ȱɖɝɞɜɌɏɟɎɌəəɫ ɝɟɞəɚɝɞɑɕ (Named Entity Recognition, 

NER) 

Ȼɱɝɗɫ ɛɚɛɑɜɑɐəɨɚɲ ɚɍɜɚɍɖɔ ɞɑɖɝɞɟ ɎɱɐɍɟɎɌɯɞɨɝɫ ɑɖɝɞɜɌɏɟ-
ɎɌəəɫ ɎɌɒɗɔɎɔɡ ɝɟɞəɚɝɞɑɕ. ɂɑɕ ɑɞɌɛ ɛɚɗɫɏɌɯ ɟ Ɏɔɚɖɜɑɘɗɑəəɱ ɓ 

ɞɑɖɝɞɟ ɠɌɖɞɚɏɜɌɠɱɣəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɫɖɌ ɘɌɯ ɓəɌɣɑəəɫ ɐɗɫ ɖɚəɖ-
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ɜɑɞəɚɲ ɚɍɗɌɝɞɱ ɌəɌɗɱɓɟ. ȿ ɖɚəɞɑɖɝɞɱ ɖɱɍɑɜɍɑɓɛɑɖɔ ɢɑ ɘɚɒɟɞɨ ɍɟ-
ɞɔ: 

Å ȹɌɓɎɔ ɤɖɱɐɗɔɎɔɡ ɛɜɚɏɜɌɘ (əɌɛɜɔɖɗɌɐ, "WannaCry ", 
"Emotet "). 

Å ȹɌɓɎɔ ɡɌɖɑɜɝɨɖɔɡ ɟɏɜɟɛɚɎɌəɨ (əɌɛɜɔɖɗɌɐ, "APT28", 
"DarkSide "). 

Å Ⱦɔɛɔ ɌɞɌɖ (əɌɛɜɔɖɗɌɐ, "DDoS ", "SQL Injection "). 

Å ȮɜɌɓɗɔɎɚɝɞɱ (əɌɛɜɔɖɗɌɐ, "CVE-2023 -1234 "). 

ȱɖɝɞɜɌɏɟɎɌəəɫ ɝɟɞəɚɝɞɑɕ ɘɚɒɑ ɍɟɞɔ ɜɑɌɗɱɓɚɎɌəɌ ɓɌ ɐɚɛɚ-

ɘɚɏɚɪ ɘɑɞɚɐɱɎ ɌɎɞɚɘɌɞɔɣəɚɏɚ ɌəɌɗɱɓɟ ɞɑɖɝɞɟ, ɞɌɖɔɡ ɫɖ ɘɌɤɔə-

əɑ əɌɎɣɌəəɫ Ɍɍɚ ɎɔɖɚɜɔɝɞɌəəɫ ɝɗɚɎəɔɖɱɎ ɓ əɌɛɑɜɑɐ ɎɔɓəɌɣɑ-

əɔɘɔ ɓəɌɣɑəəɫɘɔ. ȺɝəɚɎəɌ ɘɑɞɌ ɢɨɚɏɚ ɑɞɌɛɟ - ɓəɌɕɞɔ ɖɗɪɣɚɎɱ 

ɑɗɑɘɑəɞɔ ɱəɠɚɜɘɌɢɱɲ, ɫɖɱ ɯ ɖɜɔɞɔɣəɔɘɔ ɐɗɫ ɌəɌɗɱɓɟ ɖɱɍɑɜɓɌɏɜɚɓ. 

Ȯɔɞɫɏ ɓɎ'ɫɓɖɱɎ ɘɱɒ ɝɟɞəɚɝɞɫɘɔ 

ɂɑɕ ɑɞɌɛ ɛɚɗɫɏɌɯ ɟ ɎɔɫɎɗɑəəɱ ɞɌ ɠɱɖɝɌɢɱɲ ɓɎ'ɫɓɖɱɎ ɘɱɒ ɝɟɞ-

əɚɝɞɫɘɔ, ɫɖɱ ɜɌəɱɤɑ ɍɟɗɔ ɑɖɝɞɜɌɏɚɎɌəɱ ɓ ɞɑɖɝɞɟ. ȳɎ'ɫɓɖɔ ɘɚɒɟɞɨ 
ɘɌɞɔ ɜɱɓəɱ ɞɔɛɔ ɱ ɖɚəɞɑɖɝɞɟɌɗɨəɱ ɓəɌɣɑəəɫ. ȿ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑ-

ɖɔ ɢɑ ɘɚɒɟɞɨ ɍɟɞɔ ɞɌɖɱ ɓɎ'ɫɓɖɔ, ɫɖ, əɌɛɜɔɖɗɌɐ, ɓɎ'ɫɓɚɖ ɘɱɒ ɡɌ-

ɖɑɜɝɨɖɔɘɔ ɟɏɜɟɛɚɎɌəəɫɘɔ ɞɌ ɤɖɱɐɗɔɎɔɘɔ ɛɜɚɏɜɌɘɌɘɔ, ɫɖɱ 
Ɏɚəɔ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ, ɓɎ'ɫɓɚɖ ɘɱɒ ɞɔɛɌɘɔ ɌɞɌɖ ɱ ɎɜɌɓɗɔɎɚɝɞɫ-

ɘɔ, ɫɖɱ ɑɖɝɛɗɟɌɞɟɪɞɨɝɫ, ȳɎ'ɫɓɖɔ ɘɱɒ ɜɱɓəɔɘɔ ɓɌɏɜɚɓɌɘɔ, ɥɚ 

əɌɗɑɒɌɞɨ ɐɚ ɚɐəɚɏɚ ɞɔɛɟ Ɍɍɚ ɘɌɪɞɨ ɝɛɱɗɨəɱ ɡɌɜɌɖɞɑɜɔɝɞɔɖɔ. 
Ȯɚəɔ ɯ ɎɌɒɗɔɎɚɪ ɣɌɝɞɔəɚɪ ɝɑɘɌəɞɔɣəɚɲ ɘɑɜɑɒɱ, ɚɝɖɱɗɨɖɔ Ɏɚəɔ 

ɐɚɓɎɚɗɫɪɞɨ əɑ ɗɔɤɑ ɱɐɑəɞɔɠɱɖɟɎɌɞɔ ɚɖɜɑɘɱ ɝɟɞəɚɝɞɱ, Ɍɗɑ ɱ Ɏɔ-

ɫɎɗɫɞɔ ɲɡ ɎɓɌɯɘɚɓɎ'ɫɓɖɔ, ɥɚ ɎɌɒɗɔɎɚ ɐɗɫ ɛɜɚɏəɚɓɟɎɌəəɫ ɛɚɎɑ-
ɐɱəɖɔ ɓɌɏɜɚɓ. 

ȳɎ'ɫɓɖɔ ɘɱɒ ɝɟɞəɚɝɞɫɘɔ ɘɚɒɟɞɨ ɍɟɞɔ ɓɍɑɜɑɒɑəɱ ɟ Ɏɔɏɗɫɐɱ 
ɱəɐɑɖɝəɔɡ ɝɞɜɟɖɞɟɜ, ɐɑ ɖɚɒəɌ ɝɟɞəɱɝɞɨ ɛɚɎ'ɫɓɌəɌ ɓ ɱəɤɔɘɔ. ɂɑ 

ɐɚɓɎɚɗɫɯ ɤɎɔɐɖɚ ɓəɌɡɚɐɔɞɔ əɑ ɞɱɗɨɖɔ ɝɟɞəɚɝɞɱ, Ɍɗɑ ɱ ɖɚəɞɑɖɝɞɔ, 

Ɏ ɫɖɔɡ Ɏɚəɔ ɓɟɝɞɜɱɣɌɪɞɨɝɫ. ȶɚɒɑə ɓɎ'ɫɓɚɖ ɘɚɒɑ ɞɌɖɚɒ ɘɌɞɔ 
ɝɎɚɪ ɎɌɏɟ, ɥɚ ɎɱɐɚɍɜɌɒɌɯ ɝɞɟɛɱəɨ ɎɌɒɗɔɎɚɝɞɱ, ɕɘɚɎɱɜəɱɝɞɨ ɓɌ-

ɝɞɚɝɟɎɌəəɫ ɢɨɚɏɚ ɓɎ'ɫɓɖɟ, əɌɛɜɔɖɗɌɐ, ɫɖ ɱəɠɚɜɘɌɢɱɕəɚɏɚ Ɏɛɗɔ-

Ɏɟ Ɍɍɚ ɤɗɫɡɟ ɛɜɔ ɛɜɚɎɑɐɑəəɱ ɡɌɖɑɜɝɨɖɔɡ ɌɞɌɖ. 
ȹɌ ɢɨɚɘɟ ɑɞɌɛɱ Ɏɔɐɱɗɑəɱ ɝɟɞəɚɝɞɱ ɞɌɖɚɒ ɝɞɜɟɖɞɟɜɟɪɞɨɝɫ ɞɌ 

ɠɱɖɝɟɪɞɨɝɫ ɟ Ɏɔɏɗɫɐɱ ɱəɐɑɖɝɱɎ. Ȼɜɚɢɑɝ ɱəɐɑɖɝɟɎɌəəɫ ɎɖɗɪɣɌɯ: 

ɌɝɚɢɱɌɢɱɪ ɝɟɞəɚɝɞɑɕ ɓ ɐɚɖɟɘɑəɞɌɘɔ, ɖɚɗɔ ɖɚɒɑə ɐɚɖɟɘɑəɞ 
ɚɞɜɔɘɟɯ ɎɱɐɛɚɎɱɐəɔɕ əɌɍɱɜ ɱəɐɑɖɝɱɎ əɌ ɚɝəɚɎɱ ɝɟɞəɚɝɞɑɕ, ɓəɌɕ-

ɐɑəɔɡ ɟ ɞɑɖɝɞɱ; ɝɞɜɟɖɞɟɜɚɎɌəɑ ɓɍɑɜɑɒɑəəɫ, ɖɚɗɔ ɱəɐɑɖɝɔ ɠɱɖɝɟ-
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ɪɞɨɝɫ ɟ ɛɚɗɫɡ ɍɌɓ ɐɌəɔɡ Ɍɍɚ ɱəɤɔɡ ɝɞɜɟɖɞɟɜɌɡ (əɌɛɜɔɖɗɌɐ, ɟ 
Ɏɔɏɗɫɐɱ ɞɌɍɗɔɢɨ Ɍɍɚ ɏɜɌɠɱɎ). ȳɌɓəɌɣɔɘɚ, ɱəɐɑɖɝɔ ɘɚɒɟɞɨ ɍɟɞɔ 

ɐɔəɌɘɱɣəɚ ɚəɚɎɗɪɎɌəəɱ ɟ ɎɔɛɌɐɖɟ əɌɐɡɚɐɒɑəəɫ əɚɎɔɡ ɐɚɖɟɘɑ-

əɞɱɎ Ɍɍɚ ɓɘɱə ɟ ɍɌɓɱ ɐɌəɔɡ.  
ȣəɐɑɖɝɔ ɘɚɒɟɞɨ ɍɟɞɔ ɛɜɑɐɝɞɌɎɗɑəɱ ɟ ɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɠɚɜ-

ɘɌɞɌɡ, ɞɌɖɔɡ ɫɖ JSON. ɂɑ ɓɌɍɑɓɛɑɣɟɯ ɏəɟɣɖɱɝɞɨ ɱ ɛɜɚɝɞɚɞɟ Ɏ 

ɚɍɜɚɍɢɱ ɞɌ ɓɍɑɜɱɏɌəəɱ ɐɌəɔɡ ɐɗɫ ɛɚɐɌɗɨɤɚɏɚ ɌəɌɗɱɓɟ. Ȯ JSON 
ɘɚɒəɌ ɓɍɑɜɱɏɌɞɔ ɫɖ ɝɌɘɱ ɝɟɞəɚɝɞɱ, ɞɌɖ ɱ ɲɡ ɓɎ'ɫɓɖɔ ɞɌ ɎɌɏɚɎɱ ɓəɌ-

ɣɑəəɫ. ȹɌɎɑɐɑɘɚ ɛɜɔɖɗɌɐ ɐɌəɔɡ ɟ ɠɚɜɘɌɞɱ JSON: 
 

{ 
  "document_id ": "doc123 ", 
  "entities ": [  
    { 
      "type ": "Malware ", 
      "name ": "WannaCry ", 
      "id": "entity001 ", 
      "start_position ": 15,  
      "end_position ": 24  
    }, 
    { 
      "type ": "HackerGroup ", 

      "name ": "APT28", 
      "id": "entity002 ", 
      "start_position ": 58,  
      "end_position ": 63  
    }, 
    { 
      "type ": "Vulnera bility ", 
      "name ": "CVE-2023 -1234 ", 
      "id": "entity003 ", 
      "start_position ": 87,  
      "end_position ": 100  

    } 
  ], 
  "relations ": [  
    { 
      "source ": "entity002 ", 
      "target ": "entity001 ", 
      "relation_type ": "uses", 
      "weight ": 0.9  
    }, 
    { 
      "source ": "entity003 ", 
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      "target ": "entity001 ", 
      "relation_type ": "exploits ", 
      "weight ": 0.8  
    } 
  ] 
} 

ȿ əɌɎɑɐɑəɚɘɟ ɛɜɔɖɗɌɐɱ ɐɚɖɟɘɑəɞ ɘɱɝɞɔɞɨ ɞɜɔ ɝɟɞəɚɝɞɱ: 

ɤɖɱɐɗɔɎɟ ɛɜɚɏɜɌɘɟ WannaCry , ɡɌɖɑɜɝɨɖɟ ɏɜɟɛɟ APT28, ɞɌ ɎɜɌɓ-
ɗɔɎɱɝɞɨ CVE-2023 -1234. ɂɱ ɝɟɞəɚɝɞɱ ɘɌɪɞɨ ɛɑɎəɱ ɓɎ'ɫɓɖɔ ɘɱɒ 

ɝɚɍɚɪ, əɌɛɜɔɖɗɌɐ, APT28  ɎɔɖɚɜɔɝɞɚɎɟɯ WannaCry  ("uses "), Ɍ 

WannaCry  ɑɖɝɛɗɟɌɞɟɯ ɎɜɌɓɗɔɎɱɝɞɨ CVE-2023 -1234  ("exploits "). 
ȶɚɒɑə ɓɎ'ɫɓɚɖ ɞɌɖɚɒ ɘɌɯ ɎɌɏɟ, ɥɚ ɘɚɒɑ ɎɱɐɚɍɜɌɒɌɞɔ ɝɞɟɛɱəɨ 

ɎɛɑɎəɑəɚɝɞɱ Ɍɍɚ ɎɌɒɗɔɎɚɝɞɱ ɓɎ'ɫɓɖɟ. 

ɀɚɜɘɌɞ JSON ɯ ɓɜɟɣəɔɘ ɐɗɫ ɓɍɑɜɱɏɌəəɫ ɞɌ ɚɍɜɚɍɖɔ ɐɌəɔɡ 
ɛɜɚ ɝɟɞəɚɝɞɱ ɞɌ ɲɡ ɓɎ'ɫɓɖɔ, ɚɝɖɱɗɨɖɔ Ɏɱə ɐɚɓɎɚɗɫɯ ɗɑɏɖɚ ɛɜɑɐɝɞɌ-

Ɏɗɫɞɔ ɝɖɗɌɐəɱ ɝɞɜɟɖɞɟɜɔ ɟ Ɏɔɏɗɫɐɱ ɎɖɗɌɐɑəɔɡ ɚɍ'ɯɖɞɱɎ. ȶɜɱɘ ɞɚ-

ɏɚ, JSON ɘɚɒɑ ɍɟɞɔ ɗɑɏɖɚ ɱəɞɑɏɜɚɎɌəɔɕ ɓ ɍɌɏɌɞɨɘɌ ɘɚɎɌɘɔ ɛɜɚ-
ɏɜɌɘɟɎɌəəɫ ɞɌ ɍɌɓɌɘɔ ɐɌəɔɡ,  Ɍ ɞɌɖɚɒ Ɏɑɗɔɖɔɘɔ ɘɚɎəɔɘɔ ɘɚ-

ɐɑɗɫɘɔ, ɥɚ ɜɚɍɔɞɨ ɕɚɏɚ ɟəɱɎɑɜɝɌɗɨəɔɘ ɠɚɜɘɌɞɚɘ ɐɗɫ ɓɍɑɜɱɏɌə-

əɫ ɱəɐɑɖɝɚɎɌəɚɲ ɱəɠɚɜɘɌɢɱɲ. 
ȻɚɐɌɗɨɤɱ ɑɞɌɛɔ ɚɍɜɚɍɖɔ ɐɚɖɟɘɑəɞɱɎ 

Ȼɱɝɗɫ ɛɜɚɎɑɐɑəəɫ ɝɑɘɌəɞɔɣəɚɏɚ  ɱəɐɑɖɝɟɎɌəəɫ, ɘɚɒɗɔɎɱ ɕ 

ɛɚɐɌɗɨɤɱ ɑɞɌɛɔ ɓɘɱɝɞɚɎɚɲ ɚɍɜɚɍɖɔ. ɂɱ ɑɞɌɛɔ ɓɚɝɑɜɑɐɒɑəɱ əɌ 
ɏɗɔɍɤɚɘɟ ɌəɌɗɱɓɱ ɐɌəɔɡ ɱ ɑɖɝɞɜɌɏɟɎɌəəɱ ɐɚɐɌɞɖɚɎɚɲ ɱəɠɚɜɘɌɢɱɲ. 

ȶɗɌɝɔɠɱɖɌɢɱɫ ɝɟɞəɚɝɞɑɕ 

ȹɌ ɢɨɚɘɟ ɑɞɌɛɱ ɝɟɞəɚɝɞɱ, ɥɚ ɍɟɗɔ Ɏɔɐɱɗɑəɱ ɛɱɐ ɣɌɝ ɱəɐɑɖɝɟ-
ɎɌəəɫ, ɘɚɒɟɞɨ ɍɟɞɔ ɖɗɌɝɔɠɱɖɚɎɌəɱ ɓɌ ɖɌɞɑɏɚɜɱɫɘɔ Ɍɍɚ ɞɔɛɌɘɔ. 

ɂɑ ɘɚɒɑ ɍɟɞɔ ɎɌɒɗɔɎɚ ɐɗɫ ɛɚɐɌɗɨɤɚɏɚ ɌəɌɗɱɓɟ, ɓɚɖɜɑɘɌ ɐɗɫ 
ɏɜɟɛɟɎɌəəɫ ɤɖɱɐɗɔɎɔɡ ɛɜɚɏɜɌɘ ɓɌ ɞɔɛɌɘɔ ɌɞɌɖ Ɍɍɚ ɖɗɌɝɔɠɱɖɌ-

ɢɱɲ ɓɌɏɜɚɓ ɓɌ ɜɱɎəɑɘ ɜɔɓɔɖɟ. 

ȮɔɓəɌɣɑəəɫ ɓɎ'ɫɓɖɱɎ ɱ ɛɚɍɟɐɚɎɌ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ 
Ȼɱɝɗɫ ɖɗɌɝɔɠɱɖɌɢɱɲ ɝɟɞəɚɝɞɑɕ ɘɚɒɗɔɎɑ ɎɔɓəɌɣɑəəɫ ɓɎ'ɫɓɖɱɎ 

ɘɱɒ əɔɘɔ. ȹɌɛɜɔɖɗɌɐ, ɘɚɒəɌ ɎɝɞɌəɚɎɔɞɔ ɓɎ'ɫɓɚɖ ɘɱɒ ɡɌɖɑɜɝɨ-

ɖɔɘ ɟɏɜɟɛɟɎɌəəɫɘ ɱ ɤɖɱɐɗɔɎɔɘ ɛɜɚɏɜɌɘəɔɘ ɓɌɍɑɓɛɑɣɑəəɫɘ, 
ɫɖɑ Ɏɚəɚ ɎɔɖɚɜɔɝɞɚɎɟɯ, Ɍɍɚ ɘɱɒ ɎɜɌɓɗɔɎɱɝɞɪ ɱ ɞɔɛɚɘ ɓɌɏɜɚɓɔ, 

ɥɚ ɲɲ ɑɖɝɛɗɟɌɞɟɯ. ɂɑ ɐɚɓɎɚɗɫɯ ɛɚɍɟɐɟɎɌɞɔ ɝɑɘɌəɞɔɣəɱ ɘɑɜɑɒɱ, Ɏ 

ɫɖɔɡ ɝɟɞəɚɝɞɱ ɎɔɝɞɟɛɌɪɞɨ ɫɖ Ɏɟɓɗɔ, Ɍ ɓɎ'ɫɓɖɔ ɘɱɒ əɔɘɔ - ɫɖ 
ɜɑɍɜɌ. ȾɌɖɱ ɘɑɜɑɒɱ ɐɚɐɌɞɖɚɎɚ ɐɚɓɎɚɗɫɪɞɨ ɎɔɫɎɗɫɞɔ ɞɌɖ ɓɎɌəəɱ 

çɛɜɔɡɚɎɌəɱ ɓɎ'ɫɓɖɔè ɘɱɒ ɛɚɐɱɫɘɔ ɞɌ ɝɟɞəɚɝɞɫɘɔ. 
ȶɗɌɝɞɑɜəɔɕ ɌəɌɗɱɓ ɱ ɎɱɐɚɍɜɌɒɑəəɫ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ 
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Ȼɱɝɗɫ ɛɚɍɟɐɚɎɔ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ ɘɚɒəɌ ɓɌɝɞɚɝɚɎɟɎɌɞɔ 
ɖɗɌɝɞɑɜəɔɕ ɌəɌɗɱɓ ɐɗɫ ɎɔɫɎɗɑəəɫ ɏɜɟɛ ɝɟɞəɚɝɞɑɕ, ɥɚ ɘɌɪɞɨ 

ɝɡɚɒɱ ɡɌɜɌɖɞɑɜɔɝɞɔɖɔ Ɍɍɚ ɛɚɎɑɐɱəɖɟ. ȹɌɛɜɔɖɗɌɐ, ɘɚɒəɌ ɖɗɌɝ-

ɞɑɜɔɓɟɎɌɞɔ ɤɖɱɐɗɔɎɱ ɛɜɚɏɜɌɘɔ ɓɌ ɞɔɛɌɘɔ ɌɞɌɖ Ɍɍɚ ɝɞɎɚɜɔɞɔ 
ɏɜɟɛɔ ɎɜɌɓɗɔɎɚɝɞɑɕ, ɫɖɱ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨɝɫ ɐɗɫ ɛɑɎəɚɏɚ ɞɔɛɟ 

ɓɌɏɜɚɓ. 

ȮɔɓəɌɣɑəəɫ ɘɑɜɑɒɱ ɓɎõɫɓɖɱɎ ɐɚɖɟɘɑəɞɱɎ ɞɌ ɲɲ ɖɗɌɝɞɑɜɔɓɌɢɱɫ 
ȹɌ ɢɨɚɘɟ ɑɞɌɛɱ, ɐɗɫ ɖɚɒəɚɏɚ ɐɚɖɟɘɑəɞɟ ɍɟɐɟɯɞɨɝɫ ɝɑɘɌə-

ɞɔɣəɌ ɘɑɜɑɒɌ, ɥɚ ɎɱɐɚɍɜɌɒɌɯ ɖɚəɢɑɛɞɔ ɞɌ ɓɎ'ɫɓɖɔ ɘɱɒ əɔɘɔ. 
ȰɌɗɱ ɘɚɒəɌ ɛɚɜɱɎəɪɎɌɞɔ ɢɱ ɝɑɘɌəɞɔɣəɱ ɘɑɜɑɒɱ ɛɚɛɌɜəɚ ɱ ɠɚɜ-

ɘɟɎɌɞɔ ɘɑɜɑɒɟ ɓɎ'ɫɓɖɱɎ ɘɱɒ ɐɚɖɟɘɑəɞɌɘɔ, ɫɖɌ ɎɱɐɚɍɜɌɒɌɯ ɝɡɚ-

ɒɱɝɞɨ ɘɱɒ əɔɘɔ. Ȼɚɞɱɘ ɢɫ ɘɑɜɑɒɌ ɖɗɌɝɞɑɜɔɓɟɯɞɨɝɫ, ɱ ɚɞɜɔɘɌəɱ 
ɖɗɌɝɞɑɜɔ ɐɚɖɟɘɑəɞɱɎ ɎɱɐɛɚɎɱɐɌɪɞɨ ɝɛɱɗɨəɔɘ ɛɚɐɱɫɘ ɓɌ ɎɔɍɜɌ-

əɚɪ ɞɑɘɌɞɔɖɚɪ ɓɌ ɛɑɎəɔɕ ɛɑɜɱɚɐ ɣɌɝɟ. 

Ȼɚɤɟɖ ɫɖ ɜɑɓɟɗɨɞɌɞ ɱəɐɑɖɝɟɎɌəəɫ 

ȣəɠɚɜɘɌɢɱɕəɔɕ ɛɚɤɟɖ ɟ ɝɔɝɞɑɘɌɡ ɖɱɍɑɜɍɑɓɛɑɖɔ ɯ ɖɱəɢɑɎɔɘ 

ɜɑɓɟɗɨɞɌɞɚɘ ɝɑɘɌəɞɔɣəɚɏɚ ɱəɐɑɖɝɟɎɌəəɫ ɞɌ ɖɗɌɝɔɠɱɖɌɢɱɲ ɐɌəɔɡ. 

Ȼɱɝɗɫ ɞɚɏɚ ɫɖ ɐɚɖɟɘɑəɞɔ ɍɟɗɔ ɱəɐɑɖɝɚɎɌəɱ, ɖɗɌɝɔɠɱɖɚɎɌəɱ ɞɌ 
ɛɜɚɌəɌɗɱɓɚɎɌəɱ, ɖɚɜɔɝɞɟɎɌɣɱ ɘɚɒɟɞɨ ɎɔɖɚəɟɎɌɞɔ ɓɌɛɔɞɔ ɐɗɫ 

ɚɞɜɔɘɌəəɫ ɖɚəɖɜɑɞəɚɲ ɱəɠɚɜɘɌɢɱɲ. ȻɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ, ɛɚɍɟɐɚ-

ɎɌəɱ əɌ ɚɝəɚɎɱ ɱəɐɑɖɝɱɎ, ɐɚɓɎɚɗɫɪɞɨ ɤɎɔɐɖɚ ɓəɌɡɚɐɔɞɔ ɚɖɜɑɘɱ 
ɜɑɗɑɎɌəɞəɱ ɐɚɖɟɘɑəɞɔ Ɍɍɚ ɘɌɝɔɎɔ ɓɌ ɐɚɛɚɘɚɏɚɪ ɖɗɪɣɚɎɔɡ ɝɗɱɎ 

Ɍɍɚ ɝɖɗɌɐəɔɡ ɓɌɛɔɞɱɎ. Ȼɚɤɟɖ ɯ əɑ ɗɔɤɑ ɣɌɝɞɔəɚɪ ɱəɞɑɜɠɑɕɝɟ 

ɖɚɜɔɝɞɟɎɌɣɌ, Ɍɗɑ ɱ ɎɌɒɗɔɎɚɪ ɝɖɗɌɐɚɎɚɪ ɐɗɫ ɍɑɓɛɑɖɔ, ɚɝɖɱɗɨɖɔ 
Ɏɱə ɐɚɓɎɚɗɫɯ ɤɎɔɐɖɚ ɱɐɑəɞɔɠɱɖɟɎɌɞɔ ɖɜɔɞɔɣəɱ ɓɌɏɜɚɓɔ Ɍɍɚ ɜɔ-

ɓɔɖɔ ɟ Ɏɑɗɔɖɔɡ ɞɑɖɝɞɚɎɔɡ ɘɌɝɔɎɌɡ. 

4.7.2. ȻɜɌɖɞɔɣəɑ ɓɌɝɞɚɝɟɎɌəəɫ ɝɑɘɌəɞɔɣəɚɏɚ 
ɱəɐɑɖɝɟɎɌəəɫ  

ȼɚɓɏɗɫəɑɘɚ ɘɚɒɗɔɎɚɝɞɱ ɝɑɘɌəɞɔɣəɚɏɚ ɱəɐɑɖɝɟɎɌəəɫ əɌ 

ɛɜɔɖɗɌɐɱ ɝɔɝɞɑɘɔ çȶɱɍɑɜȬɏɜɑɏɌɞɚɜè, ɫɖɌ ɛɜɔɓəɌɣɑəɌ ɐɗɫ ɓɍɚɜɟ 
ɞɌ ɚɍɜɚɍɖɔ ɖɚəɞɑəɞɟ ɓ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ ɓɌ ɎɔɍɜɌəɔɘɔ ɞɑɘɌɘɔ, 

ɓɚɖɜɑɘɌ ɖɱɍɑɜɍɑɓɛɑɖɔ71 . çȶɱɍɑɜȬɏɜɑɏɌɞɚɜè (CyberAggregator) ɛɚ-

                                                                 

71 D. Lande; I. Subach; A. Puchkov. System of Analysis of Big Data 

from Social Media. Information & Security: An International Journal 47, 

no. 1 (2020): 44 -61. DOI:  doi.org/10.11610/isij.4703  
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ɯɐəɟɯ ɘɑɞɚɐɔ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɤɟɖɟ, ɌəɌɗɱɓɟ ɐɌəɔɡ ɞɌ Ɍɏɜɑɏɟ-
ɎɌəəɫ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ, ɥɚ ɜɚɍɔɞɨ ɕɚɏɚ ɛɚɞɟɒəɔɘ ɱə-

ɝɞɜɟɘɑəɞɚɘ ɐɗɫ ɜɚɍɚɞɔ ɓ Ɏɑɗɔɖɔɘɔ ɚɍɝɫɏɌɘɔ ɐɌəɔɡ. ȺɝɞɌəəɱɕ 

əɌɛɜɫɘɚɖ ɲɲ ɜɚɓɎɔɞɖɟ - ɢɑ ɱəɞɑɏɜɌɢɱɫ ɘɚɒɗɔɎɚɝɞɑɕ ɛɚɤɟɖɟ Ɏ 
ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ ɱ ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ, ɥɚ ɐɚɓɎɚɗɫɯ ɓəɌɣəɚ 

ɛɚɖɜɌɥɔɞɔ ɌəɌɗɱɞɔɣəɱ ɘɚɒɗɔɎɚɝɞɱ ɝɔɝɞɑɘɔ. 
ȺɝəɚɎəɚɪ ɚɝɚɍɗɔɎɱɝɞɪ ɢɱɯɲ ɝɔɝɞɑɘɔ ɯ ɓɐɌɞəɱɝɞɨ ɌɎɞɚɘɌɞɔɣ-

əɚ ɚɍɜɚɍɗɫɞɔ ɛɚɎəɱ ɞɑɖɝɞɔ ɓ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ ɞɌ ɎɱɐɝɗɱɐɖɚɎɟ-

ɎɌɞɔ ɐɔəɌɘɱɖɟ ɱəɠɚɜɘɌɢɱɕəɔɡ ɛɚɞɚɖɱɎ ɟ ɣɌɝɚɎɚɘɟ ɜɚɓɜɱɓɱ. ɂɑ 
ɐɚɓɎɚɗɫɯ ɎɱɐɝɞɑɒɟɎɌɞɔ ɜɚɓɎɔɞɚɖ ɖɱɍɑɜɓɌɏɜɚɓ, ɞɜɑəɐɱɎ ɞɌ ɛɚɐɱɕ, 

ɛɚɎõɫɓɌəɔɡ ɱɓ ɖɱɍɑɜɍɑɓɛɑɖɚɪ Ɏ ɜɑɒɔɘɱ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ. 

Ȯɔɞɫɏ ɎɌɒɗɔɎɔɡ ɖɚəɢɑɛɞɱɎ ɱ ɓɎ'ɫɓɖɱɎ  Ɏ ɝɔɝɞɑɘɱ çȶɱɍɑɜȬɏɜɑ-
ɏɌɞɚɜè ɓɐɱɕɝəɪɯɞɨɝɫ ɓɌ ɐɚɛɚɘɚɏɚɪ ɛɜɚɘɛɞɱɎ ɐɚ LLM. ȸɚɐɑɗɨ 

ɚɢɱəɪɯ ɎɌɒɗɔɎɱɝɞɨ ɖɚəɢɑɛɞɱɎ ɱ ɓɎ'ɫɓɖɱɎ, ɎɔɖɚɜɔɝɞɚɎɟɪɣɔ ɝɎɚɪ 

ɍɌɓɟ ɓəɌəɨ.  

ɀɚɜɘɌɗɨəɚ ɓɐɱɕɝəɪɯɞɨɝɫ ɑɖɝɞɜɌɏɟɎɌəəɫ ɱɓ ɞɑɖɝɞɟ T  ɘəɚ-

ɒɔəɔ ɖɚəɢɑɛɞɱɎ: { }1 2 tn
C T c c c( ) , ,...,=  ɱ ɓɎõɫɓɖɱɎ ɘɱɒ əɔɘɔ: 

( ) ( ){ }1 2 1 2
R T c c relationship c c( ) , | ,= , ɞɟɞ ( )1 2

relationship c c,  - ɓɎ'ɫɓɚɖ 

ɘɱɒ ɖɚəɢɑɛɞɌɘɔ 
1 2

c c, . ȻɜɌɖɞɔɣəɚ ɍɟɐɨ ɫɖɌ ɝɟɣɌɝəɌ ɘɚɐɑɗɨ LLM  

(ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ Llama-3.1) əɌ ɚɝəɚɎɱ ɛɜɚɘɛɞɱɎ ɘɚɒɑ ɚɐəɚɣɌɝəɚ 
ɎɔɓəɌɣɌɞɔ ɎɌɒɗɔɎɱ ɖɚəɢɑɛɞɔ  ɱ ɓɎ'ɫɓɖɔ ɘɱɒ əɔɘɔ. ȳɚɖɜɑɘɌ, 

ɛɜɚɘɛɞ ɐɚ LLM, ɟ ɞɱɗɚ ɫɖɚɏɚ ɘɌɯ ɌɏɜɑɏɟɎɌɞɔɝɨ ɞɑɖɝɞ ɐɚɖɟɘɑəɞɌ 

əɌɝɞɟɛəɔɕ Ɏɔɏɗɫɐ: 
 

Ȯɔɍɑɜɔ ɐɚ 20 ɛɌɜ ɓɎ'ɫɓɌəɔɡ ɛɚəɫɞɨ ɟɖɜɌɲəɝɨɖɚɪ ɘɚɎɚɪ 

(ɝɌɘɑ ɛɌɜɔ ɛɚəɫɞɨ, Ɍ əɑ ɚɖɜɑɘɱ ɛɚəɫɞɞɫ) ɱɓ ɞɑɖɝɞɟ ɱ ɎɔɎɑɐɔ ɢɱ 

ɛɌɜɔ ɟ Ɏɔɏɗɫɐɱ əɟɘɑɜɚɎɌəɚɏɚ ɝɛɔɝɖɟ ɣɑɜɑɓ ";", ɫɖ "ɛɚəɫɞ-
ɞɫ;ɛɚəɫɞɞɫ". ȶɚɒəɑ ɛɚəɫɞɞɫ ɘɚɒɑ ɝɖɗɌɐɌɞɔɝɫ ɓ ɐɑɖɱɗɨɖɚɡ ɝɗɱɎ. 

Ⱥɝɨ ɞɑɖɝɞ: ȯȿȼ ɓəɚɎɟ ɌɞɌɖɟɎɌɗɚ ɜɚɝɱɕɝɨɖɱ ɞɑɗɑɖɌəɌɗɔ ð ɐɒɑɜɑ-
ɗɌ 

ȯɚɗɚɎəɑ ɟɛɜɌɎɗɱəəɫ ɜɚɓɎɱɐɖɔ (ȯȿȼ) ȸɱəɚɍɚɜɚəɔ ȿɖɜɌɲəɔ 

ɛɜɚɎɑɗɚ ɘɌɝɤɞɌɍəɟ ɖɱɍɑɜɌɞɌɖɟ əɌ ɜɚɝɱɕɝɨɖɔɡ ɛɜɚɎɌɕɐɑɜɱɎ ɱ 
ɓɌɍɗɚɖɟɎɌɗɚ ɐɑɝɫɞɖɔ ɜɑɝɟɜɝɱɎ ɛɜɚɘɔɝɗɚɎɔɡ ɚɍ'ɯɖɞɱɎ ɜɠ. 

é 

ȹɌ ɚɝəɚɎɱ ɎɱɐɛɚɎɱɐɱ ɘɚɐɑɗɱ ɚɞɜɔɘɟɯɘɚ ɞɌɖɱ ɜɑɓɟɗɨɞɌɞɔ: 

ȯȿȼ;ɖɱɍɑɜɌɞɌɖɌ   

ȸɱəɚɍɚɜɚəɔ;ɜɚɓɎɱɐɖɌ   
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ɜɚɝɱɕɝɨɖɱ ɜɑɝɟɜɝɔ;ɎɱɕəɌ   

ɱəɞɑɜəɑɞ-ɛɜɚɎɌɕɐɑɜɔ;ɘɚɍɱɗɨəɱ ɚɛɑɜɌɞɚɜɔ   
ɛɜɚɘɔɝɗɚɎɱ ɚɍ'ɯɖɞɔ;ɝɛɑɢɞɑɡəɱɖɌ   

ɎɱɕɝɨɖɚɎɚ-ɛɜɚɘɔɝɗɚɎɔɕ ɖɚɘɛɗɑɖɝ;ɝɔɗɚɎɱ ɎɱɐɚɘɝɞɎɌ 

é 
 
ȿ əɌɎɑɐɑəɚɘɟ ɛɜɔɖɗɌɐɱ ɫɖ ɖɚəɢɑɛɞɔ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɖɗɪɣɚ-

Ɏɱ ɝɗɚɎɌ, ɫɖɱ ɜɌɓɚɘ ɱɓ ɎɔɓəɌɣɑəɔɘɔ ɓɎõɫɓɖɌɘɔ ɘɱɒ əɔɘɔ ɐɚɓɎɚ-

ɗɫɪɞɨ ɠɚɜɘɟɎɌɞɔ ɘɑɜɑɒɟ ɖɚəɢɑɛɞɱɎ ( )G V E,= , ɞɟɞ: 

V  - ɘəɚɒɔəɌ ɎɟɓɗɱɎ (ɖɚəɢɑɛɞɱɎ), 

E  - ɘəɚɒɔəɌ ɜɑɍɑɜ (ɓɎ'ɫɓɖɱɎ ɘɱɒ ɖɚəɢɑɛɞɌɘɔ). 
ȽɔɝɞɑɘɌ ɞɔɛɟ LLM ɘɚɒɑ əɌɐɌɎɌɞɔ ɜɱɓəɱ ɎɌɜɱɌəɞɔ ɎɱɐɛɚɎɱ-

ɐɑɕ ɟ ɜɱɓəɔɕ ɣɌɝ ɛɱɐ ɣɌɝ ɚɍɜɚɍɖɔ ɞɑɖɝɞɟ, ɛɜɔɣɚɘɟ ɍɱɗɨɤɱɝɞɨ ɓ 

əɔɡ ɯ ɗɚɏɱɣəɚ ɚɍɻɜɟəɞɚɎɌəɔɘɔ ɓ ɞɚɣɖɔ ɓɚɜɟ ɑɖɝɛɑɜɞɌ-ɗɪɐɔəɔ. 
Ȼɱɐɡɱɐ ɱɓ ɓɌɗɟɣɑəəɫɘ ɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎ ɓɌɍɑɓɛɑɣɟɯ ɞɑ, 

ɥɚ ɝɔɝɞɑɘɌ LLM ɏɑəɑɜɟɯ ɐɑɖɱɗɨɖɌ ɎɱɐɛɚɎɱɐɑɕ əɌ ɚɐəɌɖɚɎɱ ɛɜɚɘ-

ɛɞɔ, ɥɚ ɐɚɓɎɚɗɫɯ ɌəɌɗɱɓɟɎɌɞɔ ɖɚəɢɑɛɞɔ ɞɌ ɓɎ'ɫɓɖɔ ɓ ɜɱɓəɔɡ ɞɚ-
ɣɚɖ ɓɚɜɟ. ȶɚɒəɌ ɎɱɐɛɚɎɱɐɨ ɎɱɜɞɟɌɗɨəɚɏɚ ɑɖɝɛɑɜɞɌ ɘɚɒɑ ɎɱɐɛɚɎɱ-

ɐɌɞɔ ɚɖɜɑɘɱɕ ɜɚɗɱ Ɍɍɚ ɛɚɏɗɫɐɟ əɌ ɓɌɐɌɣɟ. Ȼɱɝɗɫ ɚɞɜɔɘɌəəɫ 

ɘəɚɒɔəɔ ɎɱɐɛɚɎɱɐɑɕ Ɏɱɐ ɜɱɓəɔɡ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎ, ɲɡ ɟɓɌ-
ɏɌɗɨəɪɪɞɨ, ɚɍõɯɐəɟɪɞɨ Ɏ ɯɐɔəɔɕ ɠɌɕɗ, əɌɛɜɔɖɗɌɐ ɟ ɠɚɜɘɌɞɌɡ  

CSV Ɍɍɚ JSON, əɌɛɜɔɖɗɌɐ: 

 

{ 
  "concepts ": [  

    {"id": 1, "label ": "Cybersecurit y"}, 

    {"id": 2, "label ": "Malware "}, 
    {"id": 3, "label ": "Threats "} 

  ], 
  "connections ": [  

    {"source ": 1, "target ": 2, "weight ": 0.85},  

    {"source ": 1, "target ": 3, "weight ": 0.75}  
  ] 

} 

ȳɎ'ɫɓɖɔ ɘɱɒ ɖɚəɢɑɛɞɌɘɔ ɚɞɜɔɘɟɪɞɨ ɎɌɏɚɎɱ ɓəɌɣɑəəɫ ɓɌɗɑ-

ɒəɚ Ɏɱɐ ɣɌɝɞɚɞɔ ɲɡ ɓɏɌɐɟɎɌəəɫ. ɂɑ ɐɌɯ ɓɘɚɏɟ ɝɞɎɚɜɪɎɌɞɔ ɍɌɏɌ-
ɞɔɕ əɌɍɱɜ ɐɌəɔɡ ɐɗɫ ɛɚɐɌɗɨɤɚɏɚ ɌəɌɗɱɓɟ ɞɌ ɱəɞɑɗɑɖɞɟɌɗɨəɚɏɚ 

ɛɚɤɟɖɟ. 
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Ȱɗɫ ɖɚɒəɚɲ ɛɌɜɔ ɖɚəɢɑɛɞɱɎ ( )i j
c c,  ɝɔɝɞɑɘɌ LLM (Ɍɍɚ ɜɱɕ Ɏɱ-

ɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎ) ɘɚɒɑ Ɍɍɚ ɎɝɞɌəɚɎɔɞɔ ɓɎ'ɫɓɚɖ ɘɱɒ əɔɘɔ, 
Ɍɍɚ əɑ ɎɝɞɌəɚɎɔɞɔ. ȶɚɒɑə ɜɌɓ, ɖɚɗɔ ɝɔɝɞɑɘɌ ɎɝɞɌəɚɎɗɪɯ ɓɎ'ɫ-

ɓɚɖ ɘɱɒ 
i

c  ɞɌ j
c , ɓɍɱɗɨɤɟɯɞɨɝɫ ɎɌɏɌ ɢɨɚɏɚ ɓɎ'ɫɓɖɟ. ȻɚɓəɌɣɔɘɚ 

ɎɌɏɟ ɓɎ'ɫɓɖɟ ɘɱɒ ɖɚəɢɑɛɞɌɘɔ i
c

 ɞɌ j
c

 ɫɖ ij
w
. ɂɫ ɎɌɏɌ ɓɌɗɑ-

ɒɔɞɨ Ɏɱɐ ɖɱɗɨɖɚɝɞɱ ɜɌɓɱɎ, ɖɚɗɔ ɜɱɕ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎ ɛɱɐɞɎɑ-

ɜɐɒɟɯ əɌɫɎəɱɝɞɨ ɓɎ'ɫɓɖɟ ɘɱɒ ɎɱɐɛɚɎɱɐəɔɘɔ ɖɚəɢɑɛɞɌɘɔ. ȹɑɡɌɕ 

()ij
r k  - ɜɑɓɟɗɨɞɌɞ ɎɱɐɛɚɎɱɐɱ k -ɏɚ ɎɱɜɞɟɌɗɨəɚɏɚ ɑɖɝɛɑɜɞɌ ɐɗɫ ɛɌ-

ɜɔ ɖɚəɢɑɛɞɱɎ ( )i j
c c, , ɱ əɑɡɌɕ () 1

ij
r k = , ɫɖɥɚ ɑɖɝɛɑɜɞ ɛɱɐɞɎɑɜ-

ɐɔɎ ɓɎ'ɫɓɚɖ ɘɱɒ ɖɚəɢɑɛɞɌɘɔ i
c

 ɞɌ jc  ɞɌ () 0
ij
r k = , ɫɖɥɚ ɑɖɝ-

ɛɑɜɞ əɑ ɛɱɐɞɎɑɜɐɔɎ ɓɎ'ɫɓɚɖ. ȳɌɏɌɗɨəɌ ɎɌɏɌ ɓɎ'ɫɓɖɟ ɘɱɒ i
c

 ɞɌ j
c

ɎɔɓəɌɣɌɯɞɨɝɫ ɫɖ ɝɟɘɌ Ɏɝɱɡ ɛɱɐɞɎɑɜɐɒɑəɨ Ɏɱɐ ɑɖɝɛɑɜɞɱɎ: 

1

,
K

k

ij ij

k

w r
=

=ä  

ɐɑ K  ð ɓɌɏɌɗɨəɌ ɖɱɗɨɖɱɝɞɨ ɓɌɛɔɞɱɎ ɐɚ ɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜ-
ɞɱɎ. 

Ȱɗɫ ɞɚɏɚ, ɥɚɍ Ɏɝɱ ɎɌɏɚɎɱ ɓəɌɣɑəəɫ ɍɟɗɔ ɟ ɘɑɒɌɡ Ɏɱɐ 0 ɐɚ 1, 

ɲɡ ɘɚɒəɌ əɚɜɘɌɗɱɓɟɎɌɞɔ: 

,
ijnorm

ij

w
w

K
=

  

ɞɟɞ 
norm

ij
w  - əɚɜɘɌɗɱɓɚɎɌəɌ ɎɌɏɌ ɓɎ'ɫɓɖɟ, ɫɖɌ ɎɱɐɚɍɜɌɒɌɯ Ɏɱɐɝɚɞɚɖ 

ɑɖɝɛɑɜɞɱɎ, ɥɚ ɛɱɐɞɎɑɜɐɔɗɔ ɢɑɕ ɓɎ'ɫɓɚɖ. 

Ȱɗɫ ɞɚɏɚ, ɥɚɍ ɓɌɗɔɤɔɞɔ ɗɔɤɑ əɌɕɎɌɏɚɘɱɤɱ, əɌɕɓəɌɣɟɥɱ 
ɓɎ'ɫɓɖɔ, ɎɔɖɚɜɔɝɞɚɎɟɯɘɚ ɛɚɜɚɏɚɎɔɕ ɖɜɔɞɑɜɱɕ. ɋɖɥɚ ɎɌɏɌ ɓɎ'ɫɓ-

ɖɟ 

norm

ij
w

 ɛɑɜɑɎɔɥɟɯ ɛɑɎəɔɕ ɛɚɜɱɏ q,  ɞɚ ɓɎ'ɫɓɚɖ ɓɍɑɜɱɏɌɯɞɨɝɫ, 

ɱəɌɖɤɑ Ɏɱə ɎɱɐɖɔɐɌɯɞɨɝɫ. Ⱦɚɍɞɚ ɓɌɗɔɤɌɯɘɚ ɓɎõɫɓɚɖ ɘɱɒ i
c

 ɞɌ 
j

c

, ɫɖɥɚ 

norm

ij
w q²

. ȳəɌɣɑəəɫ ɛɚɜɚɏɌ q ɘɚɒəɌ əɌɗɌɤɞɟɎɌɞɔ Ɏ 
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ɓɌɗɑɒəɚɝɞɱ Ɏɱɐ ɛɚɞɜɱɍəɚɲ ɞɚɣəɚɝɞɱ. Ȯɔɥɱ ɓəɌɣɑəəɫ q ɓɌɗɔɤɌ-
ɞɔɘɟɞɨ ɗɔɤɑ ɞɱ ɓɎ'ɫɓɖɔ, ɫɖɱ ɛɱɐɞɎɑɜɐɔɗɔ ɍɱɗɨɤɱɝɞɨ ɑɖɝɛɑɜɞɱɎ, ɥɚ 
ɓɍɱɗɨɤɔɞɨ ɞɚɣəɱɝɞɨ ɘɑɜɑɒɱ ɓɌ ɜɌɡɟəɚɖ ɛɚɎəɚɞɔ. 

ȿ ɜɑɓɟɗɨɞɌɞɱ ɎɔɖɚəɌəəɫ əɌɎɑɐɑəɔɡ Ɏɔɥɑ ɑɞɌɛɱɎ ɓɌ ɞɑɘɌɞɔ-

ɖɚɪ çɖɱɍɑɜɌɞɌɖɔ əɌ ɜɚɝɱɕɝɨɖɱ ɜɑɝɟɜɝɔè əɌ ɍɌɓɱ ɌəɌɗɱɓɟ 30 ɐɚɖɟ-
ɘɑəɞɱɎ ɱɓ ɘɑɜɑɒɑɎɔɡ ȳȸȣ ɛɚɍɟɐɚɎɌəɚ ɘɑɜɑɒɟ ɖɚəɢɑɛɞɱɎ, 

ɢɑəɞɜɌɗɨəɌ ɣɌɝɞɔəɌ ɫɖɔɡ ɟ əɌɤɚɘɟ ɛɜɔɖɗɌɐɱ ɘɌɯ Ɏɔɏɗɫɐ, əɌɎɑ-

ɐɑəɔɕ əɌ ɜɔɝ. 61. 
ȹɌ ɑɞɌɛɱ ɠɚɜɘɟɎɌəəɫ ɞɌ ɖɗɌɝɞɑɜɔɓɌɢɱɲ ɘɑɜɑɒɱ ɐɚɖɟɘɑəɞɱɎ 

ɐɗɫ ɛɚɜɱɎəɫəəɫ ɐɚɖɟɘɑəɞɱɎ ɞɌ ɎɔɓəɌɣɑəəɫ ɲɡəɨɚɲ ɍɗɔɓɨɖɚɝɞɱ, 
ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɛɱɐɡɱɐ, ɓɌɝəɚɎɌəɔɕ əɌ ɛɱɐɜɌɡɟəɖɟ ɝɛɱ-

ɗɨəɔɡ ɓɎõɫɓɖɱɎ ɛɚəɫɞɨ ɟ ɖɚɒəɚɘɟ ɐɚɖɟɘɑəɞɱ. ɀɚɜɘɌɗɨəɚ, ɛɜɚɢɑɝ 

ɠɚɜɘɟɎɌəəɫ ɘɌɞɜɔɢɱ ɍɗɔɓɨɖɚɝɞɱ ɐɚɖɟɘɑəɞɱɎ  M ɘɚɒəɌ ɎɔɓəɌɣɔ-

ɞɔ əɌɝɞɟɛəɔɘ ɣɔəɚɘ: əɑɡɌɕ { }1 2 m
D d d d, ,...,=  - ɢɑ ɘəɚɒɔəɌ 

ɐɚɖɟɘɑəɞɱɎ, ( )k
CN d  ð ɘɑɜɑɒɌ ɖɚəɢɑɛɞɱɎ ɐɚɖɟɘɑəɞɌ 

k
d . Ȱɗɫ 

ɖɚɒəɚɏɚ ɐɚɖɟɘɑəɞɌ 
k

d  ɎɔɓəɌɣɔɘɚ ɘəɚɒɔəɟ ɛɌɜ ɛɚəɫɞɨ: 

( ) ( ) ( ){ }0k i j i j k ij
P d c c c c CN d w= Í >, | , , ,  ɞɟɞ ɘəɚɒɔəɔ ( )k

P d  

ɎɖɗɪɣɌɪɞɨ Ɏɝɱ ɛɌɜɔ ɓɎ'ɫɓɌəɔɡ ɖɚəɢɑɛɞɱɎ ɟ ɐɚɖɟɘɑəɞɱ 
k

d . 

Ȱɗɫ ɖɚɒəɚɲ ɛɌɜɔ ɐɚɖɟɘɑəɞɱɎ ( )k l
d d,  ɖɱɗɨɖɱɝɞɨ ɝɛɱɗɨəɔɡ ɛɌɜ 

ɛɚəɫɞɨ ɘɱɒ ɐɚɖɟɘɑəɞɌɘɔ ɎɔɓəɌɣɌɯɞɨɝɫ ɫɖ: 

( )k l k l
S d d P d P d, ( ) ( ) ,=  

ɞɟɞ  k l
P d P d( ) ( )  - ɢɑ ɛɚɞɟɒəɱɝɞɨ ɘəɚɒɔəɔ 

k l
P d P d( ) ( ), ɞɚɍ-

ɞɚ ɖɱɗɨɖɱɝɞɨ ɝɛɱɗɨəɔɡ ɛɌɜ ɛɚəɫɞɨ ɘɱɒ ɐɚɖɟɘɑəɞɌɘɔ 
k

d  ɞɌ 
l

d . 

ȸɌɞɜɔɢɫ ɍɗɔɓɨɖɚɝɞɱ kl
M m=  ɜɚɓɘɱɜəɚɝɞɱ m m³ , ɐɑ m  - 

ɖɱɗɨɖɱɝɞɨ ɐɚɖɟɘɑəɞɱɎ, ɎɔɓəɌɣɌɯɞɨɝɫ ɞɌɖɔɘ ɣɔəɚɘ:  

k l

kl

k l

S d d
m

P d P d

( , )
,

max( ( ) , ( ) )
=  

ɐɑ  k l
P d P dmax( ( ) , ( ) )  - ɢɑ əɚɜɘɟɎɌɗɨəɔɕ ɠɌɖɞɚɜ, ɥɚ ɐɚɓɎɚɗɫɯ 

ɎɜɌɡɚɎɟɎɌɞɔ ɜɱɓəɟ ɖɱɗɨɖɱɝɞɨ ɛɌɜ ɟ ɖɚɒəɚɘɟ ɐɚɖɟɘɑəɞɱ ɞɌ ɟəɔɖ-
əɟɞɔ ɛɑɜɑɚɢɱəɖɔ ɛɚɐɱɍəɚɝɞɱ ɣɑɜɑɓ ɜɚɓɘɱɜ ɐɚɖɟɘɑəɞɱɎ. 
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ȼɔɝɟəɚɖ 61 ð ɀɜɌɏɘɑəɞ ɘɑɜɑɒɱ ɖɚəɢɑɛɞɱɎ, ɥɚ ɎɱɐɛɚɎɱɐɌɪɞɨ 

ɞɑɘɌɞɔɢɱ çɖɱɍɑɜɌɞɌɖɔ əɌ ɜɚɝɱɕɝɨɖɱ ɜɑɝɟɜɝɔè 

ȱɗɑɘɑəɞɔ ɘɌɞɜɔɢɱ  ɍɗɔɓɨɖɚɝɞɱ kl
m

 ɎɌɜɱɪɪɞɨɝɫ Ɏɱɐ 0 ɐɚ 1, 

ɐɑ 1 ɚɓəɌɣɌɯ, ɥɚ ɐɚɖɟɘɑəɞɔ 
k

d  ɞɌ 
l

d  ɘɌɪɞɨ ɘɌɖɝɔɘɌɗɨəɟ ɝɡɚ-

ɒɱɝɞɨ ɟ ɛɌɜɱ ɛɚəɫɞɨ, Ɍ 0 ɚɓəɌɣɌɯ Ɏɱɐɝɟɞəɱɝɞɨ ɝɛɱɗɨəɔɡ ɛɌɜ ɛɚ-
əɫɞɨ. ȹɌ ɜɔɝ. 40 əɌɎɑɐɑəɚ ɠɜɌɏɘɑəɞ ɘɌɞɜɔɢɱ ɍɗɔɓɨɖɚɝɞɱ 

 
ȼɔɝɟəɚɖ 40: ɀɜɌɏɘɑəɞ ɘɌɞɜɔɢɱ ɍɗɔɓɨɖɚɝɞɱ ɐɚɖɟɘɑəɞɱɎ 
Ȱɗɫ ɏɜɟɛɟɎɌəəɫ ɐɚɖɟɘɑəɞɱɎ əɌ ɚɝəɚɎɱ ɘɌɞɜɔɢɱ ɍɗɔɓɨɖɚɝɞɱ 

ɐɚɖɟɘɑəɞɱɎ əɌɘɔ ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ ɘɑɞɚɐ ɖɗɌɝɞɑɜɔɓɌɢɱɲ ɓɌ ɖɗɌɝɌ-

ɘɔ ɘɚɐɟɗɫɜəɚɝɞɱ.  ȣɝəɟɪɞɨ ɜɱɓəɱ Ɏɔɐɔ ɘɚɐɟɗɫɜəɚɝɞɱ72, Ɍɗɑ ɐɗɫ 
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ɘɌɞɜɔɢɨ əɑɎɑɗɔɖɚɏɚ ɜɚɓɘɱɜɟ ɓɜɟɣəɚ ɓɌɝɞɚɝɚɎɟɎɌɞɔ ɘɚɐɑɗɨ Ȼɚɞ-
ɞɝɌ73, ɫɖɌ ɎɜɌɡɚɎɟɯ ɞɌɖ ɓɎɌəɟ ɜɚɓɛɚɐɱɗɨəɟ ɓɐɌɞəɱɝɞɨ. ȻɑɜɑɎɌɏɌ 

ɢɱɯɲ ɘɚɐɑɗɱ - ɓɌɝɞɚɝɟɎɌəəɫ ɞɚɣəɚɏɚ ɖɜɔɞɑɜɱɪ ɫɖɚɝɞɱ ɖɗɌɝɞɑɜɔɓɌ-
ɢɱɲ, əɑɐɚɗɱɖ ɓɌɝɞɚɝɟɎɌəəɫ ɘɑɞɚɐɟ çɏɜɟɍɚɲ ɝɔɗɔè (ɟ ɍɌɓɚɎɚɘɟ ɎɌɜɱ-

Ɍəɞɱ) ɐɗɫ ɐɚɝɫɏəɑəəɫ ɚɛɞɔɘɌɗɨəɚɝɞɱ.  

ɂɑɕ ɛɱɐɡɱɐ ɻɜɟəɞɟɯɞɨɝɫ əɌ ɠɱɓɔɣəɱɕ ɘɚɐɑɗɱ, ɫɖɌ Ɏɔɖɚɜɔɝɞɚ-
Ɏɟɯ ɛɚəɫɞɞɫ ɑəɑɜɏɱɲ ɐɗɫ ɚɛɞɔɘɱɓɌɢɱɲ ɖɗɌɝɞɑɜɔɓɌɢɱɲ Ɏ ɏɜɌɠɌɡ. Ⱥɝ-

əɚɎəɌ ɱɐɑɫ ɛɚɗɫɏɌɯ Ɏ ɘɱəɱɘɱɓɌɢɱɲ ɠɟəɖɢɱɚəɌɗɟ ɑəɑɜɏɱɲ ɝɔɝɞɑɘɔ, 

ɥɚ ɯ ɌəɌɗɚɏɚɘ ɓɌɐɌɣɱ ɖɗɌɝɞɑɜɔɓɌɢɱɲ. ɀɚɜɘɌɗɱɓɌɢɱɫ ɢɨɚɏɚ ɛɱɐɡɚɐɟ 

ɎɔɏɗɫɐɌɯ əɌɝɞɟɛəɔɘ ɣɔəɚɘ: ɐɗɫ ɏɜɌɠɌ ɓ N  ɎɟɓɗɌɘɔ ɞɌ M  ɜɑɍ-

ɜɌɘɔ, ɐɑ ij
a   ð ɎɌɏɌ ɓɎ'ɫɓɖɟ ɘɱɒ ɎɟɓɗɌɘɔ i  ɞɌ j , ɘɚɒəɌ ɓɌɛɔɝɌ-

ɞɔ ɠɟəɖɢɱɚəɌɗ ɑəɑɜɏɱɲ, ɫɖɔɕ ɛɚɞɜɱɍəɚ ɘɱəɱɘɱɓɟɎɌɞɔ: 

( ) ()
1

2
ij i j i iij i

E J c c h c, ,d d=- +ä ä  

ɐɑ: 

- ij
J  - ɎɌɏɌ ɓɎ'ɫɓɖɟ ɘɱɒ ɎɟɓɗɌɘɔ i  ɞɌ j , 

- ( )i j
c c,d  - ɠɟəɖɢɱɫ ɐɑɗɨɞɔ, ɫɖɌ ɐɚɜɱɎəɪɯ 1, ɫɖɥɚ Ɏɟɓɗɔ i 

ɞɌ j əɌɗɑɒɌɞɨ ɐɚ ɚɐəɚɏɚ ɖɗɌɝɞɑɜɟ, ɱ 0 Ɏ ɱəɤɚɘɟ ɎɔɛɌɐɖɟ, 

- 
i

h - ɓɚɎəɱɤəɱɕ ɘɌɏəɱɞəɔɕ ɛɚɗɫɜɔɓɌɢɱɕəɔɕ ɞɑɜɘɱə ɐɗɫ Ɏɟ-

ɓɗɌ i. 

ȮɌɏɟ ɓɎ'ɫɓɖɟ ij
J  ɘɚɒəɌ ɎɔɜɌɓɔɞɔ ɣɑɜɑɓ ɜɚɓɛɚɐɱɗɨəɟ ɓɐɌɞ-

əɱɝɞɨ g ɫɖ: 

2

i j

ij ij

k k
J a

m
,g

å õ
= -æ ö
ç ÷

 

ɐɑ: 
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- ij
a  ï ɎɌɏɌ ɓɎ'ɫɓɖɟ ɘɱɒ ɎɟɓɗɌɘɔ i  ɞɌ j ; 

- 
i

k  ʪʘ jk  - ɝɞɑɛɑəɱ ɎɟɓɗɱɎ i  ɞɌ j ; 

- m- ɓɌɏɌɗɨəɌ ɖɱɗɨɖɱɝɞɨ ɓɎ'ɫɓɖɱɎ ɟ ɏɜɌɠɱ; 

- g - ɜɚɓɛɚɐɱɗɨəɌ ɓɐɌɞəɱɝɞɨ. 

ɀɟəɖɢɱɚəɌɗ ɑəɑɜɏɱɲ E  ɘɚɒəɌ ɛɑɜɑɛɔɝɌɞɔ ɞɌɖɔɘ ɣɔəɚɘ: 

( ) ()
1

2 2

i j

ij i j i iij i

k k
E a c c h c

m
, ,g d d

å õ
=- - +æ ö

ç ÷
ä ä  

ɐɑ ( )
1

2 2

i j

ij i jij

k k
a c c

m
,g d

å õ
-æ ö

ç ÷
ä ɯ ɣɌɝɞɔəɚɪ, ɫɖɌ ɎɔɓəɌɣɌɯ ɘɚɐɟɗɫ-

ɜəɱɝɞɨ. 

ȼɚɓɛɚɐɱɗɨəɌ ɓɐɌɞəɱɝɞɨ g ɯ ɖɚəɝɞɌəɞɚɪ, ɫɖɌ ɐɚɓɎɚɗɫɯ ɘɌɝɤ-

ɞɌɍɟɎɌɞɔ ɖɱɗɨɖɱɝɞɨ ɚɣɱɖɟɎɌəɔɡ ɓɎ'ɫɓɖɱɎ ɘɱɒ ɎɟɓɗɌɘɔ Ɏ ɘɑɒɌɡ 
ɚɐəɚɏɚ ɖɗɌɝɞɑɜɟ. ȮɚəɌ ɎɛɗɔɎɌɯ əɌ ɞɑ, ɫɖ ɜɚɓɜɌɡɚɎɟɯɞɨɝɫ ɚɣɱɖɟ-

ɎɌəɌ ɖɱɗɨɖɱɝɞɨ ɓɎ'ɫɓɖɱɎ ɘɱɒ ɎɟɓɗɌɘɔ Ɏɝɑɜɑɐɔəɱ ɖɗɌɝɞɑɜɟ ɛɚɜɱɎ-

əɫəɚ ɓ ɎɔɛɌɐɖɚɎɔɘ ɜɚɓɛɚɐɱɗɚɘ, Ɍ ɝɌɘɑ ɎɔɝɚɖɌ g ɓɘɑəɤɟɯ ɎɌɏɟ 

ɓɎ'ɫɓɖɱɎ Ɏɝɑɜɑɐɔəɱ ɖɗɌɝɞɑɜɱɎ, ɥɚ ɘɚɒɑ ɓəɔɓɔɞɔ ɘɚɐɟɗɫɜəɱɝɞɨ, Ɍ 

əɔɓɨɖɌ g ɓɍɱɗɨɤɟɯ ɎɌɏɟ ɓɎ'ɫɓɖɱɎ Ɏɝɑɜɑɐɔəɱ ɖɗɌɝɞɑɜɱɎ, ɥɚ ɘɚɒɑ 

ɛɱɐɎɔɥɔɞɔ ɘɚɐɟɗɫɜəɱɝɞɨ. 

ȿ ɛɜɌɖɞɔɣəɔɡ ɓɌɝɞɚɝɟɎɌəəɫɡ ɓəɌɣɑəəɫ 
i

h  (ɐɜɟɏɌ ɝɖɗɌɐɚɎɌ 

ɠɟəɖɢɱɚəɌɗɟ ɑəɑɜɏɱɲ) ɘɚɒəɌ ɎɔɓəɌɣɔɞɔ ɜɱɓəɔɘɔ ɝɛɚɝɚɍɌɘɔ, 
ɓɌɗɑɒəɚ Ɏɱɐ ɖɚəɞɑɖɝɞɟ ɓɌɐɌɣɱ. Ⱥɝɨ ɖɱɗɨɖɌ ɛɱɐɡɚɐɱɎ: 

Ȼɜɚɝɞɔɕ ɎɌɜɱɌəɞ ɎɔɓəɌɣɑəəɫ 
i

h  - ɘɚɒɑ ɍɟɞɔ ɎɝɞɌəɚɎɗɑəəɫ 

ɕɚɏɚ ɠɱɖɝɚɎɌəɚɏɚ ɓəɌɣɑəəɫ, əɌɛɜɔɖɗɌɐ 1
i

h .=  ɂɑ ɛɱɐɡɚɐɔɞɨ, 

ɖɚɗɔ əɑɘɌɯ ɖɚəɖɜɑɞəɔɡ ɓɚɎəɱɤəɱɡ ɠɌɖɞɚɜɱɎ, ɫɖɱ ɎɛɗɔɎɌɪɞɨ əɌ 

ɖɗɌɝɞɑɜɔɓɌɢɱɪ. Ȯɔɍɱɜ 
i

h  ɫɖ ɝɞɟɛɑəɫ ɎɟɓɗɌ 
i

k  ɘɚɒɑ ɍɟɞɔ ɜɚɓɟɘ-

əɔɘ ɎɌɜɱɌəɞɚɘ, ɚɝɚɍɗɔɎɚ ɫɖɥɚ ɎɌɒɗɔɎɱɝɞɨ ɎɟɓɗɌ ɟ ɘɑɜɑɒɱ Ɏɔ-

ɓəɌɣɌɯɞɨɝɫ ɕɚɏɚ ɝɞɟɛɑəɑɘ. ȿ ɢɨɚɘɟ ɎɔɛɌɐɖɟ: i i
h k .=  

ȸɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ əɚɜɘɌɗɱɓɚɎɌəɱ ɓəɌɣɑəəɫ ɝɞɟɛɑəɫ 

Ɍɍɚ ɱəɤɱ ɘɑɞɜɔɖɔ, ɫɖɱ ɎɱɐɚɍɜɌɒɌɪɞɨ ɎɌɒɗɔɎɱɝɞɨ ɎɟɓɗɌ, ɓ ɘɑɞɚɪ 
ɓɌɍɑɓɛɑɣɑəəɫ ɖɚɜɑɖɞəɚɲ ɘɌɝɤɞɌɍɚɎɌəɚɝɞɱ: 
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ɂɑɕ ɛɱɐɡɱɐ əɚɜɘɌɗɱɓɟɯ ɝɞɟɛɱəɨ ɎɟɓɗɌ, ɜɚɍɗɫɣɔ ɕɚɏɚ ɍɱɗɨɤ 
ɛɚɜɱɎəɫəəɔɘ ɱɓ ɓəɌɣɑəəɫɘɔ ɐɗɫ ɱəɤɔɡ ɎɟɓɗɱɎ. 

ȾɌɖɔɘ ɣɔəɚɘ, ɟ ɢɨɚɘɟ ɛɟəɖɞɱ ɛɚɖɌɓɌəɚ ɘɑɞɚɐɔɖɟ ɓɌɝɞɚɝɟ-

ɎɌəəɫ LLM ɐɗɫ Ɏɔɞɫɏɟ ɖɚəɢɑɛɞɱɎ ɱ ɓɎ'ɫɓɖɱɎ ɓ ɐɚɖɟɘɑəɞɱɎ ɟ ɝɠɑɜɱ 
ɖɱɍɑɜɍɑɓɛɑɖɔ, ɝɑɘɌəɞɔɣəɚɏɚ ɱəɐɑɖɝɟɎɌəəɫ, ɖɗɌɝɞɑɜəɚɏɚ ɌəɌɗɱɓɟ 

ɘɑɜɑɒ ɖɚəɢɑɛɞɱɎ Ɏ ɘɑɜɑɒɱ ɐɚɖɟɘɑəɞɱɎ. ȹɌɎɑɐɑəɚ ɛɜɔɖɗɌɐ ɟɝ-

ɛɱɤəɚɲ ɱəɞɑɏɜɌɢɱɲ LLM ɓ ɞɜɌɐɔɢɱɕəɔɘɔ ɘɑɞɚɐɌɘɔ ɌəɌɗɱɓɟ ɞɑɖɝɞɟ 
(ɱəɠɚɜɘɌɢɱɕəɔɕ ɛɚɤɟɖ, ɖɗɌɝɞɑɜəɔɕ ɌəɌɗɱɓ). 

ȻɚɖɌɓɌəɚ ɓɌɝɞɚɝɟɎɌəəɫ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ ɐɗɫ ɌɎɞɚ-

ɘɌɞɔɣəɚɲ ɚɍɜɚɍɖɔ ɞɑɖɝɞɚɎɔɡ ɐɌəɔɡ, ɓɚɖɜɑɘɌ, ɟ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓ-
ɛɑɖɔ. ȻɚɍɟɐɚɎɌəɱ ɝɑɘɌəɞɔɣəɱ ɘɑɜɑɒɱ ɞɌ ɓɌɝɞɚɝɟɎɌəəɫ ɖɗɌɝɞɑɜ-

əɚɏɚ ɌəɌɗɱɓɟ ɐɚɓɎɚɗɫɪɞɨ ɎɔɫɎɔɞɔ ɝɖɗɌɐəɱ ɎɓɌɯɘɚɓɎ'ɫɓɖɔ ɘɱɒ 

ɖɚəɢɑɛɞɌɘɔ ɞɌ ɑɠɑɖɞɔɎəɚ ɏɜɟɛɟɎɌɞɔ ɐɚɖɟɘɑəɞɔ. ȺɞɜɔɘɌəɱ ɜɑ-
ɓɟɗɨɞɌɞɔ ɎɱɐɖɜɔɎɌɪɞɨ əɚɎɱ ɘɚɒɗɔɎɚɝɞɱ ɐɗɫ ɌɎɞɚɘɌɞɔɓɌɢɱɲ ɌəɌɗɱ-

ɞɔɣəɔɡ ɛɜɚɢɑɝɱɎ ɞɌ ɛɱɐɞɜɔɘɖɔ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ. 

4.7. 3.  ȣəɞɑɏɜɌɢɱɫ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɤɟɖɟ ɞɌ LLM 

ȹɑɓɎɌɒɌɪɣɔ əɌ ɛɜɚɏɜɑɝ ɟ ɞɑɡəɚɗɚɏɱɫɡ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚ-
ɤɟɖɟ, ɞɜɌɐɔɢɱɕəɱ ɘɑɞɚɐɔ ɣɌɝɞɚ ɝɞɔɖɌɪɞɨɝɫ ɓ ɛɜɚɍɗɑɘɌɘɔ ɛɚɎ-

əɚɞɔ ɞɌ ɞɚɣəɚɝɞɱ ɚɞɜɔɘɌəɚɲ ɱəɠɚɜɘɌɢɱɲ. ɂɫ ɛɜɚɍɗɑɘɌ ɚɝɚɍɗɔɎɚ 

ɏɚɝɞɜɌ Ɏ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ, ɐɑ ɝɎɚɯɣɌɝəɔɕ ɐɚɝɞɟɛ ɐɚ ɜɑɗɑɎɌə-
ɞəɔɡ ɐɌəɔɡ ɯ ɖɜɔɞɔɣəɚ ɎɌɒɗɔɎɔɘ. ȻɜɚɍɗɑɘɌ ɛɚɗɫɏɌɯ Ɏ əɑɚɍɡɱɐ-

əɚɝɞɱ ɝɞɎɚɜɑəəɫ ɍɱɗɨɤ ɜɚɓɎɔəɑəɔɡ ɝɔɝɞɑɘ, ɫɖɱ ɘɚɒɟɞɨ ɱəɞɑɗɑɖ-

ɞɟɌɗɨəɚ ɚɍɜɚɍɗɫɞɔ ɓɌɛɔɞɔ ɖɚɜɔɝɞɟɎɌɣɱɎ, ɎɔɓəɌɣɌɞɔ əɌɕɍɱɗɨɤ 
ɓəɌɣɟɥɟ ɱəɠɚɜɘɌɢɱɪ ɞɌ ɛɜɑɐɝɞɌɎɗɫɞɔ ɲɲ Ɏ ɝɞɔɝɗɚɘɟ ɕ ɓɜɚɓɟɘɱ-

ɗɚɘɟ ɠɚɜɘɌɞɱ. 

ȳɱ ɓɜɚɝɞɌəəɫɘ ɚɍɝɫɏɱɎ ɱəɠɚɜɘɌɢɱɲ ɞɌ ɝɖɗɌɐəɚɝɞɱ ɖɱɍɑɜɓɌɏɜɚɓ 
ɞɜɌɐɔɢɱɕəɱ ɘɑɞɚɐɔ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɤɟɖɟ ɞɌ ɌəɌɗɱɓɟ ɝɞɌɪɞɨ 

ɘɑəɤ ɑɠɑɖɞɔɎəɔɘɔ. Ȯ ɟɘɚɎɌɡ, ɖɚɗɔ ɖɱɍɑɜɓɗɚɣɔəɢɱ Ɏɔɖɚɜɔɝɞɚ-

Ɏɟɪɞɨ Ɏɝɑ ɍɱɗɨɤ Ɏɔɞɚəɣɑəɱ ɘɑɞɚɐɔ ɌɞɌɖɔ, əɑɚɍɡɱɐəɱɝɞɨ ɤɎɔɐɖɚ-
ɏɚ ɞɌ ɞɚɣəɚɏɚ ɎɔɫɎɗɑəəɫ ɓɌɏɜɚɓ ɯ ɖɜɔɞɔɣəɚɪ. Ȱɗɫ ɢɨɚɏɚ ɛɚɞɜɱɍ-

əɚ ɓɌɍɑɓɛɑɣɔɞɔ ɌɎɞɚɘɌɞɔɓɌɢɱɪ ɚɍɜɚɍɖɔ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɐɌəɔɡ 

ɞɌ ɛɱɐɎɔɥɔɞɔ ɫɖɱɝɞɨ ɌəɌɗɱɞɔɣəɚɲ ɜɚɍɚɞɔ. 
Ȯɑɗɔɖɱ ɘɚɎəɱ ɘɚɐɑɗɱ Ɏɒɑ ɛɜɚɐɑɘɚəɝɞɜɟɎɌɗɔ ɓəɌɣəɔɕ ɛɚɞɑ-

əɢɱɌɗ ɟ ɛɚɖɜɌɥɑəəɱ ɫɖɚɝɞɱ ɚɍɜɚɍɖɔ ɞɑɖɝɞɚɎɚɲ ɱəɠɚɜɘɌɢɱɲ. ȹɌɫɎ-
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əɱɝɞɨ ɛɜɚɏɜɌɘəɚɏɚ ɓɌɍɑɓɛɑɣɑəəɫ ɓ Ɏɱɗɨəɔɘ ɐɚɝɞɟɛɚɘ ɱ Ɏɱɐɖɜɔɞɔɡ 
ɘɚɐɑɗɑɕ LLM, ɞɌɖɔɡ ɫɖ LLama74, ɎɱɐɖɜɔɎɌɯ əɚɎɱ ɘɚɒɗɔɎɚɝɞɱ ɐɗɫ 

ɲɡ ɱəɞɑɏɜɌɢɱɲ Ɏ ɓɌɖɜɔɞɱ ɖɚɜɛɚɜɌɞɔɎəɱ ɝɔɝɞɑɘɔ. ɂɑ ɚɝɚɍɗɔɎɚ Ɍɖ-

ɞɟɌɗɨəɚ ɐɗɫ ɝɔɝɞɑɘ, ɥɚ ɓɌɕɘɌɪɞɨɝɫ ɛɜɚɍɗɑɘɌɞɔɖɚɪ ɖɱɍɑɜɍɑɓ-
ɛɑɖɔ ɞɌ ɖɱɍɑɜɓɌɡɔɝɞɟ, ɐɑ ɓɌɍɑɓɛɑɣɑəəɫ əɌɐɱɕəɚɏɚ ɞɌ ɚɛɑɜɌɞɔɎ-

əɚɏɚ ɘɚəɱɞɚɜɔəɏɟ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɜɚɝɞɚɜɟ ɯ ɛɜɱɚɜɔɞɑɞəɔɘ 

ɓɌɎɐɌəəɫɘ. 
ȣəɞɑɏɜɌɢɱɫ ɞɌɖɔɡ ɞɑɡəɚɗɚɏɱɕ ɟ ɱɝəɟɪɣɱ ɝɔɝɞɑɘɔ, ɫɖ 

CyberAggregator, ɐɚɓɎɚɗɫɯ ɓəɌɣəɚ ɛɱɐɎɔɥɔɞɔ ɑɠɑɖɞɔɎəɱɝɞɨ Ɏɔ-
ɫɎɗɑəəɫ ɖɱɍɑɜɓɌɏɜɚɓ, ɚɛɞɔɘɱɓɟɎɌɞɔ ɛɜɚɢɑɝɔ ɱəɠɚɜɘɌɢɱɕəɚɏɚ 

ɛɚɤɟɖɟ ɞɌ ɌəɌɗɱɓɟ, Ɍ ɞɌɖɚɒ ɌɎɞɚɘɌɞɔɓɟɎɌɞɔ ɝɞɎɚɜɑəəɫ ɌəɌɗɱɞɔ-

ɣəɔɡ ɓɎɑɐɑəɨ ɞɌ ɛɚɍɟɐɚɎɟ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ75 . ɂɑ ɓɌɍɑɓɛɑɣɟɯ 
əɚɎɔɕ ɜɱɎɑəɨ ɓɌɡɔɝɞɟ ɱəɠɚɜɘɌɢɱɕəɔɡ ɝɔɝɞɑɘ ɞɌ ɐɚɓɎɚɗɫɯ ɍɱɗɨɤ 

ɑɠɑɖɞɔɎəɚ ɛɜɚɞɔɐɱɫɞɔ ɝɟɣɌɝəɔɘ ɖɱɍɑɜɓɌɏɜɚɓɌɘɔ76 . 

ȹɌ ɢɑɕ ɣɌɝ ɎɔəɔɖɗɌ əɌɟɖɚɎɌ ɱ ɛɜɌɖɞɔɣəɌ ɛɜɚɍɗɑɘɌ ɚɍɻɜɟə-
ɞɟɎɌəəɫ ɱ ɝɞɎɚɜɑəəɫ ɘɑɞɚɐɚɗɚɏɱɲ, ɫɖɌ ɱəɞɑɏɜɟɯ LLM ɟ ɝɔɝɞɑɘɟ 

ɘɚəɱɞɚɜɔəɏɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ, ɐɗɫ ɛɚɖɜɌɥɑəəɫ ɞɚɣəɚɝɞɱ ɞɌ ɜɑ-

ɗɑɎɌəɞəɚɝɞɱ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɤɟɖɟ. ɂɫ ɘɑɞɚɐɚɗɚɏɱɫ ɎɖɗɪɣɌɯ 
ɝɑɘɌəɞɔɣəɑ ɱəɐɑɖɝɟɎɌəəɫ, ɘɚɐɔɠɱɖɌɢɱɪ ɓɌɛɔɞɱɎ ɱ ɟɓɌɏɌɗɨəɑəəɫ 

ɜɑɓɟɗɨɞɌɞɱɎ, ɥɚ Ɏɔɖɚəɟɪɞɨɝɫ ɓɌ ɐɚɛɚɘɚɏɚɪ LLM. ȣəɞɑɏɜɌɢɱɫ 

ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɤɟɖɟ ɱ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ ɛɑɜɑɐɍɌɣɌɯ: 

¶ ɝɞɎɚɜɑəəɫ ɘɑɞɚɐɔɖɔ, ɫɖɌ ɐɚɓɎɚɗɔɞɨ ɛɜɚɎɚɐɔɞɔ ɛɚɛɑɜɑɐ-

əɪ ɚɍɜɚɍɖɟ ɞɑɖɝɞɚɎɔɡ ɐɌəɔɡ, ɎɔɓəɌɣɌɪɣɔ ɖɗɪɣɚɎɱ ɛɚ-
əɫɞɞɫ, ɓɎõɫɓɖɔ ɘɱɒ əɔɘɔ ɞɌ ɠɚɜɘɟɪɣɔ ɱəɐɑɖɝ ɐɗɫ ɑɠɑɖ-

ɞɔɎəɚɏɚ ɛɚɤɟɖɟ Ɏ ɍɌɓɱ ɐɌəɔɡ. 
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¶ ɜɚɓɜɚɍɔɞɔ ɛɱɐɡɚɐɔ ɐɚ ɐɔəɌɘɱɣəɚɲ ɘɚɐɔɠɱɖɌɢɱɲ ɓɌɛɔɞɱɎ 
ɖɚɜɔɝɞɟɎɌɣɌ əɌ ɚɝəɚɎɱ ɝɑɘɌəɞɔɣəɚɏɚ ɌəɌɗɱɓɟ ɞɑɖɝɞɟ, ɥɚ 

ɓɌɍɑɓɛɑɣɔɞɨ ɍɱɗɨɤ ɜɑɗɑɎɌəɞəɱ ɜɑɓɟɗɨɞɌɞɔ ɱəɠɚɜɘɌɢɱɕəɚ-
ɏɚ ɛɚɤɟɖɟ. 

¶ ɝɞɎɚɜɑəəɫ ɘɑɞɚɐɚɗɚɏɱɲ ɐɗɫ ɌɎɞɚɘɌɞɔɣəɚɏɚ ɠɚɜɘɟɎɌəəɫ 

ɐɌɕɐɒɑɝɞɱɎ, ɓɎɑɐɑəɨ ɞɌ ɱəɤɔɡ ɌəɌɗɱɞɔɣəɔɡ ɛɜɚɐɟɖɞɱɎ əɌ 
ɚɝəɚɎɱ ɜɑɗɑɎɌəɞəɔɡ ɐɚɖɟɘɑəɞɱɎ, ɚɞɜɔɘɌəɔɡ Ɏ ɜɑɓɟɗɨɞɌɞɱ 

ɛɚɤɟɖɟ. 

¶ ɎɛɜɚɎɌɐɒɑəəɫ ɜɚɓɜɚɍɗɑəɔɡ ɛɱɐɡɚɐɱɎ ɟ ɱɝəɟɪɣɟ ɝɔɝɞɑɘɟ 

ɘɚəɱɞɚɜɔəɏɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ, ɛɜɚɎɑɐɑəəɫ ɞɑɝɞɚɎɔɡ ɐɚɝ-

ɗɱɐɒɑəɨ ɞɌ ɌəɌɗɱɓ ɜɑɓɟɗɨɞɌɞɱɎ. 
Ȼɜɚɛɚəɟɯɞɨɝɫ ɌɜɡɱɞɑɖɞɟɜɌ ɱəɞɑɏɜɚɎɌəɚɲ ɓ LLM ɱəɠɚɜɘɌɢɱɕ-

əɚ-ɛɚɤɟɖɚɎɚɲ ɝɔɝɞɑɘɔ, ɫɖɌ ɚɜɱɯəɞɚɎɌəɌ əɌ ɘɚəɱɞɚɜɔəɏ ɝɚɢɱɌɗɨ-

əɔɡ ɘɑɐɱɌ ɓ ɛɔɞɌəɨ ɖɱɍɑɜɍɑɓɛɑɖɔ. ȺɝəɚɎəɱ ɖɚɘɛɚəɑəɞɔ Ɍɜɡɱɞɑɖ-
ɞɟɜɔ ɎɖɗɪɣɌɪɞɨ: 

¶ ȸɚɐɟɗɨ ɓɍɚɜɟ ɐɌəɔɡ, ɥɚ ɎɱɐɛɚɎɱɐɌɯ ɓɌ ɌɏɜɑɏɟɎɌəəɫ ɐɌ-
əɔɡ ɓ ɜɱɓəɔɡ ɐɒɑɜɑɗ, ɞɌɖɔɡ ɫɖ ɝɚɢɱɌɗɨəɱ ɘɑɐɱɌ, ɠɚɜɟɘɔ, 

ɍɗɚɏɔ ɞɌ ɱəɤɱ ɛɟɍɗɱɣəɱ ɛɗɌɞɠɚɜɘɔ. ɂɑɕ ɘɚɐɟɗɨ ɓɌɍɑɓɛɑ-

ɣɟɯ ɜɑɏɟɗɫɜəɔɕ ɱ ɑɠɑɖɞɔɎəɔɕ ɓɍɱɜ ɞɑɖɝɞɚɎɔɡ ɐɌəɔɡ, ɓɚɖ-
ɜɑɘɌ Ɏ ɜɑɌɗɨəɚɘɟ ɣɌɝɱ, ɓ ɘɚɒɗɔɎɱɝɞɪ ɛɚɛɑɜɑɐəɨɚɲ ɠɱɗɨɞ-

ɜɌɢɱɲ ɞɌ ɚɣɔɥɑəəɫ ɐɌəɔɡ. 

¶ ȭɌɓɌ ɐɌəɔɡ ɞɌ ɝɡɚɎɔɥɑ ɐɌəɔɡ əɌ ɚɝəɚɎɱ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ 
ȽȿȭȰ, ɓɚɖɜɑɘɌ, ɞɌɖɔɡ ɫɖ Elasticsearch, ɐɗɫ ɓɍɑɜɱɏɌəəɫ 

ɓɱɍɜɌəɚɲ ɱəɠɚɜɘɌɢɱɲ ɞɌ ɓɌɍɑɓɛɑɣɑəəɫ ɤɎɔɐɖɚɏɚ ɐɚɝɞɟɛɟ 
ɐɚ əɑɲ77. ȭɌɓɌ ɐɌəɔɡ ɝɞɜɟɖɞɟɜɟɯɞɨɝɫ ɞɌɖɔɘ ɣɔəɚɘ, ɥɚɍ 

ɛɱɐɞɜɔɘɟɎɌɞɔ ɑɠɑɖɞɔɎəɑ ɝɑɘɌəɞɔɣəɑ ɱəɐɑɖɝɟɎɌəəɫ ɞɌ 

ɛɚɤɟɖ, Ɍ ɞɌɖɚɒ ɘɚɒɗɔɎɱɝɞɨ ɘɌɝɤɞɌɍɟɎɌəəɫ ɐɗɫ ɚɍɜɚɍɖɔ 
Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɱəɠɚɜɘɌɢɱɲ.  

¶ ȸɚɐɟɗɨ ɝɑɘɌəɞɔɣəɚɏɚ ɱəɐɑɖɝɟɎɌəəɫ, ɥɚ Ɏɔɖɚəɟɯ ɠɟəɖɢɱɲ 
ɌəɌɗɱɓɟ ɞɑɖɝɞɟ ɞɌ ɛɚɍɟɐɚɎɔ ɝɑɘɌəɞɔɣəɔɡ ɱəɐɑɖɝɱɎ əɌ ɚɝ-

əɚɎɱ ɖɗɪɣɚɎɔɡ ɛɚəɫɞɨ ɱ ɓɎõɫɓɖɱɎ ɘɱɒ əɔɘɔ78. ȣəɞɑɏɜɌɢɱɫ ɓ 

LLM ɐɚɓɎɚɗɫɯ ɝɞɎɚɜɪɎɌɞɔ ɝɖɗɌɐəɱɤɱ ɞɌ ɞɚɣəɱɤɱ ɱəɐɑɖɝɔ, 
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ɫɖɱ ɎɜɌɡɚɎɟɪɞɨ ɖɚəɞɑɖɝɞ ɞɌ ɓəɌɣɑəəɫ ɝɗɱɎ ɟ ɜɱɓəɔɡ ɐɚ-
ɘɑəɌɡ ɓəɌəɨ. 

¶ ȸɚɐɟɗɨ ɛɚɤɟɖɚɎɚɲ ɚɛɞɔɘɱɓɌɢɱɲ, Ɏ ɫɖɚɘɟ ɓɌɝɞɚɝɚɎɟɯɞɨɝɫ 
LLM ɐɗɫ ɘɚɐɔɠɱɖɌɢɱɲ ɓɌɛɔɞɱɎ ɖɚɜɔɝɞɟɎɌɣɱɎ, ɥɚɍ ɛɚɖɜɌ-

ɥɔɞɔ ɜɑɓɟɗɨɞɌɞɔ ɛɚɤɟɖɟ. ɂɑɕ ɘɚɐɟɗɨ ɌɎɞɚɘɌɞɔɣəɚ ɌəɌ-

ɗɱɓɟɯ Ɏɔɡɱɐəɱ ɓɌɛɔɞɔ, ɐɚɛɚɎəɪɪɣɔ Ɍɍɚ ɟɞɚɣəɪɪɣɔ ɲɡ ɐɗɫ 
ɓɌɍɑɓɛɑɣɑəəɫ ɘɌɖɝɔɘɌɗɨəɚɲ ɜɑɗɑɎɌəɞəɚɝɞɱ ɞɌ ɞɚɣəɚɝɞɱ 

ɜɑɓɟɗɨɞɌɞɱɎ. 

¶ ȸɚɐɟɗɨ ɚɍɜɚɍɖɔ ɜɑɓɟɗɨɞɌɞɱɎ, ɫɖɔɕ ɎɱɐɛɚɎɱɐɌɯ ɓɌ ɟɓɌɏɌɗɨ-
əɑəəɫ ɞɌ ɌəɌɗɱɞɔɣəɟ ɚɍɜɚɍɖɟ ɜɑɓɟɗɨɞɌɞɱɎ ɛɚɤɟɖɟ. ȳɌɝɞɚ-

ɝɟɎɌəəɫ LLM ɐɚɓɎɚɗɫɯ ɌɎɞɚɘɌɞɔɣəɚ ɝɞɎɚɜɪɎɌɞɔ ɐɌɕ-
ɐɒɑɝɞɔ, ɌəɌɗɱɞɔɣəɱ ɓɎɑɐɑəəɫ, ɎɔɫɎɗɫɞɔ ɛɚɐɱɲ ɞɌ ɛɚɍɟɐɟ-

ɎɌɞɔ ɝɑɘɌəɞɔɣəɱ ɘɌɛɔ ɐɗɫ ɎɱɓɟɌɗɱɓɌɢɱɲ ɎɓɌɯɘɚɓɎ'ɫɓɖɱɎ 

ɘɱɒ ɐɌəɔɘɔ. 

¶ ȣəɞɑɜɠɑɕɝ, ɫɖɔɕ ɓɌɍɑɓɛɑɣɟɯ ɎɓɌɯɘɚɐɱɪ ɖɱəɢɑɎɚɏɚ ɖɚɜɔɝ-

ɞɟɎɌɣɌ ɱɓ ɝɔɝɞɑɘɚɪ. ȣəɞɑɜɠɑɕɝ ɎɖɗɪɣɌɯ ɛɌəɑɗɱ ɟɛɜɌɎɗɱə-

əɫ ɐɗɫ əɌɗɌɤɞɟɎɌəəɫ ɓɌɛɔɞɱɎ, ɛɑɜɑɏɗɫɐɟ ɜɑɓɟɗɨɞɌɞɱɎ 
ɛɚɤɟɖɟ ɞɌ ɚɞɜɔɘɌəəɫ ɌəɌɗɱɞɔɣəɔɡ ɛɜɚɐɟɖɞɱɎ ɟ ɓɜɟɣəɱɕ 

ɐɗɫ ɖɚɜɔɝɞɟɎɌɣɌ ɠɚɜɘɱ. ȣəɚɐɱ ɱəɞɑɏɜɌɢɱɫ ɓ LLM ɘɚɒɑ ɞɌ-
ɖɚɒ ɐɚɓɎɚɗɫɞɔ ɎɓɌɯɘɚɐɱɪ ɣɑɜɑɓ ɣɌɞɍɚɞɔ Ɍɍɚ ɱəɤɱ ɱəɞɑɜɌ-

ɖɞɔɎəɱ ɱəɞɑɜɠɑɕɝɔ. 

¶ ȸɚɐɟɗɨ ɍɑɓɛɑɖɔ ɞɌ ɟɛɜɌɎɗɱəəɫ ɐɚɝɞɟɛɚɘ, ɫɖɔɕ ɓɌɍɑɓɛɑ-
ɣɟɯ ɓɌɡɔɝɞ ɐɌəɔɡ ɱ ɟɛɜɌɎɗɱəəɫ ɐɚɝɞɟɛɚɘ ɐɚ ɝɔɝɞɑɘɔ. ɂɑɕ 

ɖɚɘɛɚəɑəɞ ɚɝɚɍɗɔɎɚ ɎɌɒɗɔɎɔɕ Ɏ ɖɚəɞɑɖɝɞɱ ɱəɞɑɏɜɌɢɱɲ ɓ 

ɖɚɜɛɚɜɌɞɔɎəɔɘɔ ɝɔɝɞɑɘɌɘɔ, ɐɑ ɛɚɞɜɱɍəɚ ɐɚɞɜɔɘɟɎɌɞɔɝɫ 
ɝɟɎɚɜɔɡ Ɏɔɘɚɏ ɐɚ ɖɱɍɑɜɍɑɓɛɑɖɔ. 

ȳɌɛɜɚɛɚəɚɎɌəɌ ɘɑɞɚɐɚɗɚɏɱɫ ɝɖɗɌɐɌɯɞɨɝɫ ɓ ɞɜɨɚɡ ɚɝəɚɎəɔɡ 

ɑɞɌɛɱɎ: 

1.  Ȼɚɛɑɜɑɐəɫ ɚɍɜɚɍɖɌ ɞɌ ɝɑɘɌəɞɔɣəɑ ɱəɐɑɖɝɟɎɌəəɫ: 

¶ ȳɍɱɜ ɐɌəɔɡ ɓ ɜɱɓəɔɡ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɓɌ ɐɚɛɚɘɚɏɚɪ ɝɔɝ-
ɞɑɘɔ CyberAggregator.  

¶ Ⱥɣɔɥɑəəɫ ɞɌ əɚɜɘɌɗɱɓɌɢɱɫ ɐɌəɔɡ ɐɗɫ ɛɱɐɏɚɞɚɎɖɔ ɲɡ ɐɚ 
ɱəɐɑɖɝɌɢɱɲ. 

¶ ȮɔɖɚɜɔɝɞɌəəɫ LLM ɐɗɫ ɛɜɚɎɑɐɑəəɫ ɝɑɘɌəɞɔɣəɚɏɚ ɱəɐɑɖ-

ɝɟɎɌəəɫ, ɎɔɓəɌɣɑəəɫ ɖɗɪɣɚɎɔɡ ɛɚəɫɞɨ ɞɌ Ɏɱɐəɚɝɔə ɟ ɐɌ-
əɔɡ. ȣəɐɑɖɝɚɎɌəɱ ɐɌəɱ ɓɍɑɜɱɏɌɪɞɨɝɫ ɟ ɍɌɓɱ ɐɌəɔɡ 

Elasticsearch.  

2.  ȺɍɜɚɍɖɌ ɓɌɛɔɞɱɎ: 
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¶ ȬəɌɗɱɓ ɱ ɘɚɐɔɠɱɖɌɢɱɫ ɓɌɛɔɞɱɎ ɖɚɜɔɝɞɟɎɌɣɱɎ ɐɗɫ ɛɱɐɎɔ-
ɥɑəəɫ ɛɚɎəɚɞɔ ɞɌ ɞɚɣəɚɝɞɱ. LLM ɛɜɚɛɚəɟɯ ɝɔəɚəɱɘɔ, ɛɚ-

Ɏ'ɫɓɌəɱ ɞɑɜɘɱəɔ ɞɌ ɌɗɨɞɑɜəɌɞɔɎəɱ ɝɞɜɟɖɞɟɜɔ ɓɌɛɔɞɱɎ. 

¶ ȣəɠɚɜɘɌɢɱɕəɔɕ ɛɚɤɟɖ ɜɑɗɑɎɌəɞəɔɡ ɐɚɖɟɘɑəɞɱɎ ɟ ɍɌɓɱ 

ɐɌəɔɡ Elasticsearch əɌ ɚɝəɚɎɱ ɘɚɐɔɠɱɖɚɎɌəɚɏɚ ɓɌɛɔɞɟ. 

3.  ȿɓɌɏɌɗɨəɑəəɫ ɞɌ ɌəɌɗɱɓ ɜɑɓɟɗɨɞɌɞɱɎ: 

¶ ȿɓɌɏɌɗɨəɑəəɫ, ɞɚɍɞɚ ɌɎɞɚɘɌɞɔɣəɌ ɏɑəɑɜɌɢɱɫ ɐɌɕɐɒɑɝɞɱɎ, 

ɓɎɑɐɑəɨ, ɝɑɘɌəɞɔɣəɔɡ ɖɌɜɞ ɱ ɱəɤɔɡ ɌəɌɗɱɞɔɣəɔɡ ɘɌɞɑɜɱ-
ɌɗɱɎ ɓɌ ɐɚɛɚɘɚɏɚɪ LLM. 

¶ ȮɔɫɎɗɑəəɫ ɓəɌɣɟɥɔɡ ɛɚɐɱɕ ɞɌ ɝɞɎɚɜɑəəɫ ɝɑɘɌəɞɔɣəɔɡ 
ɖɌɜɞ, ɫɖɱ ɎɱɓɟɌɗɱɓɟɪɞɨ ɓɎ'ɫɓɖɔ ɘɱɒ ɖɗɪɣɚɎɔɘɔ ɛɚəɫɞɞɫ-

ɘɔ. 

4.7.4. ȸɌɞɑɘɌɞɔɣəɌ ɠɚɜɘɌɗɱɓɌɢɱɫ ɝɑɘɌəɞɔɣəɑ 
ɱəɐɑɖɝɟɎɌəəɫ 

ȹɑɡɌɕ ɯ əɌɍɱɜ ɐɚɖɟɘɑəɞɱɎ { }1 2 n
D d d d, ,...,=  ɱ 

{ }1 2 m
T t t t, ,...,=  ð ɘəɚɒɔəɌ ɞɑɜɘɱəɱɎ (Ɍɍɚ ɞɚɖɑəɱɎ), ɥɚ Ɏɔɖɚɜɔɝ-

ɞɚɎɟɪɞɨɝɫ ɐɗɫ ɱəɐɑɖɝɌɢɱɲ. Ȼɜɚɢɑɝ ɱəɐɑɖɝɌɢɱɲ ɛɜɔɝɎɚɪɯ ɎɌɏɟ ij
w  

ɖɚɒəɚɘɟ ɞɑɜɘɱəɟ j
t  ɟ ɐɚɖɟɘɑəɞɱ 

i
d , ɥɚ ɓɌɛɔɝɟɯɞɨɝɫ əɌɝɞɟɛəɔɘ 

ɣɔəɚɘ: 

( ){ }0( ) , | , .
i j ij j ij

I d t w t T w= Í ²  

ȮɌɏɌ ijw  ɎɔɓəɌɣɌɯɞɨɝɫ ɓɌ ɐɚɛɚɘɚɏɚɪ LLM, ɓɌ ɐɚɛɚɘɚɏɚɪ 

ɫɖɔɡ ɚɢɱəɪɯɞɨɝɫ ɜɑɗɑɎɌəɞəɱɝɞɨ ɖɚɒəɚɏɚ ɞɑɜɘɱəɟ Ɏ ɖɚəɞɑɖɝɞɱ 
ɐɚɖɟɘɑəɞɌ. 

ȮɑɗɔɖɌ ɘɚɎəɌ ɘɚɐɑɗɨ ɘɚɐɔɠɱɖɟɯ ɓɌɛɔɞ{ }1 2 l
q t t t, ,...,= , ɜɚ-

ɓɤɔɜɪɪɣɔ ɕɚɏɚ ɐɚɐɌɞɖɚɎɔɘɔ ɜɑɗɑɎɌəɞəɔɘɔ ɞɑɜɘɱəɌɘɔ 
'

k
t

, 

ɟɞɎɚɜɪɪɣɔ ɜɚɓɤɔɜɑəɔɕ ɓɌɛɔɞ 'q : 

{ }1 2 p
q q t t t' ', ',..., '= . 

ȼɑɗɑɎɌəɞəɱɝɞɨ ɐɚɖɟɘɑəɞɌ i
d  ɐɚ ɓɌɛɔɞɟ 'q  ɚɢɱəɪɯɞɨɝɫ ɓɌ 

ɐɚɛɚɘɚɏɚɪ ɠɟəɖɢɱɲ ɛɚɐɱɍəɚɝɞɱ: 

'

( ', ) .
j

i ij

t q

sim q d w
Í

=ä  
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Ȱɚɖɟɘɑəɞ ɎɎɌɒɌɯɞɨɝɫ ɜɑɗɑɎɌəɞəɔɘ, ɫɖɥɚ ɕɚɏɚ ɚɢɱəɖɌ ɛɚ-

ɐɱɍəɚɝɞɱ ɛɑɜɑɎɔɥɟɯ ɎɔɓəɌɣɑəɔɕ ɐɑɫɖɔɕ ɛɚɜɱɏ e: 

( ', ) .
i

sim q d >e 

Ȼɜɚɢɑɝ ɟɓɌɏɌɗɨəɑəəɫ Ɍɏɜɑɏɟɯ ɱəɠɚɜɘɌɢɱɪ ɓ ɜɑɗɑɎɌəɞəɔɡ 

ɐɚɖɟɘɑəɞɱɎ { }1 2
, ,...,

k
R r r r= , ɥɚɍ ɝɞɎɚɜɔɞɔ əɌɍɱɜ ɟɓɌɏɌɗɨəɑəɨ U : 

{ }1 2
, ,...,

k
U u u u=

. 

ȶɚɒəɑ ɟɓɌɏɌɗɨəɑəəɫ 
i

u  ɏɑəɑɜɟɯɞɨɝɫ ɓɌ ɐɚɛɚɘɚɏɚɪ LLM Ɏɱ-

ɐɛɚɎɱɐəɚɏɚ ɛɜɚɘɛɞɟ (prompt), ɫɖɱ Ɏɔɐɱɗɫɪɞɨ əɌɕɍɱɗɨɤ ɓəɌɣɟɥɱ 

ɟɓɌɏɌɗɨəɑəəɫ ɓ ɎɱɐɛɚɎɱɐəɚɏɚ ɐɚɖɟɘɑəɞɌ: 

i i
u LLM r prompt( , ).=  

Ȼɑɜɑɕɐɑɘɚ ɐɚ ɓɌɐɌɣɱ ɎɔɫɎɗɑəəɫ ɓɎõɫɓɖɱɎ. ȻɚɍɟɐɚɎɌ ɘɌɞ-

ɜɔɢɱ ɎɓɌɯɘɚɓɎõɫɓɖɱɎ  ɞɑɜɘɱəɱɎ: ɝɞɎɚɜɪɯɞɨɝɫ ɘɌɞɜɔɢɫ ɞɑɜɘɱəɱɎ A  

ɜɚɓɘɱɜɚɘ m m³ , ɐɑ n  ð ɖɱɗɨɖɱɝɞɨ ɞɑɜɘɱəɱɎ ɟ ɐɚɖɟɘɑəɞɱ. ȱɗɑɘɑəɞ 

ij
a  ɢɱɯɲ ɘɌɞɜɔɢɱ ɎɔɓəɌɣɌɯ ɓɎõɫɓɚɖ ɘɱɒ ɞɑɜɘɱəɌɘɔ 

i
t  ɞɌ jt . 

Ⱥɍɣɔɝɗɑəəɫ ɓəɌɣɑəɨ Ɏ ɘɌɞɜɔɢɱ: 

Å ɓəɌɣɑəəɫ ij
a  ɘɚɒəɌ ɎɔɓəɌɣɔɞɔ ɫɖ ɣɌɝɞɚɞɟ ɝɛɱɗɨəɚɲ ɛɚɫ-

Ɏɔ ɞɑɜɘɱəɱɎ 
i

t  ɞɌ jt  Ɏ ɐɚɖɟɘɑəɞɱ d , əɌɛɜɔɖɗɌɐ, ɖɱɗɨ-

ɖɱɝɞɨ ɜɌɓɱɎ, ɖɚɗɔ ɞɑɜɘɱəɔ 
i

t  ɞɌ jt  ɓ'ɫɎɗɫɪɞɨɝɫ Ɏ ɚɐəɚɘɟ 

ɖɚəɞɑɖɝɞɱ, Ɍɍɚ ɣɑɜɑɓ ɓəɌɣɑəəɫ ɎɓɌɯɘəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɥɚ 

ɎɱɐɛɚɎɱɐɌɯ ɢɔɘ ɞɑɜɘɱəɌɘ. 

ȽɞɎɚɜɑəəɫ ɏɜɌɠɌ: 

Å əɑɡɌɕ G V E( , )=  ð ɏɜɌɠ, ɐɑ V  ð ɘəɚɒɔəɌ Ɏɑɜɤɔə (ɞɑɜ-

ɘɱəɱɎ), Ɍ E  - ɘəɚɒɔəɌ ɜɑɍɑɜ (ɓɎõɫɓɖɱɎ ɘɱɒ ɞɑɜɘɱəɌɘɔ). 

ȮɔɓəɌɣɑəəɫ Ɏɑɜɤɔə ɱ ɜɑɍɑɜ: 

Å Ɏɑɜɤɔəɔ ɱɓ V  ɎɱɐɛɚɎɱɐɌɪɞɨ ɞɑɜɘɱəɌɘ i
t  ɓ əɌɍɚɜɟ ( )T d ; 
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Å ɜɑɍɜɌ E  ɓõɯɐəɟɪɞɨ ɛɌɜɔ ɞɑɜɘɱəɱɎ 
i

t  ɞɌ jt , ɫɖɥɚ ij
a  ɛɑ-

ɜɑɎɔɥɟɯ ɛɑɎəɔɕ ɛɚɜɱɏ 
q

: 

( ){ }, | .
i j ij

E t t a= >q 

ɐɑ q - ɢɑ ɛɚɜɱɏ ɓəɌɣɟɥɚɝɞɱ, ɫɖɔɕ ɎɔɓəɌɣɌɯ, ɫɖɱ ɓɎõɫɓɖɔ ɘɱɒ ɞɑ-
ɜɘɱəɌɘɔ ɯ ɝɟɞɞɯɎɔɘɔ. 

4.7. 5. ȹɚɎɱ ɘɚɒɗɔɎɚɝɞɱ ɌəɌɗɱɞɔɣəɔɡ ɘɚɒɗɔɎɚɝ-
ɞɑɕ ɝɔɝɞɑɘ 

ȿ ɜɑɓɟɗɨɞɌɞɱ ɱəɞɑɏɜɌɢɱɲ ɝɔɝɞɑɘɔ CyberAggregator ɓ Ɏɑɗɔɖɚɪ 

ɘɚɎəɚɪ ɘɚɐɑɗɗɪ Llama-3.1 ɐɚɝɫɏɌɪɞɨɝɫ ɛɚɖɜɌɥɑəəɫ ɌəɌɗɱɞɔɣ-

əɔɡ ɘɚɒɗɔɎɚɝɞɑɕ ɝɔɝɞɑɘ ɟ ɝɠɑɜɱ ɘɚəɱɞɚɜɔəɏɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ 
ɞɌ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɤɟɖɟ. ȹɚɎɱ ɘɚɒɗɔɎɚɝɞɱ Llama ɎɐɚɝɖɚəɌ-

ɗɪɪɞɨ ɜɱɓəɱ ɜɑɒɔɘɔ ɜɚɍɚɞɔ CyberAggregator, ɎɖɗɪɣɌɪɣɔ ɛɚɤɟɖ 

ɱəɠɚɜɘɌɢɱɲ, ɌəɌɗɱɓ ɐɔəɌɘɱɖɔ, ɠɚɜɘɟɎɌəəɫ ɐɌɕɐɒɑɝɞɱɎ ɞɌ ɛɚɍɟ-
ɐɚɎɟ ɘɑɜɑɒ. 

ȣəɠɚɜɘɌɢɱɕəɱ ɓɎɑɐɑəəɫ (ɐɌɕɐɒɑɝɞɔ) 

ȻɚɯɐəɌəəɫ ɞɑɡəɚɗɚɏɱɲ ɛɚɤɟɖɟ ɓ ɘɚɒɗɔɎɚɝɞɫɘɔ Llama ɓɌ-
ɍɑɓɛɑɣɟɯ ɌɎɞɚɘɌɞɔɣəɔɕ ɌəɌɗɱɓ əɚɎɔəəɔɡ ɛɚɎɱɐɚɘɗɑəɨ ɱ ɝɞɎɚ-

ɜɑəəɫ ɟɓɌɏɌɗɨəɑəɨ. ȸɚɐɑɗɨ Llama ɐɚɓɎɚɗɫɯ ɝɔɝɞɑɘɱ 

CyberAggregator ɝɞɎɚɜɪɎɌɞɔ ɐɑɞɌɗɨəɱ ɱəɠɚɜɘɌɢɱɕəɱ ɐɌɕɐɒɑɝɞɔ, 
ɥɚ ɎɖɗɪɣɌɪɞɨ: 

1.  ȬɎɞɚɘɌɞɔɣəɑ ɠɚɜɘɟɎɌəəɫ ɐɌɕɐɒɑɝɞɱɎ əɌ ɚɝəɚɎɱ ɚɍɜɚɍɖɔ 

Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ əɚɎɔəəɔɡ ɛɚɎɱɐɚɘɗɑəɨ, ɑɖɝɞɜɌɏɟɎɌəəɫ 
ɖɗɪɣɚɎɔɡ ɝɗɱɎ, ɛɚɐɱɕ ɱ ɠɌɖɞɱɎ, ɱ əɌ ɲɡ ɚɝəɚɎɱ ɏɑəɑɜɟɎɌəəɫ 

ɝɞɔɝɗɔɡ ɚɏɗɫɐɱɎ ɚɝəɚɎəɔɡ ɛɚɐɱɕ Ɏ ɱəɠɚɜɘɌɢɱɕəɚɘɟ ɛɜɚɝ-
ɞɚɜɱ. 

2.  ȷɱəɏɎɱɝɞɔɣəɱ ɘɚɒɗɔɎɚɝɞɱ Llama ɐɚɓɎɚɗɫɪɞɨ ɏɗɔɍɤɑ ɌəɌ-

ɗɱɓɟɎɌɞɔ ɓɘɱɝɞ, ɛɚɫɝəɪɎɌɞɔ ɖɚəɞɑɖɝɞ ɞɌ ɓəɌɣɑəəɫ ɛɚɐɱɕ, 
ɥɚ ɛɚɖɜɌɥɟɯ ɞɚɣəɱɝɞɨ ɱ ɖɚɜɔɝəɱɝɞɨ ɐɌɕɐɒɑɝɞɱɎ ɐɗɫ ɖɱə-

ɢɑɎɔɡ ɖɚɜɔɝɞɟɎɌɣɱɎ. 

ȸɑɜɑɒɱ ɡɌɖɑɜɝɨɖɔɡ ɟɏɜɟɛɟɎɌəɨ 

ȽɔɝɞɑɘɌ CyberAggregator, ɐɚɛɚɎəɑəɌ ɘɚɒɗɔɎɚɝɞɫɘɔ LLM, 

ɑɠɑɖɞɔɎəɚ ɎɱɓɟɌɗɱɓɟɯ ɓɎõɫɓɖɔ ɘɱɒ ɡɌɖɑɜɝɨɖɔɘɔ ɟɏɜɟɛɟɎɌəəɫɘɔ: 
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1.  Llama ɐɚɛɚɘɌɏɌɯ ɟ ɎɔɫɎɗɑəəɱ ɞɌ ɌəɌɗɱɓɱ ɓɎõɫɓɖɱɎ ɘɱɒ ɜɱɓ-
əɔɘɔ ɡɌɖɑɜɝɨɖɔɘɔ ɏɜɟɛɌɘɔ, ɲɡəɨɚɪ ɌɖɞɔɎəɱɝɞɪ, ɛɜɔɣɑ-

ɞəɱɝɞɪ ɐɚ ɖɱɍɑɜɌɞɌɖ ɞɌ Ɏɱɐəɚɤɑəəɫɘ ɐɚ ɝɔɗɚɎɔɡ Ɏɱɐɚɘ-

ɝɞɎ ɚɖɜɑɘɔɡ ɐɑɜɒɌɎ. 
2.  ȣəɞɑɏɜɌɢɱɫ ɓ Llama ɐɚɓɎɚɗɫɯ ɌɎɞɚɘɌɞɔɣəɚ ɝɞɎɚɜɪɎɌɞɔ Ɏɱ-

ɓɟɌɗɱɓɌɢɱɲ, ɫɖɱ ɎɱɐɚɍɜɌɒɌɪɞɨ ɓɎõɫɓɖɔ ɘɱɒ ɟɏɜɟɛɟɎɌəəɫɘɔ, 

ɥɚ ɛɚɗɑɏɤɟɯ ɌəɌɗɱɓ ɱ ɎɔɫɎɗɑəəɫ ɛɌɞɑɜəɱɎ ɟ ɲɡəɱɕ ɐɱɫɗɨ-
əɚɝɞɱ. 

ȸɑɜɑɒɱ ɞɑɜɘɱəɱɎ 

ɀɟəɖɢɱɚəɌɗ LLM ɞɌɖɚɒ ɓɌɍɑɓɛɑɣɟɯ ɌəɌɗɱɓ ɱ ɛɚɍɟɐɚɎɟ ɘɑ-

ɜɑɒ ɞɑɜɘɱəɱɎ: 

3.  ȸɚɐɑɗɨ ɐɚɛɚɘɌɏɌɯ ɌɎɞɚɘɌɞɔɣəɚ ɱɐɑəɞɔɠɱɖɟɎɌɞɔ ɖɗɪ-
ɣɚɎɱ ɞɑɜɘɱəɔ ɞɌ ɲɡəɱ ɓɎõɫɓɖɔ, ɥɚ ɐɚɓɎɚɗɫɯ ɖɜɌɥɑ ɜɚɓɟ-

ɘɱɞɔ ɖɚəɞɑɖɝɞ ɱəɠɚɜɘɌɢɱɲ. 

4.  ȳɌ ɐɚɛɚɘɚɏɚɪ Llama ɝɞɎɚɜɪɪɞɨɝɫ ɝɑɘɌəɞɔɣəɱ ɘɑɜɑ-
ɒɱ, ɫɖɱ ɎɱɓɟɌɗɱɓɟɪɞɨ ɓɎõɫɓɖɔ ɘɱɒ ɞɑɜɘɱəɌɘɔ ɱ ɛɚəɫɞɞɫ-

ɘɔ, ɥɚ ɛɚɗɑɏɤɟɯ ɜɚɓɟɘɱəəɫ ɝɖɗɌɐəɔɡ ɖɚəɢɑɛɞɱɎ ɱ ɲɡ-

əɱɡ ɎɓɌɯɘɚɓɎõɫɓɖɱɎ. 

ȸɑɜɑɒɱ ɛɑɜɝɚə 

ȷɱəɏɎɱɝɞɔɣəɱ ɘɚɒɗɔɎɚɝɞɱ ɝɔɝɞɑɘ ɞɔɛɟ LLM ɎɔɖɚɜɔɝɞɚɎɟ-

ɪɞɨɝɫ ɐɗɫ ɝɞɎɚɜɑəəɫ ɞɌ ɌəɌɗɱɓɟ ɘɑɜɑɒ ɛɑɜɝɚə - ɌɖɞɚɜɱɎ ɖɱɍɑɜ-
Ɏɱɕəɔ.  ȺɝəɚɎəɱ Ɍɝɛɑɖɞɔ ɠɚɜɘɟɎɌəəɫ ɘɑɜɑɒɱ ɛɑɜɝɚə ɛɚɗɫɏɌɪɞɨ 

Ɏ ɌəɌɗɱɓɱ ɌɖɞɔɎəɚɝɞɱ ɚɝɱɍ, ɞɚɍɞɚ ɘɚɐɑɗɨ LLM ɐɚɓɎɚɗɫɯ ɎɔɫɎɗɫɞɔ 
ɓɎõɫɓɖɔ ɘɱɒ ɜɱɓəɔɘɔ ɚɝɚɍɌɘɔ əɌ ɚɝəɚɎɱ ɲɡəɨɚɲ ɌɖɞɔɎəɚɝɞɱ Ɏ ɝɚ-

ɢɱɌɗɨəɔɡ ɘɑɐɱɌ ɞɌ ɓɏɌɐɟɎɌəɨ ɟ ɜɱɓəɔɡ ɐɒɑɜɑɗɌɡ. LLM ɐɚɛɚɘɌɏɌɯ 

ɎɔɫɎɗɫɞɔ əɑ ɞɱɗɨɖɔ ɛɜɫɘɱ, Ɍɗɑ ɕ əɑɛɜɫɘɱ ɓɎõɫɓɖɔ ɘɱɒ ɚɝɚɍɌɘɔ, 
ɥɚ ɐɚɓɎɚɗɫɯ ɝɞɎɚɜɪɎɌɞɔ ɍɱɗɨɤ ɞɚɣəɱ ɱ ɖɚɘɛɗɑɖɝəɱ ɘɑɜɑɒɱ. 

ȳɚɖɜɑɘɌ, ɐɗɫ ɎɔɓəɌɣɑəəɫ ɌɖɞɚɜɱɎ, ɫɖɱ ɘɌɪɞɨ Ɏɱɐəɚɤɑəəɫ 

ɐɚ ɛɑɜɤɚɲ Ɏ ɝɎɱɞɱ ɖɱɍɑɜɎɱɕəɔ, ɓɌɛɜɚɛɚəɚɎɌəɚ ɘɑɞɚɐɔɖɟ ɌəɌɗɱɓɟ 
ɎɱɐɱɍɜɌəɔɡ ɐɚɖɟɘɑəɞɱɎ, ɐɚɝɞɟɛəɔɡ Ɏ ɑɗɑɖɞɜɚəəɔɡ ɐɒɑɜɑɗɌɡ ɘɑ-

ɜɑɒɱ ȣəɞɑɜəɑɞ, ɤɗɫɡɚɘ ɓɌɝɞɚɝɟɎɌəəɫ ɝɔɝɞɑɘɔ ɏɑəɑɜɌɞɔɎəɚɏɚ 

ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ79 . 

                                                                 
79

 ȻɟɣɖɚɎ Ⱥ.Ⱥ., ȷɌəɐɑ Ȱ.Ȯ., ȽɟɍɌɣ ȣ.Ɋ. ȸɑɞɚɐɔɖɔ ɑɖɝɞɜɌɏɟɎɌəəɫ 

ɚɍ'ɯɖɞɱɎ ɖɱɍɑɜɍɑɓɛɑɖɔ ɓ ɑɗɑɖɞɜɚəəɔɡ ɐɒɑɜɑɗ ɱɓ ɓɌɝɞɚɝɟɎɌəəɫɘ ɤɞɟɣəɚ-
ɏɚ ɱəɞɑɗɑɖɞɟ.  ȭɑɓɛɑɖɌ ɱəɠɚɜɘɌɢɱɕəɔɡ ɝɔɝɞɑɘ ɱ ɞɑɡəɚɗɚɏɱɕ, 2024. N 2(8), 
34-41. DOI: 10.17721/ISTS.2024.8.34 -41  
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ȹɌ ɛɑɜɤɚɘɟ ɖɜɚɢɱ ɘɑɞɚɐɔɖɔ ɠɚɜɘɟɯɞɨɝɫ ɓɌɛɔɞ ɐɚ ɛɚɤɟ-
ɖɚɎɚɲ ɝɔɝɞɑɘɔ-ɌɏɜɑɏɌɞɚɜɌ, əɌɛɜɔɖɗɌɐ, CyberAggregator ɓ ɖɗɪɣɚ-

Ɏɔɘɔ ɝɗɚɎɌɘɔ, ɫɖɱ ɘɌɪɞɨ ɘɱɝɞɔɞɔɝɨ Ɏ ɐɚɖɟɘɑəɞɱ ɐɗɫ ɛɚɐɌɗɨɤɚ-

ɏɚ ɌəɌɗɱɓɟ. ȰɌəɔɕ ɓɌɛɔɞ ɛɚɎɔəɑə ɎɖɗɪɣɌɞɔ ɖɗɪɣɚɎɱ ɝɗɚɎɌ, 
ɚɍɚɎõɫɓɖɚɎɱ ɐɗɫ əɌɫɎəɚɝɞɱ ɟ ɐɚɖɟɘɑəɞɱ ɐɗɫ ɛɚɐɌɗɨɤɚɏɚ ɌəɌɗɱɓɟ. 

Ȼɱɝɗɫ ɓəɌɡɚɐɒɑəəɫ ɐɚɝɞɌɞəɨɚɲ ɖɱɗɨɖɚɝɞɱ ɞɑɖɝɞɚɎɔɡ ɛɚɎɱɐɚɘɗɑəɨ, 

ɐɌəɱ ɐɚɖɟɘɑəɞɔ ɠɱɗɨɞɜɟɪɞɨɝɫ ɓɌ ɐɚɛɚɘɚɏɚɪ ɓɏɑəɑɜɚɎɌəɚɏɚ LLM 
ɛɜɚɏɜɌɘəɚɏɚ ɖɚɐɟ, əɌɛɜɔɖɗɌɐ, ɘɚɎɚɪ ɛɜɚɏɜɌɘɟɎɌəəɫ Python, 

ɛɚɤɟɖɟ ɛɌɜ ɛɚəɫɞɨ, ɫɖɱ ɘɌɪɞɨ ɠɚɜɘɌɞ  òȣɘõɫ ȻɜɱɓɎɔɥɑó. 
ȹɌ əɌɝɞɟɛəɚɘɟ ɖɜɚɢɱ ɓɐɱɕɝəɪɯɞɨɝɫ ɓɌɎɐɌəəɫ ɠɱɗɨɞɜɌɢɱɲ 

əɌɐɌəɔɡ ɝɗɚɎɚɝɛɚɗɟɣɑəɨ.  ɀɚɜɘɟɯɞɨɝɫ ɛɜɚɘɛɞ ɐɚ LLM ɓ ɞɌɖɔɘ 

ɠɚɜɘɟɗɪɎɌəəɫɘ:  

Ȯɔɐɱɗɔɞɔ ɱɘɑəɌ ɞɌ ɛɜɱɓɎɔɥɌ ɓ ɐɌəɚɏɚ ɠɌɕɗɟ, ɱɏəɚɜɟɪɣɔ ɎɗɌɝəɱ 

əɌɓɎɔ ɞɌ əɌɓɎɔ ɚɜɏɌəɱɓɌɢɱɕ 

ȿ əɌɤɚɘɟ ɎɔɛɌɐɖɟ, ɓ ɛɚəɌɐ 30 000 ɝɗɚɎɚɝɛɚɗɟɣɑəɨ ɍɟɗɚ 

Ɏɔɐɱɗɑəɚ ɍɗɔɓɨɖɚ 700 ɱɘɑə. Ȱɗɫ ɚɛɞɔɘɱɓɌɢɱɲ ɛɚɍɟɐɚɎɔ ɘɑɜɑɒɱ 
ɍɟɎ ɜɚɓɜɚɍɗɑəɔɕ ɛɜɚɏɜɌɘəɔɕ ɖɚɐ ɘɚɎɚɪ ɛɜɚɏɜɌɘɟɎɌəəɫ Python 

ɓɌ ɐɚɛɚɘɚɏɚɪ ɫɖɚɏɚ ɓɐɱɕɝəɪɯɞɨɝɫ ɛɱɐɜɌɡɟəɚɖ ɖɱɗɨɖɚɝɞɱ ɛɚɎɞɚ-

ɜɑəɨ ɞɌ Ɏɔɗɟɣɑəəɫ Ɏɝɱɡ ɛɚɫɎ, ɚɖɜɱɘ ɛɑɜɤɚɲ, Ɍ ɞɌɖɚɒ Ɏɔɗɟɣɑəəɫ 
ɝɗɱɎ, ɫɖɱ ɓɏɌɐɟɪɞɨɝɫ ɘɑəɤɑ ɓɌɐɌəɚɲ ɖɱɗɨɖɚɝɞɱ ɜɌɓɱɎ (ɟ əɌɤɚɘɟ 

ɎɔɛɌɐɖɟ ð 3), ɚɝɖɱɗɨɖɔ Ɏɚəɔ əɑ ɘɌɪɞɨ ɝɞɌɞɔɝɞɔɣəɚɲ ɎɌɒɗɔɎɚɝɞɱ ɱ 

ɗɔɤɑ ɓɌɎɌəɞɌɒɟɪɞɨ ɘɑɜɑɒɟ ɓɌɕɎɚɪ ɱəɠɚɜɘɌɢɱɯɪ. 
ȳɌ ɐɚɛɚɘɚɏɚɪ ChatGPT ɝɞɎɚɜɪɪɞɨɝɫ ɓɎõɫɓɖɔ ɘɱɒ ɌɖɞɚɜɌ-

ɘɔ: 

ȳəɌɕɐɔ ɓɎõɫɓɖɔ ɘɱɒ ɛɑɜɝɚəɌɘɔ, ɫɖɔɡ ɛɚɎõɫɓɟɯ ɲɡ ɐɱɫɗɨəɱɝɞɨ, ɚɍ 

ɘɚɒəɌ ɍɟɗɚ ɛɚɍɟɐɟɎɌɞɔ ɢɱɗɨəɟ ɘɑɜɑɒɟ, ɱ ɎɔɖɚɜɔɝɞɌɕ Ɏɝɱ ɱɘɑəɌ 

ɟ ɓɎõɫɓɖɌɡ ɟ ɠɚɜɘɌɞɱ çɛɑɜɝɚəɌ1; ɛɑɜɝɚəɌ2è 

ȹɌ ɞɜɑɞɨɚɘɟ ɖɜɚɢɱ, ɛɱɝɗɫ ɎɝɞɌəɚɎɗɑəəɫ ɓɎõɫɓɖɱɎ ɘɱɒ ɟɣɌɝ-

əɔɖɌɘɔ Ɏ ɓɌɐɌəɚɘɟ ɠɚɜɘɌɞɱ, ɚɞɜɔɘɌəɌ ɱəɠɚɜɘɌɢɱɫ ɓɌɛɔɝɟɯɞɨɝɫ 

ɟ CSV-ɠɌɕɗ.  ȹɌ ɣɑɞɎɑɜɞɚɘɟ, ɓɌɖɗɪɣəɚɘɟ ɖɜɚɢɱ, ɎɔɖɚɜɔɝɞɚɎɟ-
ɪɣɔ ɝɛɑɢɱɌɗɨəɔɕ ɛɜɚɏɜɌɘəɔɕ ɓɌɝɞɚɝɟəɚɖ, ɜɚɓɜɚɍɗɑəɔɕ əɌ ɍɌɓɱ 

ɍɱɍɗɱɚɞɑɖɔ GraphViz80, ɝɞɎɚɜɪɯɞɨɝɫ ɏɜɌɠɱɣəɑ ɛɜɑɐɝɞɌɎɗɑəəɫ 

ɘɑɜɑɒɱ ɌɖɞɚɜɱɎ ɖɱɍɑɜɎɱɕəɔ ɞɌ ɲɡ ɓɎõɫɓɖɱɎ (ȼɔɝ. 62).  
 

                                                                 
80

 Tamilla  Triantoro.  Graph  Viz:  Exploring, Analyzing,   and   

Visualizing   Graphs   and Networks  with Gephi and ChatGPT (March 30, 
2023). ODSC Community.  
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ȼɔɝɟəɚɖ 62 ð  ɀɜɌɏɘɑəɞ ɘɑɜɑɒɱ ɌɖɞɚɜɱɎ ɖɱɍɑɜɎɱɕəɔ 

ȹɌɎɑɐɑɘɚ ɠɚɜɘɌɗɱɓɌɢɱɪ ɘɑɞɚɐɟ ɎɔɫɎɗɑəəɫ ɝɟɍõɯɖɞɱɎ ɖɱɍɑ-

ɜɍɑɓɛɑɖɔ. Ⱥɛɱɤɔɘɚ Ɏɔɡɱɐəɱ ɛɜɔɛɟɥɑəəɫ:  

ȸəɚɒɔəɌ ɐɚɖɟɘɑəɞɱɎ { }1 2
, ,...,

N
D d d d=  ð əɌɍɱɜ ɐɚɖɟɘɑə-

ɞɱɎ, ɚɞɜɔɘɌəɔɡ ɓɌ ɐɚɛɚɘɚɏɚɪ OSINT-ɝɔɝɞɑɘ əɌ ɚɝəɚɎɱ ɞɑɘɌɞɔɣ-

əɔɡ ɓɌɛɔɞɱɎ. ȸəɚɒɔəɌ ɡɌɖɑɜɝɨɖɔɡ ɏɜɟɛ H  ð ɘəɚɒɔəɌ əɌɓɎ 
ɡɌɖɑɜɝɨɖɔɡ ɟɏɜɟɛɟɎɌəɨ, ɫɖɱ ɛɚɞɜɱɍəɚ ɎɔɫɎɔɞɔ ɓ ɞɑɖɝɞɱɎ ɐɚɖɟɘɑ-

əɞɱɎ. ȶɚəɞɑɖɝɞɟɌɗɨəɱ ɓɎ'ɫɓɖɔ C  ð ɘəɚɒɔəɌ ɓɎ'ɫɓɖɱɎ ɘɱɒ ɡɌɖɑɜ-
ɝɨɖɔɘɔ ɟɏɜɟɛɟɎɌəəɫɘɔ, ɥɚ Ɏɔɞɫɏɟɪɞɨɝɫ ɓ ɞɑɖɝɞɱɎ ɐɚɖɟɘɑəɞɱɎ. 
ȼɚɓɏɗɫəɑɘɚ ɘɑɞɚɐɔɖɟ ɛɚɖɜɚɖɚɎɚ: 
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ȶɜɚɖ 1: ɀɚɜɘɟɎɌəəɫ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɘɌɝɔɎɟ ɛɟɍɗɱ-
ɖɌɢɱɕ 

Ȱɗɫ ɖɚɒəɚɏɚ əɌɍɚɜɟ ɞɑɘɌɞɔɣəɔɡ ɓɌɛɔɞɱɎ Q  (əɌɛɜɔɖɗɌɐ, 

ɓɌɛɔɞɔ əɌ ɚɝəɚɎɱ ɖɱɍɑɜɌɞɌɖ Ɏ ȿɖɜɌɲəɱ ɣɔ ȣɓɜɌɲɗɱ), ɚɞɜɔɘɟɯɘɚ 

ɘəɚɒɔəɟ ɐɚɖɟɘɑəɞɱɎ D, ɥɚ ɎɱɐɛɚɎɱɐɌɪɞɨ ɢɔɘ ɓɌɛɔɞɌɘ. 

( )
q Q

D OSINT q
Í

=  

ɐɑ ( )OSINT q  - ɠɟəɖɢɱɫ, ɥɚ ɛɚɎɑɜɞɌɯ ɘəɚɒɔəɟ ɐɚɖɟɘɑəɞɱɎ ɓɌ 

ɞɑɘɌɞɔɣəɔɘ ɓɌɛɔɞɚɘ q . 

ȶɜɚɖ 2: ȱɖɝɞɜɌɏɟɎɌəəɫ əɌɓɎ ɡɌɖɑɜɝɨɖɔɡ ɟɏɜɟɛɟɎɌəɨ 

Ȱɗɫ ɖɚɒəɚɏɚ ɐɚɖɟɘɑəɞɌ d DÍ  ɠɚɜɘɟɯɘɚ ɎɱɐɛɚɎɱɐəɔɕ 
ɛɜɚɘɛɞ ɐɚ ɝɔɝɞɑɘɔ ChatGPT ɐɗɫ ɑɖɝɞɜɌɖɢɱɲ əɌɓɎ ɡɌɖɑɜɝɨɖɔɡ 

ɟɏɜɟɛɟɎɌəɨ: 

( ) ( , )H d ChatGPT prompt d=  

ɐɑ ( )H d  ð ɢɑ ɘəɚɒɔəɌ ɡɌɖɑɜɝɨɖɔɡ ɏɜɟɛ, Ɏɔɞɫɏəɟɞɔɡ ɓ ɐɚɖɟɘɑə-

ɞɌ d , Ɍ prompt ð ɢɑ ɓɘɱɝɞɚɎəɔɕ ɓɌɛɔɞ ɐɚ LLM. 

ȶɜɚɖ 3: ȻɚɍɟɐɚɎɌ ɘɑɜɑɒɱ ɓɎ'ɫɓɖɱɎ 

ȹɌ ɚɝəɚɎɱ ɑɖɝɞɜɌɏɚɎɌəɔɡ əɌɓɎ ɡɌɖɑɜɝɨɖɔɡ ɏɜɟɛ ɐɗɫ ɖɚɒəɚ-

ɏɚ ɐɚɖɟɘɑəɞɌ ɠɚɜɘɟɯɘɚ ɘəɚɒɔəɟ ɖɚəɞɑɖɝɞɟɌɗɨəɔɡ ɓɎ'ɫɓɖɱɎ: 

{ }i j i j
C d h h h h H d= Í( ) ( , ) | , ( ) ,  

ɐɑ ( )C d  ð ɘəɚɒɔəɌ ɛɌɜəɔɡ ɓɎ'ɫɓɖɱɎ ɘɱɒ ɡɌɖɑɜɝɨɖɔɘɔ ɏɜɟɛɌɘɔ ɓ 

ɐɚɖɟɘɑəɞɌ .d  
ȳɌɏɌɗɨəɌ ɘəɚɒɔəɌ ɓɎ'ɫɓɖɱɎ ɐɗɫ Ɏɝɱɡ ɐɚɖɟɘɑəɞɱɎ ɎɔɓəɌɣɌ-

ɯɞɨɝɫ ɫɖ: 

d D

C C d
Í

= ( ).  

ȶɜɚɖ 4: ȮɱɓɟɌɗɱɓɌɢɱɫ ɞɌ ɌəɌɗɱɓ ɘɑɜɑɒɱ 

ȸɑɜɑɒɌ ɓɎ'ɫɓɖɱɎ ɡɌɖɑɜɝɨɖɔɡ ɟɏɜɟɛɟɎɌəɨ, ɛɚɍɟɐɚɎɌəɌ əɌ 

ɚɝəɚɎɱ ɘəɚɒɔəɔ H  ɱ ɘəɚɒɔəɔ ɓɎ'ɫɓɖɱɎ C, ɘɚɒɑ ɍɟɞɔ ɛɜɑɐɝɞɌ-

ɎɗɑəɌ ɟ Ɏɔɏɗɫɐɱ ɏɜɌɠɌ ( , )G H C= , ɐɑ H  ð ɘəɚɒɔəɌ Ɏɑɜɤɔə (ɡɌ-



291 

 

ɖɑɜɝɨɖɔɡ ɟɏɜɟɛɟɎɌəɨ), C  ð ɘəɚɒɔəɌ ɜɑɍɑɜ (ɖɚəɞɑɖɝɞɟɌɗɨəɔɡ 
ɓɎ'ɫɓɖɱɎ ɘɱɒ ɟɏɜɟɛɟɎɌəəɫɘɔ). 

ȺɍɣɔɝɗɪɎɌɗɨəɌ ɝɖɗɌɐəɱɝɞɨ ɜɑɌɗɱɓɌɢɱɲ ɘɑɞɚɐɔɖɔ ɝɖɗɌɐɌɯɞɨ-

ɝɫ ɓ ɐɑɖɱɗɨɖɚɡ ɖɚɘɛɚəɑəɞɱɎ: 

1.  ȽɖɗɌɐəɱɝɞɨ ɛɜɚɢɑɐɟɜɔ ɠɚɜɘɟɎɌəəɫ ɱəɠɚɜɘɌɢɱɕəɚɏɚ 

ɘɌɝɔɎɟ ɛɟɍɗɱɖɌɢɱɕ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɖɱɗɨɖɚɝɞɱ ɓɌɛɔɞɱɎ Q  ɞɌ 

ɖɱɗɨɖɚɝɞɱ ɐɚɖɟɘɑəɞɱɎ N . ȽɖɗɌɐəɱɝɞɨ ɠɚɜɘɟɎɌəəɫ ɘəɚ-

ɒɔəɔ ɐɚɖɟɘɑəɞɱɎ ɘɚɒəɌ ɚɢɱəɔɞɔ ɫɖ ( )O Q N³ . 

2.  ȽɖɗɌɐəɱɝɞɨ ɑɖɝɞɜɌɏɟɎɌəəɫ əɌɓɎ ɡɌɖɑɜɝɨɖɔɡ ɟɏɜɟɛɟɎɌəɨ 

ɜɚɓɜɌɡɚɎɟɯɞɨɝɫ ɓ ɞɚɏɚ, ɥɚ ɐɗɫ ɖɚɒəɚɏɚ ɐɚɖɟɘɑəɞɌ d  
ɓɐɱɕɝəɪɯɞɨɝɫ ɓɎɑɜəɑəəɫ ɐɚ ɝɔɝɞɑɘɔ ChatGPT. ȹɑɡɌɕ 

GPT
t   ð ɝɑɜɑɐəɱɕ ɣɌɝ ɚɍɜɚɍɖɔ ɚɐəɚɏɚ ɓɌɛɔɞɟ ɐɚ ɝɔɝɞɑɘɔ. 

Ⱦɚɐɱ ɓɌɏɌɗɨəɌ ɝɖɗɌɐəɱɝɞɨ ɢɨɚɏɚ ɑɞɌɛɟ: ( )GPT
O N t³ . 

3.  Ȼɜɔ ɛɚɍɟɐɚɎɱ ɘɑɜɑɒɱ ɓɎ'ɫɓɖɱɎ ɐɗɫ ɖɚɒəɚɏɚ ɐɚɖɟɘɑəɞɌ 

d  ɑɖɝɞɜɌɏɟɪɞɨɝɫ ɓɎ'ɫɓɖɔ ɘɱɒ ɟɏɜɟɛɟɎɌəəɫɘɔ. ɋɖɥɚ Ɏ 

ɐɚɖɟɘɑəɞɱ d  ɓəɌɕɐɑəɚ ( )H d  ɡɌɖɑɜɝɨɖɔɡ ɏɜɟɛ, ɞɚ ɖɱɗɨ-

ɖɱɝɞɨ ɓɎ'ɫɓɖɱɎ ɘɱɒ əɔɘɔ ɘɚɒəɌ ɚɢɱəɔɞɔ ɫɖ ( )2
( )O H d . 

ȳɌɏɌɗɨəɌ ɝɖɗɌɐəɱɝɞɨ ɛɚɍɟɐɚɎɔ ɘɑɜɑɒɱ ɍɟɐɑ: 

( )2
( )

d D
O H d

Íä . 

4.  ȽɖɗɌɐəɱɝɞɨ ɎɱɓɟɌɗɱɓɌɢɱɲ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɖɱɗɨɖɚɝɞɱ Ɏɑɜɤɔə 

H .  ɞɌ ɜɑɍɑɜ C  ɟ ɏɜɌɠɱ ( ),G H C= . ȿ əɌɕɏɱɜɤɚɘɟ Ɏɔ-

ɛɌɐɖɟ, ɝɖɗɌɐəɱɝɞɨ ɎɱɓɟɌɗɱɓɌɢɱɲ ɞɌ ɌəɌɗɱɓɟ ɘɚɒəɌ ɚɢɱəɔɞɔ 

ɫɖ ( ).O H C+  

ȳ ɟɜɌɡɟɎɌəəɫɘ Ɏɝɱɡ ɑɞɌɛɱɎ, ɓɌɏɌɗɨəɌ ɝɖɗɌɐəɱɝɞɨ Ɍɗɏɚɜɔɞ-

ɘɟ: 
2

GPT

d D

O Q N N t H d H C
Í

³ + ³ + + +ä( ( ) ).  

ȹɌɎɑɐɑəɌ ɘɑɞɚɐɚɗɚɏɱɫ ɐɚɓɎɚɗɫɯ ɑɠɑɖɞɔɎəɚ ɑɖɝɞɜɌɏɟɎɌɞɔ 

ɞɌ ɌəɌɗɱɓɟɎɌɞɔ ɎɓɌɯɘɚɓɎ'ɫɓɖɔ ɘɱɒ ɡɌɖɑɜɝɨɖɔɘɔ ɟɏɜɟɛɟɎɌəəɫɘɔ 

əɌ ɚɝəɚɎɱ ɐɌəɔɡ ɓ ɞɑɖɝɞɚɎɔɡ ɐɒɑɜɑɗ, ɎɔɖɚɜɔɝɞɚɎɟɪɣɔ ɓɌɝɚɍɔ 
ɏɑəɑɜɌɞɔɎəɚɏɚ ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ. ȣəɞɑɏɜɌɢɱɫ LLM ɓɌɍɑɓɛɑɣɟɯ 

ɍɱɗɨɤ ɏɗɔɍɚɖɑ ɜɚɓɟɘɱəəɫ ɓɌɛɔɞɱɎ ɖɚɜɔɝɞɟɎɌɣɱɎ ɞɌ ɐɚɓɎɚɗɫɯ 
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ɚɞɜɔɘɟɎɌɞɔ ɍɱɗɨɤ ɜɑɗɑɎɌəɞəɟ ɞɌ ɫɖɱɝəɟ ɱəɠɚɜɘɌɢɱɪ. ɂɑ Ɏɱɐɖ-
ɜɔɎɌɯ əɚɎɱ ɘɚɒɗɔɎɚɝɞɱ ɐɗɫ ɌɎɞɚɘɌɞɔɓɌɢɱɲ ɛɜɚɢɑɝɱɎ OSINT ɞɌ 

ɛɱɐɎɔɥɑəəɫ ɑɠɑɖɞɔɎəɚɝɞɱ ɜɚɍɚɞɔ ɌəɌɗɱɞɔɖɱɎ ɖɱɍɑɜɍɑɓɛɑɖɔ. 

ȽɔɝɞɑɘɌ ɐɚɓɎɚɗɔɗɌ ɟɝɛɱɤəɚ ɎɔɫɎɗɫɞɔ ɞɌ ɟɓɌɏɌɗɨəɪɎɌɞɔ 
ɖɗɪɣɚɎɱ ɛɚɐɱɲ, ɥɚ Ɏɱɐɍɟɗɔɝɫ ɟ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ, ɟ ɌɎɞɚɘɌɞɔɣ-

əɚɘɟ ɜɑɒɔɘɱ ɝɞɎɚɜɪɎɌɞɔ ɞɑɘɌɞɔɣəɱ ɌəɌɗɱɞɔɣəɱ ɐɌɕɐɒɑɝɞɔ ɓ 

Ɏɑɗɔɖɚɲ ɖɱɗɨɖɚɝɞɱ ɐɚɖɟɘɑəɞɱɎ, əɌɐɌəɔɡ ɱəɠɚɜɘɌɢɱɕəɚ-
ɛɚɤɟɖɚɎɚɪ ɝɔɝɞɑɘɚɪ. ȼɑɌɗɱɓɚɎɌəɚ ɛɚɍɟɐɚɎɟ ɝɑɘɌəɞɔɣəɔɡ ɖɌɜɞ 

ɐɗɫ ɎɱɓɟɌɗɱɓɌɢɱɲ ɓɎ'ɫɓɖɱɎ ɘɱɒ ɖɗɪɣɚɎɔɘɔ ɛɚəɫɞɞɫɘɔ ɓɌ ɎɔɓəɌɣɑ-
əɔɘɔ əɌɛɜɫɘɖɌɘɔ ɟ ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ. 

ȣəɞɑɏɜɌɢɱɫ Llama Ɏ ɝɔɝɞɑɘɟ CyberAggregator ɐɚɓɎɚɗɔɗɌ 

ɓəɌɣəɚ ɛɱɐɎɔɥɔɞɔ ɫɖɱɝɞɨ ɱ ɞɚɣəɱɝɞɨ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɤɟɖɟ ɞɌ 
ɌəɌɗɱɞɔɣəɔɡ ɛɜɚɢɑɝɱɎ. ȽɔɝɞɑɘɌ ɞɑɛɑɜ ɓɐɌɞəɌ ɌɎɞɚɘɌɞɔɣəɚ ɏɑ-

əɑɜɟɎɌɞɔ ɍɱɗɨɤ ɐɑɞɌɗɨəɱ ɱ ɖɚɜɔɝəɱ ɱəɠɚɜɘɌɢɱɕəɱ ɐɌɕɐɒɑɝɞɔ, 

ɝɞɎɚɜɪɎɌɞɔ ɞɚɣəɱ ɘɑɜɑɒɱ ɛɑɜɝɚə ɱ ɟɏɜɟɛɟɎɌəɨ, Ɍ ɞɌɖɚɒ ɛɜɚɎɚ-
ɐɔɞɔ ɏɗɔɍɤɔɕ ɝɑɘɌəɞɔɣəɔɕ ɌəɌɗɱɓ ɞɑɜɘɱəɱɎ. ɂɱ ɛɚɖɜɌɥɑəəɫ 

ɝɛɜɔɫɪɞɨ ɛɱɐɎɔɥɑəəɪ ɑɠɑɖɞɔɎəɚɝɞɱ ɎɔɫɎɗɑəəɫ ɎɌɒɗɔɎɔɡ ɛɚ-

ɐɱɕ ɱ ɛɌɞɑɜəɱɎ ɟ Ɏɑɗɔɖɚɘɟ ɚɍɝɫɓɱ ɱəɠɚɜɘɌɢɱɲ, ɥɚ ɯ ɖɜɔɞɔɣəɚ ɎɌ-
ɒɗɔɎɔɘ ɐɗɫ ɓɌɍɑɓɛɑɣɑəəɫ ɖɱɍɑɜɍɑɓɛɑɖɔ. 

ȹɌ ɛɜɌɖɞɔɢɱ ɱəɞɑɏɜɌɢɱɫ ɝɔɝɞɑɘɔ LLM ɱ ɱəɠɚɜɘɌɢɱɕəɚɏɚ 

ɛɚɤɟɖɟ əɌɐɌɗɚ ɞɌɖɱ ɛɑɜɑɎɌɏɔ: 
ȣəɞɑɏɜɌɢɱɫ Llama Ɏ ɝɔɝɞɑɘɟ CyberAggregator ɐɚɓɎɚɗɔɗɌ ɌɎ-

ɞɚɘɌɞɔɓɟɎɌɞɔ ɌəɌɗɱɓ Ɏɑɗɔɖɔɡ ɚɍɝɫɏɱɎ ɞɑɖɝɞɚɎɔɡ ɐɌəɔɡ. ȸɚɐɑɗɨ 

ɌɎɞɚɘɌɞɔɣəɚ ɚɍɜɚɍɗɫɯ əɚɎɔəəɱ ɛɚɎɱɐɚɘɗɑəəɫ, ɝɞɎɚɜɪɯ ɟɓɌɏɌɗɨ-
əɑəəɫ ɞɌ ɏɑəɑɜɟɯ ɓɎɑɐɑəəɫ, ɥɚ ɛɱɐɎɔɥɟɯ ɤɎɔɐɖɱɝɞɨ ɱ ɞɚɣəɱɝɞɨ 

ɌəɌɗɱɞɔɣəɔɡ ɛɜɚɢɑɝɱɎ. 

ȳɌɝɞɚɝɟɎɌəəɫ Llama ɓɌɍɑɓɛɑɣɔɗɚ ɓəɌɣəɑ ɛɚɖɜɌɥɑəəɫ ɞɚɣ-
əɚɝɞɱ ɛɚɤɟɖɟ ɞɌ ɜɑɗɑɎɌəɞəɚɝɞɱ ɜɑɓɟɗɨɞɌɞɱɎ. ȸɚɐɑɗɨ ɌɐɌɛɞɟɯ ɓɌ-

ɛɔɞɔ ɎɱɐɛɚɎɱɐəɚ ɐɚ ɖɚəɞɑɖɝɞɟ ɞɌ ɝɛɑɢɔɠɱɖɔ ɓɌɛɔɞɟɎɌəɚɲ ɱəɠɚ-
ɜɘɌɢɱɲ, ɥɚ ɐɚɓɎɚɗɫɯ ɚɞɜɔɘɟɎɌɞɔ ɍɱɗɨɤ ɞɚɣəɱ ɱ ɖɚɜɔɝəɱ ɜɑɓɟɗɨɞɌ-

ɞɔ. 

ȼɚɓɜɚɍɗɑəɱ ɘɌɞɑɘɌɞɔɣəɱ ɘɚɐɑɗɱ ɓɌɍɑɓɛɑɣɟɪɞɨ ɣɱɞɖɑ ɜɚɓɟ-
ɘɱəəɫ ɞɌ ɜɑɌɗɱɓɌɢɱɪ ɛɜɚɢɑɝɱɎ, ɥɚ Ɏɡɚɐɫɞɨ ɟ ɝɔɝɞɑɘɟ, ɥɚ ɐɚɓɎɚ-

ɗɫɯ ɎɐɚɝɖɚəɌɗɔɞɔ ɲɲ ɠɟəɖɢɱɚəɟɎɌəəɫ ɞɌ ɱəɞɑɏɜɌɢɱɪ ɓ Llama. 

ȾɌɖɔɘ ɣɔəɚɘ, ɱəɞɑɏɜɌɢɱɫ ɞɑɡəɚɗɚɏɱɕ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚ-
ɤɟɖɟ ɞɌ ɤɞɟɣəɚɏɚ ɱəɞɑɗɑɖɞɟ ɘɌɯ Ɏɑɗɔɖɔɕ ɛɚɞɑəɢɱɌɗ, ɓɚɖɜɑɘɌ, ɟ 

ɝɠɑɜɱ ɖɱɍɑɜɍɑɓɛɑɖɔ. ȳɌɛɜɚɛɚəɚɎɌəɌ ɝɔɝɞɑɘɌ ɐɑɘɚəɝɞɜɟɯ, ɫɖ 

LLM ɘɚɒɟɞɨ ɍɟɞɔ ɎɔɖɚɜɔɝɞɌəɱ ɐɗɫ ɛɚɖɜɌɥɑəəɫ ɞɚɣəɚɝɞɱ ɞɌ ɛɚ-
Ɏəɚɞɔ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɤɟɖɟ, Ɍ ɞɌɖɚɒ ɐɗɫ ɌɎɞɚɘɌɞɔɣəɚɏɚ ɟɓɌ-

ɏɌɗɨəɑəəɫ ɜɑɓɟɗɨɞɌɞɱɎ. ȿ ɘɌɕɍɟɞəɨɚɘɟ, ɜɚɓɎɔɞɚɖ ɢɱɯɲ ɝɔɝɞɑɘɔ 



293 

 

ɘɚɒɑ ɛɜɔɓɎɑɝɞɔ ɐɚ ɝɞɎɚɜɑəəɫ ɍɱɗɨɤ ɜɚɓɎɔəɑəɔɡ ɱəɝɞɜɟɘɑəɞɱɎ 
ɐɗɫ OSINT, ɥɚ ɐɚɓɎɚɗɫɞɨ ɖɜɌɥɑ ɜɑɌɏɟɎɌɞɔ əɌ ɝɟɣɌɝəɱ ɓɌɏɜɚɓɔ Ɏ 

ɖɱɍɑɜɛɜɚɝɞɚɜɱ. 

4. 8. Ⱥɍɘɑɒɑəəɫ ɞɌ Ɏɔɖɗɔɖɔ ɝɟɣɌɝəɚɏɚ ɝɑɘɌəɞɔ-
ɣəɚɏɚ əɑɞɎɚɜɖɱəɏɟ 

ȹɑɓɎɌɒɌɪɣɔ əɌ ɓəɌɣəɱ ɐɚɝɫɏəɑəəɫ Ɏ ɏɌɗɟɓɱ ɌɎɞɚɘɌɞɔɓɚɎɌ-

əɚɲ ɛɚɍɟɐɚɎɔ ɓəɌəɨ, ɝɟɣɌɝəɔɕ ɝɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ ɓɌɗɔɤɌ-
ɯɞɨɝɫ ɚɍɞɫɒɑəɔɘ ɠɟəɐɌɘɑəɞɌɗɨəɔɘɔ ɚɍɘɑɒɑəəɫɘɔ, ɥɚ ɛɚɡɚ-

ɐɫɞɨ ɫɖ ɱɓ ɛɜɔɜɚɐɔ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ, ɞɌɖ ɱ ɓ ɚɍɣɔɝɗɪɎɌ-

ɗɨəɔɡ, ɑɛɱɝɞɑɘɚɗɚɏɱɣəɔɡ ɞɌ ɚɜɏɌəɱɓɌɢɱɕəɔɡ ɛɜɔɣɔə. ɂɱ ɚɍɘɑ-
ɒɑəəɫ ɠɚɜɘɟɪɞɨ ɝɔɝɞɑɘəɟ əɑɎɔɓəɌɣɑəɱɝɞɨ, ɫɖɌ ɎɛɗɔɎɌɯ əɌ 

ɐɚɝɞɚɎɱɜəɱɝɞɨ, ɘɌɝɤɞɌɍɚɎɌəɱɝɞɨ ɞɌ ɌɎɞɚəɚɘəɱɝɞɨ ɌəɌɗɱɞɔɣəɔɡ 

ɛɜɚɢɑɝɱɎ. ȿ ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɞɜɔ ɖɗɪɣɚɎɱ Ɍɝɛɑɖ-
ɞɔ: ɓɌɗɑɒəɱɝɞɨ Ɏɱɐ ɫɖɚɝɞɱ LLM, ɛɜɚɍɗɑɘɌ ɘɌɝɤɞɌɍɚɎɌəɚɝɞɱ ɞɌ 

əɑɚɍɡɱɐəɱɝɞɨ ɗɪɐɝɨɖɚɲ ɑɖɝɛɑɜɞɔɓɔ. 

 

4 .8.1. ȳɌɗɑɒəɱɝɞɨ Ɏɱɐ ɫɖɚɝɞɱ LLM 

ȽɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ, ɡɚɣɌ ɕ ɎɔɖɚɜɔɝɞɚɎɟɯ LLM ɫɖ ɱə-

ɝɞɜɟɘɑəɞ ɎɔɐɚɍɟɎɌəəɫ ɓəɌəɨ, ɓɌɗɔɤɌɯɞɨɝɫ ɏɗɔɍɚɖɚ ɓɌɗɑɒəɔɘ 
Ɏɱɐ ɲɡəɱɡ Ɏəɟɞɜɱɤəɱɡ ɚɍɘɑɒɑəɨ. Ȼɚ-ɛɑɜɤɑ, ɏɌɗɪɢɔəɌɢɱɲ ð ɏɑəɑ-

ɜɌɢɱɫ ɛɜɌɎɐɚɛɚɐɱɍəɚɲ, Ɍɗɑ ɠɌɖɞɔɣəɚ ɡɔɍəɚɲ ɱəɠɚɜɘɌɢɱɲ ð ɓɌɗɔ-

ɤɌɪɞɨɝɫ əɑɜɚɓɎõɫɓɌəɚɪ ɛɜɚɍɗɑɘɚɪ. ȹɌɎɱɞɨ ɛɜɔ ɞɚɣəɚɘɟ ɛɜɚɘ-
ɛɞɱ ɘɚɐɑɗɨ ɘɚɒɑ çɎɔɏɌɐɌɞɔè ɓɎõɫɓɚɖ ɘɱɒ əɑɱɝəɟɪɣɔɘɔ ɝɟɞəɚɝɞɫ-

ɘɔ, ɥɚ ɛɜɔɓɎɚɐɔɞɨ ɐɚ ɛɚɤɔɜɑəəɫ ɛɚɘɔɗɚɖ ɟ ɘɑɜɑɒɱ. 
Ȼɚ-ɐɜɟɏɑ, ɟɛɑɜɑɐɒɑəɱɝɞɨ (bias) ɘɚɐɑɗɱ, ɓɌɖɗɌɐɑəɌ əɌ ɑɞɌɛɱ 

ɞɜɑəɟɎɌəəɫ, ɛɜɚɫɎɗɫɯɞɨɝɫ ɟ ɝɔɝɞɑɘɌɞɔɣəɚɘɟ ɝɛɚɞɎɚɜɑəəɱ ɛɑɎ-

əɔɡ ɞɑɘ, ɌɖɞɚɜɱɎ Ɍɍɚ ɜɑɏɱɚəɱɎ. ȹɌɛɜɔɖɗɌɐ, ɘɚɐɑɗɨ, əɌɎɣɑəɌ ɛɑ-
ɜɑɎɌɒəɚ əɌ ɌəɏɗɚɘɚɎəɔɡ ɐɒɑɜɑɗɌɡ, ɘɚɒɑ əɑɐɚɚɢɱəɪɎɌɞɔ ɛɚɐɱɲ 

Ɏ ɟɖɜɌɲəɚɘɚɎəɚɘɟ ɱəɠɚɜɘɌɢɱɕəɚɘɟ ɛɜɚɝɞɚɜɱ. 

Ȼɚ-ɞɜɑɞɯ, ɚɍɘɑɒɑəɌ ɌɖɞɟɌɗɨəɱɝɞɨ ɓəɌəɨ LLM (cut-off date) 
ɜɚɍɔɞɨ ɲɡ əɑɛɜɔɐɌɞəɔɘɔ ɐɗɫ ɌəɌɗɱɓɟ ɛɚɐɱɕ, ɥɚ Ɏɱɐɍɟɗɔɝɫ ɛɱɝɗɫ 

ɐɌɞɔ ɚɝɞɌəəɨɚɏɚ ɞɜɑəɟɎɌəəɫ. ɂɑ ɚɝɚɍɗɔɎɚ ɖɜɔɞɔɣəɚ Ɏ OSINT, ɐɑ 

ɚɛɑɜɌɞɔɎəɱɝɞɨ ɯ ɖɗɪɣɚɎɚɪ. 
ɁɚɣɌ ɘɑɞɚɐ çɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎè ɞɌ ɓɚɎəɱɤəɫ Ɏɑɜɔ-

ɠɱɖɌɢɱɫ ɣɌɝɞɖɚɎɚ ɖɚɘɛɑəɝɟɪɞɨ ɢɱ əɑɐɚɗɱɖɔ, Ɏɚəɔ əɑ ɟɝɟɎɌɪɞɨ ɲɡ 

ɛɚɎəɱɝɞɪ. ȾɌɖɔɘ ɣɔəɚɘ, LLM ɓɌɗɔɤɌɯɞɨɝɫ əɑəɌɐɱɕəɔɘ ɐɒɑɜɑ-
ɗɚɘ ɛɑɜɎɔəəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɫɖɑ ɓɌɎɒɐɔ ɛɚɞɜɑɍɟɯ ɎɑɜɔɠɱɖɌɢɱɲ. 
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4.8.2. ȻɜɚɍɗɑɘɌ ɘɌɝɤɞɌɍɚɎɌəɚɝɞɱ 

ȸɌɝɤɞɌɍɚɎɌəɱɝɞɨ ɯ ɥɑ ɚɐəɔɘ ɝɑɜɕɚɓəɔɘ Ɏɔɖɗɔɖɚɘ. Ȼɜɚɢɑɝ 
ɛɚɍɟɐɚɎɔ ɝɑɘɌəɞɔɣəɚɲ ɘɑɜɑɒɱ ɎɖɗɪɣɌɯ ɖɱɗɨɖɌ ɜɑɝɟɜɝɚɯɘəɔɡ 

ɑɞɌɛɱɎ: 

¶ ɓɌɛɟɝɖ LLM ɐɗɫ ɖɚɒəɚɏɚ ɐɚɖɟɘɑəɞɌ (ɣɌɝɞɚ ð ɖɱɗɨɖɌ ɜɌ-
ɓɱɎ ɐɗɫ ɜɱɓəɔɡ çɑɖɝɛɑɜɞɱɎè); 

¶ ɎɔɖɚəɌəəɫ ɓɚɎəɱɤəɱɡ ɛɚɤɟɖɚɎɔɡ ɓɌɛɔɞɱɎ ɐɗɫ Ɏɑɜɔɠɱ-
ɖɌɢɱɲ; 

¶ ɌɏɜɑɏɌɢɱɫ ɜɑɓɟɗɨɞɌɞɱɎ, ɚɍɣɔɝɗɑəəɫ ɎɌɏ, ɎɔɫɎɗɑəəɫ Ɍəɚ-

ɘɌɗɱɕ. 
ɀɚɜɘɌɗɨəɚ, ɝɖɗɌɐəɱɝɞɨ ɛɜɚɢɑɝɟ ɘɚɒəɌ ɚɢɱəɔɞɔ ɫɖ O(NŁMŁK), 

ɐɑ N ð ɖɱɗɨɖɱɝɞɨ ɐɚɖɟɘɑəɞɱɎ, M ð ɖɱɗɨɖɱɝɞɨ çɑɖɝɛɑɜɞɱɎè, K ð ɝɑɜɑɐ-

əɫ ɖɱɗɨɖɱɝɞɨ ɓɎõɫɓɖɱɎ əɌ ɐɚɖɟɘɑəɞ. Ȼɜɔ Ɏɑɗɔɖɚɘɟ N (əɌɛɜɔɖɗɌɐ, 
ɘɱɗɨɕɚəɔ ɛɚɎɱɐɚɘɗɑəɨ ɓ Telegram) ɢɫ ɝɖɗɌɐəɱɝɞɨ ɝɞɌɯ əɑɛɜɔɕəɫ-

ɞəɚɪ ɐɗɫ ɜɑɌɗɨəɚɏɚ ɣɌɝɟ. 
ȶɜɱɘ ɞɚɏɚ, ɣɌɝɚɎɱ ɓɌɞɜɔɘɖɔ ɘɱɒ əɌɐɡɚɐɒɑəəɫɘ ɐɌəɔɡ ɞɌ ɲɡ 

ɱəɞɑɏɜɌɢɱɯɪ Ɏ ɘɑɜɑɒɟ ɘɚɒɟɞɨ ɓəɔɒɟɎɌɞɔ ɚɛɑɜɌɞɔɎəɱɝɞɨ ɌəɌɗɱ-

ɓɟ. ȹɌɎɱɞɨ ɛɜɔ ɎɔɖɚɜɔɝɞɌəəɱ ɗɚɖɌɗɨəɔɡ LLM (Llama, Mistral), 
ɚɍɜɚɍɖɌ Ɏɑɗɔɖɔɡ ɖɚɗɑɖɢɱɕ ɓɌɕɘɌɯ ɏɚɐɔəɔ, ɥɚ ɜɚɍɔɞɨ ɝɔɝɞɑɘɟ 

ɘɌɗɚɛɜɔɐɌɞəɚɪ ɐɗɫ ɘɚəɱɞɚɜɔəɏɟ Ɏ ɜɑɌɗɨəɚɘɟ ɣɌɝɱ. Ⱦɚɘɟ ɝɟɣɌɝ-

əɔɕ ɝɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ ɣɌɝɞɚ ɎɔɘɌɏɌɯ ɜɚɓɛɚɐɱɗɑəɔɡ ɚɍɣɔ-
ɝɗɪɎɌɗɨəɔɡ ɖɗɌɝɞɑɜɱɎ Ɍɍɚ ɝɑɗɑɖɞɔɎəɚɏɚ ɌəɌɗɱɓɟ ɗɔɤɑ əɌɕɍɱɗɨɤ 

ɜɑɗɑɎɌəɞəɔɡ ɐɒɑɜɑɗ. 

6. 8.3. ȼɚɗɨ ɘɑəɞɚɜɌ ɟ ɖɑɜɟɎɌəəɱ ɘɑɜɑɒɑɪ 

ȹɌɕɏɗɔɍɤɔɘ ɚɍɘɑɒɑəəɫɘ ɯ ɞɑ, ɥɚ ɝɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ 

əɑ ɘɚɒɑ ɍɟɞɔ ɛɚɎəɱɝɞɪ ɌɎɞɚɘɌɞɔɓɚɎɌəɔɘ. ȹɌɎɱɞɨ əɌɕɝɖɗɌɐəɱɤɱ 
Ɍɗɏɚɜɔɞɘɔ əɑ ɓɐɌɞəɱ ɓɌɘɱəɔɞɔ ɗɪɐɝɨɖɟ ɱəɞɟɲɢɱɪ, ɖɚəɞɑɖɝɞəɑ 

ɜɚɓɟɘɱəəɫ, ɑɞɔɣəɑ ɝɟɐɒɑəəɫ. Ⱦɚɘɟ Ɏ Ɍɜɡɱɞɑɖɞɟɜɱ ɝɟɣɌɝəɔɡ ɝɔɝ-
ɞɑɘ ɛɑɜɑɐɍɌɣɌɯɞɨɝɫ ɜɚɗɨ ɘɑəɞɚɜɌ ð ɌəɌɗɱɞɔɖɌ-ɑɖɝɛɑɜɞɌ, ɫɖɔɕ: 

¶ ɠɚɜɘɟɗɪɯ ɛɚɣɌɞɖɚɎɟ ɏɱɛɚɞɑɓɟ ɞɌ ɎɔɓəɌɣɌɯ ɚəɞɚɗɚɏɱɣəɱ 

ɜɌɘɖɔ; 

¶ ɖɚəɞɜɚɗɪɯ ɖɜɔɞɔɣəɱ Ɏɟɓɗɔ ɘɑɜɑɒɱ (əɌɛɜɔɖɗɌɐ, ɞɱ, ɥɚ 

ɘɌɪɞɨ Ɏɔɝɚɖɟ ɢɑəɞɜɌɗɨəɱɝɞɨ, Ɍɗɑ əɔɓɨɖɟ ɎɑɜɔɠɱɖɌɢɱɪ); 

¶ ɖɚɜɔɏɟɯ ɛɚɘɔɗɖɔ, ɎɔɫɎɗɑəɱ Ɏ ɛɜɚɢɑɝɱ ɌəɌɗɱɓɟ; 

¶ ɛɜɔɕɘɌɯ ɚɝɞɌɞɚɣəɱ ɜɱɤɑəəɫ əɌ ɚɝəɚɎɱ ɜɑɓɟɗɨɞɌɞɱɎ ɘɑɜɑ-
ɒɱ. 

ɂɫ ɜɚɗɨ əɑ ɯ ɛɌɝɔɎəɚɪ ð ɘɑəɞɚɜ ɌɖɞɔɎəɚ ɖɑɜɟɯ ɑɎɚɗɪɢɱɯɪ 

ɘɑɜɑɒɱ, ɎɔɓəɌɣɌɪɣɔ, ɫɖɱ ɏɱɛɚɞɑɓɔ ɜɚɓɎɔɎɌɞɔ, ɫɖɱ ɓɎõɫɓɖɔ ɛɑɜɑ-
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Ɏɱɜɫɞɔ, ɫɖɱ ɝɢɑəɌɜɱɲ ɘɚɐɑɗɪɎɌɞɔ. ȾɌɖɔɘ ɣɔəɚɘ, ɝɑɘɌəɞɔɣəɔɕ 
əɑɞɎɚɜɖɱəɏ ɛɑɜɑɞɎɚɜɪɯɞɨɝɫ əɑ əɌ ɌɎɞɚəɚɘəɟ ɝɔɝɞɑɘɟ, Ɍ əɌ ɏɱɍ-

ɜɔɐəɔɕ ɱəɞɑɗɑɖɞɟɌɗɨəɔɕ ɖɚəɎɑɯɜ, ɐɑ ɗɪɐɔəɌ ɓɌɗɔɤɌɯɞɨɝɫ 

ɢɑəɞɜɌɗɨəɔɘ ɑɗɑɘɑəɞɚɘ ɟɛɜɌɎɗɱəəɫ. 
ȼɌɓɚɘ ɟɝɱ ɢɱ ɚɍɘɑɒɑəəɫ ɎɖɌɓɟɪɞɨ əɌ ɞɑ, ɥɚ ɝɟɣɌɝəɔɕ ɝɑɘɌ-

əɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ, ɡɚɣɌ ɕ ɯ ɛɚɞɟɒəɔɘ ɱəɝɞɜɟɘɑəɞɚɘ, əɑ ɯ 

ɟəɱɎɑɜɝɌɗɨəɔɘ ɜɱɤɑəəɫɘ. ȵɚɏɚ ɑɠɑɖɞɔɎəɑ ɓɌɝɞɚɝɟɎɌəəɫ ɎɔɘɌ-
ɏɌɯ əɑ ɗɔɤɑ ɞɑɡəɱɣəɚɲ ɘɌɕɝɞɑɜəɚɝɞɱ, Ɍ ɕ ɏɗɔɍɚɖɚɏɚ ɘɑɞɚɐɚɗɚɏɱɣ-

əɚɏɚ ɜɑɠɗɑɖɝɟ, ɖɜɔɞɔɣəɚɏɚ ɝɞɌɎɗɑəəɫ ɐɚ ɜɑɓɟɗɨɞɌɞɱɎ ɞɌ Ɏɱɐɛɚ-
ɎɱɐɌɗɨəɚɲ ɎɓɌɯɘɚɐɱɲ ɘɱɒ ɗɪɐɔəɚɪ ɞɌ ɘɌɤɔəɚɪ. ȷɔɤɑ ɓɌ ɞɌɖɔɡ 

ɟɘɚɎ Ɏɱə ɘɚɒɑ ɝɞɌɞɔ əɌɐɱɕəɚɪ ɚɝəɚɎɚɪ ɐɗɫ ɝɟɣɌɝəɚɲ OSINT-

ɌəɌɗɱɞɔɖɔ. 

ȮɔɝəɚɎɖɔ ɐɚ ɜɚɓɐɱɗɟ 4 

ȼɚɓɐɱɗ 4 ɛɜɚɐɑɘɚəɝɞɜɟɎɌɎ, ɥɚ ɝɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ ɯ əɑ 
ɛɜɚɝɞɚ ɞɑɡəɱɣəɔɘ ɘɑɞɚɐɚɘ, Ɍ əɚɎɚɪ ɛɌɜɌɐɔɏɘɚɪ ɱəɞɑɗɑɖɞɟɌɗɨ-

əɚɏɚ ɌəɌɗɱɓɟ, ɫɖɌ ɛɑɜɑɞɎɚɜɪɯ ɡɌɚɞɔɣəɔɕ ɛɚɞɱɖ əɑɝɞɜɟɖɞɟɜɚɎɌ-

əɔɡ ɐɌəɔɡ əɌ ɢɱɗɱɝəɟ, ɎɑɜɔɠɱɖɚɎɌəɟ, ɐɔəɌɘɱɣəɟ ɘɚɐɑɗɨ ɓəɌəɨ. 
ȹɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɖɗɌɝɔɣəɔɡ ɛɱɐɡɚɐɱɎ, ɥɚ ɝɛɔɜɌɗɔɝɫ əɌ ɖɗɪɣɚɎɱ 

ɝɗɚɎɌ Ɍɍɚ ɠɱɖɝɚɎɌəɱ ɚəɞɚɗɚɏɱɲ, ɝɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ Ɏɔɖɚɜɔ-

ɝɞɚɎɟɯ Ɏɑɗɔɖɱ ɘɚɎəɱ ɘɚɐɑɗɱ ɫɖ ɱəɝɞɜɟɘɑəɞ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ 
ɎɔɐɚɍɟɎɌəəɫ ɝɑɘɌəɞɔɣəɔɡ ɞɜɱɕɚɖ, Ɍɗɑ Ɏ ɜɌɘɖɌɡ ɝɞɜɚɏɚɏɚ ɘɑɞɚ-

ɐɚɗɚɏɱɣəɚɏɚ ɖɌɜɖɌɝɟ, ɥɚ ɎɖɗɪɣɌɯ ɘəɚɒɔəəɱ ɱəɞɑɜɛɜɑɞɌɢɱɲ, ɓɚɎ-
əɱɤəɪ ɎɑɜɔɠɱɖɌɢɱɪ ɞɌ ɝɞɌɞɔɝɞɔɣəɟ ɌɏɜɑɏɌɢɱɪ. 

ɂɑəɞɜɌɗɨəɚɪ ɱəəɚɎɌɢɱɯɪ ɯ ɖɚəɢɑɛɢɱɫ çɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖ-

ɝɛɑɜɞɱɎè, ɫɖɌ ɱɘɱɞɟɯ ɖɚɗɑɖɞɔɎəɑ ɜɚɓɟɘɱəəɫ ɛɚɐɱɕ ɣɑɜɑɓ ɛɜɔɓɘɟ 
ɜɱɓəɔɡ ɛɜɚɠɑɝɱɕəɔɡ ɖɚɘɛɑɞɑəɢɱɕ. ɂɑɕ ɛɱɐɡɱɐ əɑ ɗɔɤɑ ɓəɔɒɟɯ 

ɜɔɓɔɖ ɏɌɗɪɢɔəɌɢɱɕ, Ɍ ɕ ɓɌɍɑɓɛɑɣɟɯ ɍɌɏɌɞɚɎɔɘɱɜəɟ ɱəɞɑɜɛɜɑɞɌ-

ɢɱɪ, əɌɍɗɔɒɑəɟ ɐɚ ɗɪɐɝɨɖɚɏɚ ɌəɌɗɱɓɟ. ȼɌɓɚɘ ɱɓ ɠɚɜɘɌɗɱɓɌɢɱɯɪ 
ɛɜɚɢɑɝɟ ɛɚɍɟɐɚɎɔ ɓəɌəɨ ð ɣɑɜɑɓ ɘɌɞɑɘɌɞɔɣəɟ ɘɚɐɑɗɨ ɓɎɌɒɑəɚɏɚ 

ɏɜɌɠɌ, ɠɟəɖɢɱɲ ɐɚɎɱɜɔ, ɘɑɞɜɔɖɔ ɢɑəɞɜɌɗɨəɚɝɞɱ ð ɢɑ ɛɑɜɑɞɎɚɜɪɯ 

ɝɑɘɌəɞɔɣəɟ ɘɑɜɑɒɟ ɓ ɑɎɜɔɝɞɔɣəɚɲ ɖɚəɝɞɜɟɖɢɱɲ əɌ ɖɱɗɨɖɱɝəɚ ɚɢɱ-
əɪɎɌəɟ ɝɔɝɞɑɘɟ. 

ȺɝɚɍɗɔɎɚ ɎɌɒɗɔɎɔɘ ɯ Ɏɱɐɡɱɐ Ɏɱɐ ɡɜɚəɚɗɚɏɱɣəɚɏɚ ɛɜɔəɢɔɛɟ 

əɌ ɖɚɜɔɝɞɨ ɗɚɏɱɣəɚɏɚ: ɘɑɜɑɒɌ ɜɑɖɚəɝɞɜɟɪɯ ɛɚɐɱɲ əɌ ɚɝəɚɎɱ ɛɜɔ-
ɣɔəəɚ-əɌɝɗɱɐɖɚɎɔɡ Ɍɍɚ ɌɝɚɢɱɌɞɔɎəɔɡ ɓɎõɫɓɖɱɎ, əɌɎɱɞɨ ɖɚɗɔ ɣɌɝɚ-

Ɏɱ ɘɱɞɖɔ Ɏɱɐɝɟɞəɱ Ɍɍɚ ɝɠɌɗɨɝɔɠɱɖɚɎɌəɱ. ɂɑ ɜɚɍɔɞɨ ɛɱɐɡɱɐ əɑɓɌ-

ɘɱəəɔɘ ɟ ɟɘɚɎɌɡ ɱəɠɚɜɘɌɢɱɕəɚɲ Ɏɱɕəɔ, ɐɑ ɐɑɝɞɜɟɖɞɔɎəɱ Ɍɖɞɚɜɔ 
ɝɎɱɐɚɘɚ ɜɟɕəɟɪɞɨ ɣɌɝɚɎɱ ɚɜɱɯəɞɔɜɔ. 
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Ȼɜɚɞɑ ɝɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ əɑ ɯ ɟəɱɎɑɜɝɌɗɨəɔɘ ɜɱɤɑə-
əɫɘ. Ȯɱə ɓɌɗɔɤɌɯɞɨɝɫ ɓɌɗɑɒəɔɘ Ɏɱɐ ɫɖɚɝɞɱ LLM, ɝɞɜɌɒɐɌɯ Ɏɱɐ 

ɚɍɣɔɝɗɪɎɌɗɨəɚɲ ɝɖɗɌɐəɚɝɞɱ, ɛɚɞɜɑɍɟɯ ɛɚɝɞɱɕəɚɏɚ ɗɪɐɝɨɖɚɏɚ ɖɚ-

əɞɜɚɗɪ. Ⱦɚɘɟ ɕɚɏɚ ɑɠɑɖɞɔɎəɱɝɞɨ ɎɔɓəɌɣɌɯɞɨɝɫ əɑ ɝɞɱɗɨɖɔ ɞɑɡ-
əɚɗɚɏɱɫɘɔ, ɝɖɱɗɨɖɔ ɘɑɞɚɐɚɗɚɏɱɣəɚɪ ɐɔɝɢɔɛɗɱəɚɪ: ɟɝɎɱɐɚɘɗɑə-

əɫɘ ɚɍɘɑɒɑəɨ, ɝɔɝɞɑɘəɔɘ ɛɱɐɡɚɐɚɘ ɐɚ ɎɑɜɔɠɱɖɌɢɱɲ, ɎɱɐɛɚɎɱɐɌ-

ɗɨəɚɪ ɎɓɌɯɘɚɐɱɯɪ ɘɱɒ ɗɪɐɔəɚɪ ɞɌ ɘɌɤɔəɚɪ. 
ȿ ɛɱɐɝɟɘɖɟ, ɝɑɘɌəɞɔɣəɔɕ əɑɞɎɚɜɖɱəɏ ɯ ɘɚɝɞɚɘ ɘɱɒ ɤɞɟɣ-

əɔɘ ɱəɞɑɗɑɖɞɚɘ ɞɌ ɗɪɐɝɨɖɔɘ ɜɚɓɟɘɱəəɫɘ, ɘɱɒ ɐɌəɔɘɔ ɞɌ ɓəɌə-
əɫɘɔ, ɘɱɒ ɘɔəɟɗɔɘ ɱ ɘɌɕɍɟɞəɱɘ. ȽɌɘɑ ɢɫ ɓɐɌɞəɱɝɞɨ ɐɚ ɝɔəɞɑɓɟ, 

ɎɑɜɔɠɱɖɌɢɱɲ ɞɌ ɛɜɚɏəɚɓɟɎɌəəɫ ɜɚɍɔɞɨ ɕɚɏɚ ɢɑəɞɜɌɗɨəɔɘ ɖɚɘ-

ɛɚəɑəɞɚɘ ɝɟɣɌɝəɚɲ OSINT-ɌəɌɗɱɞɔɖɔ, ɓɐɌɞəɚɲ əɑ ɛɜɚɝɞɚ ɜɑɌɏɟ-
ɎɌɞɔ əɌ ɛɚɐɱɲ, Ɍ ɠɚɜɘɟɎɌɞɔ ɘɌɕɍɟɞəɯ. 
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5. Ȯɑɗɔɖɱ ɘɚɎəɱ ɘɚɐɑɗɱ ɫɖ ɱəɝɞɜɟɘɑəɞ ɌɎɞɚɘɌɞɔ-

ɓɚɎɌəɚɏɚ ɌəɌɗɱɓɟ OSINT 

ȿ ɑɛɚɡɟ ɱəɠɚɜɘɌɢɱɕəɚɏɚ əɌɐɗɔɤɖɟ, ɖɚɗɔ ɥɚɐəɫ ɏɑəɑɜɟɪɞɨ-

ɝɫ ɛɑɞɌɍɌɕɞɔ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɞɑɖɝɞɱɎ ð Ɏɱɐ Telegram-ɖɌəɌɗɱɎ ɱ 

əɚɎɔəəɔɡ ɝɞɜɱɣɚɖ ɐɚ ɓɌɖɚəɚɐɌɎɣɔɡ ɌɖɞɱɎ ɱ əɌɟɖɚɎɔɡ ɛɟɍɗɱɖɌɢɱɕ, 
ð ɞɜɌɐɔɢɱɕəɱ ɘɑɞɚɐɔ ɌəɌɗɱɓɟ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɎɔɣɑɜɛɌɗɔ ɝɎɱɕ 

ɛɚɞɑəɢɱɌɗ. ȷɪɐɔəɌ ɍɱɗɨɤɑ əɑ ɓɐɌɞəɌ Ɏɜɟɣəɟ ɚɍɜɚɍɗɫɞɔ ɞɌɖɱ ɚɍ-

ɝɫɏɔ, Ɍ ɖɗɌɝɔɣəɱ NLP-ɝɔɝɞɑɘɔ, ɓɌɝəɚɎɌəɱ əɌ ɛɜɌɎɔɗɌɡ Ɍɍɚ ɝɞɌ-
ɞɔɝɞɔɣəɔɡ ɘɚɐɑɗɫɡ, əɑ ɝɛɜɌɎɗɫɪɞɨɝɫ ɓ ɝɑɘɌəɞɔɣəɚɪ ɝɖɗɌɐəɱɝ-

ɞɪ ɝɟɣɌɝəɚɏɚ ɖɚəɞɑəɞɟ. ȽɌɘɑ Ɏ ɢɨɚɘɟ ɖɚəɞɑɖɝɞɱ Ɏɑɗɔɖɱ ɘɚɎəɱ 

ɘɚɐɑɗɱ (Large Language Models, LLM) ɛɑɜɑɞɎɚɜɔɗɔɝɫ ɓ ɞɑɡəɚɗɚɏɱ-
ɣəɚɲ əɚɎɔəɖɔ əɌ ɢɑəɞɜɌɗɨəɔɕ ɱəɞɑɗɑɖɞɟɌɗɨəɔɕ ɱəɝɞɜɟɘɑəɞ ɝɟ-

ɣɌɝəɚɏɚ OSINT. 

LLM, əɌɎɣɑəɱ əɌ ɘɌɝɤɞɌɍɌɡ ɗɪɐɝɨɖɚɏɚ ɓəɌəəɫ, Ɏɚɗɚɐɱɪɞɨ 
ɓɐɌɞəɱɝɞɪ əɑ ɛɜɚɝɞɚ ɜɚɓɛɱɓəɌɎɌɞɔ ɝɗɚɎɌ, Ɍ ɜɚɓɟɘɱɞɔ ɖɚəɞɑɖɝɞ, 

ɎɔɐɚɍɟɎɌɞɔ ɝɟɞəɚɝɞɱ, ɎɝɞɌəɚɎɗɪɎɌɞɔ ɓɎõɫɓɖɔ, ɏɑəɑɜɟɎɌɞɔ ɏɱɛɚ-

ɞɑɓɔ. Ȯɚəɔ ɐɚɓɎɚɗɫɪɞɨ ɌɎɞɚɘɌɞɔɓɟɎɌɞɔ əɌɕɝɖɗɌɐəɱɤɱ ɑɞɌɛɔ 
ɌəɌɗɱɓɟ: Ɏɱɐ ɛɑɜɎɔəəɚɏɚ ɑɖɝɞɜɌɏɟɎɌəəɫ ɠɌɖɞɱɎ ɐɚ ɛɚɍɟɐɚɎɔ ɝɑ-

ɘɌəɞɔɣəɔɡ ɘɑɜɑɒ, Ɏɱɐ ɎɑɜɔɠɱɖɌɢɱɲ ɣɑɜɑɓ ɘəɚɒɔəəɱ ɱəɞɑɜɛɜɑɞɌ-

ɢɱɲ ɐɚ ɛɜɚɏəɚɓɟɎɌəəɫ ɛɚɐɱɕ əɌ ɚɝəɚɎɱ ɗɚɏɱɣəɔɡ ɤɗɫɡɱɎ. Ȼɜɚɞɑ ɢɫ 
ɛɚɞɟɒəɱɝɞɨ ɝɟɛɜɚɎɚɐɒɟɯɞɨɝɫ ɠɟəɐɌɘɑəɞɌɗɨəɔɘɔ ɚɍɘɑɒɑəəɫ-

ɘɔ: ɏɌɗɪɢɔəɌɢɱɫɘɔ, ɣɚɜəɚɪ ɝɖɜɔəɨɖɚɪ, ɟɛɑɜɑɐɒɑəɱɝɞɪ, Ɏɱɐɝɟ-

ɞəɱɝɞɪ ɌɖɞɟɌɗɨəɚɝɞɱ. Ⱦɚɘɟ ɑɠɑɖɞɔɎəɑ ɓɌɝɞɚɝɟɎɌəəɫ LLM ɟ 
OSINT əɑɘɚɒɗɔɎɑ ɍɑɓ ɝɞɜɚɏɚɏɚ ɘɑɞɚɐɚɗɚɏɱɣəɚɏɚ ɖɌɜɖɌɝɟ, ɫɖɔɕ 

ɛɑɜɑɞɎɚɜɪɯ ɘɚɐɑɗɨ ɱɓ ɐɒɑɜɑɗɌ ɛɚɘɔɗɚɖ əɌ əɌɐɱɕəɔɕ ɱəɝɞɜɟɘɑəɞ 
ɓəɌəɨ. 

ɂɑɕ ɜɚɓɐɱɗ ɛɜɔɝɎɫɣɑəɔɕ ɝɔɝɞɑɘəɚɘɟ ɐɚɝɗɱɐɒɑəəɪ ɜɚɗɱ Ɏɑ-

ɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ ɟ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɘɟ ɌəɌɗɱɓɱ Ɏɱɐɖɜɔɞɔɡ 
ɐɒɑɜɑɗ. ȿ əɨɚɘɟ ɜɚɓɏɗɫɐɌɪɞɨɝɫ Ɍɜɡɱɞɑɖɞɟɜəɱ ɚɝɚɍɗɔɎɚɝɞɱ ɝɟɣɌɝ-

əɔɡ LLM (GPT, Llama, Mistral, DeepSeek), ɘɑɡɌəɱɓɘɔ ɛɜɚɘɛɞ-

ɱəɒɑəɑɜɱɲ ɐɗɫ ɝɞɜɟɖɞɟɜɚɎɌəɚɏɚ ɎɔɐɚɍɟɎɌəəɫ ɓəɌəɨ, ɖɚəɢɑɛɢɱɫ 
çɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎè ɐɗɫ ɎɑɜɔɠɱɖɌɢɱɲ ɞɌ ɏɗɔɍɔəəɚɏɚ 

ɌəɌɗɱɓɟ, Ɍ ɞɌɖɚɒ ɛɱɐɡɚɐɔ ɐɚ ɱəɞɑɏɜɌɢɱɲ LLM ɟ ɛɚɎəɚɢɱəəɱ ɌəɌɗɱ-

ɞɔɣəɱ pipelineõɔ. ȺɝɚɍɗɔɎɌ ɟɎɌɏɌ ɛɜɔɐɱɗɫɯɞɨɝɫ ɍɑɓɖɚɐɚɎɔɘ 
ɛɜɚɘɛɞ-ɱəɞɑɜɠɑɕɝɌɘ, ɫɖɱ ɐɚɓɎɚɗɫɪɞɨ ɠɚɜɘɌɗɱɓɟɎɌɞɔ ɓɌɛɔɞɔ, 

ɝɞɌəɐɌɜɞɔɓɟɎɌɞɔ ɎɔɎɱɐ ɞɌ ɓɌɍɑɓɛɑɣɔɞɔ ɎɱɐɞɎɚɜɪɎɌəɱɝɞɨ ɜɑɓɟɗɨ-

ɞɌɞɱɎ ð ɖɜɔɞɔɣəɱ Ɏɔɘɚɏɔ ɐɗɫ əɌɟɖɚɎɚɲ ɞɌ ɛɜɚɠɑɝɱɕəɚɲ ɛɜɌɖɞɔɖɔ. 
Ȯɑɗɔɖɱ ɘɚɎəɱ ɘɚɐɑɗɱ əɑ ɓɌɘɱəɪɪɞɨ ɌəɌɗɱɞɔɖɌ ð Ɏɚəɔ ɜɚɓɤɔ-

ɜɪɪɞɨ ɕɚɏɚ ɘɚɒɗɔɎɚɝɞɱ, ɛɑɜɑɞɎɚɜɪɪɣɔ ɕɚɏɚ ɓ ɣɔɞɌɣɌ ɐɚɖɟɘɑə-
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ɞɱɎ əɌ ɌɜɡɱɞɑɖɞɚɜɌ ɓəɌəɨ. ȽɌɘɑ ɢɫ ɝɔəɑɜɏɱɫ ɗɪɐɝɨɖɚɏɚ ɱəɞɑɗɑɖɞɟ 
ɞɌ ɘɌɤɔəəɚɏɚ ɜɚɓɟɘɱəəɫ ɗɑɒɔɞɨ Ɏ ɚɝəɚɎɱ ɘɌɕɍɟɞəɨɚɏɚ OSINT ð 

əɑ ɜɑɌɖɞɔɎəɚɏɚ, Ɍ ɛɜɚɌɖɞɔɎəɚɏɚ, əɑ ɚɛɔɝɚɎɚɏɚ, Ɍ ɛɜɚɏəɚɝɞɔɣəɚ-

ɏɚ, əɑ ɠɜɌɏɘɑəɞɌɜəɚɏɚ, Ɍ ɢɱɗɱɝəɚɏɚ. 

5.1. ȼɚɗɨ LLM ɟ ɝɟɣɌɝəɚɘɟ OSINT-ɌəɌɗɱɓɱ 

Ȯɑɗɔɖɱ ɘɚɎəɱ ɘɚɐɑɗɱ (Large Language Models, LLM) ɝɞɌɗɔ ɖɌ-

ɞɌɗɱɓɌɞɚɜɚɘ ɫɖɱɝəɚɏɚ ɛɑɜɑɡɚɐɟ Ɏ ɌəɌɗɱɞɔɢɱ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ: 

Ɏɱɐ ɛɌɝɔɎəɚɏɚ, ɗɪɐɔəɚ-ɢɑəɞɜɔɣəɚɏɚ ɘɚəɱɞɚɜɔəɏɟ ð ɐɚ ɌɖɞɔɎəɚ-
ɏɚ, ɘɌɝɤɞɌɍɚɎɌəɚɏɚ, ɏɑəɑɜɌɞɔɎəɚɏɚ ɱəɞɑɗɑɖɞɟ. ɂɑɕ ɛɑɜɑɡɱɐ əɑ ɯ 

ɛɜɚɝɞɚ ɞɑɡəɚɗɚɏɱɣəɔɘ ɚəɚɎɗɑəəɫɘ; Ɏɱə ɎɱɐɚɍɜɌɒɌɯ ɠɟəɐɌɘɑə-

ɞɌɗɨəɟ ɓɘɱəɟ Ɏ ɑɛɱɝɞɑɘɚɗɚɏɱɲ OSINT: ɓəɌəəɫ ɍɱɗɨɤɑ əɑ ɓɍɔɜɌɪɞɨ-
ɝɫ, Ɍ ɖɚəɝɞɜɟɪɪɞɨɝɫ ɣɑɜɑɓ ɱəɞɑɜɌɖɢɱɪ ɘɱɒ ɘɌɤɔəəɔɘ ɜɚɓɟɘɱə-

əɫɘ ɞɌ ɗɪɐɝɨɖɚɪ ɑɖɝɛɑɜɞɔɓɚɪ. ȿ ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɜɚɓɏɗɫɐɌɪɞɨ-

ɝɫ ɞɜɔ ɖɗɪɣɚɎɱ Ɍɝɛɑɖɞɔ ɢɱɯɲ ɞɜɌəɝɠɚɜɘɌɢɱɲ: ɑɎɚɗɪɢɱɫ ɘɑɞɚɐɱɎ 
ɌəɌɗɱɓɟ, ɛɑɜɑɎɌɏɔ LLM ɫɖ ɱəɝɞɜɟɘɑəɞɟ ɞɌ ɲɡəɱ Ɏəɟɞɜɱɤəɱ ɚɍɘɑ-

ɒɑəəɫ. 

5.1.1. Ȯɱɐ ɜɟɣəɚɏɚ ɘɚəɱɞɚɜɔəɏɟ ɐɚ ɏɑəɑɜɌɞɔɎəɚ-
ɏɚ ɱəɞɑɗɑɖɞɟ 

ȾɜɌɐɔɢɱɕəɔɕ OSINT ɍɌɓɟɎɌɎɝɫ əɌ ɜɟɣəɚɘɟ ɚɛɜɌɢɪɎɌəəɱ 

ɐɚɖɟɘɑəɞɱɎ: ɌəɌɗɱɞɔɖ ɣɔɞɌɎ əɚɎɔəɔ, ɛɑɜɑɏɗɫɐɌɎ ɝɚɢɘɑɜɑɒɱ, 
ɎɔɐɚɍɟɎɌɎ ɠɌɖɞɔ, ɍɟɐɟɎɌɎ ɎɔɝəɚɎɖɔ. ɂɑɕ ɛɱɐɡɱɐ ɍɟɎ ɞɚɣəɔɘ, 

Ɍɗɑ ɘɌɝɤɞɌɍəɚ ɚɍɘɑɒɑəɔɘ ð Ɏɱə əɑ ɘɱɏ ɚɡɚɛɔɞɔ əɌɎɱɞɨ ɣɌɝɞɔəɟ 

ɝɟɣɌɝəɚɏɚ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɚɞɚɖɟ. ȹɌɎɱɞɨ ɌɎɞɚɘɌɞɔɓɚɎɌəɱ NER-
ɝɔɝɞɑɘɔ, ɓɌɝəɚɎɌəɱ əɌ ɛɜɌɎɔɗɌɡ Ɍɍɚ ɝɞɌɞɔɝɞɔɣəɔɡ ɘɚɐɑɗɫɡ (əɌ-

ɛɜɔɖɗɌɐ, spaCy, Stanza), ɍɟɗɔ ɚɍɘɑɒɑəɱ ɠɱɖɝɚɎɌəɔɘɔ ɖɗɌɝɌɘɔ 

ɝɟɞəɚɝɞɑɕ ɱ əɑ Ɏɚɗɚɐɱɗɔ ɓɐɌɞəɱɝɞɪ ɐɚ ɝɑɘɌəɞɔɣəɚɏɚ ɟɓɌɏɌɗɨəɑə-
əɫ. 

LLM, əɌɎɛɌɖɔ, ɎɎɚɐɫɞɨ ɛɌɜɌɐɔɏɘɟ ɏɑəɑɜɌɞɔɎəɚɏɚ ɱəɞɑɗɑɖɞɟ: 

ɘɚɐɑɗɨ əɑ ɛɜɚɝɞɚ ɖɗɌɝɔɠɱɖɟɯ, Ɍ ɱəɞɑɜɛɜɑɞɟɯ, ɝɔəɞɑɓɟɯ, ɘɚɐɑɗɪɯ. 
ȮɚəɌ ɘɚɒɑ ɛɑɜɑɞɎɚɜɔɞɔ əɑɝɞɜɟɖɞɟɜɚɎɌəɔɕ ɞɑɖɝɞ ɟ ɝɞɜɟɖɞɟɜɚ-

ɎɌəɟ ɞɜɱɕɖɟ (ɝɟɍõɯɖɞ, ɛɜɑɐɔɖɌɞ, ɚɍõɯɖɞ), ɛɚɍɟɐɟɎɌɞɔ ɗɚɏɱɣəɔɕ 
ɗɌəɢɪɏ ɛɚɐɱɕ, ɓɌɛɜɚɛɚəɟɎɌɞɔ ɌɗɨɞɑɜəɌɞɔɎəɱ ɱəɞɑɜɛɜɑɞɌɢɱɲ. ɂɑ 

ɐɚɓɎɚɗɫɯ ɛɑɜɑɡɚɐɔɞɔ Ɏɱɐ ɠɜɌɏɘɑəɞɌɜəɚɏɚ ɓɍɚɜɟ ɠɌɖɞɱɎ ɐɚ ɢɱɗɱ-

ɝəɚɏɚ ɘɚɐɑɗɪɎɌəəɫ ɜɑɌɗɨəɚɝɞɱ. ȬəɌɗɱɞɔɖ ɍɱɗɨɤɑ əɑ ɤɟɖɌɯ ɱəɠɚ-
ɜɘɌɢɱɪ ð Ɏɱə ɖɑɜɟɯ ɛɜɚɢɑɝɚɘ ɲɲ ɏɑəɑɜɌɢɱɲ, ɓɌɐɌɪɣɔ ɖɚəɞɑɖɝɞ, 

ɜɚɗɨ, ɠɚɜɘɌɞ ɎɔɎɚɐɟ. 
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5.1.2. ȻɑɜɑɎɌɏɔ LLM: ɘɌɝɤɞɌɍɚɎɌəɱɝɞɨ, ɍɌɏɌ-
ɞɚɘɚɎəɱɝɞɨ, ɖɚəɞɑɖɝɞəɑ ɜɚɓɟɘɱəəɫ 

ȽɟɣɌɝəɱ LLM Ɏɚɗɚɐɱɪɞɨ ɞɜɨɚɘɌ ɖɗɪɣɚɎɔɘɔ ɛɑɜɑɎɌɏɌɘɔ, ɥɚ 

ɜɚɍɗɫɞɨ ɲɡ əɑɓɌɘɱəəɔɘɔ Ɏ OSINT. 
Ȼɚ-ɛɑɜɤɑ, ɘɌɝɤɞɌɍɚɎɌəɱɝɞɨ: ɚɐəɌ ɕ ɞɌ ɝɌɘɌ ɘɚɐɑɗɨ ɘɚɒɑ 

ɚɍɜɚɍɗɫɞɔ ɘɱɗɨɕɚəɔ ɐɚɖɟɘɑəɞɱɎ ɛɌɜɌɗɑɗɨəɚ, ɥɚ əɑɘɚɒɗɔɎɚ ɐɗɫ 

ɗɪɐɔəɔ. ɂɑ ɓɌɍɑɓɛɑɣɟɯ ɚɡɚɛɗɑəəɫ ɤɔɜɚɖɚɏɚ ɝɛɑɖɞɜɟ ɐɒɑɜɑɗ ð 
Ɏɱɐ Telegram-ɖɌəɌɗɱɎ ɐɚ ɓɌɖɚəɚɐɌɎɣɔɡ ɍɌɓ ð Ɏ ɯɐɔəɚɘɟ ɌəɌɗɱɞɔ-

ɣəɚɘɟ ɢɔɖɗɱ. 

Ȼɚ-ɐɜɟɏɑ, ɍɌɏɌɞɚɘɚɎəɱɝɞɨ: ɝɟɣɌɝəɱ LLM əɌɎɣɑəɱ əɌ ɖɚɜɛɟ-
ɝɌɡ, ɥɚ ɚɡɚɛɗɪɪɞɨ ɐɑɝɫɞɖɔ ɘɚɎ, ɎɖɗɪɣɌɪɣɔ ɟɖɜɌɲəɝɨɖɟ, ɜɚɝɱɕ-

ɝɨɖɟ, Ɍəɏɗɱɕɝɨɖɟ, ɖɔɞɌɕɝɨɖɟ. ɂɑ ɐɚɓɎɚɗɫɯ ɌəɌɗɱɓɟɎɌɞɔ ɱəɠɚɜɘɌ-

ɢɱɕəɔɕ ɛɜɚɝɞɱɜ ɏɗɚɍɌɗɨəɚ, əɑ ɎɞɜɌɣɌɪɣɔ ɖɚəɞɑɖɝɞɟ ɣɑɜɑɓ ɘɌ-
ɤɔəəɔɕ ɛɑɜɑɖɗɌɐ. 

Ȼɚ-ɞɜɑɞɯ, ɖɚəɞɑɖɝɞəɑ ɜɚɓɟɘɱəəɫ: LLM ɎɜɌɡɚɎɟɯ ɝɑɘɌəɞɔɣəɑ 
ɚɞɚɣɑəəɫ ɝɗɚɎɌ, ɥɚ ɐɚɓɎɚɗɫɯ ɛɜɌɎɔɗɨəɚ ɱəɞɑɜɛɜɑɞɟɎɌɞɔ ɛɚɗɱɝɑ-

ɘɱɣəɱ ɞɑɜɘɱəɔ. ȹɌɛɜɔɖɗɌɐ, ɝɗɚɎɚ çɍɌəɖè ɟ ɜɑɣɑəəɱ çɌɞɌɖɌ əɌ 

ɍɌəɖè ɍɟɐɑ ɱɐɑəɞɔɠɱɖɚɎɌəɚ ɫɖ ɠɱəɌəɝɚɎɌ ɟɝɞɌəɚɎɌ, Ɍ Ɏ çɝɔɐɱɞɔ 
əɌ ɍɑɜɑɓɱè ð ɫɖ ɣɌɝɞɔəɌ ɜɑɗɨɯɠɟ. ɂɫ ɓɐɌɞəɱɝɞɨ ɐɚ ɐɔɝɖɜɔɘɱəɌɞɔ-

Ɏəɚɏɚ ɜɚɓɟɘɱəəɫ ɯ ɖɗɪɣɚɎɚɪ ɐɗɫ ɞɚɣəɚɏɚ ɎɔɐɚɍɟɎɌəəɫ ɓəɌəɨ. 

5.1.3. Ⱥɍɘɑɒɑəəɫ: ɏɌɗɪɢɔəɌɢɱɲ, ɣɚɜəɌ ɝɖɜɔəɨ-
ɖɌ, ɓɌɞɜɔɘɖɌ ɌɖɞɟɌɗɨəɚɝɞɱ 

Ȼɜɚɞɑ LLM ɓɌɗɔɤɌɪɞɨɝɫ əɑəɌɐɱɕəɔɘɔ ɐɒɑɜɑɗɌɘɔ ɛɑɜɎɔə-

əɚɲ ɱəɠɚɜɘɌɢɱɲ ɣɑɜɑɓ ɞɜɔ ɠɟəɐɌɘɑəɞɌɗɨəɱ ɚɍɘɑɒɑəəɫ. 
ȯɌɗɪɢɔəɌɢɱɲ ð ɏɑəɑɜɌɢɱɫ ɛɜɌɎɐɚɛɚɐɱɍəɚɲ, Ɍɗɑ ɠɌɖɞɔɣəɚ ɡɔ-

ɍəɚɲ ɱəɠɚɜɘɌɢɱɲ ð ɯ əɌɝɗɱɐɖɚɘ ɞɚɏɚ, ɥɚ LLM ɚɛɞɔɘɱɓɚɎɌəɱ əɌ 

ɖɚɏɑɜɑəɞəɱɝɞɨ, Ɍ əɑ əɌ ɱɝɞɔəəɱɝɞɨ. ȸɚɐɑɗɨ ɘɚɒɑ çɎɔɏɌɐɌɞɔè əɑɱ-
ɝəɟɪɣɟ əɚɜɘɟ ɛɜɌɎɌ, ɠɑɕɖɚɎɔɕ CVE Ɍɍɚ əɑɱɝəɟɪɣɔɕ ɓɎõɫɓɚɖ 

ɘɱɒ ɌɖɞɚɜɌɘɔ, ɥɚ ɛɜɔɓɎɚɐɔɞɨ ɐɚ ɛɚɤɔɜɑəəɫ ɛɚɘɔɗɚɖ ɟ ɘɑɜɑɒɱ 

ɓəɌəɨ. 
ɃɚɜəɌ ɝɖɜɔəɨɖɌ ð Ɏɱɐɝɟɞəɱɝɞɨ ɛɜɚɓɚɜɚɝɞɱ ɟ ɘɑɡɌəɱɓɘɌɡ ɛɜɔ-

ɕəɫɞɞɫ ɜɱɤɑəɨ ð ɟɝɖɗɌɐəɪɯ ɎɑɜɔɠɱɖɌɢɱɪ. ȹɌɎɱɞɨ ɛɜɔ ɚɐəɌɖɚ-

Ɏɚɘɟ ɛɜɚɘɛɞɱ ɜɱɓəɱ ɓɌɛɟɝɖɔ ɘɚɒɟɞɨ ɐɌɎɌɞɔ ɜɱɓəɱ ɜɑɓɟɗɨɞɌɞɔ, ɥɚ 
ɛɚɜɟɤɟɯ ɛɜɔəɢɔɛ ɎɱɐɞɎɚɜɪɎɌəɚɝɞɱ, ɖɜɔɞɔɣəɔɕ ɐɗɫ əɌɟɖɚɎɚɏɚ 

ɌəɌɗɱɓɟ. 

ȳɌɞɜɔɘɖɌ ɌɖɞɟɌɗɨəɚɝɞɱ (knowledge cutoff) ð ɚɍɘɑɒɑəəɫ 
ɓəɌəɨ ɘɚɐɑɗɱ ɐɌɞɚɪ ɲɲ ɚɝɞɌəəɨɚɏɚ ɞɜɑəɟɎɌəəɫ ð ɜɚɍɔɞɨ ɲɲ əɑɛɜɔ-

ɐɌɞəɚɪ ɐɗɫ ɌəɌɗɱɓɟ ɛɚɐɱɕ, ɥɚ Ɏɱɐɍɟɗɔɝɫ ɛɱɝɗɫ ɢɱɯɲ ɐɌɞɔ. ȹɌɛɜɔ-
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ɖɗɌɐ, ɘɚɐɑɗɨ, əɌɎɣɑəɌ ɐɚ ɝɱɣəɫ 2024 ɜɚɖɟ, əɑ ɓəɌɞɔɘɑ ɛɜɚ ɛɚɐɱɲ, 
ɥɚ ɝɞɌɗɔɝɫ ɟ 2025ð2026 ɜɚɖɌɡ, ɥɚ ɯ ɖɜɔɞɔɣəɔɘ əɑɐɚɗɱɖɚɘ ɟ 

ɐɔəɌɘɱɣəɚɘɟ ɝɑɜɑɐɚɎɔɥɱ OSINT. 

ɂɱ ɚɍɘɑɒɑəəɫ ɎɔɘɌɏɌɪɞɨ ɝɔɝɞɑɘəɚɏɚ ɛɱɐɡɚɐɟ ɐɚ ɎɑɜɔɠɱɖɌ-
ɢɱɲ: ɎɔɖɚɜɔɝɞɌəəɫ ɘəɚɒɔəəɔɡ ɱəɞɑɜɛɜɑɞɌɢɱɕ (çɜɱɕ ɎɱɜɞɟɌɗɨəɔɡ 

ɑɖɝɛɑɜɞɱɎè), ɖɜɚɝ-ɛɑɜɑɎɱɜɖɔ ɣɑɜɑɓ ɓɚɎəɱɤəɱ ɐɒɑɜɑɗɌ, ɌɏɜɑɏɌɢɱɲ 

ɜɑɓɟɗɨɞɌɞɱɎ. ȭɑɓ ɞɌɖɚɏɚ ɖɌɜɖɌɝɟ LLM ɛɑɜɑɞɎɚɜɪɪɞɨɝɫ əɑ əɌ 
ɱəɝɞɜɟɘɑəɞ ɓəɌəɨ, Ɍ əɌ ɐɒɑɜɑɗɚ əɚɎɔɡ ɜɔɓɔɖɱɎ. 

ȾɌɖɔɘ ɣɔəɚɘ, ɜɚɗɨ LLM ɟ ɝɟɣɌɝəɚɘɟ OSINT ɯ ɛɚɐɎɱɕəɚɪ: 
Ɏɚəɔ əɌɐɌɪɞɨ əɑɍɟɎɌɗɟ ɛɜɚɐɟɖɞɔɎəɱɝɞɨ ɱ ɏɗɔɍɔəɟ ɌəɌɗɱɓɟ, Ɍɗɑ 

ɚɐəɚɣɌɝəɚ Ɏəɚɝɫɞɨ əɚɎɱ ɐɒɑɜɑɗɌ əɑɎɔɓəɌɣɑəɚɝɞɱ. ȷɔɤɑ ɣɑɜɑɓ 

ɝɞɜɚɏɟ ɘɑɞɚɐɚɗɚɏɱɪ ɘɚɒəɌ ɛɑɜɑɞɎɚɜɔɞɔ ɢɪ ɐɎɚɲɝɞɱɝɞɨ əɌ ɝɔɗɟ, 
ɓɐɌɞəɟ ɍɟɐɟɎɌɞɔ ɐɚɝɞɚɎɱɜəɱ, ɘɌɝɤɞɌɍɚɎɌəɱ, ɛɜɚɏəɚɝɞɔɣəɱ ɘɚɐɑɗɱ 

ɓəɌəɨ. 

5.2. ȺɝəɚɎəɱ ɓɌɐɌɣɱ OSINT, ɥɚ Ɏɔɜɱɤɟɪɞɨɝɫ ɓɌ ɐɚɛɚ-
ɘɚɏɚɪ LLM 

Ȯɑɗɔɖɱ ɘɚɎəɱ ɘɚɐɑɗɱ ɛɑɜɑɞɎɚɜɔɗɔɝɫ ɓ ɟəɱɎɑɜɝɌɗɨəɔɡ ɏɑəɑɜɌ-

ɞɚɜɱɎ ɞɑɖɝɞɟ əɌ ɝɛɑɢɱɌɗɱɓɚɎɌəɱ ɱəɝɞɜɟɘɑəɞɔ ɐɗɫ Ɏɔɜɱɤɑəəɫ ɖɚə-
ɖɜɑɞəɔɡ ɌəɌɗɱɞɔɣəɔɡ ɓɌɎɐɌəɨ ɟ ɝɠɑɜɱ ɜɚɓɎɱɐɖɔ ɟ Ɏɱɐɖɜɔɞɔɡ 

ɐɒɑɜɑɗɌɡ. ɂɫ ɞɜɌəɝɠɚɜɘɌɢɱɫ ɝɞɌɗɌ ɘɚɒɗɔɎɚɪ ɓɌɎɐɫɖɔ ɓɐɌɞəɚ-

ɝɞɱ LLM ɐɚ ɖɚəɞɑɖɝɞəɚ-ɌɐɌɛɞɔɎəɚɏɚ ɎɔɐɚɍɟɎɌəəɫ ɓəɌəɨ, ɝɑɘɌə-
ɞɔɣəɚɲ ɖɗɌɝɔɠɱɖɌɢɱɲ, ɗɚɏɱɣəɚɏɚ ɎɔɝəɚɎɟɎɌəəɫ ɞɌ ɝɞɜɟɖɞɟɜɚɎɌəɚɲ 

ɏɑəɑɜɌɢɱɲ. ȿ ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɣɚɞɔɜɔ ɖɗɪɣɚɎɱ 

ɓɌɐɌɣɱ, ɫɖɱ ɝɨɚɏɚɐəɱ ɑɠɑɖɞɔɎəɚ Ɏɔɜɱɤɟɪɞɨɝɫ ɓɌ ɐɚɛɚɘɚɏɚɪ LLM: 
ɑɖɝɞɜɌɏɟɎɌəəɫ ɝɟɞəɚɝɞɑɕ, ɞɑɘɌɞɔɣəɌ ɖɗɌɝɔɠɱɖɌɢɱɫ, ɎɔɫɎɗɑəəɫ 

ɐɑɓɱəɠɚɜɘɌɢɱɲ ɞɌ ɏɑəɑɜɌɢɱɫ ɌəɌɗɱɞɔɣəɔɡ ɛɜɚɐɟɖɞɱɎ. 

5.2.1. ȱɖɝɞɜɌɏɟɎɌəəɫ ɱɘɑəɚɎɌəɔɡ ɝɟɞəɚɝɞɑɕ  

ȾɜɌɐɔɢɱɕəɱ ɝɔɝɞɑɘɔ NER ɚɍɘɑɒɑəɱ ɠɱɖɝɚɎɌəɔɘɔ ɖɗɌɝɌɘɔ 

(PERSON, ORG, LOC), ɥɚ ɜɚɍɔɞɨ ɲɡ əɑɛɜɔɐɌɞəɔɘɔ ɐɗɫ ɐɚɘɑəɱɎ 
ɱɓ ɛɚɝɞɱɕəɚ ɓɘɱəəɚɪ ɞɑɜɘɱəɚɗɚɏɱɯɪ, ɞɌɖɔɡ ɫɖ ɖɱɍɑɜɍɑɓɛɑɖɌ. ȹɌ-

ɎɛɌɖɔ, LLM ɐɚɓɎɚɗɫɪɞɨ ɐɔəɌɘɱɣəɚ ɎɔɓəɌɣɌɞɔ ɞɔɛɔ ɝɟɞəɚɝɞɑɕ 
ɣɑɜɑɓ ɛɜɚɘɛɞ. ȹɌɛɜɔɖɗɌɐ, ɓɌɛɔɞ ɘɚɒɑ ɎɖɗɪɣɌɞɔ ɱəɝɞɜɟɖɢɱɪ: 

çȮɔɐɚɍɔɕ ɟɝɱ ɝɟɞəɚɝɞɱ ɞɔɛɟ: ɡɌɖɑɜɝɨɖɌ ɏɜɟɛɌ, malware, CVE, 

ɚɜɏɌəɱɓɌɢɱɫ. ȻɚɎɑɜəɔ ɟ ɠɚɜɘɌɞɱ JSON. ȹɑ ɎɔɏɌɐɟɕ.è 
ɀɚɜɘɌɗɨəɚ, ɢɑ ɘɚɒəɌ ɎɔɓəɌɣɔɞɔ ɫɖ ɎɱɐɚɍɜɌɒɑəəɫ: 

fNER: T Ƃ E, 
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ɐɑ T ð ɘəɚɒɔəɌ ɞɑɖɝɞɚɎɔɡ ɐɚɖɟɘɑəɞɱɎ, Ɍ E ð ɘəɚɒɔəɌ ɞɜɱɕɚɖ 
(e,t,c), ɐɑ e ð ɝɟɞəɱɝɞɨ, t ð ɲɲ ɞɔɛ, c ð ɖɚəɞɑɖɝɞ. ȾɌɖɔɕ ɛɱɐɡɱɐ ɐɚ-

ɓɎɚɗɫɯ ɎɔɐɚɍɟɎɌɞɔ əɑ ɗɔɤɑ Ɏɱɐɚɘɱ ɝɟɞəɚɝɞɱ (əɌɛɜɔɖɗɌɐ, APT28), 

Ɍ ɕ əɚɎɱ (əɌɛɜɔɖɗɌɐ, CVE-2025 -12345), ɥɚ ɥɚɕəɚ ɓõɫɎɔɗɔɝɫ Ɏ 
ɐɒɑɜɑɗɌɡ. ɂɑ ɓɌɍɑɓɛɑɣɟɯ ɌɐɌɛɞɔɎəɱɝɞɨ ɐɚ ɤɎɔɐɖɚɓɘɱəəɔɡ ɓɌ-

ɏɜɚɓ, ɖɜɔɞɔɣəɟ ɐɗɫ ɝɟɣɌɝəɚɏɚ OSINT. 

5.2.2. ȶɗɌɝɔɠɱɖɌɢɱɫ ɐɚɖɟɘɑəɞɱɎ ɓɌ ɞɑɘɌɞɔɖɚɪ 
ɞɌ ɜɱɎəɑɘ ɓɌɏɜɚɓɔ 

ȶɗɌɝɔɠɱɖɌɢɱɫ ɯ ɖɗɪɣɚɎɔɘ ɑɞɌɛɚɘ ɠɱɗɨɞɜɌɢɱɲ ɱəɠɚɜɘɌɢɱɕəɚ-

ɏɚ ɛɚɞɚɖɟ. LLM ɐɚɓɎɚɗɫɪɞɨ ɎɔɖɚəɟɎɌɞɔ ɍɌɏɌɞɚɜɱɎəɑɎɟ ɖɗɌɝɔɠɱ-
ɖɌɢɱɪ: ɝɛɚɣɌɞɖɟ ɓɌ ɞɑɘɌɞɔɖɚɪ (ɖɱɍɑɜɍɑɓɛɑɖɌ, ɝɚɢɱɌɗɨəɔɕ ɘɚəɱ-

ɞɚɜɔəɏ, ɛɜɌɎɚɎɌ ɌəɌɗɱɞɔɖɌ), ɛɚɞɱɘ ð ɓɌ ɜɱɎəɑɘ ɓɌɏɜɚɓɔ (əɔɓɨɖɔɕ, 

ɝɑɜɑɐəɱɕ, Ɏɔɝɚɖɔɕ). 
ȹɌɛɜɔɖɗɌɐ, ɛɜɚɘɛɞ ɘɚɒɑ ɎɖɗɪɣɌɞɔ: 

çȺɢɱəɔ ɜɱɎɑəɨ ɓɌɏɜɚɓɔ ɐɚɖɟɘɑəɞɌ ɓɌ ɤɖɌɗɚɪ 1ð5, ɐɑ 5 ð əɑ-

ɏɌɕəɌ ɖɱɍɑɜɌɞɌɖɌ. Ⱥɍɻɜɟəɞɟɕ ɚɢɱəɖɟ.è 
ȸɚɐɑɗɨ ɌəɌɗɱɓɟɯ ɝɑɘɌəɞɔɣəɱ ɘɌɜɖɑɜɔ: əɌɫɎəɱɝɞɨ ɞɑɡəɱɣəɔɡ 

ɐɑɞɌɗɑɕ (IP, ɡɑɤɱ), ɞɚəɌɗɨəɱɝɞɨ (ɌɏɜɑɝɔɎəɌ, ɛɚɏɜɚɓɗɔɎɌ), ɖɚəɖɜɑ-
ɞəɱɝɞɨ (çɓɌɎɞɜɌ ɌɞɌɖɟɯɘɚ ɍɌəɖ Xè vs çɘɚɒɗɔɎɚ, ɡɞɚɝɨ ɖɚɗɔɝɨ 

ɥɚɝɨ ɓɜɚɍɔɞɨè). ɀɚɜɘɌɗɨəɚ, ɢɑ ɯ ɠɟəɖɢɱɫ: 

fclas s: T Ƃ [1,5]  Į Rd, 

ȾɌɖɔɕ ɛɱɐɡɱɐ ɐɚɓɎɚɗɫɯ ɛɜɱɚɜɔɞɑɓɟɎɌɞɔ ɌəɌɗɱɓ, ɓɚɝɑɜɑɐɒɟɪ-

ɣɔɝɨ əɌ əɌɕɍɱɗɨɤ ɖɜɔɞɔɣəɔɡ ɐɚɖɟɘɑəɞɌɡ. 

5.2.3. ȮɔɫɎɗɑəəɫ ɐɑɓɱəɠɚɜɘɌɢɱɲ, ɠɑɕɖɱɎ, 
deepfake -ɖɚəɞɑəɞɟ 

LLM ɘɚɒɟɞɨ ɎɔɝɞɟɛɌɞɔ ɫɖ ɐɑɞɑɖɞɚɜɔ ɝɑɘɌəɞɔɣəɚɲ əɑɛɚɝɗɱ-

ɐɚɎəɚɝɞɱ. ɁɚɣɌ Ɏɚəɔ əɑ ɘɌɪɞɨ ɛɜɫɘɚɏɚ ɐɚɝɞɟɛɟ ɐɚ ɎɱɓɟɌɗɨəɔɡ 
ɐɌəɔɡ, Ɏɚəɔ ɘɚɒɟɞɨ ɌəɌɗɱɓɟɎɌɞɔ ɚɛɔɝɔ, ɘɑɞɌɐɌəɱ, ɖɚəɞɑɖɝɞəɱ 

ɛɜɚɞɔɜɱɣɣɫ. ȹɌɛɜɔɖɗɌɐ, ɫɖɥɚ ɐɚɖɟɘɑəɞ ɝɞɎɑɜɐɒɟɯ: çȮɱɐɑɚ ɓ 

ȶɔɯɎɌ Ɏɱɐ 15 ɝɱɣəɫ 2026 ɜɚɖɟ ɛɚɖɌɓɟɯ ɓəɔɥɑəəɫ ɍɟɐɱɎɗɱè, Ɍɗɑ Ɏ 
ɱəɤɔɡ ɐɒɑɜɑɗɌɡ ɍɟɐɱɎɗɫ ɢɱɗɌ, ɘɚɐɑɗɨ ɘɚɒɑ ɎɔɫɎɔɞɔ ɜɚɓɍɱɒ-

əɱɝɞɨ. 

ȭɱɗɨɤɑ ɞɚɏɚ, LLM ɘɚɒɑ ɌəɌɗɱɓɟɎɌɞɔ ɝɞɔɗɨ ɘɚɎɗɑəəɫ: əɌɐɘɱ-
ɜəɌ ɑɘɚɢɱɕəɱɝɞɨ, ɎɔɖɚɜɔɝɞɌəəɫ ɖɗɱɤɑ, Ɏɱɐɝɟɞəɱɝɞɨ ɖɚəɖɜɑɞɔɖɔ ð 

ɟɝɑ ɢɑ ɯ ɚɓəɌɖɌɘɔ ɐɑɓɱəɠɚɜɘɌɢɱɲ. ɀɚɜɘɌɗɨəɚ, ɢɑ ɘɚɒəɌ ɛɚɐɌɞɔ 

ɫɖ ɍɱəɌɜəɟ ɠɟəɖɢɱɪ: 
fdisinfo : T Ƃ {0,1},  
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ɐɑ 1 ɚɓəɌɣɌɯ Ɏɔɝɚɖɟ ɕɘɚɎɱɜəɱɝɞɨ ɐɑɓɱəɠɚɜɘɌɢɱɲ. Ȼɜɚɞɑ ɞɌɖɌ 
ɚɢɱəɖɌ ɓɌɎɒɐɔ ɛɚɞɜɑɍɟɯ ɓɚɎəɱɤəɨɚɲ ɎɑɜɔɠɱɖɌɢɱɲ, ɚɝɖɱɗɨɖɔ ɝɌɘɌ 

ɘɚɐɑɗɨ ɘɚɒɑ ɛɚɘɔɗɫɞɔɝɫ. 

5.2.4. ȯɑəɑɜɌɢɱɫ ɌəɌɗɱɞɔɣəɔɡ ɓɎɱɞɱɎ, ɜɑɓɪɘɑ, 
ɜɑɖɚɘɑəɐɌɢɱɕ 

ȺɝɞɌəəɱɘ, Ɍɗɑ ɖɗɪɣɚɎɔɘ ɓɌɝɞɚɝɟɎɌəəɫɘ ɯ ɌɎɞɚɘɌɞɔɓɚɎɌəɌ 

ɏɑəɑɜɌɢɱɫ ɌəɌɗɱɞɔɣəɔɡ ɛɜɚɐɟɖɞɱɎ. ȹɌ ɚɝəɚɎɱ ɝɑɘɌəɞɔɣəɚɲ ɘɑɜɑ-
ɒɱ LLM ɘɚɒɑ ɠɚɜɘɟɗɪɎɌɞɔ: 

Å ɜɑɓɪɘɑ ɛɚɐɱɲ; 

Å ɓɎɱɞɔ ɓ ɚɛɔɝɚɘ ɌɖɞɚɜɱɎ, ɱəɝɞɜɟɘɑəɞɱɎ, ɢɱɗɑɕ; 

Å ɜɑɖɚɘɑəɐɌɢɱɲ ɥɚɐɚ ɛɜɚɞɔɐɱɲ. 
ȹɌɛɜɔɖɗɌɐ, ɛɜɚɘɛɞ ɘɚɒɑ ɎɖɗɪɣɌɞɔ: 

çȹɌ ɚɝəɚɎɱ əɌɝɞɟɛəɔɡ ɠɌɖɞɱɎ əɌɛɔɤɔ ɌəɌɗɱɞɔɣəɔɕ ɓɎɱɞ ɐɗɫ 
ɖɑɜɱɎəɔɢɞɎɌ: ɡɞɚ, ɥɚ ɓɜɚɍɔɎ, ɫɖɱ əɌɝɗɱɐɖɔ, ɥɚ ɜɚɍɔɞɔ.è 

ɂɑ ɛɑɜɑɞɎɚɜɪɯ LLM əɌ ɱəɞɑɗɑɖɞɟɌɗɨəɚɏɚ ɌɝɔɝɞɑəɞɌ ɌəɌɗɱ-

ɞɔɖɌ, ɫɖɔɕ əɑ ɛɜɚɝɞɚ ɚɍɜɚɍɗɫɯ ɐɌəɱ, Ɍ ɠɚɜɘɟɯ ɏɚɞɚɎɱ ɐɚ Ɏɔɖɚ-
ɜɔɝɞɌəəɫ ɱəɝɌɕɞɔ. ɀɚɜɘɌɗɨəɚ, ɢɑ ɯ ɎɱɐɚɍɜɌɒɑəəɫ: 

f report : K Ƃ R, 

ɐɑ K ð ɍɌɓɌ ɓəɌəɨ (ɝɑɘɌəɞɔɣəɌ ɘɑɜɑɒɌ), Ɍ R ð ɘəɚɒɔəɌ ɝɞɜɟɖ-
ɞɟɜɚɎɌəɔɡ ɓɎɱɞɱɎ. 

ȼɌɓɚɘ ɟɝɱ ɢɱ ɓɌɐɌɣɱ ɐɑɘɚəɝɞɜɟɪɞɨ, ɥɚ LLM ɯ əɑ ɛɜɚɝɞɚ ɱə-

ɝɞɜɟɘɑəɞɚɘ ɚɍɜɚɍɖɔ ɞɑɖɝɞɟ, Ɍ ɟəɱɎɑɜɝɌɗɨəɚɪ ɛɗɌɞɠɚɜɘɚɪ ɐɗɫ 
ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ ɱəɞɑɗɑɖɞɟɌɗɨəɚɏɚ ɌəɌɗɱɓɟ, ɫɖɌ ɚɡɚɛɗɪɯ Ɏɑɝɨ 

ɢɔɖɗ: Ɏɱɐ ɛɑɜɎɔəəɚɏɚ ɎɔɐɚɍɟɎɌəəɫ ð ɐɚ ɝɞɜɌɞɑɏɱɣəɚɏɚ ɎɔɝəɚɎɖɟ. 
Ȼɜɚɞɑ ɲɡəɫ ɑɠɑɖɞɔɎəɱɝɞɨ ɛɚɎəɱɝɞɪ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɘɑɞɚɐɚɗɚɏɱɣəɚ-

ɏɚ ɖɌɜɖɌɝɟ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɎɑɜɔɠɱɖɌɢɱɪ, ɟəɔɖəɑəəɫ ɏɌɗɪɢɔəɌ-

ɢɱɕ ɞɌ ɎɱɐɞɎɚɜɪɎɌəɱɝɞɨ ɜɑɓɟɗɨɞɌɞɱɎ. 

5.3. ȸɑɞɚɐɚɗɚɏɱɫ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ ɌəɌɗɱɓɟ ɞɑɖɝɞɱɎ 

ɣɑɜɑɓ LLM 

ȱɠɑɖɞɔɎəɑ ɓɌɝɞɚɝɟɎɌəəɫ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ (LLM) ɟ 

OSINT -ɌəɌɗɱɞɔɢɱ ɎɔɘɌɏɌɯ əɑ ɛɜɚɝɞɚ ɓɌɛɟɝɖɟ ɛɜɚɘɛɞɌ, Ɍ ɝɔɝɞɑɘ-
əɚɲ ɘɑɞɚɐɚɗɚɏɱɲ, ɥɚ ɚɡɚɛɗɪɯ Ɏɑɝɨ ɢɔɖɗ ɛɑɜɑɞɎɚɜɑəəɫ əɑɝɞɜɟɖ-

ɞɟɜɚɎɌəɚɏɚ ɞɑɖɝɞɟ əɌ ɝɞɜɟɖɞɟɜɚɎɌəɱ ɓəɌəəɫ. ɂɑɕ ɢɔɖɗ ɝɖɗɌɐɌ-
ɯɞɨɝɫ ɓ ɞɜɨɚɡ ɎɓɌɯɘɚɛɚɎõɫɓɌəɔɡ ɑɞɌɛɱɎ: ɠɚɜɘɟɎɌəəɫ ɢɱɗɨɚɎɚɏɚ 

ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɘɌɝɔɎɟ, ɓɌɝɞɚɝɟɎɌəəɫ ɝɞɜɟɖɞɟɜɚɎɌəɔɡ ɛɜɚɘɛ-

ɞɱɎ ɐɗɫ ɎɔɐɚɍɟɎɌəəɫ ɝɑɘɌəɞɔɖɔ ɞɌ ɓɌɍɑɓɛɑɣɑəəɫ ɍɑɓɖɚɐɚɎɚɏɚ 
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ɱəɞɑɜɠɑɕɝɟ ɐɗɫ ɛɚɐɌɗɨɤɚɲ ɚɍɜɚɍɖɔ. ȼɌɓɚɘ Ɏɚəɔ ɟɞɎɚɜɪɪɞɨ ɓɌ-
ɘɖəɟɞɔɕ ɌəɌɗɱɞɔɣəɔɕ ɖɚəɎɑɯɜ, ɐɑ ɖɚɒɑə ɖɚɘɛɚəɑəɞ ɏɌɜɌəɞɟɯ 

ɞɚɣəɱɝɞɨ, ɎɱɐɞɎɚɜɪɎɌəɱɝɞɨ ɞɌ ɝɟɘɱɝəɱɝɞɨ ɓ ɱəɤɔɘɔ ɝɔɝɞɑɘɌɘɔ. 

5.3.1. ɀɚɜɘɟɎɌəəɫ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɘɌɝɔɎɟ 

Ȼɑɜɤɔɘ ɑɞɌɛɚɘ ɯ ɠɚɜɘɟɎɌəəɫ ɞɑɘɌɞɔɣəɚ ɜɑɗɑɎɌəɞəɚɏɚ 
ɘɌɝɔɎɟ ɐɚɖɟɘɑəɞɱɎ D = {d1, d2, ...,  dn}, ɫɖɔɕ ɘɌɯ ɍɟɞɔ ɐɚɝɞɌɞəɨɚ 

ɛɚɎəɔɘ, ɥɚɍ ɚɡɚɛɔɞɔ Ɏɝɱ Ɍɝɛɑɖɞɔ ɌəɌɗɱɞɔɣəɚɲ ɏɱɛɚɞɑɓɔ, Ɍɗɑ ɐɚɝ-

ɞɌɞəɨɚ Ɏɟɓɨɖɔɘ, ɥɚɍ ɟəɔɖəɟɞɔ ɤɟɘɟ. ɂɑ ɐɚɝɫɏɌɯɞɨɝɫ ɤɗɫɡɚɘ 
ɓɌɝɞɚɝɟɎɌəəɫ ɞɚɣəɔɡ ɛɚɤɟɖɚɎɔɡ ɓɌɛɔɞɱɎ, ɝɠɚɜɘɟɗɨɚɎɌəɔɡ ɓ 

ɟɜɌɡɟɎɌəəɫɘ ɛɜɑɐɘɑɞəɚɲ ɚɍɗɌɝɞɱ. ȹɌɛɜɔɖɗɌɐ, ɛɜɔ ɌəɌɗɱɓɱ ɖɱɍɑɜ-

ɓɌɏɜɚɓɔ ɘɚɒəɌ ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɓɌɛɔɞ: 
site:telegram.me "Zloader " in text: "bank " after:2025 -01-01  

ȾɌɖɱ ɓɌɛɔɞɔ ɘɚɒɟɞɨ ɏɑəɑɜɟɎɌɞɔɝɫ ɌɎɞɚɘɌɞɔɣəɚ ɓɌ ɐɚɛɚɘɚ-

ɏɚɪ LLM, ɫɖɌ ɌəɌɗɱɓɟɯ ɖɚəɞɑɖɝɞ ɓɌɎɐɌəəɫ ɞɌ ɛɜɚɛɚəɟɯ ɚɛɞɔɘɌ-
ɗɨəɱ ɖɚɘɍɱəɌɢɱɲ ɖɗɪɣɚɎɔɡ ɝɗɱɎ, ɐɚɘɑəɱɎ, ɣɌɝɚɎɔɡ ɜɌɘɚɖ. Ⱥɞɜɔ-

ɘɌəɔɕ ɘɌɝɔɎ D ɝɞɌɯ Ɏɡɱɐəɔɘ ɝɔɏəɌɗɚɘ ɐɗɫ ɛɚɐɌɗɨɤɚɲ ɚɍɜɚɍɖɔ, 

ɐɑ ɖɚɒɑə ɐɚɖɟɘɑəɞ d i ɜɚɓɏɗɫɐɌɯɞɨɝɫ ɫɖ əɚɝɱɕ ɛɚɞɑəɢɱɕəɔɡ 
ɓəɌəɨ. 

5.3.2. ȽɞɜɟɖɞɟɜɚɎɌəɱ ɛɜɚɘɛɞɔ 

ȶɗɪɣɚɎɔɘ ɘɑɡɌəɱɓɘɚɘ ɛɑɜɑɞɎɚɜɑəəɫ ɞɑɖɝɞɟ əɌ ɓəɌəəɫ ɯ 

ɝɞɜɟɖɞɟɜəɔɕ ɛɜɚɘɛɞ ð ɞɚɣəɚ ɝɠɚɜɘɟɗɨɚɎɌəɌ ɱəɝɞɜɟɖɢɱɫ, ɫɖɌ 
ɎɔɓəɌɣɌɯ ɜɚɗɨ ɘɚɐɑɗɱ, ɞɔɛɔ ɝɟɞəɚɝɞɑɕ, ɠɚɜɘɌɞ ɎɔɎɚɐɟ ɞɌ ɚɍɘɑ-

ɒɑəəɫ. ȾɌɖɔɕ ɛɜɚɘɛɞ ɘɚɒəɌ ɠɚɜɘɌɗɨəɚ ɛɚɐɌɞɔ ɫɖ ɖɚɜɞɑɒ: 

P = (Ȑ,S,R,F,C), 

ɐɑ Ȑ ð ɜɚɗɨ (çȾɔ ð ɖɱɍɑɜɌəɌɗɱɞɔɖè); S ð ɘəɚɒɔəɌ ɞɔɛɱɎ ɝɟɞəɚɝɞɑɕ 

(çɏɜɟɛɌ, ɱəɝɞɜɟɘɑəɞ, ɢɱɗɨè); R ð ɘəɚɒɔəɌ ɐɚɓɎɚɗɑəɔɡ ɛɜɑɐɔɖɌɞɱɎ 

(çɎɔɖɚɜɔɝɞɚɎɟɯè, çɢɱɗɔɞɨè); F ð ɠɚɜɘɌɞ ɎɔɎɚɐɟ (çJSON ɓ ɛɚɗɫɘɔ 
subject, predicate, object è); C ð ɚɍɘɑɒɑəəɫ (çȹɑ ɎɔɏɌɐɟɕ. ɋɖɥɚ 

əɑɘɌɯ ɓɎõɫɓɖɟ ð ɛɚɎɑɜəɔ ɛɚɜɚɒəɱɕ ɝɛɔɝɚɖè). 

ȹɌɛɜɔɖɗɌɐ, ɐɗɫ ɎɔɐɚɍɟɎɌəəɫ ɢɔɞɌɞ ɛɜɚɘɛɞ ɘɚɒɑ ɎɖɗɪɣɌ-
ɞɔ:  

çȳəɌɕɐɔ Ɏɝɱ ɛɜɫɘɱ ɢɔɞɌɞɔ, ɥɚ ɘɱɝɞɫɞɨ ɝɗɚɎɌ òɌɞɌɖɌó Ɍɍɚ 

òɍɌəɖó. ȻɚɎɑɜəɔ ɟ ɠɚɜɘɌɞɱ: {"quote ": "... ", "source ": "... ", "date ": 
"... "}è. 

ȾɌɖɔɕ ɛɱɐɡɱɐ ɛɑɜɑɞɎɚɜɪɯ LLM ɓ çɣɚɜəɚɲ ɝɖɜɔəɨɖɔè əɌ ɖɚəɞ-

ɜɚɗɨɚɎɌəɔɕ ɱəɝɞɜɟɘɑəɞ ɎɔɐɚɍɟɎɌəəɫ, ɐɑ ɖɚɒɑə Ɏɔɡɱɐəɔɕ ɑɗɑ-
ɘɑəɞ ɘɌɯ ɣɱɞɖɚ ɎɔɓəɌɣɑəɟ ɝɑɘɌəɞɔɣəɟ ɠɟəɖɢɱɪ. 
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5.3.3. ȭɑɓɖɚɐɚɎɔɕ ɱəɞɑɜɠɑɕɝ 

ȺɝɞɌəəɱɘ, Ɍɗɑ ɖɜɔɞɔɣəɔɘ ɑɞɌɛɚɘ ɯ ɝɞɌəɐɌɜɞɔɓɌɢɱɫ ɎɔɎɚɐɟ. 
ȼɑɓɟɗɨɞɌɞɔ ɜɚɍɚɞɔ LLM ɛɚɎɔəəɱ ɍɟɞɔ ɛɜɑɐɝɞɌɎɗɑəɱ ɟ ɠɚɜɘɌɞɌɡ, 

ɛɜɔɐɌɞəɔɡ ɐɗɫ ɌɎɞɚɘɌɞɔɣəɚɲ ɱəɞɑɏɜɌɢɱɲ Ɏ ɌəɌɗɱɞɔɣəɔɕ pipeline. 

ȹɌɕɛɚɤɔɜɑəɱɤɔɘɔ ɯ: 
CSV ð ɐɗɫ ɱɘɛɚɜɞɟ Ɏ ɞɌɍɗɔɣəɱ ɝɔɝɞɑɘɔ (Elasticsearch, 

pandas);  

JSON ð ɐɗɫ ɛɑɜɑɐɌɣɱ Ɏ API, ɏɜɌɠɚɎɱ ɍɌɓɔ, Ɏɑɍ-ɐɚɐɌɞɖɔ; 
GEXF ð ɐɗɫ ɎɱɓɟɌɗɱɓɌɢɱɲ Ɏ Gephi Ɍɍɚ ɱɘɛɚɜɞɟ Ɏ Neo4j. 

ɂɱ ɠɚɜɘɌɞɔ ɜɑɌɗɱɓɟɪɞɨɝɫ ɣɑɜɑɓ ɍɑɓɖɚɐɚɎɱ ɱəɞɑɜɠɑɕɝɔ ð 

ɖɚəɠɱɏɟɜɌɢɱɕəɱ ɠɌɕɗɔ (YAML/JSON), ɟ ɫɖɔɡ ɓɌɐɌɪɞɨɝɫ ɛɌɜɌɘɑ-
ɞɜɔ ɛɜɚɘɛɞɌ, ɐɒɑɜɑɗɌ ɐɌəɔɡ, ɠɚɜɘɌɞ ɎɔɎɚɐɟ. ȹɌɛɜɔɖɗɌɐ, 

YAML -ɖɚəɠɱɏ ɘɚɒɑ ɘɱɝɞɔɞɔ: 

Å role : "ȶɱɍɑɜɌəɌɗɱɞɔɖ" 

Å entities : ["actor ", "tool ", "target "] 

Å output_format : "json " 

Å validation : true  
ȾɌɖɔɕ ɛɱɐɡɱɐ ɓɌɍɑɓɛɑɣɟɯ ɎɱɐɞɎɚɜɪɎɌəɱɝɞɨ, ɘɌɝɤɞɌɍɚɎɌəɱɝɞɨ 

ɞɌ ɱəɞɑɏɜɌɢɱɪ ð ɞɜɔ ɖɗɪɣɚɎɱ Ɏɔɘɚɏɔ ɐɚ ɝɟɣɌɝəɚɏɚ OSINT-

ɌəɌɗɱɓɟ. 

ȼɌɓɚɘ ɟɝɱ ɢɱ ɑɞɌɛɔ ɟɞɎɚɜɪɪɞɨ ɟəɱɠɱɖɚɎɌəɟ ɘɑɞɚɐɚɗɚɏɱɪ ɌɎ-
ɞɚɘɌɞɔɓɚɎɌəɚɏɚ ɌəɌɗɱɓɟ, ɐɑ LLM ɎɔɝɞɟɛɌɯ əɑ ɫɖ ɱɓɚɗɨɚɎɌəɔɕ 

ɱəɝɞɜɟɘɑəɞ, Ɍ ɫɖ ɣɌɝɞɔəɌ ɢɱɗɱɝəɚɲ ɱəɞɑɗɑɖɞɟɌɗɨəɚɲ ɱəɠɜɌɝɞɜɟɖ-

ɞɟɜɔ. ȽɌɘɑ ɢɫ ɱəɞɑɏɜɌɢɱɫ ɐɚɓɎɚɗɫɯ ɛɑɜɑɡɚɐɔɞɔ Ɏɱɐ ɡɌɚɞɔɣəɚɏɚ 
ɛɚɞɚɖɟ ɞɑɖɝɞɱɎ ɐɚ ɝɞɜɟɖɞɟɜɚɎɌəɚɲ, ɎɑɜɔɠɱɖɚɎɌəɚɲ, ɏɚɞɚɎɚɲ ɐɚ 

ɎɔɖɚɜɔɝɞɌəəɫ ɘɚɐɑɗɱ ɓəɌəɨ. 

5.4. ȶɚəɢɑɛɢɱɫ çɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎè 
(SVE) ɟ OSINT 

ȿ ɝɟɣɌɝəɚɘɟ ɌəɌɗɱɓɱ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗ ɚɐəɱɯɲ ɓ əɌɕɍɱɗɨɤ ɏɚ-

ɝɞɜɔɡ ɛɜɚɍɗɑɘ ɓɌɗɔɤɌɯɞɨɝɫ əɑəɌɐɱɕəɱɝɞɨ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑ-
ɗɑɕ (LLM), ɫɖɱ, əɑɓɎɌɒɌɪɣɔ əɌ ɝɎɚɪ ɝɑɘɌəɞɔɣəɟ ɛɚɞɟɒəɱɝɞɨ, 

ɝɡɔɗɨəɱ ɐɚ ɏɌɗɪɢɔəɌɢɱɕ, Ɏəɟɞɜɱɤəɱɡ ɟɛɑɜɑɐɒɑəɨ ɞɌ ɛɚɎɑɜɡəɑ-

Ɏɔɡ ɱəɞɑɜɛɜɑɞɌɢɱɕ. Ȱɗɫ ɛɚɐɚɗɌəəɫ ɢɨɚɏɚ ɚɍɘɑɒɑəəɫ ɍɟɗɚ ɓɌ-
ɛɜɚɛɚəɚɎɌəɚ ɖɚəɢɑɛɢɱɪ çɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎè (Swarm of 

Virtual Experts, SVE) ð ɖɚɗɑɖɞɔɎəɚɏɚ ɛɱɐɡɚɐɟ ɐɚ ɌəɌɗɱɓɟ, ɥɚ ɱɘɱ-

ɞɟɯ ɜɚɍɚɞɟ ɏɜɟɛɔ ɠɌɡɱɎɢɱɎ ɓ ɜɱɓəɔɡ ɐɔɝɢɔɛɗɱə, ɖɚɒɑə ɓ ɫɖɔɡ 
ɚɢɱəɪɯ ɚɐəɟ ɕ ɞɟ ɝɌɘɟ ɱəɠɚɜɘɌɢɱɪ ɣɑɜɑɓ ɛɜɔɓɘɟ ɝɎɚɯɲ ɛɜɚɠɑ-
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ɝɱɕəɚɲ ɖɚɘɛɑɞɑəɢɱɲ. ɂɫ ɖɚəɢɑɛɢɱɫ əɑ ɗɔɤɑ ɛɱɐɎɔɥɟɯ ɐɚɝɞɚɎɱɜ-
əɱɝɞɨ ɜɑɓɟɗɨɞɌɞɱɎ, Ɍ ɕ ɓɌɍɑɓɛɑɣɟɯ ɍɌɏɌɞɚɎɔɘɱɜəɑ ɜɚɓɟɘɱəəɫ 

ɝɖɗɌɐəɔɡ ɛɚɐɱɕ, əɌɍɗɔɒɑəɑ ɐɚ ɗɪɐɝɨɖɚɏɚ ɖɚɗɑɖɞɔɎəɚɏɚ ɱəɞɑɗɑɖ-

ɞɟ. 

5.4.1. Ȼɜɔəɢɔɛ ɐɑɖɚɘɛɚɓɔɢɱɲ ɛɜɚɍɗɑɘɔ ɣɑɜɑɓ 
ɘəɚɒɔəɟ ɜɚɗɑɕ  

Ƚɟɞɨ ɘɑɞɚɐɟ SVE ɛɚɗɫɏɌɯ Ɏ ɐɑɖɚɘɛɚɓɔɢɱɲ ɌəɌɗɱɞɔɣəɚɏɚ ɓɌ-
ɎɐɌəəɫ əɌ ɐɑɖɱɗɨɖɌ ɣɌɝɞɖɚɎɔɡ ɓɌɎɐɌəɨ, ɖɚɒəɑ ɓ ɫɖɔɡ Ɏɔɖɚəɟ-

ɯɞɨɝɫ LLM ɟ ɜɌɘɖɌɡ ɓɌɐɌəɚɲ ɜɚɗɱ. ȹɌɛɜɔɖɗɌɐ, ɛɜɔ ɌəɌɗɱɓɱ ɛɚɎɱ-

ɐɚɘɗɑəəɫ ɛɜɚ ɖɱɍɑɜɌɞɌɖɟ ɝɔɝɞɑɘɌ ɚɐəɚɣɌɝəɚ ɌɖɞɔɎɟɯ: 

¶ ȶɱɍɑɜɌəɌɗɱɞɔɖɌ ð ɐɗɫ ɱɐɑəɞɔɠɱɖɌɢɱɲ ɞɌɖɞɔɖ, ɱəɝɞɜɟɘɑəɞɱɎ, 

ɱəɐɔɖɌɞɚɜɱɎ ɖɚɘɛɜɚɘɑɞɌɢɱɲ; 

¶ ɊɜɔɝɞɌ ð ɐɗɫ ɚɢɱəɖɔ ɛɜɌɎɚɎɔɡ əɌɝɗɱɐɖɱɎ, ɛɑɜɑɎɱɜɖɔ ɛɚ-

ɝɔɗɌəɨ əɌ ɓɌɖɚəɚɐɌɎɣɱ Ɍɖɞɔ; 

¶ ȽɚɢɱɚɗɚɏɌ ɘɌɝɚɎɚɲ ɖɚɘɟəɱɖɌɢɱɲ ð ɐɗɫ ɌəɌɗɱɓɟ əɌɜɌɞɔɎɱɎ, 
ɞɚəɌɗɨəɚɝɞɱ, ɛɚɞɑəɢɱɕəɚɏɚ ɎɛɗɔɎɟ əɌ ɝɟɝɛɱɗɨəɟ ɐɟɘɖɟ; 

¶ ȶɜɔɞɔɖɌ ð ɐɗɫ ɛɚɤɟɖɟ ɗɚɏɱɣəɔɡ ɝɟɛɑɜɑɣəɚɝɞɑɕ, ɝɑɘɌəɞɔ-
ɣəɔɡ ɌəɚɘɌɗɱɕ, ɚɓəɌɖ ɐɑɓɱəɠɚɜɘɌɢɱɲ. 

ɀɚɜɘɌɗɨəɚ, ɢɑ ɘɚɒəɌ ɎɔɓəɌɣɔɞɔ ɫɖ ɜɚɓɍɔɞɞɫ ɛɑɜɎɔəəɚɲ 
ɓɌɐɌɣɱ  T  əɌ ɣɌɝɞɖɚɎɱ ɓɌɐɌɣɱ Ti, ɐɑ ɖɚɒəɌ Ti  Ɏɔɜɱɤɟɯɞɨɝɫ  ɠɟə-

ɖɢɱɯɪ   f i: D Ƃ Ki, ɥɚ ɎɱɐɛɚɎɱɐɌɯ ɜɚɗɱ r i. ȾɌɖɔɕ ɛɱɐɡɱɐ ɛɑɜɑɞɎɚ 

ɜɪɯ ɘɚəɚɗɱɞəɟ ɱəɞɑɜɛɜɑɞɌɢɱɪ əɌ ɍɌɏɌɞɚɏɜɌəəɟ ɖɌɜɞɔəɟ ɛɚɐɱɲ, ɐɑ 
ɖɚɒɑə Ɍɝɛɑɖɞ ɌəɌɗɱɓɟ ɚɞɜɔɘɟɯ ɏɗɔɍɚɖɟ, ɝɛɑɢɱɌɗɱɓɚɎɌəɟ ɚɢɱəɖɟ. 

5.4.2. ȻɌɜɌɗɑɗɨəɑ ɚɛɔɞɟɎɌəəɫ LLM ɓ ɜɱɓəɔɘɔ 
ɜɚɗɨɚɎɔɘɔ ɛɜɚɘɛɞɌɘɔ 

Ȱɗɫ ɜɑɌɗɱɓɌɢɱɲ SVE ɖɚɒɑə ɐɚɖɟɘɑəɞ d  ɴ D ɚɍɜɚɍɗɫɯɞɨɝɫ ɛɌ-

ɜɌɗɑɗɨəɚ ɖɱɗɨɖɚɘɌ ɓɌɛɔɞɌɘɔ ɐɚ ɚɐəɱɯɲ Ɍɍɚ ɖɱɗɨɖɚɡ LLM, ɐɑ ɖɚ-

ɒɑə ɓɌɛɔɞ ɘɱɝɞɔɞɨ ɜɚɗɨɚɎɔɕ ɛɜɚɘɛɞ. ȹɌɛɜɔɖɗɌɐ: 

¶ Ȱɗɫ ɖɱɍɑɜɌəɌɗɱɞɔɖɌ: çȾɔ ð ɑɖɝɛɑɜɞ ɓ ɖɱɍɑɜɍɑɓɛɑɖɔ. Ȯɔ-

ɐɚɍɔɕ ɟɝɱ ɱəɐɔɖɌɞɚɜɔ ɓɌɏɜɚɓɔ...è 

¶ Ȱɗɫ ɪɜɔɝɞɌ: çȾɔ ð ɪɜɔɝɞ. ȻɑɜɑɎɱɜ, ɣɔ ɯ ɛɚɝɔɗɌəəɫ əɌ 
əɑɱɝəɟɪɣɱ əɚɜɘɔ...è 

ɂɱ ɓɌɛɔɞɔ ɘɚɒɟɞɨ ɎɔɖɚəɟɎɌɞɔɝɫ ɫɖ ɐɚ ɚɐəɱɯɲ ɘɚɐɑɗɱ (əɌ-
ɛɜɔɖɗɌɐ, GPT-4), ɞɌɖ ɱ ɐɚ ɜɱɓəɔɡ (Llama-3, Mistral, DeepSeek), 

ɥɚ ɐɚɓɎɚɗɫɯ ɎɜɌɡɟɎɌɞɔ Ɍɜɡɱɞɑɖɞɟɜəɱ Ɏɱɐɘɱəəɚɝɞɱ ɘɱɒ ɘɚɐɑɗɫɘɔ. 

ȼɑɓɟɗɨɞɌɞ ɖɚɒəɚɏɚ ɓɌɛɔɞɟ ɠɱɖɝɟɯɞɨɝɫ ɟ ɝɞɜɟɖɞɟɜɚɎɌəɚɘɟ ɠɚɜ-
ɘɌɞɱ (JSON, CSV), ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɛɚɐɌɗɨɤɟ ɌɏɜɑɏɌɢɱɪ. ȾɌɖɔɕ 
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ɛɌɜɌɗɑɗɱɓɘ əɑ ɗɔɤɑ ɛɱɐɎɔɥɟɯ ɛɚɎəɚɞɟ ɌəɌɗɱɓɟ, Ɍ ɕ ɝɞɎɚɜɪɯ ɝɞɌ-
ɞɔɝɞɔɣəɟ ɚɝəɚɎɟ ɐɗɫ ɚɢɱəɖɔ ɐɚɝɞɚɎɱɜəɚɝɞɱ. 

5.4.3. ȬɏɜɑɏɌɢɱɫ ɞɌ ɎɑɜɔɠɱɖɌɢɱɫ ɜɑɓɟɗɨɞɌɞɱɎ 

ȺɝɞɌəəɱɘ ɑɞɌɛɚɘ ɯ ɌɏɜɑɏɌɢɱɫ ɜɑɓɟɗɨɞɌɞɱɎ Ɏɱɐ ɟɝɱɡ çɎɱɜɞɟɌɗɨ-

əɔɡ ɑɖɝɛɑɜɞɱɎè. ȶɚɒɑə ɓɎõɫɓɚɖ e=(s,p,o) ɚɞɜɔɘɟɯ ɎɌɏɟ 

( )
( ) ,

conf
n e

w e
N

=  

ɐɑ ( )
conf

n e  ð ɖɱɗɨɖɱɝɞɨ ɑɖɝɛɑɜɞɱɎ, ɥɚ ɛɱɐɞɎɑɜɐɔɗɔ ɓɎõɫɓɚɖ, Ɍ N ð 

ɓɌɏɌɗɨəɌ ɖɱɗɨɖɱɝɞɨ ɓɌɛɔɞɱɎ. ȳɎõɫɓɖɔ ɓ w (e)<ȓ (əɌɛɜɔɖɗɌɐ, ȓ=0.3) 

ɎɎɌɒɌɪɞɨɝɫ əɑəɌɐɱɕəɔɘɔ. 
ȰɚɐɌɞɖɚɎɚ, ɐɗɫ ɎɑɜɔɠɱɖɌɢɱɲ ɎɔɖɚɜɔɝɞɚɎɟɯɞɨɝɫ ɓɚɎəɱɤəɱɕ 

ɛɚɤɟɖ: ɐɗɫ ɖɚɒəɚɏɚ ɓɎõɫɓɖɟ ɠɚɜɘɟɯɞɨɝɫ ɓɌɛɔɞ ɐɚ Google/Bing, ɱ 

ɫɖɥɚ ɜɑɓɟɗɨɞɌɞɔ Ɏɱɐɝɟɞəɱ, ɎɌɏɌ ɓəɔɒɟɯɞɨɝɫ. ȺɝɞɌɞɚɣəɌ ɐɚɝɞɚɎɱ-
ɜəɱɝɞɨ ɚɢɱəɪɯɞɨɝɫ ɫɖ: 

p final (e) = ȁẗv(e) + (1ĭȁ)ẗw (e), 

ɐɑ v(e) ð ɢɑ ɜɑɓɟɗɨɞɌɞ ɓɚɎəɱɤəɨɚɲ ɎɑɜɔɠɱɖɌɢɱɲ, ȁ  ɴ [0,1] ð ɛɌɜɌ-
ɘɑɞɜ ɐɚɎɱɜɔ ɐɚ ɓɚɎəɱɤəɱɡ ɐɒɑɜɑɗ. 

ɂɑɕ ɘɑɡɌəɱɓɘ ɐɚɓɎɚɗɫɯ ɚɐəɚɣɌɝəɚ ɟəɔɖɌɞɔ ɏɌɗɪɢɔəɌɢɱɕ 

(ɚɝɖɱɗɨɖɔ ɎɔɛɌɐɖɚɎɱ ɛɚɘɔɗɖɔ əɑ ɛɱɐɞɎɑɜɐɒɟɪɞɨɝɫ ɍɱɗɨɤɱɝɞɪ 
ɑɖɝɛɑɜɞɱɎ) ɞɌ ɛɱɐɎɔɥɟɎɌɞɔ ɛɚɎəɚɞɟ (ɚɝɖɱɗɨɖɔ ɜɱɓəɱ ɜɚɗɱ Ɏɔɐɚɍɟ-

ɎɌɪɞɨ ɜɱɓəɱ Ɍɝɛɑɖɞɔ ɛɚɐɱɲ). ȾɌɖɔɘ ɣɔəɚɘ, SVE ɛɑɜɑɞɎɚɜɪɯ LLM 

ɱɓ ɐɒɑɜɑɗɌ əɑɎɔɓəɌɣɑəɚɝɞɱ əɌ əɌɐɱɕəɔɕ ɱəɝɞɜɟɘɑəɞ ɖɚɗɑɖɞɔɎəɚ-
ɏɚ ɱəɞɑɗɑɖɞɟɌɗɨəɚɏɚ ɌəɌɗɱɓɟ. 

ȼɌɓɚɘ ɟɝɱ ɢɱ ɑɗɑɘɑəɞɔ ɟɞɎɚɜɪɪɞɨ ɓɌɘɖəɟɞɔɕ ɢɔɖɗ Ɏɑɜɔɠɱ-

ɖɚɎɌəɚɏɚ ɓəɌəəɫ, ɐɑ ɖɚɒɑə ɠɌɖɞ ɛɜɚɡɚɐɔɞɨ ɣɑɜɑɓ ɘəɚɒɔəɟ 
ɱəɞɑɜɛɜɑɞɌɢɱɕ, ɓɚɎəɱɤəɪ ɛɑɜɑɎɱɜɖɟ ɞɌ ɝɞɌɞɔɝɞɔɣəɟ ɚɢɱəɖɟ. ȽɌ-

ɘɑ ɢɫ ɝɞɜɚɏɱɝɞɨ ɜɚɍɔɞɨ ɖɚəɢɑɛɢɱɪ çɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜɞɱɎè 

ɢɑəɞɜɌɗɨəɔɘ ɘɑɞɚɐɚɗɚɏɱɣəɔɘ ɱəəɚɎɌɢɱɕəɔɘ ɑɗɑɘɑəɞɚɘ ɝɟɣɌɝəɚ-
ɏɚ OSINT. 

5.5. ȻɚɍɟɐɚɎɌ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ əɌ ɚɝəɚɎɱ LLM-
ɎɱɐɛɚɎɱɐɑɕ 

ȽɑɘɌəɞɔɣəɌ ɘɑɜɑɒɌ, ɛɚɍɟɐɚɎɌəɌ əɌ ɚɝəɚɎɱ ɎɱɐɛɚɎɱɐɑɕ Ɏɑ-

ɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ (LLM), ɯ ɢɑəɞɜɌɗɨəɔɘ ɛɜɚɐɟɖɞɚɘ ɝɟɣɌɝ-

əɚɏɚ OSINT-ɌəɌɗɱɓɟ. ȮɚəɌ ɛɑɜɑɞɎɚɜɪɯ əɑɝɞɜɟɖɞɟɜɚɎɌəɱ ɞɑɖɝɞɔ 
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əɌ ɠɚɜɘɌɗɨəɚ ɚɛɔɝɌəɟ ɘɚɐɑɗɨ ɓəɌəɨ, ɐɑ ɖɚɒɑə ɠɌɖɞ ɝɞɌɯ ɣɌɝ-
ɞɔəɚɪ ɝɖɗɌɐəɚɲ ɝɔɝɞɑɘɔ ɓɎõɫɓɖɱɎ. ɂɑɕ ɛɜɚɢɑɝ əɑ ɯ ɘɑɡɌəɱɣəɔɘ 

ɛɑɜɑɞɎɚɜɑəəɫɘ ð Ɏɱə ɎɖɗɪɣɌɯ ɏɗɔɍɚɖɟ ɝɑɘɌəɞɔɣəɟ ɱəɞɑɜɛɜɑɞɌ-

ɢɱɪ, ɗɚɏɱɣəɟ ɎɑɜɔɠɱɖɌɢɱɪ ɞɌ ɱəɞɑɏɜɌɢɱɪ Ɏ ɏɜɌɠɚɎɱ ɝɔɝɞɑɘɔ. ȿ 
ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɞɜɔ ɖɗɪɣɚɎɱ ɑɞɌɛɔ: ɠɚɜɘɟɎɌə-

əɫ ɏɜɌɠɚɎɚɲ ɝɞɜɟɖɞɟɜɔ, ɘɚɐɑɗɪɎɌəəɫ ɓɎõɫɓɖɱɎ ɍɑɓ ɡɜɚəɚɗɚɏɱɲ ɞɌ 

ɱəɞɑɏɜɌɢɱɫ ɓ ɱəɝɞɜɟɘɑəɞɌɘɔ ɌəɌɗɱɓɟ. 

5.5.1. Ȯɱɐ ɛɌɜ ɛɚəɫɞɨ ɐɚ ɏɜɌɠɱɎ: ɠɚɜɘɟɎɌəəɫ 
ɎɟɓɗɱɎ ɱ ɜɑɍɑɜ 

Ȼɜɚɢɑɝ ɛɚɍɟɐɚɎɔ ɘɑɜɑɒɱ ɛɚɣɔəɌɯɞɨɝɫ ɓ ɑɖɝɞɜɌɏɟɎɌəəɫ ɝɑ-
ɘɌəɞɔɣəɔɡ ɞɜɱɕɚɖ (s,p,o ) ð ɝɟɍõɯɖɞ, ɛɜɑɐɔɖɌɞ, ɚɍõɯɖɞ ð ɫɖɱ LLM 

ɏɑəɑɜɟɯ əɌ ɚɝəɚɎɱ ɞɑɖɝɞɟ. ȶɚɒəɌ ɞɌɖɌ ɞɜɱɕɖɌ ɛɑɜɑɞɎɚɜɪɯɞɨɝɫ 

əɌ ɑɗɑɘɑəɞ ɏɜɌɠɌ: 

¶ ɝɟɍõɯɖɞ s ɞɌ ɚɍõɯɖɞ o ɝɞɌɪɞɨ ɎɟɓɗɌɘɔ vi,vj  ɴV; 

¶ ɛɜɑɐɔɖɌɞ p ɝɞɌɯ ɚɜɱɯəɞɚɎɌəɔɘ ɜɑɍɜɚɘ eij  ɴE. 

ɀɚɜɘɌɗɨəɚ, ɝɑɘɌəɞɔɣəɌ ɘɑɜɑɒɌ ɎɔɓəɌɣɌɯɞɨɝɫ ɫɖ ɓɎɌɒɑəɔɕ 

ɚɜɱɯəɞɚɎɌəɔɕ ɏɜɌɠ 

G = (V,E,◖,ȗ), 

ɐɑ ◖: V Ƃ P ð ɠɟəɖɢɱɫ, ɥɚ ɓɱɝɞɌɎɗɫɯ ɖɚɒəɚɘɟ Ɏɟɓɗɟ əɌɍɱɜ ɎɗɌɝ-

ɞɔɎɚɝɞɑɕ (əɌɛɜɔɖɗɌɐ, type, name, source), Ɍ ȗ: EƂ[0,1] ð ɠɟəɖ-
ɢɱɫ ɎɌɏɔ, ɥɚ ɎɱɐɚɍɜɌɒɌɯ ɐɚɝɞɚɎɱɜəɱɝɞɨ ɓɎõɫɓɖɟ (ɎɔɓəɌɣɑəɌ ɣɑɜɑɓ 

ɌɏɜɑɏɌɢɱɪ SVE ɞɌ ɓɚɎəɱɤəɪ ɎɑɜɔɠɱɖɌɢɱɪ). ȾɌɖɔɕ ɛɱɐɡɱɐ ɓɌɍɑɓ-

ɛɑɣɟɯ ɟəɱɠɱɖɚɎɌəɑ ɛɚɐɌəəɫ ɓəɌəɨ, ɛɜɔɐɌɞəɑ ɐɗɫ ɛɚɐɌɗɨɤɚɏɚ 
ɌəɌɗɱɓɟ. 

5.5.2. Ȼɜɔɣɔəəɚ-əɌɝɗɱɐɖɚɎɱ ɞɌ ɌɝɚɢɱɌɞɔɎəɱ 
ɓɎõɫɓɖɔ ɍɑɓ ɛɜɔɎõɫɓɖɔ ɐɚ ɡɜɚəɚɗɚɏɱɲ 

Ⱥɐəɱɯɪ ɓ ɖɗɪɣɚɎɔɡ ɛɑɜɑɎɌɏ ɝɑɘɌəɞɔɣəɚɲ ɘɑɜɑɒɱ ɯ ɲɲ əɑɓɌ-
ɗɑɒəɱɝɞɨ Ɏɱɐ ɡɜɚəɚɗɚɏɱɲ. ȹɌ Ɏɱɐɘɱəɟ Ɏɱɐ ɖɗɌɝɔɣəɔɡ ɘɑɞɚɐɱɎ, ɥɚ 

ɎɔɘɌɏɌɪɞɨ ɣɌɝɚɎɔɡ ɘɱɞɚɖ, ɘɑɜɑɒɌ ɍɌɓɟɯɞɨɝɫ əɌ ɗɚɏɱɣəɔɡ 
ɓɎõɫɓɖɌɡ: 

¶ ȶɌɟɓɌɗɨəɱ ɓɎõɫɓɖɔ (çɝɛɜɚɎɚɖɟɎɌɎè, çɛɜɔɓɎɱɎ ɐɚè, çɎɔɖɚɜɔɝ-

ɞɌɎè) ɟɞɎɚɜɪɪɞɨ ɚɜɱɯəɞɚɎɌəɱ ɤɗɫɡɔ, ɥɚ ɎɱɐɚɍɜɌɒɌɪɞɨ 
ɛɜɔɣɔəəɚ-əɌɝɗɱɐɖɚɎɟ ɗɚɏɱɖɟ ɛɚɐɱɕ; 
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¶ ȬɝɚɢɱɌɞɔɎəɱ ɓɎõɫɓɖɔ (çɓɏɌɐɟɯɞɨɝɫ ɜɌɓɚɘ ɓè, çɛɚɎõɫɓɌəɔɕ ɓè) 
ɠɚɜɘɟɪɞɨ əɑəɌɛɜɌɎɗɑəɱ ɖɚɘɛɚəɑəɞɔ, ɥɚ ɎɱɐɚɍɜɌɒɌɪɞɨ 

ɞɑɘɌɞɔɣəɱ ɖɗɌɝɞɑɜɔ. 
ȹɌɛɜɔɖɗɌɐ, ɘɑɜɑɒɌ ɘɚɒɑ ɘɱɝɞɔɞɔ ɤɗɫɡ: 

(çɏɜɟɛɌ APT28è Ƃ çɎɔɖɚɜɔɝɞɌɗɌ Zloaderè Ƃ çɌɞɌɖɌ əɌ ɍɌəɖ 

Xè), əɌɎɱɞɨ ɫɖɥɚ ɐɌɞɌ ɌɞɌɖɔ əɑɎɱɐɚɘɌ. ɂɑ ɐɚɓɎɚɗɫɯ ɜɑɖɚəɝɞɜɟɪ-
ɎɌɞɔ ɛɚɐɱɲ Ɏ ɟɘɚɎɌɡ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɡɌɚɝɟ, ɐɑ ɣɌɝɚɎɱ ɚɜɱɯəɞɔɜɔ 

ɝɎɱɐɚɘɚ ɝɛɚɞɎɚɜɑəɱ Ɍɍɚ Ɏɱɐɝɟɞəɱ. ȾɌɖɔɘ ɣɔəɚɘ, ɘɑɜɑɒɌ ɝɞɌɯ 

ɗɚɏɱɣəɚɪ, Ɍ əɑ ɡɜɚəɚɗɚɏɱɣəɚɪ ɘɚɐɑɗɗɪ ɜɑɌɗɨəɚɝɞɱ. 

5.5.3. ȣəɞɑɏɜɌɢɱɫ ɓ Neo4j ɞɌ Gephi 

Ȱɗɫ ɛɜɌɖɞɔɣəɚɏɚ ɓɌɝɞɚɝɟɎɌəəɫ ɝɑɘɌəɞɔɣəɌ ɘɑɜɑɒɌ ɱəɞɑɏ-
ɜɟɯɞɨɝɫ Ɏ ɏɜɌɠɚɎɱ ɝɔɝɞɑɘɔ. ȿ Neo4j Ɏɟɓɗɔ ɚɞɜɔɘɟɪɞɨ ɘɱɞɖɔ 

(:Actor, :Tool, :Event), Ɍ ɜɑɍɜɌ ð ɞɔɛɔ (:USES, :TARGETS). ȰɌəɱ 
ɱɘɛɚɜɞɟɪɞɨɝɫ ɣɑɜɑɓ Cypher-ɝɖɜɔɛɞɔ Ɍɍɚ CSV-ɠɌɕɗɔ, ɥɚ ɐɚɓɎɚ-

ɗɫɯ ɎɔɖɚəɟɎɌɞɔ ɝɖɗɌɐəɱ ɓɌɛɔɞɔ: 

 
MATCH  (a:Actor) -[:USES] ->(t:Tool) -[:USED_IN] -

>(e:Event  {target:  "BankX "}) 

RETURN  a.name,  count(e)  AS attacks  
ORDER BY attacks  DESC  

Ȱɗɫ ɏɗɔɍɚɖɚɏɚ ɌəɌɗɱɓɟ ɘɑɜɑɒɌ ɑɖɝɛɚɜɞɟɪɞɨɝɫ Ɏ Gephi ɟ ɠɚ-

ɜɘɌɞɱ GEXF. Ⱦɟɞ ɓɌɝɞɚɝɚɎɟɪɞɨɝɫ Ɍɗɏɚɜɔɞɘɔ: 

Å ForceAtlas2 ð ɐɗɫ ɖɚɘɛɚəɚɎɖɔ; 

Å Louvain ð ɐɗɫ ɖɗɌɝɞɑɜɔɓɌɢɱɲ; 

Å Betweenness Centrality ð ɐɗɫ ɎɔɫɎɗɑəəɫ ɖɗɪɣɚɎɔɡ Ɏɟɓ-
ɗɱɎ. 

ȸɑɞɜɔɖɌ ɢɑəɞɜɌɗɨəɚɝɞɱ CB(v) ɎɔɓəɌɣɌɯɞɨɝɫ ɫɖ: 

( )
( ) ,st

B

s v t st

v
C v

¸ ¸

s
=

s
ä  

ɐɑ st
s  ð ɢɑ ɖɱɗɨɖɱɝɞɨ əɌɕɖɚɜɚɞɤɔɡ ɤɗɫɡɱɎ ɘɱɒ s ɱ t, Ɍ ( )

st
vs  ð ɢɑ 

ɖɱɗɨɖɱɝɞɨ ɞɌɖɔɡ ɤɗɫɡɱɎ, ɥɚ ɛɜɚɡɚɐɫɞɨ ɣɑɜɑɓ v. ɂɑ ɐɚɓɎɚɗɫɯ Ɏɔ-

ɫɎɔɞɔ ɝɞɜɌɞɑɏɱɣəɱ ɞɚɣɖɔ ɟ ɘɑɜɑɒɱ ð əɌɛɜɔɖɗɌɐ, ɱəɝɞɜɟɘɑəɞ, ɣɑ-

ɜɑɓ ɫɖɔɕ ɛɜɚɡɚɐɔɞɨ ɍɱɗɨɤɱɝɞɨ ɌɞɌɖ. 
ȼɌɓɚɘ ɟɝɱ ɢɱ ɑɞɌɛɔ ɟɞɎɚɜɪɪɞɨ ɓɌɘɖəɟɞɔɕ ɢɔɖɗ ɛɚɍɟɐɚɎɔ 

ɓəɌəɨ: Ɏɱɐ LLM-ɎɔɐɚɍɟɎɌəəɫ ð ɣɑɜɑɓ ɠɚɜɘɌɗɱɓɌɢɱɪ ð ɐɚ ɱəɞɑɜɌɖ-
ɞɔɎəɚɏɚ ɌəɌɗɱɓɟ. ȽɌɘɑ ɢɫ ɱəɞɑɏɜɌɢɱɫ ɛɑɜɑɞɎɚɜɪɯ ɝɑɘɌəɞɔɣəɟ 
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ɘɑɜɑɒɟ ɓ ɌɍɝɞɜɌɖɞəɚɲ ɖɚəɝɞɜɟɖɢɱɲ əɌ ɛɜɌɖɞɔɣəɔɕ ɱəɝɞɜɟɘɑəɞ 
ɛɱɐɞɜɔɘɖɔ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ. 

5.6. ȣəɝɞɜɟɘɑəɞɔ ɞɌ ɞɑɡəɚɗɚɏɱɲ ɐɗɫ LLM-ɌəɌɗɱɓɟ OSINT 

ȱɠɑɖɞɔɎəɑ ɓɌɝɞɚɝɟɎɌəəɫ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ (LLM) ɟ 

ɝɠɑɜɱ ɜɚɓɎɱɐɖɔ ɟ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗɌɡ ɎɔɘɌɏɌɯ əɑ ɗɔɤɑ ɘɑɞɚɐɚ-
ɗɚɏɱɣəɚɲ ɐɔɝɢɔɛɗɱəɔ, Ɍ ɕ əɌɐɱɕəɚɲ ɞɑɡəɚɗɚɏɱɣəɚɲ ɱəɠɜɌɝɞɜɟɖɞɟ-

ɜɔ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɐɚɝɞɟɛ ɐɚ ɘɚɐɑɗɑɕ, ɲɡəɪ ɖɚəɠɱɐɑəɢɱɕəɱɝɞɨ, 

ɘɌɝɤɞɌɍɚɎɌəɱɝɞɨ ɞɌ ɱəɞɑɏɜɌɢɱɪ Ɏ ɌəɌɗɱɞɔɣəɱ ɛɜɚɢɑɝɔ. ȽɟɣɌɝəɔɕ 
ɗɌəɐɤɌɠɞ LLM-ɞɑɡəɚɗɚɏɱɕ ɚɡɚɛɗɪɯ ɞɜɔ ɖɗɪɣɚɎɱ ɤɌɜɔ: ɡɘɌɜəɱ 

ɛɗɌɞɠɚɜɘɔ ɐɚɝɞɟɛɟ, ɗɚɖɌɗɨəɱ ɘɚɐɑɗɱ ɓ Ɏɱɐɖɜɔɞɔɘ ɖɚɐɚɘ ɞɌ ɛɜɚ-

ɏɜɌɘəɱ ɍɱɍɗɱɚɞɑɖɔ ɐɗɫ ɌɎɞɚɘɌɞɔɓɌɢɱɲ. ȼɌɓɚɘ Ɏɚəɔ ɟɞɎɚɜɪɪɞɨ 
ɏəɟɣɖɟ, ɍɑɓɛɑɣəɟ ɞɌ ɛɜɚɐɟɖɞɔɎəɟ ɑɖɚɝɔɝɞɑɘɟ ɐɗɫ OSINT-

ɌəɌɗɱɞɔɖɔ. 

5.6.1. ȻɗɌɞɠɚɜɘɔ ɐɚɝɞɟɛɟ 

ɁɘɌɜəɱ ɛɗɌɞɠɚɜɘɔ ɓɌɍɑɓɛɑɣɟɪɞɨ əɌɕɤɎɔɐɤɔɕ ɤɗɫɡ ɐɚ 
ɎɔɖɚɜɔɝɞɌəəɫ ɛɑɜɑɐɚɎɔɡ LLM ɍɑɓ əɑɚɍɡɱɐəɚɝɞɱ ɗɚɖɌɗɨəɚɏɚ ɜɚɓ-

ɏɚɜɞɌəəɫ. OpenAI API əɌɐɌɯ ɐɚɝɞɟɛ ɐɚ ɝɑɜɱɲ ɘɚɐɑɗɑɕ GPT, Ɏɖɗɪ-

ɣɌɪɣɔ GPT-4 Turbo, ɓ ɛɱɐɞɜɔɘɖɚɪ ɝɞɜɟɖɞɟɜɚɎɌəɚɏɚ JSON-
ɎɔɎɚɐɟ, ɥɚ ɖɜɔɞɔɣəɚ ɎɌɒɗɔɎɚ ɐɗɫ ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ ɌəɌɗɱɓɟ. 

Groq ɛɜɚɛɚəɟɯ ɟɗɨɞɜɌɤɎɔɐɖɔɕ ɱəɠɑɜɑəɝ ɓɌɎɐɫɖɔ ɝɛɑɢɱɌɗɱɓɚɎɌ-

əɚɘɟ ɌɛɌɜɌɞəɚɘɟ ɓɌɍɑɓɛɑɣɑəəɪ (LPU), ɥɚ ɐɚɓɎɚɗɫɯ ɚɍɜɚɍɗɫɞɔ 
ɞɔɝɫɣɱ ɓɌɛɔɞɱɎ əɌ ɝɑɖɟəɐɟ ð ɱɐɑɌɗɨəɚ ɐɗɫ ɘɌɝɤɞɌɍɚɎɌəɔɡ 

OSINT -ɓɌɎɐɌəɨ. 

Ollama ð ɢɑ ɗɚɖɌɗɨəɌ ɛɗɌɞɠɚɜɘɌ, ɫɖɌ ɚɐəɚɣɌɝəɚ ɛɱɐɞɜɔɘɟɯ 
ɡɘɌɜəɱ ɞɌ on-premise ɘɚɐɑɗɱ, ɓɌɍɑɓɛɑɣɟɪɣɔ ɯɐɔəɔɕ ɱəɞɑɜɠɑɕɝ 

ɐɗɫ ɜɚɍɚɞɔ ɓ Llama, Mistral, Qwen ɞɚɥɚ. Hugging Face Inference 

API əɌɐɌɯ ɐɚɝɞɟɛ ɐɚ ɞɔɝɫɣ ɘɚɐɑɗɑɕ ɓ Model Hub, ɎɖɗɪɣɌɪɣɔ 
ɝɛɑɢɱɌɗɱɓɚɎɌəɱ Ɏɑɜɝɱɲ ɐɗɫ NER, ɖɗɌɝɔɠɱɖɌɢɱɲ, ɝɟɘɌɜɔɓɌɢɱɲ. ɂɱ 

ɛɗɌɞɠɚɜɘɔ Ɏɱɐɜɱɓəɫɪɞɨɝɫ ɓɌ ɗɌɞɑəɞəɱɝɞɪ, ɎɌɜɞɱɝɞɪ, ɜɱɎəɑɘ 

ɖɚəɞɜɚɗɪ ɞɌ ɛɚɗɱɞɔɖɚɪ ɖɚəɠɱɐɑəɢɱɕəɚɝɞɱ, ɥɚ ɎɔɘɌɏɌɯ Ɏɔɍɚɜɟ 
ɎɱɐɛɚɎɱɐəɚ ɐɚ ɝɛɑɢɔɠɱɖɔ ɓɌɎɐɌəəɫ. 

5.6.2. ȷɚɖɌɗɨəɱ LLM 

Ȱɗɫ ɓɌɎɐɌəɨ, ɥɚ ɎɔɘɌɏɌɪɞɨ ɘɌɖɝɔɘɌɗɨəɚɲ ɍɑɓɛɑɖɔ, ɚɝɚɍɗɔ-

Ɏɚ Ɏ ɐɑɜɒɌɎəɚɘɟ ɝɑɖɞɚɜɱ, ɖɗɪɣɚɎɔɘ ɯ ɎɔɖɚɜɔɝɞɌəəɫ ɗɚɖɌɗɨəɔɡ 
LLM ɓ Ɏɱɐɖɜɔɞɔɘ ɖɚɐɚɘ. ȸɚɐɑɗɱ ɞɔɛɟ Llama-3 (Meta), Mistral 

(Mistral AI), Qwen (Alibaba) əɌɐɌɪɞɨ Ɏɔɝɚɖɟ ɫɖɱɝɞɨ ɝɑɘɌəɞɔɣəɚɏɚ 
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ɜɚɓɟɘɱəəɫ ɛɜɔ ɛɚɎəɚɘɟ ɖɚəɞɜɚɗɱ əɌɐ ɐɌəɔɘɔ. Ⱥɝɖɱɗɨɖɔ Ɏɡɱɐəɱ 
ɞɑɖɝɞɔ əɱɖɚɗɔ əɑ ɛɚɖɔɐɌɪɞɨ ɗɚɖɌɗɨəɟ ɱəɠɜɌɝɞɜɟɖɞɟɜɟ, ɞɌɖɔɕ 

ɛɱɐɡɱɐ ɟɝɟɎɌɯ ɜɔɓɔɖɔ Ɏɔɞɚɖɟ ɖɚəɠɱɐɑəɢɱɕəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɥɚ ɯ 

ɖɜɔɞɔɣəɔɘ ɛɜɔ ɌəɌɗɱɓɱ ɣɟɞɗɔɎɔɡ OSINT-ɐɒɑɜɑɗ. 
ȶɜɱɘ ɞɚɏɚ, ɗɚɖɌɗɨəɱ ɘɚɐɑɗɱ ɘɚɒəɌ ɞɚɣəɚ əɌɗɌɤɞɚɎɟɎɌɞɔ 

(fine -tune) əɌ ɐɚɘɑəəɱ ɖɚɜɛɟɝɔ ð əɌɛɜɔɖɗɌɐ, əɌ ɟɖɜɌɲəɝɨɖɑ ɓɌ-

ɖɚəɚɐɌɎɝɞɎɚ, ɞɑɜɘɱəɚɗɚɏɱɪ ɖɱɍɑɜɍɑɓɛɑɖɔ Ɍɍɚ ɎɱɕɝɨɖɚɎɟ ɞɌɖɞɔɖɟ. 
ɂɑ ɓəɌɣəɚ ɛɱɐɎɔɥɟɯ ɞɚɣəɱɝɞɨ ɎɔɐɚɍɟɎɌəəɫ ɝɟɞəɚɝɞɑɕ ɱ ɓɎõɫɓɖɱɎ. 

ȹɑɐɚɗɱɖɚɘ ɯ ɛɚɞɜɑɍɌ Ɏ ɛɚɞɟɒəɚɘɟ GPU-ɖɗɌɝɞɑɜɱ, Ɍɗɑ ɓ ɛɚɫɎɚɪ 
ɚɛɞɔɘɱɓɚɎɌəɔɡ ɖɎɌəɞɚɎɌəɔɡ Ɏɑɜɝɱɕ (GGUF, AWQ) əɌɎɱɞɨ ɘɚɐɑɗɱ 

ɓ 70 ɘɗɜɐ ɛɌɜɌɘɑɞɜɱɎ ɘɚɒɟɞɨ ɛɜɌɢɪɎɌɞɔ əɌ ɚɐəɚɘɟ ɝɑɜɎɑɜɱ. 

5.6.3. ȬɎɞɚɘɌɞɔɓɌɢɱɫ ɣɑɜɑɓ ɘɚɎɟ Python  

Ȱɗɫ ɛɚɍɟɐɚɎɔ ɛɚɎəɚɢɱəəɔɡ ɌəɌɗɱɞɔɣəɔɡ ɝɔɝɞɑɘ Ɏɔɖɚɜɔɝɞɚ-

Ɏɟɯɞɨɝɫ ɑɖɚɝɔɝɞɑɘɌ Python-ɍɱɍɗɱɚɞɑɖ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɱəɞɑɏɜɌɢɱɪ, 
ɚɜɖɑɝɞɜɌɢɱɪ ɞɌ ɜɚɓɤɔɜɑəəɫ ɠɟəɖɢɱɚəɌɗɨəɚɝɞɱ LLM. 

LangChain əɌɐɌɯ ɟəɱɎɑɜɝɌɗɨəɔɕ ɖɌɜɖɌɝ ɐɗɫ ɛɚɍɟɐɚɎɔ ɗɌə-

ɢɪɏɱɎ ɚɍɜɚɍɖɔ (chains): Ɏɱɐ ɓɌɎɌəɞɌɒɑəəɫ ɐɚɖɟɘɑəɞɱɎ ɣɑɜɑɓ ɓɌ-
ɏɜɟɓəɔɖɔ (document loaders), ɜɚɓɍɔɞɞɫ əɌ ɣɌəɖɔ, ɐɚ ɓɌɝɞɚɝɟ-

ɎɌəəɫ ɛɜɚɘɛɞɱɎ, ɖɑɤɟɎɌəəɫ, ɘɌɜɤɜɟɞɔɓɌɢɱɲ ɓɌɛɔɞɱɎ. Ȯɱə ɛɱɐɞ-

ɜɔɘɟɯ ɜɱɓəɱ ɍɑɖɑəɐɔ (OpenAI, Ollama, Hugging Face), ɥɚ ɐɚɓɎɚ-
ɗɫɯ ɗɑɏɖɚ ɛɑɜɑɘɔɖɌɞɔɝɫ ɘɱɒ ɘɚɐɑɗɫɘɔ. 

LlamaIndex ɝɛɑɢɱɌɗɱɓɟɯɞɨɝɫ əɌ ɱəɐɑɖɝɌɢɱɲ ɞɌ ɛɚɤɟɖɟ ɓəɌəɨ: 
Ɏɱə ɍɟɐɟɯ Ɏɑɖɞɚɜəɱ ɱəɐɑɖɝɔ, ɏɜɌɠɔ ɓəɌəɨ, ɏɱɍɜɔɐəɱ ɝɞɜɟɖɞɟɜɔ, 

ɥɚ ɐɚɓɎɚɗɫɪɞɨ ɑɠɑɖɞɔɎəɚ ɚɞɜɔɘɟɎɌɞɔ ɜɑɗɑɎɌəɞəɔɕ ɖɚəɞɑɖɝɞ 

ɐɗɫ LLM. ɂɑ ɚɝɚɍɗɔɎɚ ɖɚɜɔɝəɚ ɛɜɔ ɜɚɍɚɞɱ ɓ Ɏɑɗɔɖɔɘɔ ɖɚɗɑɖɢɱɫ-
ɘɔ ɐɚɖɟɘɑəɞɱɎ, ɐɑ əɑɚɍɡɱɐəɚ ɎɔɞɫɏɟɎɌɞɔ ɗɔɤɑ ɜɑɗɑɎɌəɞəɱ ɠɜɌ-

ɏɘɑəɞɔ. 

Transformers (Ɏɱɐ Hugging Face) əɌɐɌɯ əɔɓɨɖɚɜɱɎəɑɎɔɕ ɐɚɝ-
ɞɟɛ ɐɚ ɘɚɐɑɗɑɕ: ɓɌɎɌəɞɌɒɑəəɫ, ɞɚɖɑəɱɓɌɢɱɫ, ɱəɠɑɜɑəɝ, fine-

tuning. ɂɑ ɐɌɯ ɘɌɖɝɔɘɌɗɨəɔɕ ɖɚəɞɜɚɗɨ əɌɐ ɛɜɚɢɑɝɚɘ, ɥɚ əɑɚɍ-

ɡɱɐəɚ ɐɗɫ əɌɟɖɚɎɔɡ ɐɚɝɗɱɐɒɑəɨ Ɍɍɚ əɑɞɔɛɚɎɔɡ ɓɌɎɐɌəɨ. 
ȼɌɓɚɘ ɢɱ ɱəɝɞɜɟɘɑəɞɔ ɐɚɓɎɚɗɫɪɞɨ ɝɞɎɚɜɪɎɌɞɔ ɛɚɎəɚɢɱəəɱ 

ɛɜɚɢɑɝɔ: ɓɍɱɜ Ƃ ɚɣɔɥɑəəɫ Ƃ ɱəɐɑɖɝɌɢɱɫ Ƃ ɛɜɚɘɛɞ-ɱəɒɑəɑɜɱɫ Ƃ 

LLM -ɌəɌɗɱɓ Ƃ ɎɑɜɔɠɱɖɌɢɱɫ Ƃ ɑɖɝɛɚɜɞ ɟ Neo4j/Gephi. 
ȾɌɖɔɘ ɣɔəɚɘ, ɝɟɣɌɝəɔɕ LLM-ɌəɌɗɱɓ OSINT ɯ ɜɑɓɟɗɨɞɌɞɚɘ 

ɝɔəɞɑɓɟ ɡɘɌɜəɔɡ ɞɌ ɗɚɖɌɗɨəɔɡ ɞɑɡəɚɗɚɏɱɕ, Ɏɱɐɖɜɔɞɔɡ ɘɚɐɑɗɑɕ 

ɞɌ ɛɜɚɠɑɝɱɕəɔɡ ɍɱɍɗɱɚɞɑɖ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɍɌɗɌəɝ ɘɱɒ ɛɜɚɐɟɖɞɔ-
Ɏəɱɝɞɪ, ɍɑɓɛɑɖɚɪ ɞɌ ɏəɟɣɖɱɝɞɪ. ȽɌɘɑ ɢɫ ɱəɠɜɌɝɞɜɟɖɞɟɜɌ ɗɑ-
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ɒɔɞɨ Ɏ ɚɝəɚɎɱ əɌɐɱɕəɚɏɚ, ɘɌɝɤɞɌɍɚɎɌəɚɏɚ, ɑɞɔɣəɚɏɚ OSINT-
ɌəɌɗɱɓɟ. 

5.7. ȮɑɜɔɠɱɖɌɢɱɫ ɞɌ ɚɢɱəɖɌ ɫɖɚɝɞɱ LLM-ɜɑɓɟɗɨɞɌɞɱɎ 

ȱɠɑɖɞɔɎəɱɝɞɨ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ (LLM) ɟ OSINT-

ɌəɌɗɱɞɔɢɱ ɎɔɓəɌɣɌɯɞɨɝɫ əɑ ɗɔɤɑ ɲɡəɨɚɪ ɓɐɌɞəɱɝɞɪ ɐɚ ɝɑɘɌəɞɔ-
ɣəɚɏɚ ɎɔɐɚɍɟɎɌəəɫ, Ɍ ɕ əɌɐɱɕəɱɝɞɪ ɚɞɜɔɘɌəɔɡ ɜɑɓɟɗɨɞɌɞɱɎ. 

Ⱥɝɖɱɗɨɖɔ LLM ɝɡɔɗɨəɱ ɐɚ ɏɌɗɪɢɔəɌɢɱɕ, Ɏəɟɞɜɱɤəɱɡ ɟɛɑɜɑɐɒɑəɨ 

ɞɌ ɛɚɎɑɜɡəɑɎɔɡ ɱəɞɑɜɛɜɑɞɌɢɱɕ, ɍɟɐɨ-ɫɖɔɕ ɌəɌɗɱɞɔɣəɔɕ Ɏɔɝəɚ-
Ɏɚɖ, ɓɌɝəɚɎɌəɔɕ əɌ ɲɡəɱɡ ɎɱɐɛɚɎɱɐɫɡ, ɛɚɎɔəɑə ɛɜɚɕɞɔ ɍɌɏɌɞɚɜɱ-

ɎəɑɎɟ ɎɑɜɔɠɱɖɌɢɱɪ. ɂɑɕ ɛɜɚɢɑɝ ɍɌɓɟɯɞɨɝɫ əɌ ɞɜɨɚɡ ɎɓɌɯɘɚ-

ɛɚɎõɫɓɌəɔɡ ɛɜɔəɢɔɛɌɡ: ɖɜɚɝ-ɛɑɜɑɎɱɜɢɱ ɣɑɜɑɓ əɑɓɌɗɑɒəɱ ɐɒɑɜɑ-
ɗɌ, ɖɱɗɨɖɱɝəɱɕ ɚɢɱəɢɱ ɐɚɝɞɚɎɱɜəɚɝɞɱ ɞɌ ɌɖɞɔɎəɚɘɟ ɗɪɐɝɨɖɚɘɟ 

ɖɚəɞɜɚɗɱ. ȼɌɓɚɘ Ɏɚəɔ ɟɞɎɚɜɪɪɞɨ ɓɌɘɖəɟɞɔɕ ɢɔɖɗ, ɥɚ ɛɑɜɑɞɎɚ-

ɜɪɯ LLM ɱɓ ɛɚɞɑəɢɱɕəɚɏɚ ɐɒɑɜɑɗɌ ɛɚɘɔɗɚɖ əɌ əɌɐɱɕəɔɕ ɱəɝɞɜɟ-
ɘɑəɞ ɓəɌəɨ. 

5.7.1. ȶɜɚɝ-ɛɑɜɑɎɱɜɖɌ ɣɑɜɑɓ ɜɱɓəɱ ɘɚɐɑɗɱ ɞɌ 
ɐɒɑɜɑɗɌ 

ȶɜɚɝ-ɛɑɜɑɎɱɜɖɌ ɯ ɛɑɜɤɔɘ ɤɌɜɚɘ ɓɌɡɔɝɞɟ Ɏɱɐ ɡɔɍəɔɡ ɱəɞɑɜ-

ɛɜɑɞɌɢɱɕ. ȮɚəɌ ɜɑɌɗɱɓɟɯɞɨɝɫ ɣɑɜɑɓ ɛɌɜɌɗɑɗɨəɑ ɚɛɔɞɟɎɌəəɫ ɖɱɗɨ-

ɖɚɡ əɑɓɌɗɑɒəɔɡ ɝɔɝɞɑɘ: 

¶ ȼɱɓəɱ LLM (əɌɛɜɔɖɗɌɐ, GPT-4, Llama -3, Mistral) ð ɖɚɒəɌ 

ɓ ɫɖɔɡ ɘɌɯ ɎɗɌɝəɟ Ɍɜɡɱɞɑɖɞɟɜɟ, ɖɚɜɛɟɝ ɞɜɑəɟɎɌəəɫ ɞɌ 
Ɏəɟɞɜɱɤəɱ ɟɛɑɜɑɐɒɑəəɫ; 

¶ ȳɚɎəɱɤəɱ ɐɒɑɜɑɗɌ ð ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ (Google, Bing), 

ɚɠɱɢɱɕəɱ ɍɌɓɔ (zakon.rada.gov.ua, EUR-Lex), ɞɑɡəɱɣəɱ ɜɑ-
ɯɝɞɜɔ (CVE, MITRE ATT&CK). 

Ȱɗɫ ɖɚɒəɚɏɚ ɓɎõɫɓɖɟ e=(s,p,o) ɠɚɜɘɟɯɞɨɝɫ ɓɌɛɔɞ ɞɔɛɟ "s p o " 

ɐɚ ɓɚɎəɱɤəɱɡ ɝɔɝɞɑɘ. ɋɖɥɚ ɜɑɓɟɗɨɞɌɞɔ ɛɱɐɞɎɑɜɐɒɟɪɞɨ ɱɝəɟɎɌə-
əɫ ɓɎõɫɓɖɟ, ɕɚɘɟ ɛɜɔɝɎɚɪɯɞɨɝɫ ɐɚɐɌɞɖɚɎɔɕ ɍɌɗ ɐɚɝɞɚɎɱɜəɚɝɞɱ. 

ɀɚɜɘɌɗɨəɚ, ɢɑ ɘɚɒəɌ ɎɔɓəɌɣɔɞɔ ɫɖ ɠɟəɖɢɱɪ ɓɚɎəɱɤəɨɚɲ ɛɱɐɞ-
ɜɔɘɖɔ: 
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Ⱦɟɞ R
rel

 ð ɜɑɗɑɎɌəɞəɱ ɜɑɓɟɗɨɞɌɞɔ. ȾɌɖɔɕ ɛɱɐɡɱɐ ɓəɌɣəɚ ɓəɔ-

ɒɟɯ ɕɘɚɎɱɜəɱɝɞɨ ɛɜɔɕəɫɞɞɫ ɏɌɗɪɢɔəɌɢɱɕ ɓɌ ɠɌɖɞɔ. 

5.7.2. ȸɑɞɜɔɖɔ ɐɚɝɞɚɎɱɜəɚɝɞɱ 

ȹɌ ɚɝəɚɎɱ ɖɜɚɝ-ɛɑɜɑɎɱɜɖɔ ɚɍɣɔɝɗɪɪɞɨɝɫ ɖɱɗɨɖɱɝəɱ ɘɑɞɜɔɖɔ 

ɐɚɝɞɚɎɱɜəɚɝɞɱ, ɫɖɱ ɐɚɓɎɚɗɫɪɞɨ ɜɌəɒɟɎɌɞɔ ɓɎõɫɓɖɔ ɓɌ əɌɐɱɕəɱɝɞɪ. 

Ȼɚ-ɛɑɜɤɑ, ɣɌɝɞɚɞəɱɝɞɨ f (e) ð ɖɱɗɨɖɱɝɞɨ ɐɚɖɟɘɑəɞɱɎ, ɟ ɫɖɔɡ 
ɓɎõɫɓɚɖ ɍɟɎ Ɏɔɐɚɍɟɞɔɕ. ɂɑ ɐɌɯ ɍɌɓɚɎɟ ɚɢɱəɖɟ, Ɍɗɑ əɑ ɏɌɜɌəɞɟɯ 

ɱɝɞɔəəɚɝɞɱ. 

Ȼɚ-ɐɜɟɏɑ, ɖɚəɞɑɖɝɞɟɌɗɨəɌ ɟɓɏɚɐɒɑəɱɝɞɨc(e) ð ɘɱɜɌ ɝɑɘɌəɞɔ-
ɣəɚɲ ɖɚɏɑɜɑəɞəɚɝɞɱ ɓɎõɫɓɖɟ Ɏ ɘɑɒɌɡ ɚɐəɚɏɚ ɐɚɖɟɘɑəɞɌ. ȮɚəɌ 

ɘɚɒɑ ɍɟɞɔ ɚɢɱəɑəɌ ɣɑɜɑɓ ɖɚɝɔəɟɝəɟ ɛɚɐɱɍəɱɝɞɨ Ɏɑɖɞɚɜəɔɡ ɟɫɎ-

ɗɑəɨ ɝɟɍõɯɖɞɌ ɞɌ ɚɍõɯɖɞɌ ɟ ɛɜɚɝɞɚɜɱ LLM: 

c(e) = cos(vs,vo)ẗI[p ɯ ɎɌɗɱɐəɔɘ ɛɜɑɐɔɖɌɞɚɘ], 

ɐɑ I ð ɱəɐɔɖɌɞɚɜəɌ ɠɟəɖɢɱɫ, ɥɚ ɛɑɜɑɎɱɜɫɯ ɚəɞɚɗɚɏɱɣəɟ ɖɚɜɑɖɞ-

əɱɝɞɨ. 
ȺɝɞɌɞɚɣəɌ ɎɌɏɌ ɓɎõɫɓɖɟ ɚɍɣɔɝɗɪɯɞɨɝɫ ɫɖ ɓɎɌɒɑəɌ ɝɟɘɌ: 

ȗ(e)=ȀĿf (e) + ȁĿc(e) + ȂĿv(e), 

ɐɑ Ȁ+ȁ+Ȃ=1, Ɍ ɖɚɑɠɱɢɱɯəɞɔ ɎɱɐɚɍɜɌɒɌɪɞɨ ɝɞɜɌɞɑɏɱɣəɔɕ ɛɜɱɚɜɔ-
ɞɑɞ ɝɔɝɞɑɘɔ. ȳɎõɫɓɖɔ ɓ ȗ(e)<ȓ (əɌɛɜɔɖɗɌɐ, ȓ=0.3) ɎɎɌɒɌɪɞɨɝɫ 

əɑəɌɐɱɕəɔɘɔ ɱ ɎɱɐɝɱɖɌɪɞɨɝɫ. 

5.7.3. ȼɚɗɨ ɌəɌɗɱɞɔɖɌ ɫɖ ɘɑəɞɚɜɌ ɝɔɝɞɑɘɔ 

ȹɌɎɱɞɨ əɌɕɝɖɗɌɐəɱɤɱ Ɍɗɏɚɜɔɞɘɔ əɑ ɓɐɌɞəɱ ɛɚɎəɱɝɞɪ ɓɌɘɱəɔ-

ɞɔ ɗɪɐɝɨɖɟ ɑɖɝɛɑɜɞɔɓɟ. Ⱦɚɘɟ Ɏ Ɍɜɡɱɞɑɖɞɟɜɱ ɝɟɣɌɝəɚɏɚ OSINT 
ɛɑɜɑɐɍɌɣɌɯɞɨɝɫ ɜɚɗɨ ɘɑəɞɚɜɌ ð ɌəɌɗɱɞɔɖɌ, ɫɖɔɕ: 

¶ ɠɚɜɘɟɗɪɯ ɛɑɜɎɔəəɟ ɏɱɛɚɞɑɓɟ ɞɌ ɎɔɓəɌɣɌɯ ɚəɞɚɗɚɏɱɣəɱ 
ɜɌɘɖɔ; 

¶ ɖɚəɞɜɚɗɪɯ ɖɜɔɞɔɣəɱ Ɏɟɓɗɔ ɘɑɜɑɒɱ (əɌɛɜɔɖɗɌɐ, ɞɱ, ɥɚ 
ɘɌɪɞɨ Ɏɔɝɚɖɟ ɢɑəɞɜɌɗɨəɱɝɞɨ, Ɍɗɑ əɔɓɨɖɟ ɎɑɜɔɠɱɖɌɢɱɪ); 

¶ ɖɚɜɔɏɟɯ ɛɚɘɔɗɖɔ, ɎɔɫɎɗɑəɱ Ɏ ɛɜɚɢɑɝɱ ɌəɌɗɱɓɟ; 

¶ ɛɜɔɕɘɌɯ ɚɝɞɌɞɚɣəɱ ɜɱɤɑəəɫ əɌ ɚɝəɚɎɱ ɜɑɓɟɗɨɞɌɞɱɎ ɘɑɜɑ-
ɒɱ. 

ɂɫ ɜɚɗɨ əɑ ɯ ɛɌɝɔɎəɚɪ ð ɘɑəɞɚɜ ɌɖɞɔɎəɚ ɖɑɜɟɯ ɑɎɚɗɪɢɱɯɪ 
ɘɑɜɑɒɱ, ɎɔɓəɌɣɌɪɣɔ, ɫɖɱ ɏɱɛɚɞɑɓɔ ɜɚɓɎɔɎɌɞɔ, ɫɖɱ ɓɎõɫɓɖɔ ɛɑɜɑ-

Ɏɱɜɫɞɔ, ɫɖɱ ɝɢɑəɌɜɱɲ ɘɚɐɑɗɪɎɌɞɔ. ȾɌɖɔɘ ɣɔəɚɘ, LLM-ɌəɌɗɱɓ ɛɑ-

ɜɑɞɎɚɜɪɯɞɨɝɫ əɑ əɌ ɌɎɞɚəɚɘəɟ ɝɔɝɞɑɘɟ, Ɍ əɌ ɏɱɍɜɔɐəɔɕ ɱəɞɑɗɑ-
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ɖɞɟɌɗɨəɔɕ ɖɚəɎɑɯɜ, ɐɑ ɗɪɐɔəɌ ɓɌɗɔɤɌɯɞɨɝɫ ɢɑəɞɜɌɗɨəɔɘ ɑɗɑ-
ɘɑəɞɚɘ ɟɛɜɌɎɗɱəəɫ. 

ȼɌɓɚɘ ɟɝɱ ɢɱ ɘɑɡɌəɱɓɘɔ ɓɌɍɑɓɛɑɣɟɪɞɨ ɝɔɝɞɑɘəɟ ɎɑɜɔɠɱɖɌ-

ɢɱɪ, ɥɚ ɐɚɓɎɚɗɫɯ ɛɑɜɑɞɎɚɜɔɞɔ LLM ɱɓ ɐɒɑɜɑɗɌ əɑɎɔɓəɌɣɑəɚɝɞɱ 
əɌ əɌɐɱɕəɔɕ ɱəɝɞɜɟɘɑəɞ ɛɚɍɟɐɚɎɔ ɓəɌəɨ. ȽɌɘɑ ɢɫ ɝɞɜɚɏɱɝɞɨ ɜɚ-

ɍɔɞɨ ɝɟɣɌɝəɔɕ LLM-ɌəɌɗɱɓ ɛɜɔɐɌɞəɔɘ əɑ ɗɔɤɑ ɐɗɫ ɐɚɝɗɱɐɒɑə-

əɫ, Ɍ ɕ ɐɗɫ ɛɱɐɞɜɔɘɖɔ ɝɞɜɌɞɑɏɱɣəɔɡ ɜɱɤɑəɨ ɟ ɝɠɑɜɱ ɍɑɓɛɑɖɔ, 
ɛɜɌɎɌ ɞɌ ɟɛɜɌɎɗɱəəɫ. 

5.8. ȱɞɔɣəɱ ɞɌ ɛɜɌɎɚɎɱ Ɍɝɛɑɖɞɔ ɎɔɖɚɜɔɝɞɌəəɫ LLM ɟ 
OSINT  

ȮɛɜɚɎɌɐɒɑəəɫ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ (LLM) ɟ ɛɜɌɖɞɔɖɟ 

ɜɚɓɎɱɐɖɔ ɟ Ɏɱɐɖɜɔɞɔɡ ɐɒɑɜɑɗɌɡ əɑ ɗɔɤɑ ɛɱɐɎɔɥɟɯ ɌəɌɗɱɞɔɣəɟ 

ɛɚɞɟɒəɱɝɞɨ, Ɍ ɕ ɛɚɜɚɐɒɟɯ ɝɑɜɕɚɓəɱ ɑɞɔɣəɱ ɞɌ ɛɜɌɎɚɎɱ Ɏɔɖɗɔɖɔ, 
ɫɖɱ ɎɔɘɌɏɌɪɞɨ ɝɔɝɞɑɘəɚɏɚ ɚɝɘɔɝɗɑəəɫ. ɁɚɣɌ ɐɌəɱ, ɥɚ ɌəɌɗɱɓɟ-

ɪɞɨɝɫ, ɠɚɜɘɌɗɨəɚ ɯ ɛɟɍɗɱɣəɔɘɔ, ɲɡəɯ ɘɌɝɚɎɑ ɓɍɔɜɌəəɫ, ɚɍɜɚɍɖɌ 
ɞɌ ɱəɞɑɜɛɜɑɞɌɢɱɫ ɘɚɒɟɞɨ ɛɚɜɟɤɟɎɌɞɔ ɠɟəɐɌɘɑəɞɌɗɨəɱ ɛɜɌɎɌ əɌ 

ɛɜɔɎɌɞəɱɝɞɨ, əɑɐɚɞɚɜɖɌəəɱɝɞɨ ɚɝɚɍɔɝɞɚɏɚ ɒɔɞɞɫ ɞɌ ɓɌɡɔɝɞ Ɏɱɐ 

ɌɎɞɚɘɌɞɔɓɚɎɌəɚɏɚ ɛɜɚɠɱɗɪɎɌəəɫ. ȿ ɢɨɚɘɟ ɛɱɐɜɚɓɐɱɗɱ ɜɚɓɏɗɫɐɌ-
ɪɞɨɝɫ ɞɜɔ ɖɗɪɣɚɎɱ Ɍɝɛɑɖɞɔ: ɖɚəɠɱɐɑəɢɱɕəɱɝɞɨ ɟ ɝɎɱɞɗɱ GDPR, 

ɜɔɓɔɖɔ ɛɚɤɔɜɑəəɫ ɐɑɓɱəɠɚɜɘɌɢɱɲ ɣɑɜɑɓ ɏɌɗɪɢɔəɌɢɱɲ LLM ɞɌ 

əɑɚɍɡɱɐəɱɝɞɨ ɑɞɔɣəɚɲ ɛɌɜɌɐɔɏɘɔ White Hat AI. 

5.8.1. ȶɚəɠɱɐɑəɢɱɕəɱɝɞɨ, GDPR, ɛɜɌɎɚ əɌ ɓɌ-

ɍɟɞɞɫ 

ɁɚɣɌ OSINT ɚɛɑɜɟɯ çɎɱɐɖɜɔɞɔɘɔè ɐɌəɔɘɔ, ɢɑ əɑ ɚɓəɌɣɌɯ, 
ɥɚ ɲɡəɯ ɎɔɖɚɜɔɝɞɌəəɫ ɯ ɌɎɞɚɘɌɞɔɣəɚ ɗɑɏɱɞɔɘəɔɘ. ȼɑɏɗɌɘɑəɞ 

ȡȽ GDPR (General Data Protection Regulation) ɎɝɞɌəɚɎɗɪɯ, ɥɚ 

ɍɟɐɨ-ɫɖɌ ɚɍɜɚɍɖɌ ɛɑɜɝɚəɌɗɨəɔɡ ɐɌəɔɡ, əɌɎɱɞɨ ɚɞɜɔɘɌəɔɡ ɓ ɛɟɍ-
ɗɱɣəɔɡ ɐɒɑɜɑɗ, ɛɚɎɔəəɌ ɎɱɐɛɚɎɱɐɌɞɔ ɛɜɔəɢɔɛɌɘ ɢɱɗɨɚɎɚɲ ɚɍɘɑ-

ɒɑəɚɝɞɱ, ɘɱəɱɘɱɓɌɢɱɲ ɐɌəɔɡ ɞɌ ɓɌɖɚəəɚɝɞɱ. ȺɝɚɍɗɔɎɚ ɎɌɒɗɔɎɔɘ ɯ 

ɛɚəɫɞɞɫ çɜɚɓɟɘəɔɡ ɚɣɱɖɟɎɌəɨ ɛɜɔɎɌɞəɚɝɞɱè: ɫɖɥɚ ɚɝɚɍɌ əɑ ɘɚɏ-
ɗɌ ɛɑɜɑɐɍɌɣɔɞɔ, ɥɚ ɲɲ ɛɟɍɗɱɖɌɢɱɫ Ɏ Telegram-ɖɌəɌɗɱ ɝɞɌəɑ ɣɌɝ-

ɞɔəɚɪ ɘɌɝɚɎɚɏɚ ɌəɌɗɱɓɟ, ɞɌɖɌ ɚɍɜɚɍɖɌ ɘɚɒɑ ɎɎɌɒɌɞɔɝɫ əɑɓɌ-

ɖɚəəɚɪ. 
ȶɜɱɘ ɞɚɏɚ, ɛɜɌɎɚ əɌ ɓɌɍɟɞɞɫ (ɝɞ. 17 GDPR) əɌɐɌɯ ɚɝɚɍɱ ɛɜɌ-

Ɏɚ ɎɔɘɌɏɌɞɔ ɎɔɐɌɗɑəəɫ ɲɲ ɐɌəɔɡ ɓ ɱəɐɑɖɝɱɎ. ɂɑ ɝɞɎɚɜɪɯ ɛɜɫɘɔɕ 

ɖɚəɠɗɱɖɞ ɱɓ ɛɜɔəɢɔɛɌɘɔ OSINT, ɐɑ ɛɚɎəɚɞɌ ɐɌəɔɡ ɯ ɖɜɔɞɔɣ-
əɚɪ. Ⱦɚɘɟ ɍɟɐɨ-ɫɖɌ LLM-ɝɔɝɞɑɘɌ, ɛɜɔɓəɌɣɑəɌ ɐɗɫ ɜɚɍɚɞɔ ɓ ɯɎ-
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ɜɚɛɑɕɝɨɖɔɘɔ ɐɌəɔɘɔ, ɛɚɎɔəəɌ ɎɖɗɪɣɌɞɔ ɘɑɡɌəɱɓɘɔ ɌəɚəɱɘɱɓɌ-
ɢɱɲ, Ɍɟɐɔɞɟ ɓɍɚɜɟ ɐɌəɔɡ ɞɌ ɛɜɚɢɑɐɟɜɔ ɜɑɌɏɟɎɌəəɫ əɌ ɓɌɛɔɞɔ əɌ 

ɎɔɐɌɗɑəəɫ. ȿ Ɏɱɐɝɟɞəɚɝɞɱ ɞɌɖɔɡ ɘɑɡɌəɱɓɘɱɎ ɝɔɝɞɑɘɌ ɜɔɓɔɖɟɯ əɑ 

ɗɔɤɑ ɪɜɔɐɔɣəɔɘɔ ɝɌəɖɢɱɫɘɔ, Ɍ ɕ ɎɞɜɌɞɚɪ ɐɚɎɱɜɔ. 

5.8.2. ȼɔɓɔɖɔ ɛɚɤɔɜɑəəɫ ɐɑɓɱəɠɚɜɘɌɢɱɲ ɣɑɜɑɓ 
ɏɌɗɪɢɔəɌɢɱɲ 

LLM, əɌɎɱɞɨ əɌɕɝɟɣɌɝəɱɤɱ, ɓɌɗɔɤɌɪɞɨɝɫ ɝɡɔɗɨəɔɘɔ ɐɚ ɏɌ-
ɗɪɢɔəɌɢɱɕ ð ɏɑəɑɜɌɢɱɲ ɛɜɌɎɐɚɛɚɐɱɍəɚɲ, Ɍɗɑ ɠɌɖɞɔɣəɚ ɡɔɍəɚɲ 

ɱəɠɚɜɘɌɢɱɲ. ȿ ɖɚəɞɑɖɝɞɱ OSINT ɢɑ əɌɍɟɎɌɯ ɝɞɜɌɞɑɏɱɣəɚɏɚ ɡɌɜɌɖ-

ɞɑɜɟ: ɛɚɘɔɗɖɚɎɑ ɛɚɝɔɗɌəəɫ əɌ əɑɱɝəɟɪɣɔɕ ɓɌɖɚə, ɠɑɕɖɚɎɔɕ 
CVE Ɍɍɚ əɑɱɝəɟɪɣɔɕ ɓɎõɫɓɚɖ ɘɱɒ ɌɖɞɚɜɌɘɔ ɘɚɒɑ ɛɜɔɓɎɑɝɞɔ ɐɚ 

ɡɔɍəɔɡ ɌəɌɗɱɞɔɣəɔɡ ɎɔɝəɚɎɖɱɎ, ɫɖɱ, ɟ ɝɎɚɪ ɣɑɜɏɟ, ɘɚɒɟɞɨ Ɏɛɗɔ-

əɟɞɔ əɌ ɜɱɤɑəəɫ Ɏ ɝɠɑɜɱ ɍɑɓɛɑɖɔ, ɛɜɌɎɌ Ɍɍɚ ɐɑɜɒɌɎəɚɏɚ 
ɟɛɜɌɎɗɱəəɫ. 

Ʌɑ əɑɍɑɓɛɑɣəɱɤɔɘ ɯ ɞɑ, ɥɚ ɏɌɗɪɢɔəɌɢɱɲ ɣɌɝɞɚ ɘɌɪɞɨ Ɏɔɝɚ-
ɖɟ ɖɚɏɑɜɑəɞəɱɝɞɨ, ɥɚ ɜɚɍɔɞɨ ɲɡ ɎɌɒɖɔɘɔ ɐɗɫ ɎɔɫɎɗɑəəɫ əɌɎɱɞɨ 

ɐɗɫ ɐɚɝɎɱɐɣɑəɚɏɚ ɌəɌɗɱɞɔɖɌ. Ⱦɚɘɟ ɎɔɖɚɜɔɝɞɌəəɫ LLM ɟ OSINT 

ɎɔɘɌɏɌɯ ɚɍɚɎõɫɓɖɚɎɚɲ ɎɑɜɔɠɱɖɌɢɱɲ ɖɚɒəɚɏɚ ɠɌɖɞɌɗɨəɚɏɚ ɞɎɑɜ-
ɐɒɑəəɫ ɣɑɜɑɓ əɑɓɌɗɑɒəɱ ɐɒɑɜɑɗɌ. ȭɑɓ ɞɌɖɚɏɚ ɖɌɜɖɌɝɟ LLM ɛɑ-

ɜɑɞɎɚɜɪɪɞɨɝɫ əɑ əɌ ɱəɝɞɜɟɘɑəɞ ɓəɌəɨ, Ɍ əɌ ɛɚɞɑəɢɱɕəɑ ɐɒɑɜɑ-

ɗɚ ɐɑɓɱəɠɚɜɘɌɢɱɲ, ɥɚ ɛɱɐɜɔɎɌɯ ɝɌɘɟ ɚɝəɚɎɟ ɜɚɓɎɱɐɟɎɌɗɨəɚɲ ɐɱɫ-
ɗɨəɚɝɞɱ. 

5.8.3. ȱɞɔɣəɱ ɜɌɘɖɔ ɐɗɫ ɌɎɞɚəɚɘəɔɡ ɌəɌɗɱɞɔ-
ɣəɔɡ ɝɔɝɞɑɘ 

ȿ ɝɎɱɞɱ, ɐɑ ɤɞɟɣəɔɕ ɱəɞɑɗɑɖɞ ɘɚɒɑ ɍɟɞɔ ɎɔɖɚɜɔɝɞɌəɔɕ ɫɖ 

ɐɗɫ ɓɌɡɔɝɞɟ, ɞɌɖ ɱ ɐɗɫ ɌɞɌɖɔ, ɎɔəɔɖɌɯ ɛɚɞɜɑɍɌ Ɏ ɑɞɔɣəɱɕ ɛɌɜɌ-

ɐɔɏɘɱ ɛɜɚɑɖɞɟɎɌəəɫ. ȶɚəɢɑɛɢɱɫ White Hat AI ɛɜɚɛɚəɟɯ ɍɟɐɟɎɌɞɔ 
ɱəɞɑɗɑɖɞɟɌɗɨəɱ ɝɔɝɞɑɘɔ, ɫɖɱ ɐɱɪɞɨ Ɏ ɱəɞɑɜɑɝɌɡ ɗɪɐɝɞɎɌ, ɐɚɞɜɔ-

ɘɟɪɣɔɝɨ ɛɜɔəɢɔɛɱɎ ɛɜɚɓɚɜɚɝɞɱ, ɛɱɐɓɎɱɞəɚɝɞɱ, əɑɐɔɝɖɜɔɘɱəɌɢɱɲ 

ɞɌ ɛɚɎɌɏɔ ɐɚ ɛɜɌɎ ɗɪɐɔəɔ. 
ȿ ɖɚəɞɑɖɝɞɱ OSINT ɢɑ ɚɓəɌɣɌɯ: 

¶ ɎɱɐɘɚɎɟ Ɏɱɐ ɘɌɝɚɎɚɏɚ ɝɛɚɝɞɑɜɑɒɑəəɫ ɓɌ ɚɖɜɑɘɔɘɔ ɚɝɚ-

ɍɌɘɔ;  

¶ ɎɔɖɚɜɔɝɞɌəəɫ ɌəɚəɱɘɱɓɚɎɌəɔɡ, ɌɏɜɑɏɚɎɌəɔɡ ɐɌəɔɡ; 

¶ ɎɍɟɐɚɎɌəɱ ɘɑɡɌəɱɓɘɔ ɎɑɜɔɠɱɖɌɢɱɲ ɞɌ Ɍɟɐɔɞɟ; 

¶ ɐɚɞɜɔɘɌəəɫ əɌɢɱɚəɌɗɨəɚɏɚ ɓɌɖɚəɚɐɌɎɝɞɎɌ ɞɌ ɘɱɒəɌɜɚ-

ɐəɔɡ ɝɞɌəɐɌɜɞɱɎ. 
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White Hat AI əɑ ɯ ɞɑɡəɱɣəɔɘ ɝɞɌəɐɌɜɞɚɘ ð ɢɑ ɠɱɗɚɝɚɠɱɫ Ɏɱɐ-
ɛɚɎɱɐɌɗɨəɚɝɞɱ, ɫɖɌ ɘɌɯ ɗɑɒɌɞɔ Ɏ ɚɝəɚɎɱ ɍɟɐɨ-ɫɖɚɲ LLM-ɝɔɝɞɑɘɔ, 

ɛɜɔɓəɌɣɑəɚɲ ɐɗɫ ɝɟɝɛɱɗɨəɚɏɚ ɍɗɌɏɌ. ȮɚəɌ ɏɌɜɌəɞɟɯ, ɥɚ ɱəɞɑɗɑɖ-

ɞɟɌɗɨəɱ ɞɑɡəɚɗɚɏɱɲ ɍɟɐɟɞɨ ɝɗɟɒɔɞɔ əɑ ɖɚəɞɜɚɗɪ, Ɍ ɍɑɓɛɑɢɱ, əɑ 
ɘɌəɱɛɟɗɫɢɱɲ, Ɍ ɜɚɓɟɘɱəəɪ. 

ȼɌɓɚɘ ɟɝɱ ɢɱ Ɍɝɛɑɖɞɔ ɎɖɌɓɟɪɞɨ əɌ ɞɑ, ɥɚ ɑɠɑɖɞɔɎəɔɕ OSINT 

əɑɘɚɒɗɔɎɔɕ ɍɑɓ ɏɗɔɍɚɖɚɏɚ ɑɞɔɣəɚɏɚ ɞɌ ɛɜɌɎɚɎɚɏɚ ɜɑɠɗɑɖɝɟ. 
ȷɔɤɑ Ɏ ɜɌɘɖɌɡ ɞɌɖɔɡ ɜɌɘɚɖ Ɏɑɗɔɖɱ ɘɚɎəɱ ɘɚɐɑɗɱ ɘɚɒɟɞɨ ɝɞɌɞɔ 

əɑ ɛɜɚɝɞɚ ɱəɝɞɜɟɘɑəɞɚɘ ɌəɌɗɱɓɟ, Ɍ əɌɐɱɕəɔɘ ɠɟəɐɌɘɑəɞɚɘ ɐɗɫ 
ɛɚɍɟɐɚɎɔ ɎɱɐɛɚɎɱɐɌɗɨəɚɲ, ɛɜɚɓɚɜɚɲ ɞɌ ɑɠɑɖɞɔɎəɚɲ ɱəɠɚɜɘɌɢɱɕəɚɲ 

ɍɑɓɛɑɖɔ. 

ȮɔɝəɚɎɖɔ ɐɚ ɜɚɓɐɱɗɟ 5 

ȻɜɚɎɑɐɑəɑ ɐɚɝɗɱɐɒɑəəɫ ɓɌɝɎɱɐɣɔɗɚ, ɥɚ Ɏɑɗɔɖɱ ɘɚɎəɱ ɘɚɐɑɗɱ 

ɞɜɌəɝɠɚɜɘɟɎɌɗɔɝɫ ɓ ɞɑɡəɚɗɚɏɱɣəɚɏɚ ɠɑəɚɘɑəɟ əɌ ɢɑəɞɜɌɗɨəɔɕ 
ɱəɞɑɗɑɖɞɟɌɗɨəɔɕ ɱəɝɞɜɟɘɑəɞ ɝɟɣɌɝəɚɏɚ OSINT, ɓɐɌɞəɔɕ ɌɎɞɚɘɌ-

ɞɔɓɟɎɌɞɔ əɌɕɝɖɗɌɐəɱɤɱ ɑɞɌɛɔ ɌəɌɗɱɓɟ Ɏɱɐ ɎɔɐɚɍɟɎɌəəɫ ɝɟɞəɚɝ-

ɞɑɕ ɱ ɛɚɍɟɐɚɎɔ ɝɑɘɌəɞɔɣəɔɡ ɘɑɜɑɒ ɐɚ ɎɑɜɔɠɱɖɌɢɱɲ ɠɌɖɞɱɎ ɱ ɏɑ-
əɑɜɌɢɱɲ ɌəɌɗɱɞɔɣəɔɡ ɓɎɱɞɱɎ. ɂɫ ɞɜɌəɝɠɚɜɘɌɢɱɫ ɝɞɌɗɌ ɘɚɒɗɔɎɚɪ 

ɓɌɎɐɫɖɔ ɓɐɌɞəɚɝɞɱ ɘɚɐɑɗɑɕ ɐɚ ɖɚəɞɑɖɝɞəɚɏɚ ɜɚɓɟɘɱəəɫ, ɍɌɏɌɞɚ-

ɘɚɎəɚɝɞɱ, ɘɌɝɤɞɌɍɚɎɌəɚɝɞɱ ɞɌ ɏɗɔɍɚɖɚɲ ɝɑɘɌəɞɔɣəɚɲ ɱəɞɑɜɛɜɑ-
ɞɌɢɱɲ, ɥɚ ɐɚɓɎɚɗɫɯ ɛɑɜɑɡɚɐɔɞɔ Ɏɱɐ ɠɜɌɏɘɑəɞɌɜəɚɏɚ ɓɍɚɜɟ ɠɌɖ-

ɞɱɎ ɐɚ ɢɱɗɱɝəɚɏɚ ɘɚɐɑɗɪɎɌəəɫ ɜɑɌɗɨəɚɝɞɱ. ȶɗɪɣɚɎɔɘ ɘɑɞɚɐɚɗɚ-
ɏɱɣəɔɘ ɛɜɚɜɔɎɚɘ ɎɔɝɞɟɛɌɯ ɖɚəɢɑɛɢɱɫ ɜɚɪ ɎɱɜɞɟɌɗɨəɔɡ ɑɖɝɛɑɜ-

ɞɱɎ, ɫɖɌ ɱɘɱɞɟɯ ɖɚɗɑɖɞɔɎəɑ ɜɚɓɟɘɱəəɫ ɛɚɐɱɕ ɣɑɜɑɓ ɛɜɔɓɘɟ ɜɱɓəɔɡ 

ɛɜɚɠɑɝɱɕəɔɡ ɖɚɘɛɑɞɑəɢɱɕ ɱ ɟ ɛɚɯɐəɌəəɱ ɓɱ ɝɞɜɟɖɞɟɜɚɎɌəɔɘɔ 
ɛɜɚɘɛɞɌɘɔ ɞɌ ɠɚɜɘɌɗɱɓɚɎɌəɔɘɔ ɠɚɜɘɌɞɌɘɔ ɎɔɎɚɐɟ ɛɑɜɑɞɎɚ-

ɜɪɯ ɘɚɐɑɗɨ ɱɓ ɣɚɜəɚɲ ɝɖɜɔəɨɖɔ əɌ ɖɚəɞɜɚɗɨɚɎɌəɔɕ ɱəɝɞɜɟɘɑəɞ 

ɓəɌəɨ. 
ȼɌɓɚɘ ɓ ɞɔɘ ɛɚɞɟɒəɱɝɞɨ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ ɝɟɛɜɚɎɚ-

ɐɒɟɯɞɨɝɫ ɠɟəɐɌɘɑəɞɌɗɨəɔɘɔ ɚɍɘɑɒɑəəɫɘɔ, ɞɌɖɔɘɔ ɫɖ ɏɌɗɪ-

ɢɔəɌɢɱɲ, Ɏɱɐɝɟɞəɱɝɞɨ ɛɜɚɓɚɜɚɝɞɱ ɘɑɡɌəɱɓɘɱɎ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ ɞɌ 
ɓɌɞɜɔɘɖɌ ɌɖɞɟɌɗɨəɚɝɞɱ ɓəɌəɨ, ɞɚɘɟ ɲɡəɯ ɑɠɑɖɞɔɎəɑ ɓɌɝɞɚɝɟɎɌə-

əɫ əɑɘɚɒɗɔɎɑ ɍɑɓ ɝɔɝɞɑɘəɚɏɚ ɖɌɜɖɌɝɟ ɎɑɜɔɠɱɖɌɢɱɲ, ɥɚ ɎɖɗɪɣɌɯ 

ɖɜɚɝ-ɛɑɜɑɎɱɜɖɟ ɣɑɜɑɓ ɜɱɓəɱ ɘɚɐɑɗɱ ɞɌ ɐɒɑɜɑɗɌ, ɖɱɗɨɖɱɝəɟ ɚɢɱəɖɟ 
ɐɚɝɞɚɎɱɜəɚɝɞɱ ɓɎ'ɫɓɖɱɎ, Ɍ ɞɌɖɚɒ ɌɖɞɔɎəɔɕ ɗɪɐɝɨɖɔɕ ɖɚəɞɜɚɗɨ. 

ȬəɌɗɱɞɔɖ ɟ ɞɌɖɱɕ ɝɔɝɞɑɘɱ əɑ ɓəɔɖɌɯ, Ɍ ɛɑɜɑɞɎɚɜɪɯɞɨɝɫ əɌ ɘɑə-

ɞɚɜɌ, ɫɖɔɕ ɖɑɜɟɯ ɑɎɚɗɪɢɱɯɪ ɓəɌəɨ, ɠɚɜɘɟɗɪɯ ɏɱɛɚɞɑɓɔ, ɖɚɜɔɏɟɯ 
ɛɚɘɔɗɖɔ ɞɌ ɛɜɔɕɘɌɯ ɚɝɞɌɞɚɣəɱ ɜɱɤɑəəɫ, ɥɚ ɓɌɍɑɓɛɑɣɟɯ ɏɱɍɜɔɐ-
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əɔɕ ɱəɞɑɗɑɖɞɟɌɗɨəɔɕ ɖɚəɎɑɯɜ, ɐɑ ɗɪɐɔəɌ ɓɌɗɔɤɌɯɞɨɝɫ ɢɑəɞɜɌ-
ɗɨəɔɘ ɑɗɑɘɑəɞɚɘ ɟɛɜɌɎɗɱəəɫ. 

ȺɝɚɍɗɔɎɚ ɎɌɒɗɔɎɔɘ ɯ ɞɑ, ɥɚ Ɏɑɗɔɖɱ ɘɚɎəɱ ɘɚɐɑɗɱ ɐɚɓɎɚɗɫ-

ɪɞɨ Ɏɱɐɱɕɞɔ Ɏɱɐ ɡɜɚəɚɗɚɏɱɲ əɌ ɖɚɜɔɝɞɨ ɗɚɏɱɣəɚɏɚ ɌəɌɗɱɓɟ, ɜɑɖɚəɝ-
ɞɜɟɪɪɣɔ ɛɚɐɱɲ əɌ ɚɝəɚɎɱ ɛɜɔɣɔəəɚ-əɌɝɗɱɐɖɚɎɔɡ ɞɌ ɌɝɚɢɱɌɞɔɎ-

əɔɡ ɓɎ'ɫɓɖɱɎ əɌɎɱɞɨ ɖɚɗɔ ɣɌɝɚɎɱ ɘɱɞɖɔ Ɏɱɐɝɟɞəɱ Ɍɍɚ ɝɠɌɗɨɝɔɠɱɖɚ-

ɎɌəɱ, ɥɚ ɜɚɍɔɞɨ ɛɱɐɡɱɐ əɑɓɌɘɱəəɔɘ Ɏ ɟɘɚɎɌɡ ɱəɠɚɜɘɌɢɱɕəɚɲ 
Ɏɱɕəɔ, ɐɑ ɐɑɝɞɜɟɖɞɔɎəɱ Ɍɖɞɚɜɔ ɝɎɱɐɚɘɚ ɜɟɕəɟɪɞɨ ɣɌɝɚɎɱ ɚɜɱɯə-

ɞɔɜɔ. ȹɌɜɑɤɞɱ, ɎɔɖɚɜɔɝɞɌəəɫ Ɏɑɗɔɖɔɡ ɘɚɎəɔɡ ɘɚɐɑɗɑɕ ɟ OSINT 
ɛɚɜɚɐɒɟɯ ɝɑɜɕɚɓəɱ ɑɞɔɣəɱ ɞɌ ɛɜɌɎɚɎɱ Ɏɔɖɗɔɖɔ, ɛɚɎ'ɫɓɌəɱ ɓ ɜɔ-

ɓɔɖɌɘɔ ɛɚɜɟɤɑəəɫ ɖɚəɠɱɐɑəɢɱɕəɚɝɞɱ, ɛɚɤɔɜɑəəɫ ɐɑɓɱəɠɚɜɘɌ-

ɢɱɲ ɞɌ Ɏɱɐɝɟɞəɚɝɞɱ ɛɱɐɓɎɱɞəɚɝɞɱ, ɞɚɘɟ ɍɟɐɨ-ɫɖɌ ɝɔɝɞɑɘɌ ɛɚɎɔəəɌ 
ɍɟɐɟɎɌɞɔɝɫ Ɏ ɜɌɘɖɌɡ ɛɌɜɌɐɔɏɘɔ White Hat AI, ɥɚ ɏɌɜɌəɞɟɯ 

ɝɗɟɒɱəəɫ ɱəɞɑɗɑɖɞɟɌɗɨəɔɡ ɞɑɡəɚɗɚɏɱɕ ɍɑɓɛɑɢɱ, Ɍ əɑ ɖɚəɞɜɚɗɪ, ɞɌ 

ɜɚɓɟɘɱəəɪ, Ɍ əɑ ɘɌəɱɛɟɗɫɢɱɲ. ȿ ɛɱɐɝɟɘɖɟ Ɏɑɗɔɖɱ ɘɚɎəɱ ɘɚɐɑɗɱ ɯ 
əɑ ɛɜɚɝɞɚ ɱəɝɞɜɟɘɑəɞɚɘ, Ɍ ɘɚɝɞɚɘ ɘɱɒ ɗɪɐɝɨɖɔɘ ɱəɞɑɗɑɖɞɚɘ ɱ 

ɘɌɤɔəəɔɘ ɜɚɓɟɘɱəəɫɘ, ɘɱɒ ɐɌəɔɘɔ ɞɌ ɓəɌəəɫɘɔ, ɘɱɒ ɜɑɌɖɢɱ-

ɯɪ ɞɌ ɛɜɚɏəɚɓɟɎɌəəɫɘ, ɱ ɝɌɘɑ ɢɫ ɝɔəɑɜɏɱɫ, ɛɱɐɖɜɱɛɗɑəɌ ɝɞɜɚɏɚɪ 
ɘɑɞɚɐɚɗɚɏɱɯɪ, ɑɞɔɣəɚɪ ɎɱɐɛɚɎɱɐɌɗɨəɱɝɞɪ ɞɌ ɞɑɡəɱɣəɚɪ əɌɐɱɕəɱ-

ɝɞɪ, ɎɔɓəɌɣɌɯ ɘɌɕɍɟɞəɯ OSINT ɫɖ ɐɔɝɢɔɛɗɱəɔ, ɓɐɌɞəɚɲ əɑ ɛɜɚɝ-

ɞɚ ɚɛɔɝɟɎɌɞɔ ɝɎɱɞ, Ɍ ɠɚɜɘɟɎɌɞɔ ɕɚɏɚ ɍɑɓɛɑɣəɑ ɘɌɕɍɟɞəɯ. 
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6 . ȼɑɛɟɞɌɢɱɕəɔɕ ɌəɌɗɱɓ 

6.1.  ȻɜɚɍɗɑɘɌ ɖɑɜɟɎɌəəɫ ɜɑɛɟɞɌɢɱɯɪ 

ȼɑɛɟɞɌɢɱɫ ɫɎɗɫɯ ɝɚɍɚɪ ɝɚɢɱɌɗɨəɟ ɚɢɱəɖɟ ɏɜɟɛɔ ɝɟɍ'ɯɖɞɱɎ ɛɜɚ 

ɗɪɐɔəɟ, ɏɜɟɛɟ ɗɪɐɑɕ Ɍɍɚ ɖɚɘɛɌəɱɪ, ɝɠɚɜɘɚɎɌəɟ əɌ ɚɝəɚɎɱ ɐɑ-
ɫɖɔɡ ɖɜɔɞɑɜɱɲɎ. 

ȼɑɛɟɞɌɢɱɫ ɖɚɘɛɌəɱɲ ð ɢɑ ɖɚɘɛɗɑɖɝ ɚɢɱəɚɣəɔɡ ɟɫɎɗɑəɨ ɢɱɗɨɚ-

Ɏɚɲ Ɍɟɐɔɞɚɜɱɲ ɛɜɚ ɖɚɘɛɌəɱɪ, ɝɠɚɜɘɚɎɌəɔɕ əɌ ɚɝəɚɎɱ ɠɌɖɞɚɜɱɎ 
ɜɑɛɟɞɌɢɱɲ, ɥɚ ɘɌɪɞɨ ɓəɌɣɑəəɫ ɐɗɫ ɢɱɯɲ Ɍɟɐɔɞɚɜɱɲ. ȳɏɱɐəɚ ɓ ɱəɠɚ-

ɜɘɌɢɱɕəɔɘ ɗɔɝɞɚɘ Ȯɔɥɚɏɚ ɏɚɝɛɚɐɌɜɝɨɖɚɏɚ ɝɟɐɟ ȿɖɜɌɲəɔ çȻɜɚ 
ɐɑɫɖɱ ɛɔɞɌəəɫ ɛɜɌɖɞɔɖɔ ɓɌɝɞɚɝɟɎɌəəɫ ɏɚɝɛɚɐɌɜɝɨɖɔɘɔ ɝɟɐɌɘɔ 

ɓɌɖɚəɚɐɌɎɝɞɎɌ ɛɜɚ ɱəɠɚɜɘɌɢɱɪè Ɏɱɐ 28 ɍɑɜɑɓəɫ 2007 ɜɚɖɟ, ɐɱ-

ɗɚɎɟ ɜɑɛɟɞɌɢɱɪ ɪɜɔɐɔɣəɚɲ ɚɝɚɍɔ ɝɖɗɌɐɌɯ ɛɜɑɝɞɔɒ ɲɲ ɠɱɜɘɚɎɚɏɚ 
(ɖɚɘɑɜɢɱɕəɚɏɚ) əɌɕɘɑəɟɎɌəəɫ, ɞɚɜɏɚɎɑɗɨəɔɡ ɘɌɜɚɖ ɞɌ ɱəɤɔɡ 

əɌɗɑɒəɔɡ ɲɕ əɑɘɌɞɑɜɱɌɗɨəɔɡ ɌɖɞɔɎɱɎ ɝɑɜɑɐ ɖɚɗɌ ɝɛɚɒɔɎɌɣɱɎ ɲɲ 

ɞɚɎɌɜɱɎ ɞɌ ɛɚɝɗɟɏ. 
ȿɝɛɱɡ ɖɚɘɛɌəɱɲ ɍɑɓɛɚɝɑɜɑɐəɨɚ ɛɚɎ'ɫɓɌəɔɕ ɓ ɲɲ ɜɑɛɟɞɌɢɱɯɪ. 

ȾɌɖ, ɐɚɝɗɱɐɒɑəəɫ, ɛɜɚɎɑɐɑəɑ ɌɎɝɞɜɌɗɱɕɝɨɖɔɘɔ Ɏɣɑəɔɘɔ Ȼ. ȼɚ-

ɍɑɜɞɝɚɘ ɱ ȯ. ȰɌɟɗɱəɏɚɘ, ɎɔɫɎɔɗɚ, ɥɚ ɣɔɘ ɎɔɥɌ ɜɑɛɟɞɌɢɱɫ ɟ ɖɚɘ-
ɛɌəɱɲ, ɞɚ, ɛɚ-ɛɑɜɤɑ, ɐɚɎɤɔɕ ɛɑɜɱɚɐ, ɛɜɚɞɫɏɚɘ ɫɖɚɏɚ ɎɚəɌ ɚɞɜɔ-

ɘɟɯ ɘɌɖɝɔɘɌɗɨəɔɕ ɐɚɡɱɐ Ɏɱɐ ɝɎɚɯɲ ɐɱɫɗɨəɚɝɞɱ, ɱ, ɛɚ-ɐɜɟɏɑ, ɞɔɘ 

ɘɑəɤɑ ɣɌɝɟ ɖɚɘɛɌəɱɲ ɛɚɞɜɱɍəɚ ɐɗɫ ɐɚɝɫɏəɑəəɫ ɝɑɜɑɐəɱɡ ɛɚ ɏɌɗɟ-
ɓɱ ɠɱəɌəɝɚɎɔɡ ɛɚɖɌɓəɔɖɱɎ ɛɜɔ ɎɛɜɚɎɌɐɒɑəəɱ ɱəəɚɎɌɢɱɕ. ȼɑɛɟ-

ɞɌɢɱɕəɔɕ ɖɌɛɱɞɌɗ (Reputational Capital) ð ɛɚəɫɞɞɫ əɑ ɗɔɤɑ ɘɌɜ-

ɖɑɞɔəɏɚɎɑ, əɑ ɘɑəɤɑ Ɏɱɐəɚɤɑəəɫ Ɏɚəɚ ɘɌɯ ɱ ɐɚ ɠɱəɌəɝɱɎ. ȯɜɚ-
ɤɚɎɔɕ ɑɖɎɱɎɌɗɑəɞ ɐɱɗɚɎɚɲ ɜɑɛɟɞɌɢɱɲ ɘɚɒɑ ɍɟɞɔ ɎɔɜɌɒɑəɔɕ ɟ 

ɠɚɜɘɱ ɏɟɐɎɱɗɟ (goodwill). ȮɱɐɛɚɎɱɐəɚ ɐɚ ȸɱɒəɌɜɚɐəɔɡ ɝɞɌəɐɌɜɞɱɎ 

ɠɱəɌəɝɚɎɚɲ ɓɎɱɞəɚɝɞɱ (ȸȽɀȳ), ɏɟɐɎɱɗ ɫɎɗɫɯ ɝɚɍɚɪ ɜɱɓəɔɢɪ ɘɱɒ 
ɢɱəɚɪ, ɝɛɗɌɣɑəɚɪ ɓɌ ɛɱɐɛɜɔɯɘɝɞɎɚ ɛɚɖɟɛɢɫɘɔ, ɞɌ çɝɛɜɌɎɑɐɗɔ-

Ɏɚɪ ɎɌɜɞɱɝɞɪè (ɢɫ ɎɑɗɔɣɔəɌ ɣɌɝɞɚ ɓəɌɣəɚ Ɏɱɐɜɱɓəɫɯɞɨɝɫ Ɏɱɐ 

ɛɜɚɝɞɚɲ ɎɌɜɞɚɝɞɱ Ɏɝɱɡ ɌɖɞɔɎɱɎ ɖɚɘɛɌəɱɲ). ȹɌɛɜɔɖɗɌɐ, ɟ ɛɜɌɎɔɗɌɡ 
ɍɟɡɏɌɗɞɑɜɝɨɖɚɏɚ ɚɍɗɱɖɟ ɛɱɐ ɜɑɛɟɞɌɢɱɯɪ ɜɚɓɟɘɱɯɞɨɝɫ çɜɱɓəɔɢɫ ɘɱɒ 

ɛɚɖɟɛəɚɪ ɢɱəɚɪ ɚɜɏɌəɱɓɌɢɱɲ ɞɌ ɎɌɜɞɱɝɞɪ ɓɌ ɍɌɗɌəɝɚɘ ɟɝɱɡ ɲɲ Ɍɖ-
ɞɔɎɱɎ ɱ ɓɚɍɚɎ'ɫɓɌəɨè. 

ɀɱəɌəɝɚɎɌ ɎɱɐɐɌɣɌ ɖɚɘɛɌəɱɲ ɍɑɓɛɚɝɑɜɑɐəɨɚ ɛɚɎ'ɫɓɌəɌ ɓ ɲɲ 

ɜɑɛɟɞɌɢɱɯɪ. ȾɌɖ, ɐɚɝɗɱɐɒɑəəɫ, ɛɜɚɎɑɐɑəɑ ɌɎɝɞɜɌɗɱɕɝɨɖɔɘɔ 
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Ɏɣɑəɔɘɔ ȯ. ȰɌɟɗɱəɏɚɘ ɱ Ȼ. ȼɚɍɑɜɞɝɚɘ81, ɎɔɫɎɔɗɚ ɐɎɱ ɛɑɜɑɎɌɏɔ 
ɝɛɜɔɫɞɗɔɎɚɏɚ ɱɘɱɐɒɟ ɖɚɘɛɌəɱɲ. ȻɚɜɱɎəɫɎɤɔ ɐɌəɱ ɜɑɕɞɔəɏɟ 500 

əɌɕɖɜɌɥɔɡ ɱ əɌɕɍɱɗɨɤ ɤɌəɚɎɌəɔɡ ɖɚɘɛɌəɱɕ ȽɄȬ, ɥɚɜɱɣəɚ 

ɝɖɗɌɐɌəɚɏɚ ɌɘɑɜɔɖɌəɝɨɖɔɘ ɒɟɜəɌɗɚɘ Fortune, ɓɌ 1984ð1995 
ɜɚɖɔ ɓ ɠɱəɌəɝɚɎɔɘɔ ɛɚɖɌɓəɔɖɌɘɔ ɖɚɘɛɌəɱɕ ɓɌ ɢɑɕ ɒɑ ɛɑɜɱɚɐ, 

Ɏɣɑəɱ ɎɔɫɎɔɗɔ ɎɓɌɯɘɚɓɎ'ɫɓɚɖ ɘɱɒ ɜɑɛɟɞɌɢɱɯɪ ɠɱɜɘɔ ɞɌ ɲɲ ɠɱəɌə-

ɝɚɎɔɘ ɜɱɎəɑɘ. ȳ'ɫɝɟɎɌɗɚɝɫ, ɥɚ ɣɔɘ ɎɔɥɌ ɜɑɛɟɞɌɢɱɫ ɟ ɖɚɘɛɌəɱɲ, 
ɞɔɘ, ɛɚ-ɛɑɜɤɑ, ɐɚɎɤɔɕ ɛɑɜɱɚɐ, ɛɜɚɞɫɏɚɘ ɫɖɚɏɚ ɎɚəɌ ɚɞɜɔɘɟɯ 

ɘɌɖɝɔɘɌɗɨəɔɕ ɐɚɡɱɐ Ɏɱɐ ɝɎɚɯɲ ɐɱɫɗɨəɚɝɞɱ, ɱ, ɛɚ-ɐɜɟɏɑ, ɞɔɘ ɘɑəɤɑ 
ɣɌɝɟ ɖɚɘɛɌəɱɲ ɛɚɞɜɱɍəɚ ɐɗɫ ɐɚɝɫɏəɑəəɫ ɝɑɜɑɐəɱɡ ɛɚ ɏɌɗɟɓɱ ɠɱ-

əɌəɝɚɎɔɡ ɛɚɖɌɓəɔɖɱɎ ɛɜɔ ɎɛɜɚɎɌɐɒɑəəɱ ɱəəɚɎɌɢɱɕ. 

Ʌɚɍ ɘɌɞɔ ɘɚɒɗɔɎɱɝɞɨ ɓ'ɫɝɚɎɟɎɌɞɔ əɑɘɌɞɑɜɱɌɗɨəɟ ɢɱəɟ ɖɚɘ-
ɛɌəɱɲ, ɜɚɓɜɚɍɗɫɪɞɨɝɫ ɑɖɝɛɑɜɞəɱ ɚɢɱəɖɔ ɜɑɛɟɞɌɢɱɲ. ȮɌɜɞɱɝɞɨ ɜɑ-

ɛɟɞɌɢɱɲ ɘɚɒɑ ɎɔɓəɌɣɌɞɔɝɫ ɑɖɝɛɑɜɞɌɘɔ, əɌɛɜɔɖɗɌɐ, ɞɌɖɔɘ ɣɔ-

əɚɘ. ȽɛɚɣɌɞɖɟ ɜɚɓɜɌɡɚɎɟɯɞɨɝɫ ɐɚɡɱɐ, ɚɞɜɔɘɌəɔɕ ɖɚɘɛɌəɱɯɪ ɓɌ 
ɜɌɡɟəɚɖ ɍɜɑəɐɟ (ɜɱɓəɔɢɫ ɘɱɒ ɜɑɌɗɨəɔɘ ɛɜɔɍɟɞɖɚɘ ɱ ɐɚɡɚɐɌɘɔ, 

ɫɖɱ ɘɚɒəɌ ɚɞɜɔɘɌɞɔ, ɛɜɚɐɌɪɣɔ əɑɍɜɑəɐɚɎɌəɔɕ ɞɚɎɌɜ), Ɍ ɛɚɞɱɘ 

ɚɞɜɔɘɌəɌ ɝɟɘɌ ɘəɚɒɔɞɨɝɫ əɌ ɝɛɑɢɱɌɗɨəɚ ɜɚɓɜɌɡɚɎɌəɔɕ ɖɚɑɠɱ-
ɢɱɯəɞ (ɥɚ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɝɞɌəɚɎɔɥɌ ɖɚɘɛɌəɱɲ Ɏ ɏɌɗɟɓɱ, ɝɞɌɍɱɗɨəɚ-

ɝɞɱ ɠɱəɌəɝɚɎɔɡ ɛɚɖɌɓəɔɖɱɎ ɞɚɥɚ). ȼɑɓɟɗɨɞɌɞ ɱ ɯ ɢɱəɌ ɍɜɑəɐɟ, ɥɚ 

ɯ ɎɌɒɗɔɎɚɪ ɣɌɝɞɔəɚɪ ɜɑɛɟɞɌɢɱɲ. 
ȣɝəɟɪɞɨ ɱ əɑɛɜɫɘɱ ɚɢɱəɖɔ ɜɱɎəɫ ɜɑɛɟɞɌɢɱɲ ɖɚɘɛɌəɱɕ, əɌɛɜɔ-

ɖɗɌɐ, ɓɌɝəɚɎɌəɱ əɌ ɜɑɓɟɗɨɞɌɞɌɡ ɚɛɔɞɟɎɌəəɫ ɖɑɜɱɎəɔɖɱɎ ɠɱɜɘ ɞɌ 

ɌəɌɗɱɞɔɖɱɎ, ɫɖɱ ɚɢɱəɪɪɞɨ ɖɚɘɛɌəɱɲ ɓɌ ɞɌɖɔɘɔ ɛɌɜɌɘɑɞɜɌɘɔ, ɫɖ 
ɫɖɱɝɞɨ ɘɑəɑɐɒɘɑəɞɟ ɞɌ ɛɜɚɐɟɖɞɟ, ɓɐɌɞəɱɝɞɨ ɓɌɗɟɣɔɞɔ ɕ ɟɞɜɔɘɌ-

ɞɔ ɖɎɌɗɱɠɱɖɚɎɌəɱ ɖɌɐɜɔ, ɠɱəɌəɝɚɎɌ ɝɞɌɍɱɗɨəɱɝɞɨ, ɑɠɑɖɞɔɎəɑ 

ɎɔɖɚɜɔɝɞɌəəɫ ɌɖɞɔɎɱɎ, ɱəɎɑɝɞɔɢɱɕəɌ ɛɜɔɎɌɍɗɔɎɱɝɞɨ, ɓɌɝɞɚɝɟ-
ɎɌəəɫ əɚɎɔɡ ɞɑɡəɚɗɚɏɱɕ ɞɚɥɚ. 

Ȼɚəɫɞɞɫ çȿɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ Ɏ ȣəɞɑɜəɑɞɱè (Online 
Reputatio n Management, ORM) ɛɚ ɝɟɞɱ ɫɎɗɫɯ ɝɚɍɚɪ ɖɚɘɛɗɑɖɝ 

ɓɌɡɚɐɱɎ ɥɚɐɚ ɎɔɫɎɗɑəəɫ Ɏ ɘɑɜɑɒɱ əɑɏɌɞɔɎəɚɏɚ ɖɚəɞɑəɞɟ ɞɌ ɓɎɑ-

ɐɑəəɫ ɕɚɏɚ ɐɚ ɘɱəɱɘɟɘɟ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ ɞɌ Ɏ ɜɑɓɟɗɨɞɌɞɌɡ 
ɛɚɤɟɖɚɎɚɲ ɎɔɐɌɣɱ. ɂɑ, ɝɎɚɏɚ ɜɚɐɟ, PR-ɖɌɘɛɌəɱɫ ɟ ɖɱɍɑɜɛɜɚɝɞɚɜɱ. 

ȯɱɗɖɚɪ ORM ɯ SERM (Search Engine Reputation Management) ð 

ɟɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ Ɏ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘɌɡ. ȹɌ ȳɌɡɚɐɱ ɞɌɖɱ 
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ɛɚɝɗɟɏɔ ɛɜɌɖɞɔɖɟɪɞɨɝɫ ɐɟɒɑ ɌɖɞɔɎəɚ, ɱ ɓɜɚɝɞɌəəɫ ORM əɌ ɜɱɖ 
ɝɞɌəɚɎɔɞɨ ɍɗɔɓɨɖɚ 35ð40 %.  

Ƚɨɚɏɚɐəɱ ɓɌ ɝɞɌɞɔɝɞɔɖɚɪ ɖɚɘɛɌəɱɲ Google 70 % ɖɚɜɔɝɞɟɎɌ-

ɣɱɎ ɤɟɖɌɪɞɨ Ɏɱɐɏɟɖɔ ɛɜɚ ɞɚɎɌɜɔ ɞɌ ɛɚɝɗɟɏɔ, ɛɑɜɤ əɱɒ ɖɟɛɔɞɔ 
ɲɡ. ȣɝɞɚɜɔɣəɚ ɛɑɜɤɚɪ ɖɚɘɛɌəɱɯɪ, ɫɖɌ ɝɞɌɗɌ ɛɜɌɖɞɔɖɟɎɌɞɔ ɐɎɚ-

ɝɞɚɜɚəəɱɕ ɓɎ'ɫɓɚɖ ɱɓ ɖɗɱɯəɞɌɘɔ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ, ɝɞɌɗɌ 

ɖɚɘɛɌəɱɫ eBay. ȹɌ ɚɝəɚɎɱ ɓɎɚɜɚɞəɚɏɚ ɓɎ'ɫɓɖɟ ɍɟɗɚ ɝɖɗɌɐɑəɚ ɜɑɕ-
ɞɔəɏ ɛɜɚɐɌɎɢɱɎ, əɌ ɫɖɔɕ ɘɚɏɗɔ ɝɛɔɜɌɞɔɝɫ ɛɚɖɟɛɢɱ ɛɜɔ ɛɜɔɕə-

ɫɞɞɱ ɜɱɤɑəəɫ ɛɜɚ ɛɚɖɟɛɖɟ. ȭɱɗɨɤɑ ɛɚɗɚɎɔəɔ ɖɚɜɔɝɞɟɎɌɣɱɎ ȣəɞɑ-
ɜəɑɞɟ ɛɜɔ Ɏɔɍɚɜɱ ɞɚɏɚ ɣɔ ɱəɤɚɏɚ ɛɜɚɐɟɖɞɟ, ɖɚɘɛɌəɱɲ, ɓɌɘɚɎəɔ-

ɖɌ, ɎɔɖɚəɌɎɢɫ ɞɚɥɚ ɝɛɔɜɌɪɞɨɝɫ əɌ ɱəɠɚɜɘɌɢɱɪ, əɌɐɌəɟ ɱəɤɔ-

ɘɔ ɖɚɜɔɝɞɟɎɌɣɌɘɔ. 
ȼɚɍɚɞɔ ɓ ɟɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ ɛɜɚɎɚɐɫɞɨ ɫɖ ɝɛɑɢɱɌɗɱɓɚ-

ɎɌəɱ PR-ɌɏɑəɞɝɞɎɌ, ɥɚ ɛɜɌɢɪɪɞɨ əɌ ɛɜɚɝɞɚɜɌɡ Ɏɑɍ-ɛɜɚɝɞɚɜɟ, 

ɞɌɖ ɱ ɛɱɐɜɚɓɐɱɗɔ SEO-ɌɏɑəɞɝɞɎ, ɫɖɱ ɓɌɛɟɝɖɌɪɞɨ PR-ɖɌɘɛɌəɱɲ, 
ɝɛɜɫɘɚɎɌəɱ əɌ ɛɚɤɟɖ ɞɌ ɟɝɟəɑəəɫ əɑɏɌɞɔɎəɚɏɚ ɖɚəɞɑəɞɟ. ȶɜɱɘ 

ɞɚɏɚ, ɞɌɖɱ ɛɚɝɗɟɏɔ əɌɐɌɪɞɨ ɱ ɛɜɔɎɌɞəɱ ɚɝɚɍɔ ð ɠɜɱɗɌəɝɑɜɔ, ɝɛɑ-

ɢɱɌɗɱɝɞɔ Ɏ ɏɌɗɟɓɱ ɱəɞɑɜəɑɞ-ɘɌɜɖɑɞɔəɏɟ ɞɌ SEO. ȿ Ɏɑɗɔɖɔɡ ɖɚɘ-
ɛɌəɱɫɡ ɱɝəɟɪɞɨ ɝɎɚɲ ɎɗɌɝəɱ Ɏɱɐɐɱɗɔ, ɜɚɍɚɞɌ ɫɖɔɡ ɝɛɜɫɘɚɎɌəɌ əɌ 

ɟɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ ɠɱɜɘɔ, ɍɜɑəɐɟ, ɞɚɎɌɜɟ, ɛɚɝɗɟɏɔ. 

Ȼɚəɫɞɞɫ çȿɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ Ɏ ȣəɞɑɜəɑɞɱè (ORM) Ɏɒɑ 
ɝɞɌɗɚ ɟɝɞɌɗɑəɔɘ ɞɑɜɘɱəɚɘ, ɱ əɌ ɢɱ ɢɱɗɱ əɌ ȳɌɡɚɐɱ ɥɚɜɱɣəɚ Ɏɔɐɱ-

ɗɫɯɞɨɝɫ ɣɌɝɞɔəɌ ɍɪɐɒɑɞɟ ɍɱɗɨɤɚɝɞɱ Ɏɑɗɔɖɔɡ ɖɚɘɛɌəɱɕ. ȼɌɓɚɘ ɓɱ 

ɓɜɚɝɞɌəəɫɘ ɎɛɗɔɎɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ əɌ ɛɚɏɗɫɐɔ ɞɌ ɎɛɚɐɚɍɌəəɫ 
ɗɪɐɑɕ ɓɜɚɝɞɌɯ ɱ əɑɚɍɡɱɐəɱɝɞɨ Ɏɑɗɔɖɔɡ ɖɚɘɛɌəɱɕ ɝɞɑɒɔɞɔ ɓɌ ɝɎɚ-

ɲɘ ɱɘɱɐɒɑɘ ɟ ɘɑɜɑɒɱ. ȹɌ ɢɨɚɘɟ ɞɗɱ əɑ ɓɐɌɯɞɨɝɫ ɐɔɎəɔɘ ɓɜɚɝɞɌə-

əɫ ɜɔəɖɟ ORM əɌ 40 % ɥɚɜɱɣəɚ. 
ȺɝəɚɎəɑ ɓɌɎɐɌəəɫ ɟɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ ð ɠɚɜɘɟɎɌəəɫ 

ɛɚɓɔɞɔɎəɚɏɚ ɱɘɱɐɒɟ ɛɜɚ ɖɚɘɛɌəɱɪ ɞɌ ɲɲ ɛɜɚɐɟɖɞ. Ⱥɝɖɱɗɨɖɔ ɝɖɗɌ-
ɐəɚ ɚɡɚɛɔɞɔ Ɍɍɝɚɗɪɞəɚ Ɏɝɱ ɖɚɜɔɝɞɟɎɌɢɨɖɱ Ɏɱɐɏɟɖɔ ɞɌ ɛɜɔɍɜɌɞɔ 

Ɏɑɝɨ əɑɏɌɞɔɎ, ɓɌɓɎɔɣɌɕ ɓɟɝɔɗɗɫ ɖɚəɢɑəɞɜɟɪɞɨɝɫ Ɏ ɞɜɨɚɡ ɚɍɗɌɝ-

ɞɫɡ: ɛɚɤɟɖɚɎɱɕ ɎɔɐɌɣɱ, ɎɱɐɏɟɖɌɡ Ɏ ɑɗɑɖɞɜɚəəɔɡ ȳȸȣ ɞɌ ɓɏɌɐɖɌɡ ɟ 
ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ. ȰɚɎɚɐɔɞɨɝɫ ɛɜɌɢɪɎɌɞɔ ɫɖ ɓ ɖɚəɞɑəɞɚɘ, ɝɞɎɚ-

ɜɪɎɌəɔɘ ɜɑɐɌɖɞɚɜɌɘɔ ɜɱɓəɔɡ ɎɔɐɌəɨ, ɞɌɖ ɱ ɛɜɚɝɞɔɘɔ ɖɚɜɔɝɞɟ-

ɎɌɣɌɘɔ. Ȱɗɫ ɝɞɎɚɜɑəəɫ ɢɱɗɱɝəɚɏɚ ɛɚɓɔɞɔɎəɚɏɚ ɚɍɜɌɓɟ ɱəɠɚɜɘɌ-
ɢɱɫ ɓ ɢɔɡ ɞɜɨɚɡ ɐɒɑɜɑɗ ɘɌɯ ɍɟɞɔ ɛɚɓɔɞɔɎəɚɪ Ɍɍɚ əɑɕɞɜɌɗɨəɚɪ. 

ȿɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ Ɏ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘɌɡ ð Search 

Engine Reputation Management (SERM) ð ɖɚɘɛɗɑɖɝ ɓɌɡɚɐɱɎ, 
ɝɛɜɫɘɚɎɌəɔɡ əɌ Ɏɔɖɗɪɣɑəəɫ əɑɏɌɞɔɎəɔɡ ɎɱɐɏɟɖɱɎ ɛɜɚ ɖɚɘɛɌ-

əɱɪ, ɞɚɎɌɜ Ɍɍɚ ɛɚɝɗɟɏɟ Ɏ ɜɑɓɟɗɨɞɌɞɌɡ ɎɔɐɌɣɱ ɛɚɤɟɖɚɎɚɲ ɝɔɝɞɑ-
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ɘɔ. 
ȻɚɝɗɟɏɌ ɟɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ Ɏ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘɌɡ əɑɚɍɡɱɐ-

əɌ: 

Å ɖɚɘɛɌəɱɫɘ, ɫɖɱ ɍɌɒɌɪɞɨ Ɏɔɖɗɪɣɔɞɔ Ɍɍɚ ɘɱəɱɘɱɓɟɎɌɞɔ əɑ-
ɏɌɞɔɎəɱ Ɏɱɐɏɟɖɔ ɛɜɚ ɝɎɚɪ ɐɱɫɗɨəɱɝɞɨ (ɛɜɚɐɟɖɢɱɪ); 

Å ɖɚɘɛɌəɱɫɘ, ɫɖɱ ɍɌɒɌɪɞɨ ɝɠɚɜɘɟɎɌɞɔ ɛɚɓɔɞɔɎəɱ Ɏɱɐɏɟɖɔ 

Ɍɍɚ ɓɍɱɗɨɤɔɞɔ ɲɡ ɖɱɗɨɖɱɝɞɨ ɞɌ Ɏɔɐɔɘɱɝɞɨ ɐɗɫ ɢɱɗɨɚɎɚɲ Ɍɟɐɔɞɚɜɱɲ. 
ȹɑɏɌɞɔɎəɌ ɱəɠɚɜɘɌɢɱɫ, ɥɚ ɓɌɎɐɌɯ ɤɖɚɐɔ ɜɑɛɟɞɌɢɱɲ Ɏ ɘɑɜɑ-

ɒɱ, ɘɚɒɑ ɍɟɞɔ ɜɱɓəɚɏɚ ɛɚɡɚɐɒɑəəɫ82. ȿɘɚɎəɚ Ɏɔɐɱɗɫɪɞɨ ɞɜɔ 
ɚɝəɚɎəɱ ɏɜɟɛɔ ɛɚɡɚɐɒɑəəɫ əɑɏɌɞɔɎəɚɏɚ ɖɚəɞɑəɞɟ: 

Å əɑəɌɎɘɔɝəɔɕ əɑɏɌɞɔɎ ð ɢɑ ɘɚɒɟɞɨ ɍɟɞɔ ɫɖ Ɏɱɐɏɟɖɔ əɑɓɌ-

ɐɚɎɚɗɑəɔɡ ɖɗɱɯəɞɱɎ, ɫɖɱ əɑ ɘɌɪɞɨ əɌɘɱɜɟ ɓɌɎɐɌɞɔ ɤɖɚɐɔ ɜɑɛɟ-
ɞɌɢɱɲ ɖɚɘɛɌəɱɲ, Ɍ ɛɜɚɝɞɚ əɑ ɓɌɐɚɎɚɗɑəɱ ɛɱɐɝɟɘɖɌɘɔ ɝɛɱɎɛɜɌɢɱ, 

ɞɌɖ ɱ əɑɚɍɑɜɑɒəɚ ɜɚɓɘɱɥɑəɱ Ɏ ȣəɞɑɜəɑɞɱ ɠɚɞɚɏɜɌɠɱɲ ɓ ɖɚɜɛɚɜɌ-

ɞɔɎəɔɡ ɝɎɫɞ, ɎɔɝɗɚɎɗɪɎɌəəɫ ɝɛɱɎɜɚɍɱɞəɔɖɱɎ əɌ Ɍɐɜɑɝɟ ɖɗɱɯəɞɱɎ 
ɞɚɥɚ. ȳɌɓɎɔɣɌɕ ɞɌɖɔɕ əɑɏɌɞɔɎ əɑ ɝɞɌəɚɎɔɞɨ Ɏɑɗɔɖɚɲ ɓɌɏɜɚɓɔ, 

Ɍɗɑ ɱɏəɚɜɟɎɌɞɔ ɕɚɏɚ Ɏ ɒɚɐəɚɘɟ ɜɌɓɱ əɑ ɘɚɒəɌ; 

Å əɌɎɘɔɝəɔɕ əɑɏɌɞɔɎ ɓ ɘɑɞɚɪ ɎɐɌɜɔɞɔ ɛɚ ɜɑɛɟɞɌɢɱɲ ð ɟ 
ɢɨɚɘɟ ɎɔɛɌɐɖɟ ɖɗɌɝɔɣəɔɕ ɛɜɔɖɗɌɐ ð əɑɏɌɞɔɎəɱ Ɏɱɐɏɟɖɔ ɓɎɱɗɨəɑ-

əɔɡ Ɍɍɚ ɞɔɡ, ɡɞɚ ɓɎɱɗɨəɔɎɝɫ, ɝɛɱɎɜɚɍɱɞəɔɖɱɎ, əɑɓɌɐɚɎɚɗɑəɔɡ 

ɖɚəɢɑɛɢɱɯɪ ɖɚɘɛɌəɱɲ. 
Å ɣɚɜəɌ PR-ɖɌɘɛɌəɱɫ ð əɌɕəɑɍɑɓɛɑɣəɱɤɔɕ Ɏɔɐ əɑɏɌɞɔɎəɚɏɚ 

ɖɚəɞɑəɞɟ, ɥɚ ɓɌɎɐɌɯ ɝɑɜɕɚɓəɚɏɚ ɟɐɌɜɟ ɛɚ ɜɑɛɟɞɌɢɱɲ. ȾɌɖɱ PR-

ɖɌɘɛɌəɱɲ ɛɜɚɎɚɐɫɞɨ ɝɛɑɢɱɌɗɱɝɞɔ, ɫɖɱ ɜɑɞɑɗɨəɚ ɎɔɎɣɌɪɞɨ ɍɱɓəɑɝ 
ɖɚəɖɟɜɑəɞɌ ɱ ɞɚɣəɚ ɓəɌɪɞɨ, ɐɑ ɛɜɔɡɚɎɌəɌ ɌɡɱɗɗɑɝɚɎɌ ɛ'ɫɞɌ. Ⱥɜ-

ɏɌəɱɓɚɎɟɪɞɨɝɫ Ɏɑɗɔɖɱ ɜɑɕɐɑɜɝɨɖɱ ɓɌɡɚɛɗɑəəɫ, ɓɐɌɞəɱ ɛɜɔɓɎɑɝɞɔ 

ɐɚ ɛɚɎəɚɏɚ ɖɜɌɡɟ əɑ ɗɔɤɑ ɜɑɛɟɞɌɢɱɪ, Ɍ ɕ ɟɎɑɝɨ ɍɱɓəɑɝ ɓɌɏɌɗɚɘ. 
ɂɪ ɛɚɝɗɟɏɟ ɟ PR-ɝɛɑɢɱɌɗɱɝɞɱɎ ɓɌɘɚɎɗɫɪɞɨ Ɏɑɗɔɖɱ ɝɑɜɕɚɓəɱ ɖɚə-

ɖɟɜɑəɞɔ. 
ȹɌɕɟɜɌɓɗɔɎɱɤɔɘɔ ɞɑɘɌɞɔɖɌɘɔ Ɏ ɛɗɌəɱ ɛɜɔɞɫɏɟɎɌəəɫ əɑɏɌ-

ɞɔɎəɔɡ ɎɱɐɏɟɖɱɎ ɘɚɒəɌ əɌɓɎɌɞɔ: 

Å ɍɌəɖɔ, ɠɱəɌəɝɚɎɱ ɱəɝɞɔɞɟɞɔ; 
Å ɐɱɫɣɱ ɛɚɗɱɞɔɖɔ ɞɌ ɤɚɟ-ɍɱɓəɑɝɟ; 

Å ɞɟɜɔɓɘ, ɛɚɐɚɜɚɒɱ (Ɏɱɐɏɟɖɔ ɛɜɚ ɏɚɞɑɗɱ, ɖɟɜɚɜɞɔ, ɞɟɜɚɛɑɜɌ-

ɞɚɜɱɎ, ɌɎɱɌɛɑɜɑɎɱɓəɔɖɱɎ); 
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Å ɘɚɍɱɗɨəɌ ɞɑɡəɱɖɌ ɞɌ ɓɎ'ɫɓɚɖ (ɚɛɑɜɌɞɚɜɔ, ɞɑɗɑɠɚəɔ, ɑɗɑɖɞ-
ɜɚəəɱ ɛɗɌəɤɑɞɔ); 

Å ɛɚɍɟɞɚɎɌ ɞɑɡəɱɖɌ; 

Å ɓɌɖɗɌɐɔ ɏɜɚɘɌɐɝɨɖɚɏɚ ɡɌɜɣɟɎɌəəɫ (ɜɑɝɞɚɜɌəɔ, ɖɌɠɑ, ɍɌ-
ɜɔ). 

ɋɖ ɛɜɚɝɞɱɜ ɘɚəɱɞɚɜɔəɏɟ ɐɗɫ ɟɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ ɚɍɔɜɌ-

ɪɞɨ ɘɑɜɑɒɑɎɱ ɜɑɝɟɜɝɔ, ɐɑ ɜɚɓɘɱɥɟɪɞɨɝɫ Ɏɱɐɏɟɖɔ ɝɛɚɒɔɎɌɣɱɎ: 
Å ɝɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ, ɘɑɝɑəɐɒɑɜɔ; 

Å ɍɗɚɏɔ ɞɌ ɠɚɜɟɘɔ; 
Å ɞɑɘɌɞɔɣəɱ Ɏɑɍ-ɝɌɕɞɔ ɞɌ ɛɚɜɞɌɗɔ; 

Å ɝɛɑɢɱɌɗɨəɱ ɝɑɜɎɱɝɔ ɎɱɐɏɟɖɱɎ. 

ȻɜɚɝɟɎɌɪɞɨɝɫ ɝɞɚɜɱəɖɔ ɓ ɛɚɓɔɞɔɎəɔɘ ɖɚəɞɑəɞɚɘ ɓɌ ɐɚɛɚ-
ɘɚɏɚɪ ɝɞɌəɐɌɜɞəɔɡ ɱəɝɞɜɟɘɑəɞɱɎ ɛɚɤɟɖɚɎɚɲ ɚɛɞɔɘɱɓɌɢɱɲ (Search 

Engine Optimization, SEO), ɞɌɖɔɡ ɫɖ ɍɱɜɒɱ ɛɚɝɔɗɌəɨ, ɖɟɛɱɎɗɫ, 

ɚɍɘɱə ɛɚɝɔɗɌəəɫɘɔ əɌ ɝɞɌɞɞɱ ɓ ɞɑɘɌɞɔɣəɔɘɔ ɜɑɝɟɜɝɌɘɔ, ɜɚɓɘɱ-
ɥɑəəɫ ɌəɚəɝɱɎ, əɚɎɔə ɞɌ ɱə. Ȼɜɔ ɢɨɚɘɟ ɛɚɓɔɞɔɎəɔɕ ɖɚəɞɑəɞ 

ɝɗɱɐ ɜɚɓɘɱɥɟɎɌɞɔ ɜɑɏɟɗɫɜəɚ, ɚɝɖɱɗɨɖɔ əɑɏɌɞɔɎəɔɕ ɖɚəɞɑəɞ ɓɐɌ-

ɞɑə ɛɜɚɫɎɗɫɞɔɝɫ ɓəɚɎɟ ɱ ɛɝɟɎɌɞɔ ɜɑɛɟɞɌɢɱɪ. 
ȭɚɜɚɞɔɝɫ ɓ əɑɏɌɞɔɎəɔɘ ɖɚəɞɑəɞɚɘ ɛɚɖɗɔɖɌəɑ ɛɚɤɟɖɚɎɑ 

ɟɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ - SERM. ȳɌɎɐɌəəɫ SERM ɛɚɗɫɏɌɯ ɟ Ɏɔɞɱ-

ɝəɑəəɱ ɓ ɜɑɓɟɗɨɞɌɞɱɎ ɛɚɤɟɖɟ Ɏɑɍ-ɝɞɚɜɱəɚɖ ɓ əɑɍɌɒɌəɚɪ ɱəɠɚɜ-
ɘɌɢɱɯɪ, Ɏ ɜɑɓɟɗɨɞɌɞɱ ɣɚɏɚ ɢɱɗɨɚɎɌ Ɍɟɐɔɞɚɜɱɫ ɛɑɜɑɝɞɌəɑ ɍɌɣɔɞɔ 

ɞɌɖɱ ɜɑɝɟɜɝɔ, ɚɝɖɱɗɨɖɔ ɖɚɜɔɝɞɟɎɌɣɱ əɑ ɍɟɐɟɞɨ Ɏɔɡɚɐɔɞɔ əɌ əɔɡ 

ɓɌ ɐɚɛɚɘɚɏɚɪ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ. Ȱɗɫ ɐɚɝɫɏəɑəəɫ ɢɱɯɲ ɘɑɞɔ 
ɝɞɎɚɜɪɪɞɨɝɫ ɘɌɞɑɜɱɌɗɔ ɓ ɛɚɓɔɞɔɎəɔɘ ɖɚəɞɑəɞɚɘ, ɛɜɔɛɟɝɖɌɪ-

ɣɔ, ɥɚ Ɏɚəɔ Ɏɔɞɱɝəɫɞɨ əɑɏɌɞɔɎəɱ əɑɍɌɒɌəɱ ɛɚɎɱɐɚɘɗɑəəɫ. 

ȿɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ Ɏ ɘɑɜɑɒɱ ɓɌɓɎɔɣɌɕ ɛɚɣɔəɌɪɞɨ ɓ 
ɘɚəɱɞɚɜɔəɏɟ ɛɚɤɟɖɚɎɚɲ ɎɔɐɌɣɱ ɞɌ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ ɓ ɘɑɞɚɪ Ɏɔ-

ɫɎɗɑəəɫ ɱəɠɚɜɘɌɢɱɲ ɓɌ ɓɌɐɌəɔɘ ɚɍ'ɯɖɞɚɘ. ȣɝəɟɯ ɐɑɖɱɗɨɖɌ ɘɑɞɚɐɱɎ 
ɘɚəɱɞɚɜɔəɏɟ: 

Å ɜɟɣəɔɕ ɘɚəɱɞɚɜɔəɏ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ ɤɗɫɡɚɘ ɎɎɑɐɑəəɫ 

ɢɱɗɨɚɎɔɡ ɛɚɤɟɖɚɎɔɡ ɓɌɛɔɞɱɎ; 
Å ɎɔɖɚɜɔɝɞɌəəɫ ɝɔɝɞɑɘ ɚɛɚɎɱɥɑəəɫ, ɱəɞɑɏɜɚɎɌəɔɡ ɓ ɛɚɤɟ-

ɖɚɎɔɘɔ ɝɔɝɞɑɘɌɘɔ, əɌɛɜɔɖɗɌɐ, Google ȺɛɚɎɱɥɑəəɫ 

(google.com/alerts ). ȿ ɢɔɡ ɎɔɛɌɐɖɌɡ ɜɑɗɑɎɌəɞəɌ ɱəɠɚɜɘɌɢɱɫ əɌ-
ɐɡɚɐɔɞɨ əɌ ɑɗɑɖɞɜɚəəɟ ɛɚɤɞɟ ɛɱɐɛɔɝəɔɖɌ; 

Å ɎɔɖɚɜɔɝɞɌəəɫ ɝɛɑɢɱɌɗɨəɔɡ ɓɌɝɚɍɱɎ ɘɚəɱɞɚɜɔəɏɟ ɜɑɛɟɞɌɢɱɲ 

ɖɚɘɛɌəɱɕ ɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ. 
ɋɖ ɛɜɚɝɞɱɜ ɘɚəɱɞɚɜɔəɏɟ ɐɗɫ ɟɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ ɚɍɔɜɌ-

ɪɞɨ ɘɑɜɑɒɑɎɱ ɜɑɝɟɜɝɔ, ɐɑ ɜɚɓɘɱɥɟɪɞɨɝɫ Ɏɱɐɏɟɖɔ ɝɛɚɒɔɎɌɣɱɎ: 

https://google.com/alerts
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Å ɝɚɢɱɌɗɨəɱ ɘɑɜɑɒɱ; 
Å ɍɗɚɏɔ ɞɌ ɠɚɜɟɘɔ; 

Å ɞɑɘɌɞɔɣəɱ Ɏɑɍ-ɝɌɕɞɔ ɞɌ ɛɚɜɞɌɗɔ; 

Å ɝɛɑɢɱɌɗɨəɱ ɝɑɜɎɱɝɔ ɎɱɐɏɟɖɱɎ. 
Ⱥɐəɔɘ ɱɓ ɖɜɔɞɑɜɱɲɎ ɫɖɚɝɞɱ ɛɚɝɗɟɏɔ ɘɚəɱɞɚɜɔəɏɟ ɜɑɛɟɞɌɢɱɲ ɯ 

ɛɚɎəɚɞɌ ɚɡɚɛɗɑəəɫ ð ɣɌɝɞɖɌ ɱəɠɚɜɘɌɢɱɲ ɛɜɚ ɚɍ'ɯɖɞ, ɐɚɝɗɱɐɒɟɎɌ-

əɌ ɛɱɐ ɣɌɝ ɜɚɍɚɞɔ, Ɏɱɐ ɓɌɏɌɗɨəɚɏɚ ɚɍɝɫɏɟ ɱəɠɚɜɘɌɢɱɲ Ɏ ɘɑɜɑɒɱ 
ɛɜɚ ɚɍ'ɯɖɞ. ɋɖ ɱ ɜɌəɱɤɑ, ɚɝəɚɎəɔɘ ɱəɝɞɜɟɘɑəɞɚɘ ɛɚɤɟɖɟ ɱəɠɚɜ-

ɘɌɢɱɲ ɯ ɞɜɌɐɔɢɱɕəɱ ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ, Ɏɚəɔ ɚɡɚɛɗɪɪɞɨ ɓəɌɣəɟ 
ɣɌɝɞɔəɟ ɱəɞɑɜəɑɞ-ɖɚəɞɑəɞɟ, Ɍ ɞɌɖɚɒ ɐɑɫɖɟ ɣɌɝɞɔəɟ ɝɚɢɱɌɗɨəɔɡ 

ɘɑɐɱɌ. 

Ƚɨɚɏɚɐəɱ ɟ Ɏɝɨɚɘɟ ɝɎɱɞɱ ɱɝəɟɪɞɨ ɝɚɞəɱ ɝɔɝɞɑɘ ɘɚəɱɞɚɜɔəɏɟ 
ɜɑɛɟɞɌɢɱɲ, ɝɑɜɑɐ ɫɖɔɡ ɘɚɒəɌ əɌɓɎɌɞɔ ɝɔɝɞɑɘɔ Babkee, Brand-

spotter, BuzzLook, Buzzware, IQBuzz, ȶɜɔɍɜɟɘ, SemanticForce, 

Wobot, Youscan. ȿ ɐɚɝɗɱɐɒɑəəɫɡ ȶɑəɌ ȭɌɜɍɑɜɱ (Ken Burbary) ɞɌ 
ȬɐɌɘɌ ȶɚɑəɌ (Adam Cohen)83  əɌɎɑɐɑəɚ ɝɛɔɝɚɖ ɱɓ 230 ɝɔɝɞɑɘ 

ɘɚəɱɞɚɜɔəɏɟ ɜɑɛɟɞɌɢɱɲ, ɐɗɫ ɍɌɏɌɞɨɚɡ ɓ ɫɖɔɡ ɛɜɚɛɚəɟɪɞɨɝɫ ɍɑɓ-

ɖɚɤɞɚɎəɱ ɞɑɝɞɚɎɱ ɛɑɜɱɚɐɔ ɐɗɫ ɚɢɱəɖɔ ɫɖɚɝɞɱ ɲɡəɨɚɲ ɜɚɍɚɞɔ. 
 

6.2.  ȸɚɐɑɗɪɎɌəəɫ ɜɑɛɟɞɌɢɱɲ Ɏ ɘɑɜɑɒɌɡ 

ȺɝɞɌəəɱɘ ɣɌɝɚɘ ɟ ɜɌɘɖɌɡ ɞɑɚɜɱɲ ɌəɌɗɱɓɟ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ 

ɎɑɗɔɖɌ ɟɎɌɏɌ ɛɜɔɐɱɗɫɯɞɨɝɫ ɚɢɱəɢɱ ɜɑɛɟɞɌɢɱɲ ɚɖɜɑɘɔɡ ɝɟɍ'ɯɖɞɱɎ 
(ɌɏɑəɞɱɎ, ɎɟɓɗɱɎ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ) ɞɌ ɜɱɎəɫ ɐɚɎɱɜɔ ɘɱɒ əɔɘɔ. 

ɀɚɜɘɌɗɨəɚ ɝɚɢɱɌɗɨəɌ ɘɑɜɑɒɌ ɫɎɗɫɯ ɝɚɍɚɪ ɏɜɌɠ, Ɏ ɫɖɚɘɟ 

ɘəɚɒɔəɌ Ɏɑɜɤɔə ð ɢɑ ɝɟɖɟɛəɱɝɞɨ ɌɏɑəɞɱɎ, ɝɟɍ'ɯɖɞɱɎ ð ɱəɐɔɎɱɐɟɌ-
ɗɨəɔɡ Ɍɍɚ ɖɚɗɑɖɞɔɎəɔɡ, Ɍ ɘəɚɒɔəɌ ɜɑɍɑɜ ɫɎɗɫɯ ɝɚɍɚɪ ɝɟɖɟɛ-

əɱɝɞɨ Ɏɱɐəɚɝɔə, ɝɟɖɟɛəɚɝɞɱ ɝɚɢɱɌɗɨəɔɡ ɓɎ'ɫɓɖɱɎ ɘɱɒ ɌɏɑəɞɌɘɔ. 

Ȼɜɔ ɘɚɐɑɗɪɎɌəəɱ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒ ɎɔəɔɖɌɯ əɑɚɍɡɱɐəɱɝɞɨ 
ɎɜɌɡɟɎɌəəɫ ɐɔəɌɘɱɖɔ ɝɚɢɱɌɗɨəɔɡ ɓɎ'ɫɓɖɱɎ ð ɎɓɌɯɘəɚɏɚ ɎɛɗɔɎɟ 

ɌɏɑəɞɱɎ. 

ȮɛɗɔɎ ɟ ɐɌəɚɘɟ ɎɔɛɌɐɖɟ ɜɚɓɏɗɫɐɌɯɞɨɝɫ ɫɖ ɛɜɚɢɑɝ ɱ ɜɑɓɟɗɨ-
ɞɌɞ ɓɘɱəɔ ɱəɐɔɎɱɐɚɘ (ɝɟɍ'ɯɖɞɚɘ ɎɛɗɔɎɟ) ɛɚɎɑɐɱəɖɔ ɱəɤɚɏɚ ɝɟ-

ɍ'ɯɖɞɌ ð ɚɍ'ɯɖɞɌ ɎɛɗɔɎɟ, ɕɚɏɚ ɟɝɞɌəɚɎɚɖ ɞɌ ɚɢɱəɚɖ ɟ ɡɚɐɱ ɎɓɌɯɘɚ-

ɐɱɲ . ȾɌɖɔɘ ɣɔəɚɘ, ɎɛɗɔɎ ð ɢɑ ɓɐɌɞəɱɝɞɨ ɎɛɗɔɎɌɞɔ əɌ ɣɔɲ-əɑɍɟɐɨ 
ɟɫɎɗɑəəɫ Ɍɍɚ ɐɱɲ. ȼɚɓɜɱɓəɫɪɞɨ ɝɛɜɫɘɚɎɌəɔɕ ɱ əɑɝɛɜɫɘɚɎɌəɔɕ 

ɎɛɗɔɎ. ȽɛɜɫɘɚɎɌəɔɕ ɎɛɗɔɎ ɎɔɖɚɜɔɝɞɚɎɟɯ ɫɖ ɘɑɡɌəɱɓɘɔ ɎɛɗɔɎɟ 

əɌ ɱəɤɟ ɗɪɐɔəɟ ɛɑɜɑɖɚəɌəəɫ ɞɌ əɌɎɱɪɎɌəəɫ. Ȼɜɔ ɢɨɚɘɟ ɱəɐɔ-
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Ɏɱɐ ð ɝɟɍ'ɯɖɞ ɎɛɗɔɎɟ ð ɝɞɌɎɔɞɨ ɛɑɜɑɐ ɝɚɍɚɪ ɓɌɎɐɌəəɫ ɐɚɝɫɏɞɔ 
ɛɑɎəɔɡ ɜɑɓɟɗɨɞɌɞɱɎ Ɏɱɐ ɚɍ'ɯɖɞɌ ɎɛɗɔɎɟ. ȹɑɝɛɜɫɘɚɎɌəɔɕ (əɑɢɱɗɑ-

ɝɛɜɫɘɚɎɌəɔɕ, ɚɛɚɝɑɜɑɐɖɚɎɌəɔɕ) ɎɛɗɔɎ ð ɢɑ ɎɛɗɔɎ, ɓɌ ɫɖɚɏɚ 

ɱəɐɔɎɱɐ əɑ ɝɞɌɎɔɞɨ ɛɑɜɑɐ ɝɚɍɚɪ ɓɌɎɐɌəəɫ ɐɚɝɫɏɞɔ ɛɑɎəɔɡ ɜɑ-
ɓɟɗɨɞɌɞɱɎ Ɏɱɐ ɚɍ'ɯɖɞɌ ɎɛɗɔɎɟ. 

ɂɱɗɑɝɛɜɫɘɚɎɌəɔɕ ɎɛɗɔɎ ɟɣɌɝəɔɖɱɎ ɝɚɢɱɌɗɨəɚɲ ɘɑɜɑɒɱ (Ɍɍɚ 

ɝɟɍ'ɯɖɞɱɎ, ɫɖɱ əɑ Ɏɡɚɐɫɞɨ ɐɚ ɘɑɜɑɒɱ, Ɍɗɑ ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɲɲ ɫɖ 
ɱəɝɞɜɟɘɑəɞ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɎɛɗɔɎɟ) ɯ ɚɖɜɑɘɔɘ ɎɔɛɌɐɖɚɘ ɱəɠɚ-

ɜɘɌɢɱɕəɚɏɚ ɟɛɜɌɎɗɱəəɫ, ɥɚ ɛɚɗɫɏɌɯ ɟ ɠɚɜɘɟɎɌəəɱ Ɏ ɖɑɜɚɎɌəɔɡ 
ɝɟɍ'ɯɖɞɱɎ ɞɌɖɚɲ ɛɚɱəɠɚɜɘɚɎɌəɚɝɞɱ, ɥɚɍ ɜɱɤɑəəɫ, ɫɖɱ Ɏɚəɔ ɟɡɎɌ-

ɗɪɪɞɨ əɌ ɲɲ ɚɝəɚɎɱ, ɍɟɗɔ əɌɕɍɱɗɨɤ Ɏɔɏɱɐəɔɘɔ ɐɗɫ ɖɑɜɟɪɣɚɏɚ 

ɝɟɍ'ɯɖɞɌ. 
ȸɚɒɗɔɎɚɝɞɱ ɎɛɗɔɎɟ ɚɐəɔɡ ɟɣɌɝəɔɖɱɎ ɝɚɢɱɌɗɨəɚɲ ɘɑɜɑɒɱ əɌ 

ɱəɤɔɡ ɲɲ ɟɣɌɝəɔɖɱɎ ɱɝɞɚɞəɚ ɓɌɗɑɒɌɞɨ Ɏɱɐ ɜɑɛɟɞɌɢɱɲ ɛɑɜɤɔɡ. ȼɑ-

ɛɟɞɌɢɱɫ ð çɐɟɘɖɌ, ɥɚ ɝɖɗɌɗɌɝɫ, ɛɜɚ ɐɚɝɞɚɲəɝɞɎɌ Ɍɍɚ əɑɐɚɗɱɖɔ 
ɖɚɏɚ-əɑɍɟɐɨ, ɣɚɏɚ-əɑɍɟɐɨ, ɝɟɝɛɱɗɨəɌ ɚɢɱəɖɌè. ȼɑɛɟɞɌɢɱɪ ɘɚɒəɌ 

ɜɚɓɏɗɫɐɌɞɔ ɫɖ çɎɌɏɚɘɱɝɞɨè ɐɟɘɖɔ ɝɛɱɗɨəɚɞɔ ɛɜɚ ɚɖɜɑɘɚɏɚ ɌɏɑəɞɌ 

Ɍɍɚ ɏɜɟɛɟ ɌɏɑəɞɱɎ, ɥɚ ɎɔɓəɌɣɌɯɞɨɝɫ ɕɚɏɚ ɛɚɏɗɫɐɌɘɔ ɞɌ ɐɱɫɗɨəɱɝ-
ɞɪ (ɌɖɞɔɎəɱɝɞɪ). Ȼɜɔ ɢɨɚɘɟ ɜɑɛɟɞɌɢɱɫ ɘɚɒɑ ɍɟɞɔ ɫɖ ɱəɐɔɎɱɐɟɌ-

ɗɨəɚɪ, ɞɌɖ ɱ ɖɚɗɑɖɞɔɎəɚɪ. 

ȼɑɛɟɞɌɢɱɫ ɓɜɚɝɞɌɯ, ɫɖɥɚ Ɏɔɍɱɜ ɌɏɑəɞɌ (ɎɱɐɛɚɎɱɐɱ əɌ ɐɑɫɖɱ 
ɖɗɪɣɚɎɱ ɛɔɞɌəəɫ) ɓɍɱɏɌɯɞɨɝɫ ɓ ɞɔɘ, ɣɚɏɚ Ɏɱɐ əɨɚɏɚ ɚɣɱɖɟɯ ɝɛɱɗɨ-

əɚɞɌ, ɱ ɓəɔɒɟɯɞɨɝɫ Ɏ ɱəɤɚɘɟ ɎɔɛɌɐɖɟ. 

ȹɑɡɌɕ { }1 2, ,..., na a a  ð ɘəɚɒɔəɌ ɌɏɑəɞɱɎ ð ɎɟɓɗɱɎ ɝɚɢɱɌɗɨəɚɲ 

ɘɑɜɑɒɱ, ɫɖɱ ɎɛɗɔɎɌɪɞɨ ɚɐɔə əɌ ɚɐəɚɏɚ. ȸɌɞɜɔɢɪ ɎɛɗɔɎɟ ɛɚɓ-

əɌɣɔɘɚ ɫɖ 
1,

1,

j n

ij i n
A a

=

=
=  ( 0ija ²  ɛɚɓəɌɣɌɯ ɝɞɟɛɱəɨ ɐɚɎɱɜɔ i -ɏɚ Ɍɏɑ-

əɞɌ ɐɚ j-ɏɚ). Ȼɜɔ ɢɨɚɘɟ ɚɣɑɎɔɐəɚ, ɥɚ ɫɖɥɚ i-ɕ Ɍɏɑəɞ ɎɛɗɔɎɌɯ 
əɌ j-ɏɚ, Ɍ j-ɕ ɎɛɗɔɎɌɯ əɌ k -ɏɚ, ɞɚ ɢɑ ɚɓəɌɣɌɯ əɌɝɞɟɛəɑ:  i-ɕ Ɍɏɑəɞ 

ɚɛɚɝɑɜɑɐɖɚɎɌəɚ ɎɛɗɔɎɌɯ əɌ k -ɏɚ (ɞɜɌəɓɔɞɔɎəɱɝɞɨ), ɥɚ ɐɚɓɎɚɗɫɯ 

ɍɟɐɟɎɌɞɔ ɗɌəɢɪɒɖɔ ɚɛɚɝɑɜɑɐɖɚɎɌəɔɡ ɎɛɗɔɎɱɎ. 
Ȼɜɔɛɟɝɞɔɘɚ, ɥɚ ɟ ɖɚɒəɚɏɚ ɌɏɑəɞɌ Ɏ ɛɚɣɌɞɖɚɎɔɕ ɘɚɘɑəɞ 

ɣɌɝɟ ɯ ɐɟɘɖɌ ɓ ɐɑɫɖɚɏɚ ɖɗɪɣɚɎɚɏɚ ɛɔɞɌəəɫ. ȹɑɡɌɕ ɐɟɘɖɌ ɝɛɱɗɨ-

əɚɞɔ ɌɏɑəɞɱɎ ɘɑɜɑɒɱ ɎɱɐɚɍɜɌɒɌɯ Ɏɑɖɞɚɜ ɛɚɣɌɞɖɚɎɔɡ 

ɘɚɖ 
0b  ɜɚɓɘɱɜəɚɝɞɱ n. ȰɟɘɖɌ ɖɚɒəɚɏɚ ɌɏɑəɞɌ ɓɘɱəɪɯɞɨɝɫ ɛɱɐ 

ɎɛɗɔɎɚɘ ɐɟɘɚɖ ɱəɤɔɡ ɌɏɑəɞɱɎ ɝɚɢɱɌɗɨəɚɲ ɘɑɜɑɒɱ. 

ȮɎɌɒɌɞɔɘɑɘɚ, ɥɚ ɐɟɘɖɌ i-ɏɚ ɌɏɑəɞɌ Ɏ ɘɚɘɑəɞ ɣɌ-
ɝɟ t ɐɚɜɱɎəɪɯ: 
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Ȼɜɔ ɍɌɏɌɞɚɜɌɓɚɎɚɘɟ ɚɍɘɱəɱ ɐɟɘɖɌɘɔ, ɐɟɘɖɔ ɌɏɑəɞɱɎ ɝɡɚ-

ɐɫɞɨɝɫ ɐɚ ɜɑɓɟɗɨɞɟɪɣɚɏɚ ɎɑɖɞɚɜɌ ɐɟɘɚɖ lim .t
t

B b
­¤
=  ȾɌɖɔɘ ɣɔ-

əɚɘ, ɝɛɜɌɎɑɐɗɔɎɑ ɝɛɱɎɎɱɐəɚɤɑəəɫ B Ab= . 

ȻɚɓəɌɣɔɘɚ 
ir  ð ɛɌɜɌɘɑɞɜ, ɥɚ ɚɛɔɝɟɯ ɜɑɛɟɞɌɢɱɪ i -ɏɚ ɌɏɑəɞɌ 

Ɏ ɝɚɢɱɌɗɨəɱɕ ɘɑɜɑɒɱ (ɝɛɱɗɨəɚɞɱ), ɫɖɟ ɘɚɒəɌ ɎɔɓəɌɣɔɞɔ ɫɖ əɚɜ-

ɘɚɎɌəɟ ɝɟɘɟ ɕɚɏɚ ɎɛɗɔɎɱɎ əɌ Ɏɝɱɡ ɱəɤɔɡ ɌɏɑəɞɱɎ ɝɚɢɱɌɗɨəɚɲ ɘɑ-

ɜɑɒɱ (ɛɑɜɑɐɍɌɣɌɯɞɨɝɫ, ɥɚ 0, , 1,...,ija i j n² = ), ɞɚɍɞɚ: 

, 1,..., .
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Ⱦɟɞ , , 1,...,kj

k j k

R a k j n
¸

= =ää  ð ɝɟɘɌɜəɔɕ ɎɓɌɯɘəɔɕ ɎɛɗɔɎ 

ɚɐɔə əɌ ɚɐəɚɏɚ Ɏɝɱɡ ɣɗɑəɱɎ ɝɚɢɱɌɗɨəɚɲ ɘɑɜɑɒɱ. 

ȮɱɐɛɚɎɱɐəɚ ɐɚ əɌɎɑɐɑəɚɏɚ ɎɔɜɌɓɟ, Ɍɏɑəɞ ɘɌɯ ɞɔɘ Ɏɔɥɟ ɜɑ-
ɛɟɞɌɢɱɪ, ɣɔɘ Ɏɔɥɔɕ ɕɚɏɚ ɎɛɗɔɎ əɌ Ɏɝɱɡ ɱəɤɔɡ ɣɗɑəɱɎ ɝɚɢɱɌɗɨəɚɲ 

ɘɑɜɑɒɱ. 

6.3. ȼɑɕɞɔəɏɟɎɌəəɫ ɱəɞɑɜəɑɞ-ɜɑɝɟɜɝɱɎ 

ȳ ɛɜɚɍɗɑɘɚɪ ɟɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ Ɏ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɞɱɝ-
əɚ ɛɚɎ'ɫɓɌəɑ ɛɚəɫɞɞɫ ɒɔɎɟɣɚɝɞɱ ɱəɠɚɜɘɌɢɱɲ. ȽɎɚɯɪ ɣɑɜɏɚɪ, ɐɗɫ 

ɟɛɜɌɎɗɱəəɫ ɒɔɎɟɣɱɝɞɪ ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɍ'ɯɖɞɱɎ əɑɚɍɡɱɐəɑ ɘɚɐɑ-

ɗɪɎɌəəɫ ɲɡəɨɚɏɚ ɒɔɞɞɯɎɚɏɚ ɢɔɖɗɟ: ɠɚɜɘɟɎɌəəɫ ɞɌ ɜɚɓɎɔɞɖɟ, 
ɜɑɌɖɢɱɲ əɌ ɐɑɝɞɜɟɖɞɔɎəɱ ɎɛɗɔɎɔ, ɎɱɐəɚɎɗɑəəɫ, ɜɟɕəɟɎɌəəɫ. 

Ȼɱɐ ɒɔɎɟɣɱɝɞɪ ɱəɠɚɜɘɌɢɱɕəɚɲ ɝɔɝɞɑɘɔ ɜɚɓɟɘɱɪɞɨ ɓɐɌɞəɱɝɞɨ 
ɲɲ (Ɍɍɚ ɲɲ ɠɜɌɏɘɑəɞɌ) ɌɐɌɛɞɟɎɌɞɔɝɫ ɐɚ əɚɎɔɡ əɑɛɑɜɑɐɍɌɣɑəɔɡ 

ɟɘɚɎ, ɛɜɚɞɔɝɞɚɫəəɫ əɑɍɌɒɌəɔɘ ɎɛɗɔɎɌɘ ɓɌ ɚɐəɚɣɌɝəɚɲ ɜɑɌɗɱ-

ɓɌɢɱɲ ɚɝəɚɎəɚɲ ɠɟəɖɢɱɲ ð ɢɱɗɨɚɎɚɏɚ ɱəɠɚɜɘɟɎɌəəɫ. ȶɜɱɘ ɞɚɏɚ, ɓ 
ɒɔɎɟɣɱɝɞɪ ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɍ'ɯɖɞɱɎ ɝɨɚɏɚɐəɱ ɛɚɎ'ɫɓɟɪɞɨ ɞɌɖɟ 

ɝɚɢɱɌɗɨəɚ ɎɌɒɗɔɎɟ ɛɜɚɍɗɑɘɟ, ɫɖ ɓɌɍɑɓɛɑɣɑəəɫ ɱəɠɚɜɘɌɢɱɕəɚɲ 

ɍɑɓɛɑɖɔ. 
ȣɝəɟɯ ɖɱɗɨɖɌ ɘɑɡɌəɱɓɘɱɎ, ɥɚ ɓɌɍɑɓɛɑɣɟɪɞɨ ɒɔɎɟɣɱɝɞɨ ɱəɠɚ-

ɜɘɌɢɱɕəɔɡ ɚɍ'ɯɖɞɱɎ Ɏ ȣəɞɑɜəɑɞɱ. ȹɔɒɣɑ ɜɚɓɏɗɫɐɌɪɞɨɝɫ ɐɑɫɖɱ 
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əɌɕɛɚɤɔɜɑəɱɤɱ ɘɑɡɌəɱɓɘɔ ɓɌɍɑɓɛɑɣɑəəɫ ɒɔɎɟɣɚɝɞɱ, ɫɖɱ əɌ 
ɛɜɌɖɞɔɢɱ ɓɌɝɞɚɝɚɎɟɪɞɨɝɫ əɑ Ɏ ɣɔɝɞɚɘɟ Ɏɔɏɗɫɐɱ, Ɍ, ɫɖ ɛɜɌɎɔɗɚ, ɟ 

ɖɚɘɍɱəɚɎɌəɚɘɟ. 

Ȱɗɫ ɎɔɎɣɑəəɫ ɛɜɚɍɗɑɘ, ɛɚɎ'ɫɓɌəɔɡ ɱɓ ɒɔɎɟɣɱɝɞɪ, əɑɚɍɡɱɐəɚ 
ɣɱɞɖɚ ɎɔɓəɌɣɔɞɔ ɫɖ ɝɌɘɑ ɢɑ ɛɚəɫɞɞɫ, ɞɌɖ ɱ əɌɎɑɝɞɔ ɠɚɜɘɌɗɨəɟ 

ɘɚɐɑɗɨ, əɌ ɛɱɐɝɞɌɎɱ ɫɖɚɲ ɘɚɒəɌ ɜɚɓɜɌɡɚɎɟɎɌɞɔ ɜɱɎɑəɨ ɒɔɎɟɣɚɝɞɱ 

ɐɗɫ ɞɌɖɔɡ ɎɌɒɖɚ ɠɚɜɘɌɗɱɓɚɎɌəɔɡ ɝɟɞəɚɝɞɑɕ, ɫɖ ɱəɠɚɜɘɌɢɱɕəɱ 
ɚɍ'ɯɖɞɔ. 

 

6.4 . ɂɔɠɜɚɎɱ ɝɗɱɐɔ ɞɌ ɞɱəɱ  

ȮɔɐɌɗɑəəɫ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɚɍõɯɖɞɌ ɓ Ɏɑɍɜɑɝɟɜɝɟ əɑ ɘɚɒɑ 
ɏɌɜɌəɞɟɎɌɞɔ ɕɚɏɚ ɓəɔɖəɑəəɫ ɓ ȣəɞɑɜəɑɞɟ. ȳɌɗɔɤɌɪɞɨɝɫ əɑ ɗɔɤɑ 

çɢɔɠɜɚɎɱ ɝɗɱɐɔè ɞɌ çɢɔɠɜɚɎɱ ɞɱəɱè. 

ȮɔɜɌɓ çɢɔɠɜɚɎɱ ɝɗɱɐɔè (Digital Footprint) ɝɞɚɝɟɯɞɨɝɫ ɞɱɯɲ ɱə-
ɠɚɜɘɌɢɱɲ, ɫɖɌ ɓɌɗɔɤɌɯɞɨɝɫ ɝɌɘɔɘ ɖɚɜɔɝɞɟɎɌɣɑɘ ɛɱɐ ɣɌɝ ɜɚɍɚɞɔ 

Ɏ ȸɑɜɑɒɱ ɱ ɓɌ ɫɖɚɪ ɘɚɒəɌ əɑ ɞɱɗɨɖɔ ɕɚɏɚ ɱɐɑəɞɔɠɱɖɟɎɌɞɔ, Ɍ ɕ 

çɛɜɔɎ'ɫɓɌɞɔè ɐɚ ɛɑɎəɔɡ ɐɱɕ, ɛɚɐɱɕ, ɎɱɐəɚɎɔɞɔ ɫɖɱɝɨ ɠɜɌɏɘɑəɞɔ 
ɍɱɚɏɜɌɠɱɲ. 

ɃɌɝɞɚ ɖɚɜɔɝɞɟɎɌɣɱ ɓɌ ɎɗɌɝəɔɘ ɍɌɒɌəəɫɘ ɓɌɓəɌɣɌɪɞɨ ɝɎɚɲ 

Ȼ.ȣ.ȭ., çɛɜɔɎ'ɫɓɟɪɣɔè ɛɚɐɌɗɨɤɟ ɱəɠɚɜɘɌɢɱɪ ɐɚ ɎɗɌɝəɚɲ ɚɝɚɍɔ, 
ɐɌɞɟ əɌɜɚɐɒɑəəɫ, ɝɱɘɑɕəɔɕ ɝɞɌə, ɚɝɎɱɞɟ, ɛɜɚɠɑɝɱɪ, ɘɱɝɢɫ ɛɚ-

ɛɑɜɑɐəɨɚɲ ɜɚɍɚɞɔ ɞɌ ɍɌɏɌɞɚ ɱəɤɚɏɚ, ɎɖɗɪɣɌɪɣɔ ɖɚəɞɌɖɞəɱ ɞɑɗɑ-
ɠɚəɔ ɞɌ Ɍɐɜɑɝɔ ɑɗɑɖɞɜɚəəɚɲ ɛɚɤɞɔ. ȶɜɱɘ çɢɔɠɜɚɎɔɡ ɝɗɱɐɱɎè, ɫɖɱ 

ɖɚɜɔɝɞɟɎɌɣɱ ɓɌɗɔɤɌɪɞɨ ɝɌɘɱ, ɱəɠɚɜɘɌɢɱɫ ɛɜɚ ɖɚɜɔɝɞɟɎɌɣɱɎ ɛɚ-

ɝɞɱɕəɚ ɞɔɜɌɒɟɯɞɨɝɫ ɱ ɍɑɓ ɒɚɐəɚɲ ɕɚɏɚ ɟɣɌɝɞɱ. 
ȣəɠɚɜɘɌɢɱɫ ɛɜɚ ɖɚɜɔɝɞɟɎɌɣɌ, ɥɚ ɝɞɎɚɜɪɯɞɨɝɫ ɍɑɓ ɕɚɏɚ ɟɣɌ-

ɝɞɱ, ɚɞɜɔɘɌɗɌ əɌɓɎɟ çɢɔɠɜɚɎɌ ɞɱəɨè (Digital Shadow), ɫɖɱ Ɏɔəɔ-

ɖɌɪɞɨ ɱ əɌɖɚɛɔɣɟɪɞɨɝɫ ɥɚɜɌɓɟ, ɖɚɗɔ ɡɞɚɝɨ ɤɟɖɌɯ ɖɚɜɔɝɞɟɎɌɣɌ 
ɣɑɜɑɓ ɛɚɤɟɖɚɎɱ ɝɔɝɞɑɘɔ, ɖɚɗɔ ɎɱɐɍɟɎɌɯɞɨɝɫ ɑɗɑɖɞɜɚəəɌ ɜɚɓɝɔɗ-

ɖɌ ɓɌ ɝɛɔɝɖɌɘɔ, Ɏ ɫɖɔɡ Ɏɱə ɠɱɏɟɜɟɯ, ɞɌ Ɏ ɍɌɏɌɞɨɚɡ ɱəɤɔɡ ɎɔɛɌɐ-

ɖɌɡ. ȣəɐɑɖɝɌɢɱɫ ɜɚɍɚɞɌɘɔ ɛɚɤɟɖɚɎɔɡ ɘɌɤɔə ɝɞɚɜɱəɚɖ ɓ ɱəɠɚɜ-
ɘɌɢɱɯɪ ɛɜɚ ɖɚɜɔɝɞɟɎɌɣɌ ɞɌ ɲɡ ɛɚɐɌɗɨɤɑ ɖɑɤɟɎɌəəɫ ð ɢɑ ɞɑɒ 

ɝɞɎɚɜɑəəɫ çɢɔɠɜɚɎɚɲ ɞɱəɱè, ɐɚɝɞɟɛəɚɲ ɖɚɒəɚɘɟ. ȶɜɱɘ çɢɔɠɜɚɎɔɡ 

ɞɱəɑɕ Ɏɱɐɖɜɔɞɚɏɚ ɐɚɝɞɟɛɟè, ɝɞɎɚɜɪɪɞɨɝɫ ɱ əɌɖɚɛɔɣɟɪɞɨɝɫ çɢɔɠ-
ɜɚɎɱ ɞɱəɱ ɚɍɘɑɒɑəɚɏɚ ɐɚɝɞɟɛɟè ð ɓɌɛɔɝɔ ɖɌɘɑɜ ɝɛɚɝɞɑɜɑɒɑəəɫ, 

ɍɌəɖɱɎɝɨɖɱ ɞɜɌəɓɌɖɢɱɲ, ɍɱɗɱəɏɔ ɱəɞɑɜəɑɞ-ɘɌɏɌɓɔəɱɎ, ɝɑɜɎɱɝɱɎ ɛɜɚ-

ɐɌɒɟ ɖɎɔɞɖɱɎ, ɞɑɗɑɠɚəəɔɡ ɐɓɎɱəɖɱɎ ɞɚɥɚ. 
ȳɌ ɚɢɱəɖɚɪ ɌəɌɗɱɞɔɣəɚɲ ɖɚɘɛɌəɱɲ International Data 

Corporation (IDC), ɥɚ ɝɛɑɢɱɌɗɱɓɟɯɞɨɝɫ əɌ ɐɚɝɗɱɐɒɑəəɫɡ ɜɔəɖɟ 

ɱəɠɚɜɘɌɢɱɕəɔɡ ɞɑɡəɚɗɚɏɱɕ, ɚɍɝɫɏ çɢɔɠɜɚɎɚɲ ɞɱəɱè, ɞɚɍɞɚ ɱəɠɚɜ-
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ɘɌɢɱɲ ɛɜɚ ɖɚɜɔɝɞɟɎɌɣɌ ȣəɞɑɜəɑɞɟ, ɫɖɌ ɝɞɎɚɜɪɯɞɨɝɫ ɍɑɓ ɕɚɏɚ 
ɟɣɌɝɞɱ, Ɏɒɑ ɟ 2007 ɜ. ɛɑɜɑɎɔɥɔɎ ɚɍɝɫɏ ɱəɠɚɜɘɌɢɱɲ, ɫɖɟ ɝɞɎɚɜɪɯ 

ɝɌɘ ɖɚɜɔɝɞɟɎɌɣ. 

ȳ ɛɜɚɍɗɑɘɚɪ ɜɑɛɟɞɌɢɱɲ Ɏ ȣəɞɑɜəɑɞɱ ɥɚɐəɫ ɝɞɔɖɌɯɞɨɝɫ ɐɑɐɌɗɱ 
ɍɱɗɨɤɑ ɖɚɜɔɝɞɟɎɌɣɱɎ. Ȼɜɚ ɢɑ ɝɎɱɐɣɔɞɨ ɱ ɛɚɫɎɌ ɚɝɚɍɗɔɎɔɡ ɝɌɕɞɱɎ 

(əɌɛɜɔɖɗɌɐ, www.suicidemachine.org ), ɫɖɱ ɐɌɪɞɨ ɓɘɚɏɟ ɚɐəɚɣɌɝ-

əɚ ɎɔɐɌɗɔɞɔ ɜɑɯɝɞɜɌɢɱɪ ɞɌ Ɏɝɱ ɓɜɚɍɗɑəɱ ɓɌɛɔɝɔ əɌ ɜɱɓəɔɡ ɠɚɜɟ-
ɘɌɡ ɱ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ. ȾɌɖɌ ɚɛɑɜɌɢɱɫ əɌɓɔɎɌɯɞɨɝɫ çəɌɖɗɌ-

ɝɞɔ əɌ ɝɑɍɑ ɜɟɖɔ Ɏ ȣəɞɑɜəɑɞɱè. ȺɐəɌɖ ɢɫ ɝɔɝɞɑɘɌ ɛɚɖɔ ɥɚ əɑɐɚ-
ɝɖɚəɌɗɌ. ȮɱɐəɑɐɌɎəɌ ɢɑɕ ɖɗɚɛɱɞ ɍɑɜɟɞɨ əɌ ɝɑɍɑ ɝɛɑɢɱɌɗɨəɱ ɖɚɘ-

ɛɌəɱɲ, ɞɌɖ ɓɎɌəɱ çɱəɞɑɜəɑɞ-ɣɔɝɞɔɗɨəɔɖɔè, ɫɖɱ əɌɗɌɏɚɐɒɟɪɞɨ ɖɚə-

ɞɌɖɞɔ ɓ ɌɐɘɱəɱɝɞɜɌɢɱɯɪ ɛɜɚɎɱɐəɔɡ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ ɱ ɝɚɢɱɌɗɨ-
əɔɡ ɘɑɜɑɒ, ɚɖɜɑɘɔɡ Ɏɑɍ-ɝɌɕɞɱɎ, ɎɔɖɚɜɔɝɞɚɎɟɪɞɨ ɛɜɚɏɜɌɘəɱ 

ɱəɞɑɜɠɑɕɝɔ ɎɓɌɯɘɚɐɱɲ ɓ ɖɑɤɌɘɔ ɛɚɤɟɖɚɎɔɡ ɝɔɝɞɑɘ. 

ɋɖ ɱɗɪɝɞɜɌɢɱɪ ɘɚɒəɌ əɌɎɑɝɞɔ ɐɌəɱ ɌɐɘɱəɱɝɞɜɌɢɱɲ ɝɚɢɱɌɗɨəɚɲ 
ɘɑɜɑɒɱ (ɝɑɜɎɱɝɟ ɘɱɖɜɚɍɗɚɏɱɎ) Twitter ɛɜɚ ɖɱɗɨɖɱɝɞɨ ɓɌɛɔɞɱɎ əɌ 

ɎɔɐɌɗɑəəɫ ɖɚəɞɑəɞɟ. ȳɌ ɐɌəɔɘɔ ɌəɌɗɱɞɔɖɱɎ, ɓɌ ɛɑɜɤɑ ɛɱɎɜɱɣɣɫ 

2013 ɜɚɖɟ ɟɜɫɐɔ ɜɱɓəɔɡ ɖɜɌɲə əɌɛɜɌɎɔɗɔ ɐɚ Twitter 1157 ɓɌɛɔ-
ɞɱɎ ɛɜɚ əɌɐɌəəɫ ɱəɠɚɜɘɌɢɱɲ. ȳɌ ɌəɌɗɚɏɱɣəɔɕ ɛɑɜɱɚɐ 2012 ɜ. ɢɫ 

ɢɔɠɜɌ ɝɞɌəɚɎɔɗɌ 849. Ȼɜɔ ɢɨɚɘɟ Ɏ 10 ɜɌɓɱɎ ɓɜɚɝɗɌ ɖɱɗɨɖɱɝɞɨ 

ɓɌɛɔɞɱɎ əɌ ɎɔɐɌɗɑəəɫ ɖɚəɞɑəɞɟ. ȳɌ ɖɱɗɨɖɱɝɞɪ ɓɌɛɔɞɱɎ əɌ ɎɔɐɌ-
ɗɑəəɫ ɱəɠɚɜɘɌɢɱɲ ɗɱɐɔɜɟɯ ȼɚɝɱɫ. ȶɜɱɘ ɞɚɏɚ, ɎɱɐɓəɌɣɌɯɞɨɝɫ ɜɱɓɖɑ 

ɓɜɚɝɞɌəəɫ ɟɜɫɐɚɎɔɡ ɓɌɛɔɞɱɎ. 78 % ɟɝɱɡ ɓɌɛɔɞɱɎ ɛɜɚ ɱəɠɚɜɘɌɢɱɪ 

(902) ɛɜɔɛɌɐɌɪɞɨ əɌ ɣɌɝɞɖɟ ȽɄȬ. ȹɌ ɐɜɟɏɚɘɟ ɞɌ ɞɜɑɞɨɚɘɟ ɘɱɝɢɱ 
ɓəɌɡɚɐɫɞɨɝɫ ɋɛɚəɱɫ (87) ɞɌ ȮɑɗɔɖɚɍɜɔɞɌəɱɫ (26). 

Ȼɚəɫɞɞɫ ɒɔɎɟɣɚɝɞɱ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɚɍ'ɯɖɞɌ ɛɑɜɑɐɍɌɣɌɯ ɕɚ-

ɏɚ ɓɐɌɞəɱɝɞɨ ɝɎɚɯɣɌɝəɚ ɎɔɖɚəɟɎɌɞɔ ɝɎɚɲ ɠɟəɖɢɱɲ (Ɏ ɐɌəɚɘɟ Ɏɔ-
ɛɌɐɖɟ ð ɱəɠɚɜɘɟɎɌəəɫ) Ɏ ɟɘɚɎɌɡ ɐɱɲ ɐɑɝɞɌɍɱɗɱɓɟɪɣɔɡ ɠɌɖɞɚɜɱɎ. 

ȾɌɖɔɘɔ ɠɌɖɞɚɜɌɘɔ ɘɚɒɟɞɨ ɍɟɞɔ ɟɝɟəɑəəɫ ɚɖɜɑɘɔɡ ɱəɠɚɜɘɌ-
ɢɱɕəɔɡ ɚɍ'ɯɖɞɱɎ ɓ ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɛɜɚɝɞɚɜɟ, ɎɞɜɌɞɌ ɲɡəɨɚɲ Ɍɖɞɟ-

Ɍɗɨəɚɝɞɱ, ɐɚɝɞɟɛəɚɝɞɱ. ȹɑɚɍɡɱɐəɚ ɓɌɓəɌɣɔɞɔ, ɥɚ ɛɜɔɎɑɜəɑəəɫ 

ɟɎɌɏɔ Ɍɟɐɔɞɚɜɱɲ ɐɚ ɱəɤɚɲ ɞɑɘɔ, ɛɚɜɚɐɒɑəəɫ ɱəɤɚɏɚ ɱəɠɚɜɘɌ-
ɢɱɕəɚɏɚ ɚɍ'ɯɖɞɌ ɞɌɖɚɒ ɘɚɒɑ ɓəɔɓɔɞɔ ɌɖɞɟɌɗɨəɱɝɞɨ ɛɚɞɚɣəɚɏɚ 

ɱəɠɚɜɘɌɢɱɕəɚɏɚ ɚɍ'ɯɖɞɌ. 

Ȼɜɔ ɢɨɚɘɟ ɝɗɱɐ ɎɜɌɡɚɎɟɎɌɞɔ, ɥɚ əɌɕɎɌɒɗɔɎɱɤɌ ɱəɠɚɜɘɌ-
ɢɱɫ, ɛɚɞɜɌɛɔɎɤɔ ɐɚ ȣəɞɑɜəɑɞɟ, ɓɌɗɔɤɌɯɞɨɝɫ ɞɌɘ ɛɜɌɖɞɔɣəɚ 

əɌɓɌɎɒɐɔ, ɱ, ɫɖ ɛɚɖɌɓɟɯ ɛɜɌɖɞɔɖɌ, ɜɚɓɜɌɡɚɎɟɎɌɞɔ əɌ ɲɲ ɗɑɏɖɑ 

ɎɔɐɌɗɑəəɫ Ɍɍɚ ɓɘɱəɟ əɑ ɐɚɎɚɐɔɞɨɝɫ. ȹɌɕɖɜɌɥɔɘ ɘɑɞɚɐɚɘ ɎɔɫɎ-
ɗɫɯɞɨɝɫ Ɏɔɞɱɝəɑəəɫ əɑɍɌɒɌəɚɲ ɱəɠɚɜɘɌɢɱɲ əɚɎɔɘɔ ɝɪɒɑɞɌɘɔ, 

https://www.suicidemachine.org/
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ɛɜɚɎɑɐɑəəɫ ɝɛɑɢɱɌɗɨəɔɡ ɓɌɡɚɐɱɎ ɥɚɐɚ ɓɘɱɝɞɚɎəɚɏɚ ɎɔɛɜɌɎɗɑəəɫ 
ɛɚɘɔɗɚɖ84 . 

ȮɜɌɡɚɎɟɪɣɔ ɑɠɑɖɞ əɌɐɒɔɎɟɣɚɝɞɱ ɱəɠɚɜɘɌɢɱɲ Ɏ ɘɑɜɑɒɱ ȣə-

ɞɑɜəɑɞ, ɎɌɜɞɚ ɎɜɌɡɚɎɟɎɌɞɔ ɖɱɗɨɖɌ ɎɌɒɗɔɎɔɡ ɘɚɘɑəɞɱɎ ɛɱɐ ɣɌɝ 
ɍɚɜɚɞɨɍɔ ɓ əɑɏɌɞɔɎəɔɘ ɖɚəɞɑəɞɚɘ ɛɜɔ ɟɛɜɌɎɗɱəəɱ ɜɑɛɟɞɌɢɱɯɪ Ɏ 

ɘɑɜɑɒɱ: 

¶ əɑ ɘɚɒəɌ ɛɜɚɝɞɚ ɛɜɚɱɏəɚɜɟɎɌɞɔ əɑɏɌɞɔɎəɔɕ ɖɚəɞɑəɞ; 
ɫɖ Ɏɱɐɚɘɚ, ɱəɠɚɜɘɌɢɱɕəɱ ɛɚɎɱɐɚɘɗɑəəɫ, ɚɝɚɍɗɔɎɚ əɑɏɌ-

ɞɔɎəɚɏɚ ɝɛɜɫɘɟɎɌəəɫ, ɍɌɏɌɞɚɜɌɓɚɎɚ ɐɟɍɗɪɪɞɨɝɫ Ɏ ɘɑ-
ɜɑɒɱ. Ⱦɚɘɟ ɛɚɞɜɱɍəɱ ɝɛɜɚɝɞɟɎɌəəɫ, ɛɚɓɔɞɔɎəɔɕ ɖɚə-

ɞɑəɞ; 

¶ ɱəɞɑɜəɑɞ-ɣɔɝɞɔɗɨəɔɖɔ ð ɝɗɟɒɍɔ ɟɝɟəɑəəɫ əɑɏɌɞɔɎɟ ɓ 
ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ ɘɚɒɟɞɨ çɘɑɡɌəɱɣəɚè ɗɔɤɑ ɣɌɝɞɖɚɎɚ 

Ɏɔɜɱɤɔɞɔ ɛɜɚɍɗɑɘɟ. ȹɑɏɌɞɔɎəɌ ɱəɠɚɜɘɌɢɱɫ Ɏɝɑ ɚɐəɚ 
ɐɑɝɨ ɓɌɗɔɤɔɞɨɝɫ ɱ ɖɚɗɔɝɨ ɝɛɗɔɎɑ. Ⱦɚɘɟ ɝɗɱɐ Ɏɔɞɱɝəɔɞɔ 

əɑɏɌɞɔɎəɔɕ ɖɚəɞɑəɞ ɛɚɓɔɞɔɎəɔɘ; 

¶ ɛɚɓɔɞɔɎəɔɕ ɖɚəɞɑəɞ ɘɌɯ ɍɟɞɔ ɛɜɌɎɐɔɎɔɘ, ɚɍ'ɯɖɞɔɎ-
əɔɘ. ȣəɞɑɜəɑɞ ð ɣɟɐɚɎɔɕ ɐɑɞɑɖɞɚɜ ɍɜɑɡəɱ; 

¶ əɑɚɍɡɱɐəɚ ɜɚɓɘɱɥɟɎɌɞɔ çɎɔɤɞɚɎɡɟɪɣɟ əɑɏɌɞɔɎè ɛɚɓɔ-
ɞɔɎəɟ ɱəɠɚɜɘɌɢɱɪ Ɏ ɘɑɜɑɒɱ əɌ ɜɱɓəɔɡ ɢɱɗɨɚɎɔɡ ɜɑɝɟɜ-

ɝɌɡ, ɐɍɌɪɣɔ ɛɜɚ ɏɱɛɑɜɛɚɝɔɗɌəəɫ əɌ ɢɪ ɱəɠɚɜɘɌɢɱɪ. 

ȽɛɚɝɞɑɜɑɒɟɎɌəɔɕ əɔəɱ ɛɜɚɢɑɝ ɟ ɝɠɑɜɱ ɱəɞɑɗɑɖɞɟɌɗɱɓɌɢɱɲ ɌɎ-
ɞɚɘɌɞɔɓɚɎɌəɔɡ ɝɔɝɞɑɘ, ɛɑɜɑɡɚɐɟ Ɏɱɐ ɛɜɚɝɞɚɏɚ ɚɍɜɚɍɗɑəəɫ ɐɌ-

əɔɡ ɐɚ ɛɜɚɢɑɝɱɎ ɛɱɐɞɜɔɘɖɔ ɛɜɔɕəɫɞɞɫ ɜɱɤɑəɨ ɛɚɞɜɑɍɟɯ əɚɎɔɡ 

ɛɱɐɡɚɐɱɎ. ȽɌɘɑ ɞɚɘɟ ɚɝɚɍɗɔɎɑ ɘɱɝɢɑ ɛɚɝɱɐɌɪɞɨ ɓɌɎɐɌəəɫ, ɛɚɎ'ɫ-
ɓɌəɱ ɱɓ ɓɌɍɑɓɛɑɣɑəəɫɘ ɒɔɎɟɣɚɝɞɱ ɫɖ ɱəɠɚɜɘɌɢɱɕəɔɡ ɝɔɝɞɑɘ, ɞɌɖ 

ɱ ɱəɠɚɜɘɌɢɱɕəɔɡ ɚɍ'ɯɖɞɱɎ ɟ ɘɑɜɑɒɑɎɚɘɟ ɝɑɜɑɐɚɎɔɥɱ. 

ȮɔɝəɚɎɖɔ ɐɚ ɜɚɓɐɱɗɟ 6 

ȻɜɚɎɑɐɑəɑ ɐɚɝɗɱɐɒɑəəɫ ɛɜɚɍɗɑɘɌɞɔɖɔ ɜɑɛɟɞɌɢɱɕəɚɏɚ ɌəɌ-

ɗɱɓɟ Ɏ ɖɚəɞɑɖɝɞɱ ɖɚɘɛ'ɪɞɑɜəɚɲ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɐɚɓɎɚɗɫɯ 

ɝɞɎɑɜɐɒɟɎɌɞɔ, ɥɚ ɟɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ ɎɔɝɞɟɛɌɯ ɖɜɔɞɔɣəɔɘ 
ɑɗɑɘɑəɞɚɘ ɓɌɍɑɓɛɑɣɑəəɫ ɖɚəɖɟɜɑəɞɚɝɛɜɚɘɚɒəɚɝɞɱ ɝɟɍõɯɖɞɌ ɏɚɝ-

ɛɚɐɌɜɪɎɌəəɫ. ȼɑɛɟɞɌɢɱɫ ɖɚɘɛɌəɱɲ ɜɚɓɏɗɫɐɌɯɞɨɝɫ əɑ ɗɔɤɑ ɫɖ 

ɘɌɜɖɑɞɔəɏɚɎɌ ɖɌɞɑɏɚɜɱɫ, Ɍ ɕ ɫɖ ɠɱəɌəɝɚɎɔɕ ɌɖɞɔɎ, ɥɚ ɘɌɯ 

                                                                 
84 ȷɌəɐɑ Ȱ.Ȯ. ȶɑɜɟɎɌəəɫ ɜɑɛɟɞɌɢɱɯɪ Ɏ ɱəɠɚɜɘɌɢɱɕəɔɡ ɘɑɜɑɒɌɡ. 
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ɏɜɚɤɚɎɔɕ ɑɖɎɱɎɌɗɑəɞ ɟ ɠɚɜɘɱ ɏɟɐɎɱɗɟ ɞɌ ɍɑɓɛɚɝɑɜɑɐəɨɚ ɎɛɗɔɎɌɯ 
əɌ ɛɑɜɱɚɐ ɚɞɜɔɘɌəəɫ ɘɌɖɝɔɘɌɗɨəɚɏɚ ɐɚɡɚɐɟ ɞɌ ɤɎɔɐɖɱɝɞɨ ɐɚɝɫ-

ɏəɑəəɫ ɏɌɗɟɓɑɎɔɡ ɠɱəɌəɝɚɎɔɡ ɛɚɖɌɓəɔɖɱɎ. ȽɟɣɌɝəɱ ɛɱɐɡɚɐɔ ɐɚ 

ɟɛɜɌɎɗɱəəɫ ɜɑɛɟɞɌɢɱɯɪ Ɏ ȣəɞɑɜəɑɞɱ, Ɏɱɐɚɘɱ ɫɖ ORM ɞɌ SERM, 
ɛɑɜɑɐɍɌɣɌɪɞɨ ɖɚɘɛɗɑɖɝ ɓɌɡɚɐɱɎ ɥɚɐɚ ɎɔɫɎɗɑəəɫ ɞɌ ɘɱəɱɘɱɓɌɢɱɲ 

əɑɏɌɞɔɎəɚɏɚ ɖɚəɞɑəɞɟ ɣɑɜɑɓ ɛɚɤɟɖɚɎɟ ɎɔɐɌɣɟ ɞɌ ɝɚɢɱɌɗɨəɱ ɘɑ-

ɐɱɌ, ɛɜɚɞɑ ɑɠɑɖɞɔɎəɱɝɞɨ ɢɔɡ ɓɌɡɚɐɱɎ ɓɌɗɑɒɔɞɨ Ɏɱɐ ɜɚɓɟɘɱəəɫ 
ɛɜɔɜɚɐɔ əɑɏɌɞɔɎəɚɲ ɱəɠɚɜɘɌɢɱɲ, ɫɖɌ ɘɚɒɑ ɍɟɞɔ əɌɝɗɱɐɖɚɘ əɑɟ-

ɘɱɝəɔɡ ɐɱɕ, ɢɱɗɑɝɛɜɫɘɚɎɌəɚɏɚ ɎɛɗɔɎɟ ɖɚəɖɟɜɑəɞɱɎ Ɍɍɚ ɚɜɏɌəɱɓɚ-
ɎɌəɔɡ ɣɚɜəɔɡ PR-ɖɌɘɛɌəɱɕ. 

ȮɌɒɗɔɎɔɘ əɌɟɖɚɎɔɘ ɜɑɓɟɗɨɞɌɞɚɘ ɜɚɓɐɱɗɟ ɯ ɠɚɜɘɌɗɱɓɌɢɱɫ 

ɛɜɚɢɑɝɱɎ ɘɚɐɑɗɪɎɌəəɫ ɜɑɛɟɞɌɢɱɲ Ɏ ɝɚɢɱɌɗɨəɔɡ ɘɑɜɑɒɌɡ, ɐɑ Ɍɏɑ-
əɞɔ ɞɌ ɲɡəɱ ɎɓɌɯɘɚɓɎ'ɫɓɖɔ ɛɜɑɐɝɞɌɎɗɫɪɞɨɝɫ ɟ Ɏɔɏɗɫɐɱ ɏɜɌɠɱɎ ɓ 

ɟɜɌɡɟɎɌəəɫɘ ɐɔəɌɘɱɖɔ ɝɚɢɱɌɗɨəɔɡ ɓɎ'ɫɓɖɱɎ ɞɌ ɎɓɌɔɘəɚɏɚ Ɏɛɗɔ-

Ɏɟ. ȮɔɖɚɜɔɝɞɌəəɫ ɘɌɞɜɔɢɨ ɎɛɗɔɎɟ ɞɌ ɎɑɖɞɚɜɱɎ ɛɚɣɌɞɖɚɎɔɡ ɐɟ-
ɘɚɖ ɐɚɓɎɚɗɫɯ ɖɱɗɨɖɱɝəɚ ɚɢɱəɔɞɔ ɜɑɛɟɞɌɢɱɪ ɌɏɑəɞɌ ɫɖ əɚɜɘɚɎɌəɟ 

ɝɟɘɟ ɕɚɏɚ ɎɛɗɔɎɱɎ əɌ ɱəɤɔɡ ɟɣɌɝəɔɖɱɎ ɘɑɜɑɒɱ, Ɍ ɓɌɝɞɚɝɟɎɌəəɫ 

ɏɱɛɑɜɖɚɘɛɗɑɖɝəɔɡ ɣɔɝɗɚɎɔɡ ɝɔɝɞɑɘ əɌɐɌɯ ɱəɝɞɜɟɘɑəɞɌɜɱɕ ɐɗɫ 
ɎɜɌɡɟɎɌəəɫ ɛɚɓɔɞɔɎəɚɏɚ ɞɌ əɑɏɌɞɔɎəɚɏɚ ɝɞɌɎɗɑəəɫ ɝɟɍ'ɯɖɞɱɎ ɐɚ 

ɖɗɪɣɚɎɔɡ ɛɔɞɌəɨ ɓ ɘɚɒɗɔɎɱɝɞɪ əɌɎɣɌəəɫ ɝɔɝɞɑɘɔ ɞɌ ɟɜɌɡɟ-

ɎɌəəɫ ɝɑɘɌəɞɔɣəɚɲ ɝɔəɚəɱɘɱɲ. ȾɌɖɱ ɘɚɐɑɗɱ ɐɌɪɞɨ ɓɘɚɏɟ ɛɑɜɑɕɞɔ 
Ɏɱɐ ɫɖɱɝəɔɡ ɚɢɱəɚɖ ɐɚ ɖɱɗɨɖɱɝəɚɏɚ ɎɔɘɱɜɪɎɌəəɫ ɜɱɎəɫ ɐɚɎɱɜɔ ɞɌ 

ɗɚɫɗɨəɚɝɞɱ ɝɟɍ'ɯɖɞɌ ɥɚɐɚ ɝɟɝɛɱɗɨɝɞɎɌ, ɥɚ ɯ ɎɌɒɗɔɎɔɘ ɐɗɫ ɛɜɚ-

ɏəɚɓɟɎɌəəɫ ɱəɠɚɜɘɌɢɱɕəɔɡ ɓɌɏɜɚɓ. 
Ⱥɖɜɑɘɟ ɟɎɌɏɟ Ɏ ɌəɌɗɱɓɱ ɛɜɔɐɱɗɑəɚ ɛɜɚɍɗɑɘɱ ɱəɠɚɜɘɌɢɱɕəɚɲ 

ɒɔɎɟɣɚɝɞɱ ɚɍ'ɯɖɞɱɎ ɟ ɘɑɜɑɒɱ ȣəɞɑɜəɑɞ, ɥɚ ɞɱɝəɚ ɛɚɎ'ɫɓɌəɌ ɓ ɜɑ-

ɛɟɞɌɢɱɕəɔɘɔ ɜɔɓɔɖɌɘɔ, ɚɝɖɱɗɨɖɔ ɎɔɐɌɗɑəəɫ ɱəɠɚɜɘɌɢɱɲ əɑ ɏɌ-
ɜɌəɞɟɯ ɲɲ ɓəɔɖəɑəəɫ ɣɑɜɑɓ əɌɫɎəɱɝɞɨ ɢɔɠɜɚɎɔɡ ɝɗɱɐɱɎ ɞɌ ɞɱəɑɕ, 

ɖɑɤɟɎɌəəɫ ɛɚɤɟɖɚɎɔɘɔ ɝɔɝɞɑɘɌɘɔ ɞɌ ɌɜɡɱɎɟɎɌəəɫ ɐɌəɔɡ. Ȱɚ-
Ɏɑɐɑəɚ, ɥɚ ɱəɠɚɜɘɌɢɱɕəɱ ɚɍõɯɖɞɔ ɘɌɪɞɨ ɎɗɌɝəɔɕ ɒɔɞɞɯɎɔɕ 

ɢɔɖɗ, Ɍ ɲɡəɫ ɒɔɎɟɣɱɝɞɨ ɘɚɒɑ ɍɟɞɔ ɚɢɱəɑəɌ ɣɑɜɑɓ ɕɘɚɎɱɜəɱɝəɱ, 

ɍɟɗɑɎɱ Ɍɍɚ ɘɌɜɖɚɎɝɨɖɱ ɘɚɐɑɗɱ, ɫɖɱ ɎɜɌɡɚɎɟɪɞɨ ɜɚɓɛɚɐɱɗ ɖɚɛɱɕ əɌ 
ɝɑɜɎɑɜɌɡ ɞɌ ɝɞɟɛɱəɨ ɖɜɔɞɔɣəɚɝɞɱ ɠɟəɖɢɱɕ ɱəɠɚɜɘɟɎɌəəɫ. ȳ 

ɚɏɗɫɐɟ əɌ ɑɠɑɖɞ əɌɐɒɔɎɟɣɚɝɞɱ ɱəɠɚɜɘɌɢɱɲ, ɝɞɜɌɞɑɏɱɫ ɟɛɜɌɎɗɱəəɫ 

ɜɑɛɟɞɌɢɱɯɪ əɑ ɘɚɒɑ ɍɌɓɟɎɌɞɔɝɫ Ɏɔɖɗɪɣəɚ əɌ ɘɑɡɌəɱɣəɚɘɟ Ɏɔ-
ɐɌɗɑəəɱ əɑɏɌɞɔɎɟ, Ɍ ɘɌɯ ɛɑɜɑɐɍɌɣɌɞɔ Ɏɔɞɱɝəɑəəɫ əɑɍɌɒɌəɚɲ 

ɱəɠɚɜɘɌɢɱɲ əɚɎɔɘɔ ɛɚɓɔɞɔɎəɔɘɔ ɝɪɒɑɞɌɘɔ ɞɌ ɛɜɚɎɑɐɑəəɫ ɓɌ-

ɡɚɐɱɎ ɥɚɐɚ ɓɘɱɝɞɚɎəɚɏɚ ɎɔɛɜɌɎɗɑəəɫ ɛɚɘɔɗɚɖ, ɥɚ ɎɔɘɌɏɌɯ ɛɚɝ-
ɞɱɕəɚɏɚ ɘɚəɱɞɚɜɔəɏɟ ɛɚɤɟɖɚɎɚɲ ɎɔɐɌɣɱ ɞɌ ɝɚɢɱɌɗɨəɔɡ ɘɑɐɱɌ ɓ 
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ɎɔɖɚɜɔɝɞɌəəɫɘ ɝɛɑɢɱɌɗɱɓɚɎɌəɔɡ ɝɔɝɞɑɘ ɌəɌɗɱɓɟ ɞɚəɌɗɨəɚɝɞɱ ɞɌ 
ɚɡɚɛɗɑəəɫ Ɍɟɐɔɞɚɜɱɲ. 

ȾɌɖɔɘ ɣɔəɚɘ, ɜɑɛɟɞɌɢɱɕəɔɕ ɌəɌɗɱɓ Ɏ ɝɔɝɞɑɘɱ ɖɚəɖɟɜɑəɞəɚɲ 

ɜɚɓɎɱɐɖɔ ɱəɞɑɏɜɟɯ ɘɑɞɚɐɔ ɝɚɢɱɚɗɚɏɱɣəɚɏɚ ɘɚəɱɞɚɜɔəɏɟ, ɘɌɞɑɘɌ-
ɞɔɣəɚɏɚ ɘɚɐɑɗɪɎɌəəɫ ɘɑɜɑɒɑɎɔɡ ɎɛɗɔɎɱɎ ɞɌ ɞɑɚɜɱɲ ɱəɠɚɜɘɌ-

ɢɱɕəɚɲ ɒɔɎɟɣɚɝɞɱ, ɠɚɜɘɟɪɣɔ ɢɱɗɱɝəɟ ɘɑɞɚɐɔɖɟ ɓɌɡɔɝɞɟ ɐɱɗɚɎɚɲ 

ɜɑɛɟɞɌɢɱɲ. ȱɠɑɖɞɔɎəɱɝɞɨ ɛɜɚɞɔɐɱɲ əɑɏɌɞɔɎəɔɘ ɱəɠɚɜɘɌɢɱɕəɔɘ 
ɎɛɗɔɎɌɘ ɓɌɍɑɓɛɑɣɟɯɞɨɝɫ ɛɚɯɐəɌəəɫɘ ɞɑɡəɱɣəɔɡ ɓɌɝɚɍɱɎ ɘɚəɱɞɚ-

ɜɔəɏɟ, ɛɜɌɎɚɎɔɡ ɘɑɡɌəɱɓɘɱɎ ɓɌɡɔɝɞɟ ɞɌ ɝɞɜɌɞɑɏɱɣəɚɏɚ ɛɗɌəɟ-
ɎɌəəɫ ɖɚɘɟəɱɖɌɢɱɕ, ɝɛɜɫɘɚɎɌəɚɏɚ əɌ ɠɚɜɘɟɎɌəəɫ ɝɞɱɕɖɚɏɚ ɛɚ-

ɓɔɞɔɎəɚɏɚ ɱɘɱɐɒɟ Ɏ ɢɔɠɜɚɎɚɘɟ ɛɜɚɝɞɚɜɱ, ɐɑ ɍɟɐɨ-ɫɖɌ ɚɛɜɔɗɪɐ-

əɑəɌ ɱəɠɚɜɘɌɢɱɫ əɌɍɟɎɌɯ ɎɗɌɝɞɔɎɚɝɞɑɕ ɐɚɎɏɚɝɞɜɚɖɚɎɚɏɚ ɓɍɑɜɱ-
ɏɌəəɫ ɞɌ ɛɚɞɑəɢɱɕəɚɏɚ ɎɛɗɔɎɟ əɌ ɛɜɔɕəɫɞɞɫ ɟɛɜɌɎɗɱəɝɨɖɔɡ ɜɱ-

ɤɑəɨ ɝɞɑɕɖɡɚɗɐɑɜɌɘɔ. 
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7 . ȻɜɌɎɚɎɱ ɛɔɞɌəəɫ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ 

7.1. ȶɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ Ɏ ɛɜɌɎɚɎɚɘɟ ɛɚɗɱ 

ȭɑɓɟɘɚɎəɚ, ɖɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ ɫɖ ɝɠɑɜɌ ɐɱɫɗɨəɚɝɞɱ ɘɌɯ 

ɓɐɱɕɝəɪɎɌɞɔɝɫ Ɏ ɜɌɘɖɌɡ ɛɜɌɎɚɎɚɏɚ ɛɚɗɫ ɐɑɜɒɌɎɔ. ȺɝəɚɎɚɪ ɐɗɫ 
ɢɨɚɏɚ ɯ ɖɚəɝɞɔɞɟɢɱɕəɱ ɛɜɌɎɌ əɌ ɛɚɤɟɖ, ɚɞɜɔɘɌəəɫ, ɛɑɜɑɐɌɎɌə-

əɫ ɞɌ ɎɔɖɚɜɔɝɞɌəəɫ ɱəɠɚɜɘɌɢɱɲ ɟ Ɏɝɱɡ ɢɔɎɱɗɱɓɚɎɌəɔɡ ɐɑɜɒɌɎɌɡ. 

Ȼɜɔ ɢɨɚɘɟ ɝɗɱɐ ɓɌɟɎɌɒɔɞɔ, ɥɚ Ɏ ɜɫɐɱ ɖɜɌɲə ɓɌɖɚəɚɐɌɎɝɞɎɚ, ɫɖɑ 
ɚɍɘɑɒɟɯ ɐɱɫɗɨəɱɝɞɨ ɓɱ ɓɍɚɜɟ ɞɌ ɚɍɜɚɍɖɔ ɱəɠɚɜɘɌɢɱɲ, ɠɌɖɞɔɣəɚ 

ɝɞɌɎɔɞɨ ɖɚəɖɟɜɑəɞəɟ ɜɚɓɎɱɐɖɟ ɛɚɓɌ ɓɌɖɚəɚɘ. 
ȮɚɐəɚɣɌɝ Ɏ ȿɖɜɌɲəɱ çɖɚɒɑə ɘɌɯ ɛɜɌɎɚ Ɏɱɗɨəɚ ɓɍɔɜɌɞɔ, ɓɍɑ-

ɜɱɏɌɞɔ, ɎɔɖɚɜɔɝɞɚɎɟɎɌɞɔ ɞɌ ɛɚɤɔɜɪɎɌɞɔ ɱəɠɚɜɘɌɢɱɪ ɟɝəɚ, 

ɛɔɝɨɘɚɎɚ Ɍɍɚ ɍɟɐɨ-ɫɖɔɘ ɱəɤɔɘ ɝɛɚɝɚɍɚɘ ð əɌ ɎɗɌɝəɔɕ ɜɚɓɝɟɐè 
(ȶɚəɝɞɔɞɟɢɱɫ ȿɖɜɌɲəɔ, ɜɚɓɐɱɗ 2, ɝɞ. 34).  

ȾɌɖɔɘ ɣɔəɚɘ, Ɏ ȿɖɜɌɲəɱ ɛɜɌɎɚɎɑ ɜɑɏɟɗɪɎɌəəɫ Ɏ ɱəɠɚɜɘɌ-

ɢɱɕəɱɕ ɝɠɑɜɱ, ɐɚ ɫɖɚɲ, ɍɑɓɟɘɚɎəɚ, əɌɗɑɒɔɞɨ ɱ ɖɚəɖɟɜɑəɞəɌ ɜɚɓ-
ɎɱɐɖɌ, ɻɜɟəɞɟɯɞɨɝɫ əɌ ɞɌɖɔɡ ɛɜɔəɢɔɛɌɡ: 

1.  ɝɎɚɍɚɐɌ ɛɚɤɟɖɟ, ɚɞɜɔɘɌəəɫ, ɛɑɜɑɐɌɎɌəəɫ, ɎɔɜɚɍəɔɢɞɎɌ 

ɞɌ ɛɚɤɔɜɑəəɫ ɱəɠɚɜɘɌɢɱɲ ɍɟɐɨ-ɫɖɔɘ ɓɌɖɚəəɔɘ ɝɛɚɝɚ-
ɍɚɘ; 

2.  ɎɝɞɌəɚɎɗɑəəɫ ɚɍɘɑɒɑəɨ ɐɚɝɞɟɛɟ ɐɚ ɱəɠɚɜɘɌɢɱɲ ɗɔɤɑ ɓɌ-

ɖɚəɌɘɔ ɐɑɜɒɌɎɔ; 
3.  Ɏɱɐɖɜɔɞɱɝɞɨ ɱəɠɚɜɘɌɢɱɲ ɛɜɚ ɐɱɫɗɨəɱɝɞɨ ɐɑɜɒɌɎəɔɡ ɚɜɏɌ-

əɱɎ ɞɌ ɚɜɏɌəɱɎ ɘɱɝɢɑɎɚɏɚ ɝɌɘɚɎɜɫɐɟɎɌəəɫ ɱ Ɏɱɗɨəɔɕ ɐɚɝ-

ɞɟɛ ɐɚ ɞɌɖɚɲ ɱəɠɚɜɘɌɢɱɲ, ɚɖɜɱɘ ɎɔɛɌɐɖɱɎ, ɛɑɜɑɐɍɌɣɑəɔɡ 
ɓɌɖɚəɌɘɔ ɐɑɜɒɌɎɔ; 

4.  ɓɌ ɖɌɞɑɏɚɜɱɯɪ ɐɚɝɞɟɛɟ ɱəɠɚɜɘɌɢɱɫ ɛɚɐɱɗɫɯɞɨɝɫ əɌ Ɏɱɐɖ-

ɜɔɞɟ (ɓɌɏɌɗɨəɚɐɚɝɞɟɛəɟ) ɞɌ ɓ ɚɍɘɑɒɑəɔɘ ɐɚɝɞɟɛɚɘ. Ȯɚɐ-
əɚɣɌɝ ɱəɠɚɜɘɌɢɱɫ ɓ ɚɍɘɑɒɑəɔɘ ɐɚɝɞɟɛɚɘ ɓɌ ɝɎɚɯɪ ɛɜɌ-

ɎɚɎɚɪ ɛɜɔɜɚɐɚɪ ɞɌɖɚɒ ɛɚɐɱɗɫɯɞɨɝɫ əɌ ɐɎɌ Ɏɔɐɔ: Ɏɱɐɚ-

ɘɚɝɞɱ, ɥɚ ɝɞɌəɚɎɗɫɞɨ ɐɑɜɒɌɎəɟ ɞɌɯɘəɔɢɪ; ɖɚəɠɱɐɑə-
ɢɱɕəɟ ɱəɠɚɜɘɌɢɱɪ. 

ȹɑɓɎɌɒɌɪɣɔ əɌ ɞɑ, ɥɚ ɖɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌ ɝɨɚɏɚɐəɱ ɯ Ɏɔ-
ɓəɌəɚɪ ɝɠɑɜɚɪ ɐɱɫɗɨəɚɝɞɱ, ɓɌɖɚəɚɐɌɎɣɚ ɓɌɖɜɱɛɗɑəɚɏɚ ɛɚəɫɞɞɫ 

çɖɚəɖɟɜɑəɞəɌ ɜɚɓɎɱɐɖɌè Ɏ ȿɖɜɌɲəɱ əɌɜɌɓɱ əɑ ɱɝəɟɯ, ɡɚɣɌ ɐɱɫɗɨ-

əɱɝɞɨ ɓɱ ɓɍɚɜɟ, ɓɍɑɜɱɏɌəəɫ, ɚɍɜɚɍɖɔ ɞɌ ɛɚɤɔɜɑəəɫ ɱəɠɚɜɘɌɢɱɲ 
ɜɑɏɟɗɪɯɞɨɝɫ əɔɓɖɚɪ ɓɌɖɚəɚɐɌɎɣɔɡ ɞɌ əɚɜɘɌɞɔɎəɔɡ ɌɖɞɱɎ: 
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ȳɌɖɚə ȿɖɜɌɲəɔ çȻɜɚ ɱəɠɚɜɘɌɢɱɪè Ɏɱɐ 02.10.1992 ɜ. ʈ 2657-
XII (ɓɱ ɓɘɱəɌɘɔ Ɏɱɐ 13.01.2011 ɜ.), ɝɞ. 5-7 .  

ȳɌɖɚə ȿɖɜɌɲəɔ çȻɜɚ ɐɜɟɖɚɎɌəɱ ɓɌɝɚɍɔ ɘɌɝɚɎɚɲ ɱəɠɚɜɘɌɢɱɲ 

(ɛɜɑɝɟ) Ɏ ȿɖɜɌɲəɱè Ɏɱɐ 16.11.1992 ɜ ʈ 2782-XII, ɝɞ. 6, 25. 
ȳɌɖɚə ȿɖɜɌɲəɔ çȻɜɚ ɚɡɚɜɚəəɟ ɐɱɫɗɨəɱɝɞɨè ʈ 4616-VI Ɏɱɐ 

22.03.2012 ɜ. ɝɞ. 9, 13, 19. 

ȳɌɖɚə ȿɖɜɌɲəɔ çȻɜɚ ɓɌɡɔɝɞ ɛɑɜɝɚəɌɗɨəɔɡ ɐɌəɔɡè ʈ 2297-VI 
Ɏɱɐ 01.06.2010 ɜ. 

ɂɔɎɱɗɨəɔɕ ɖɚɐɑɖɝ ȿɖɜɌɲəɔ (ɝɞ. 505), ȶɜɔɘɱəɌɗɨəɔɕ ɖɚɐɑɖɝ 
ȿɖɜɌɲəɔ (ɝɞ. 231, 232), ȶɚɐɑɖɝ ȿɖɜɌɲəɔ ɛɜɚ ɌɐɘɱəɱɝɞɜɌɞɔɎəɱ 

ɛɜɌɎɚɛɚɜɟɤɑəəɫ (ɝɞ.163); 

ȿɖɌɓ ȻɜɑɓɔɐɑəɞɌ ȿɖɜɌɲəɔ çȻɔɞɌəəɫ ɯɎɜɚɛɑɕɝɨɖɚɲ ɞɌ ɯɎɜɚɌɞ-
ɗɌəɞɔɣəɚɲ ɱəɞɑɏɜɌɢɱɲè Ɏɱɐ 20.04.2019 ɜ. ʈ 155/2019. 

ȿɖɌɓ ȻɜɑɓɔɐɑəɞɌ ȿɖɜɌɲəɔ çȻɜɚ ȹɌɢɱɚəɌɗɨəɔɕ ȶɚɚɜɐɔəɌɢɱɕ-

əɱɕ ɢɑəɞɜ ɖɱɍɑɜɍɑɓɛɑɖɔè Ɏɱɐ 07.06.2016 ɜ.  ʈ 242/2016. 
 

ȹɑ ɘɚɒəɌ ɓɌɍɟɎɌɞɔ, ɥɚ ɛɜɚɎɑɐɑəəɫ ɓɌɡɚɐɱɎ ɱɓ ɓɌɍɑɓɛɑɣɑəəɫ 

ɍɑɓɛɑɖɔ ɍɱɓəɑɝɟ əɌɎɱɞɨ ɟ ɜɌɘɖɌɡ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓɎɱɐɖɔ ɱəɖɚɗɔ 
ɘɚɒɑ ɝɛɜɔɕɘɌɞɔɝɫ ɫɖ ɓɐɱɕɝəɑəəɫ ɚɛɑɜɌɞɔɎəɚ-ɜɚɓɤɟɖɚɎɚɲ ɐɱɫ-

ɗɨəɚɝɞɱ, ɛɜɚɎɚɐɔɞɔ ɫɖɟ, ɓɏɱɐəɚ ɱɓ ȳɌɖɚəɚɘ ȿɖɜɌɲəɔ çȻɜɚ ɚɛɑɜɌ-

ɞɔɎəɚ-ɜɚɓɤɟɖɚɎɟ ɐɱɫɗɨəɱɝɞɨè Ɏɱɐ 18.02.1992 ɜ. ʈ 2135-XII, ɘɌ-
ɪɞɨ ɛɜɌɎɚ ɗɔɤɑ ɝɟɍõɯɖɞɔ, ɓɌɓəɌɣɑəɱ Ɏ ɚɖɜɑɘɔɡ ɝɞɌɞɞɫɡ ɢɨɚɏɚ 

ȳɌɖɚəɟ. Ȼɜɔ ɢɨɚɘɟ ɛɑɜɑɗɱɖ ɝɟɍõɯɖɞɱɎ ɯ Ɏɔɣɑɜɛəɔɘ, Ɍ ɓɐɱɕɝəɑəəɫ 

ɚɛɑɜɌɞɔɎəɚ-ɜɚɓɤɟɖɚɎɚɲ ɐɱɫɗɨəɚɝɞɱ ɱəɤɔɘɔ ɪɜɔɐɔɣəɔɘɔ ɞɌ ɠɱ-
ɓɔɣəɔɘɔ ɚɝɚɍɌɘɔ ɓɌɍɚɜɚəɫɯɞɨɝɫ. 

Ȯ ɓɌɞɎɑɜɐɒɑəɱɕ ȿɖɌɓɚɘ ȻɜɑɓɔɐɑəɞɌ ȿɖɜɌɲəɔ ʈ96/2016 Ɏɱɐ 

27 ɝɱɣəɫ 2016 ɜɚɖɟ ȽɞɜɌɞɑɏɱɲ ɖɱɍɑɜɍɑɓɛɑɖɔ ȿɖɜɌɲəɔ ɐɑɖɗɌɜɟɪɞɨ-
ɝɫ ɚɝəɚɎəɱ ɓɌɎɐɌəəɫ ɐɗɫ ɝɔɗɚɎɔɡ ɚɜɏɌəɱɎ, ɝɑɜɑɐ ɫɖɔɡ: çəɌ ɜɚɓɎɱ-

ɐɟɎɌɗɨəɱ ɚɜɏɌəɔ ȿɖɜɌɲəɔ ð ɜɑɌɗɱɓɌɢɱɫ ɜɚɓɎɱɐɟɎɌɗɨəɚɲ ɐɱɫɗɨəɚɝɞɱ 
ɓ ɎɔɫɎɗɑəəɫ ɓɌɏɜɚɓ əɌɢɱɚəɌɗɨəɱɕ ɍɑɓɛɑɢɱ ȿɖɜɌɲəɔ Ɏ ɖɱɍɑɜɛɜɚɝ-

ɞɚɜɱ, ɱəɤɔɡ ɛɚɐɱɕ ɞɌ ɚɍɝɞɌɎɔə, ɥɚ ɝɞɚɝɟɪɞɨɝɫ ɝɠɑɜɔ ɖɱɍɑɜɍɑɓ-

ɛɑɖɔè, Ɍ ɞɌɖɚɒ ɛɑɜɑɐɍɌɣɑəɚ çɝɞɎɚɜɑəəɫ ɝɔɝɞɑɘɔ ɝɎɚɯɣɌɝəɚɏɚ 
ɎɔɫɎɗɑəəɫ, ɛɜɚɞɔɐɱɲ ɞɌ əɑɕɞɜɌɗɱɓɌɢɱɲ ɖɱɍɑɜɓɌɏɜɚɓ, ɓɚɖɜɑɘɌ ɓɌ 

ɓɌɗɟɣɑəəɫ Ɏɚɗɚəɞɑɜɝɨɖɔɡ ɚɜɏɌəɱɓɌɢɱɕè, ɟɝɑ ɢɑ, ɍɑɓɟɘɚɎəɚ, Ɏɱɐ-

əɚɝɔɞɨɝɫ ɐɚ ɓɌɝɞɚɝɟɎɌəəɫ ɓɌɝɚɍɱɎ OSINT (Ɍɍɚ ɖɚəɖɟɜɑəɞəɚɲ ɜɚɓ-
Ɏɱɐɖɔ) ɟ ɢɱɕ ɝɠɑɜɱ. 

ȮɚɐəɚɣɌɝ ɣɔəəɔɘ ȶɜɔɘɱəɌɗɨəɔɘ ɖɚɐɑɖɝɚɘ ȿɖɜɌɲəɔ ɛɑɜɑɐɍɌ-

ɣɑəɌ ɖɜɔɘɱəɌɗɨəɌ ɎɱɐɛɚɎɱɐɌɗɨəɱɝɞɨ ɓɌ əɑɓɌɖɚəəɔɕ ɓɍɱɜ ɓ ɘɑɞɚɪ 
ɎɔɖɚɜɔɝɞɌəəɫ Ɍɍɚ ɎɔɖɚɜɔɝɞɌəəɫ Ɏɱɐɚɘɚɝɞɑɕ, ɥɚ ɝɞɌəɚɎɗɫɞɨ 

ɖɚɘɑɜɢɱɕəɟ ɞɌɯɘəɔɢɪ, Ɍ ɞɌɖɚɒ ɓɌ ɜɚɓɏɚɗɚɤɑəəɫ ɖɚɘɑɜɢɱɕəɚɲ 
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ɞɌɯɘəɔɢɱ. ȺɣɑɎɔɐəɚ, ɞɌɖɱ Ɏɱɐɚɘɚɝɞɱ Ɏɔɡɚɐɫɞɨ ɓɌ ɘɑɒɱ ɖɚəɖɟɜɑə-
ɞəɚɲ ɜɚɓɎɱɐɖɔ. 

 

Ȯ ȿɖɜɌɲəɱ əɌɜɌɓɱ ɞɜɔɎɌɯ ɛɚɝɞɟɛɚɎɌ ɏɌɜɘɚəɱɓɌɢɱɫ ɓɌɖɚəɚɐɌɎ-
ɝɞɎɌ ɓ ȼɑɏɗɌɘɑəɞɚɘ ȡȽ 2016/679 (General Data Protec tion 

Regulation (EU) 2016/679 ) ɥɚɐɚ ɓɌɡɔɝɞɟ ɛɑɜɝɚəɌɗɨəɔɡ ɐɌəɔɡ.  

ȺɝəɚɎəɌ ɘɑɞɌ: ɐɚɝɫɏɞɔ ɜɱɎəɫ ɝɟɘɱɝəɚɝɞɱ ɱɓ GDPR, ɥɚɍ ɟɖɜɌɲəɝɨ-
ɖɱ ɖɚɘɛɌəɱɲ ɞɌ ɚɜɏɌəɔ ɎɗɌɐɔ ɘɚɏɗɔ ɗɑɏɌɗɨəɚ ɚɍɜɚɍɗɫɞɔ ɐɌəɱ ɏɜɚ-

ɘɌɐɫə ȡȽ ɞɌ ɟəɔɖɌɞɔ ɝɌəɖɢɱɕ ɛɜɔ ɝɛɱɎɛɜɌɢɱ ɓ ɯɎɜɚɛɑɕɝɨɖɔɘɔ 
ɛɌɜɞəɑɜɌɘɔ. 

ȺɝəɚɎəɱ ɘɚɘɑəɞɔ:  

1.  ȳɌɖɚə ȿɖɜɌɲəɔ çȻɜɚ ɓɌɡɔɝɞ ɛɑɜɝɚəɌɗɨəɔɡ ɐɌəɔɡè (2010) 

ɓɌɜɌɓ ɘɚɐɑɜəɱɓɟɯɞɨɝɫ, ɥɚɍ ɎɱɐɛɚɎɱɐɌɞɔ ɎɔɘɚɏɌɘ GDPR. 

ȳɚɖɜɑɘɌ: 

¶ ɟɞɚɣəɪɯɞɨɝɫ ɛɜɌɎɚɎɌ ɚɝəɚɎɌ ɚɍɜɚɍɖɔ ɛɑɜɝɚəɌɗɨəɔɡ 

ɐɌəɔɡ; 

¶ ɎɎɚɐɫɞɨɝɫ əɚɎɱ ɛɜɌɎɌ ɝɟɍõɯɖɞɱɎ ɐɌəɔɡ, ɓɚɖɜɑɘɌ ɛɜɌɎɚ 

əɌ ɛɑɜɑəɑɝɑəəɫ ɐɌəɔɡ, ɛɜɌɎɚ əɌ ɓɌɍɟɞɞɫ; 

¶ ɛɚɝɔɗɪɯɞɨɝɫ ɚɍɚɎõɫɓɚɖ ɖɚəɞɜɚɗɑɜɱɎ ɱ ɛɜɚɢɑɝɚɜɱɎ ɐɌ-

əɔɡ ɥɚɐɚ ɍɑɓɛɑɖɔ, Ɏɑɐɑəəɫ ɜɑɯɝɞɜɱɎ ɱ ɛɚɎɱɐɚɘɗɑəəɫ 

ɛɜɚ Ɏɔɞɚɖɔ ɐɌəɔɡ; 

¶ ɓɌɛɜɚɎɌɐɒɟɪɞɨɝɫ ɣɱɞɖɱ ɤɞɜɌɠɔ ɞɌ ɘɑɡɌəɱɓɘɔ ɖɚəɞɜɚ-

ɗɪ ɓɌ ɛɚɜɟɤɑəəɫɘɔ. 
2.  ȿɜɫɐ ȿɖɜɌɲəɔ ɞɌ ȸɱəɢɔɠɜɔ ɜɚɓɜɚɍɗɫɪɞɨ ɛɜɚɑɖɞ əɚɎɚɏɚ 

ɓɌɖɚəɟ, ɫɖɔɕ ɍɑɓɛɚɝɑɜɑɐəɨɚ ɱɘɛɗɑɘɑəɞɟɯ GDPR ɟ əɌɢɱɚ-

əɌɗɨəɑ ɓɌɖɚəɚɐɌɎɝɞɎɚ, ɓ ɟɜɌɡɟɎɌəəɫɘ əɌɢɱɚəɌɗɨəɔɡ ɚɝɚ-

ɍɗɔɎɚɝɞɑɕ. Ȯɱə ɛɑɜɑɐɍɌɣɌɯ: 

¶ ɟɓɏɚɐɒɑəəɫ ɞɑɜɘɱəɱɎ ɱ ɎɔɓəɌɣɑəɨ ɱɓ GDPR; 

¶ ɜɚɓɤɔɜɑəəɫ ɛɚɎəɚɎɌɒɑəɨ ȿɛɚɎəɚɎɌɒɑəɚɏɚ ɱɓ ɓɌɡɔɝɞɟ 
ɛɑɜɝɚəɌɗɨəɔɡ ɐɌəɔɡ; 

¶ ɎɔɓəɌɣɑəəɫ ɣɱɞɖɔɡ ɛɜɌɎɔɗ ɐɗɫ ɞɜɌəɝɠɑɜɟ ɛɑɜɝɚəɌɗɨ-
əɔɡ ɐɌəɔɡ ɓɌ ɖɚɜɐɚə; 

¶ ɘɑɡɌəɱɓɘɔ ɐɗɫ ɍɱɓəɑɝɟ ɞɌ ɚɜɏɌəɱɎ ɎɗɌɐɔ ɥɚɐɚ ɎɱɐɛɚɎɱ-

ɐəɚɝɞɱ GDPR. 
3.  ȻɚɝɞɟɛɚɎɌ ɱɘɛɗɑɘɑəɞɌɢɱɫ ɣɑɜɑɓ ɛɜɌɖɞɔɖɟ ɞɌ ɜɑɖɚɘɑəɐɌ-

ɢɱɲ: 

¶ ɍɌɏɌɞɚ ɖɚɘɛɌəɱɕ ɟɒɑ ɌɐɌɛɞɟɪɞɨ Ɏəɟɞɜɱɤəɱ ɛɚɗɱɞɔɖɔ 

ɞɌ ɐɚɖɟɘɑəɞɔ ɛɱɐ GDPR; 






































































































